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Abstract 

This paper proposed a quadrature amplitude modulation (QAM) encryption technique in orthogonal frequency-division multiple 
access-based passive optical network (OFDMA-PON) systems. This scheme combines chaos based IQ-encryption with the SLM 
technique. The system can benefit of simultaneous low PAPR and high physical layer security. For IQ encrypting, the real (I) and 
imaginary (Q) parts of the QAM symbols are separately coded with key sequences, which are generated by a logistic map.  A 
bank of OFDM symbol candidates is obtained by repeating this process. Then the candidate with the lowest PAPR is transmitted 
to the ONU sides. The iteration parameters of the mapping formula are set as the security keys, which are securely transmitted 
between OLT and ONUs. The research has utilized this method to successfully transmit 10 Gb/s 16QAM OFDM signal along 
30km standard single mode fiber (SSMF). 
© 2015 The Authors. Published by Elsevier Ltd. 
Selection and/or peer-review under responsibility of the scientific committee of Symposium 2015 ICMAT. 
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1. Introduction 

Passive optical network (PON) is considered as a promising way to meet the rapidly growing bandwidth and 
capability requirements due to their superiorities such as cost effectiveness, low energy consumption and relatively 
high signal transmission capability [1, 2]. The orthogonal frequency division multiple access-based PON (OFDMA-
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PON) can achieve high spectral efficiency and long reach access and thus it is a prominent candidate for next 
generation PON systems [3, 4]. However, high peak to-average power ratio (PAPR) has been a major drawback of 
OFDM signal. The high PAPR will introduce nonlinear distortion when signals are electrically/optically amplified. 
The probability of amplifier exceeding linear range increases accordingly. Many approaches have been proposed to 
reduce the PAPR such as: utilizing phase modulation instead of intensity modulation, adopting a compression 
transforming technique and combining Hadamard transform with compression transform coding technique [5]. There 
are also other methods such as selected mapping (SLM), which can statistically improve the characteristics of the 
PAPR distribution of the OFDM signal [6]. 

On the other hand, OFDMA-PON has a number of subscribers and frequent services interactions. Moreover it is 
close to the end users. Therefore, OFDMA-PON systems are quite vulnerable to various attacks and hence the secure 
problem should be taken seriously [7]. So far, various technologies have been proposed to improve the security of 
OFDMA-PON, such as the medium access control (MAC) encryption and the application layers encryption. But due 
to the unprotected frame headers, these techniques are vulnerable to the attacks aiming at the lowest layer [8]. The 
physical layer encryption is more effectively, since it can protect all the data. Recently, a few physical layer 
encryption technologies have been proposed such as chaotic scrambling [9], fractional Fourier transform based 
encryption method [10], chaos based IQ encryption method [11] and so on. 

In this paper we proposed a chaos based IQ encryption technique to simultaneously PAPR reduction and physical 
layer security enhancement. The key sequences are generated by a Chebyshev mapping. Owning to the properties of 
the chaotic map such as ergodicity, high sensitivity to initial conditions and control parameter, the generated key 
sequences have a good random feature while the complexity of this process is relatively low [11]. In this paper, we 
demonstrate simultaneous PAPR reduction and security enhancement of an intensity-modulation/direct-detection 
(IM/DD) based OFDMA-PON system using Chaos IQ-encryption based SLM technique.  

2. Principle  
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Fig 1. The schematic diagram of the Chaos IQ-encryption based SLM technique based secure OFDMA-PON system 

The schematic diagram of the Chaos IQ-encryption based SLM technique based secure OFDMA-PON system is 
illustrated in Fig. 1.After serial-to-parallel conversion (S/P), the original data are mapped to parallel QAM symbols. 
Then these QAM symbols are IQ encrypted with the encryption sequence. After IFFT processing, the candidate with 
lowest PAPR will be selected and transmitted to the ONUs. At the same time, the side information will be 
transmitted to ONUs as the train sequence. At the ONU side, side information is extracted from the received 
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sequence.  And then the encryption sequence can be recovered to decrypt the received information. Here the 
encryption sequences are generated by a low dimension Chebyshev mapping and which has the following iterative 
formula 

 cos(4arccos( )), 1,1n n nx x x  (1) 

Here xn is the system variable. The sensibility of the Chebyshev mapping map to changes of the initial value x0 is 
shown in Fig 2. Owning to the chaos properties of this map, it has high sensitivity to initial conditions.  
 

1 20 40 60 80 100 120
-1

-0.5

0

0.5

1

1.5

t

x(
t)

x0=0.343592663559772
x0=0.343592663559773

 

Fig 2. The sensibility of Chebyshev map to changes of the initial value x0. 

At the ONU side, the side information will be recovered from the training sequences firstly. At the same time, the 
encryption sequences will be recovered with the same initial conditions with the OLT. The received downstream 
signals can be decrypted by using the recovered encryption sequence. Due to lack of the encryption sequence, the 
illegal ONU cannot obtain any information from the received downstream signal. 

3. System setup 

 

Fig. 3. The setup of the proposed secure OFDMA-PON (IM: intensity modulator; PSC: power splitter/coupler; PD: photodiode; RF: radio 
frequency). 

The setup of the proposed OFDMA-PON is shown in Fig. 3. We perform the simulation using VPI transmission-
Maker Version 9.1. The OFDM modulation and demodulation are executed by Matlab program offline. The 
modulation format of subcarriers is 16QAM and the IFFT size is 128. The number of subcarriers is 127 and the DC 
subcarrier is not used for data transmission. For simplicity, the odd subcarriers and even subcarriers are allocated for 
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ONU1 and ONU2, respectively. The bandwidth of OFDM signal is 3 GHz. Thus each ONU has a bit rate of about 5 
Gb/s. To avoid dispersion, the duration of the cyclic prefix is set to 1/8 of the OFDM symbol duration. The 
baseband OFDM signal is firstly up-converted to 4.25 GHz and then intensity modulation with direct detection 
(IM/DD) is realized in the optical domain. A 1551 nm distributed feedback (DFB) laser and a Mach-Zehnder 
modulator (MZM) are used to produce the double side-band (DSB) optical OFDM signal. After an Erbium-doped 
optical fiber amplifier (EDFA) and a band-pass filter (BPF), a single side-band (SSB) optical OFDM signal 
transmitted optical power is generated and then launched into a 25 km standard single mode fiber (SSMF). At each 
ONU, a BPF is employed before a photodiode (PD). After the O/E and A/D conversion, the obtained optical OFDM 
signal is converted to an electrical signal and then the obtained 4.25 GHz OFDM signal is down-converted to the 
baseband. According to the subcarrier allocation information, the corresponding subset of subcarriers is selected by 
each ONU after the FFT processing.  Finally, the obtained encrypted signal is decrypted and demodulated. 

4. Results and discussions 

The auto-correlation and cross-correlation functions of the chaotic key generation with different initial value x0 

are firstly studied to verify this random characteristic. Here, for the generated chaos sequences bh 
and bj 

with length 
D, which is set to 1000, the normalized auto-correlation and cross-correlation functions of them are defined as 
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Fig. 4 The statistical correlation curves of chaotic sequence. (a)Self-correlation curves of chaotic sequence when the initial value is 
0.343592663559772. (b) Correlation curves of two chaotic sequences when their corresponding initial values are 0.343592663559772 and 
0.343592663559773 

The statistical correlation curves of chaotic sequence is illustrated in Fig. 4. The initial values for bh 
and bj are 

0.343592663559773 and 0.343592663559772. From Fig. 4(a), we can see the self-correlation is an approximate 
pulse function, while the mutual correlation is about zero. From Fig. 4(b), the mutual correlation of chaotic 
sequences is near zero. As we can see that the generated chaotic sequences have good correlation characteristics 
properties. 

Then the PAPR performance of the proposed OFDMA-PON system is studied. Fig. 5 illustrates different CCDF 
curves of the original OFDM signal when not using SLM technique and IQ-SLM technique with different number of 
candidates. As we can see that the CCDF performance of OFDM signals with IQ-SLM technique are getting better 
with the candidates number increasing. So the proposed IQ-encryption based SLM technique can reduce the PAPR 
of the OFDM signals. 
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Fig 5. CCDF curves of the original OFDM signal, the OFDM signal with CSLM technique and IQ-SLM 
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Fig 6. BER performance and the corresponding constellations of 16-QAM 

The bit-error-rate (BER) performance of ONUs is depicted in Fig.6. It is observed that for two legal ONUs, The 
original data have been well recovered after decryption and demodulation. However, for the illegal ONU, a BER of 
above 0.5 has been observed which indicates that it cannot obtain any information from the downstream signal and 
the transmission information is effectively protected against eavesdropping. Moreover, 0.3 dB receiver sensitivity 
improvement is observed after using IQ encryption and 0.2 dB receiver sensitivity improvement is introduced by 
traditional I/Q scrambling scheme. Thus the proposed IQ-encryption based SLM technique can improve the 
performance of the OFDMA-PON system. The received constellation diagrams of 16QAM OFDM signals in ONU1 
are also shown as inset in Fig. 6. 

5. Conclusions 

We have proposed a chaos based IQ encryption technique based OFDMA-PON system. This scheme combines 
chaos based IQ-encryption with SLM technique. The system can benefit of low PAPR and high physical layer 
security. The simulation results confirm that this technique is effective. 
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