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Abstract 

Management and its manner of exercise do not represent ends in themselves, but the main factor for an efficient 
and effective organization. Risk management activities are a major concern for the entity management. Risk management is 
fundamental in trying to reduce the negative effects involved in its manifestation. Since the complete avoidance of risk is 
not possible, entity management should focus on avoiding risk categories that can't be controlled and understood, as well as 
on the process of monitoring and using the risks that can help to increase performance. In this article, we intend to tackle the 
implementation of the risk management system in an entity through relevant international standards. Our research aims to 
identify the issues that organizations are facing in implementing the Standard 11 "Risk Management" and in outlining a 
model of risk assessment. 
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1. Research stage 

The activity of any organization develops under the influence of the market and technological change. 
These, in turn are governed by the economic, political and social environment. Unpredictable changes occur in 
these “environments” and they affect the performance of organizations. These deviations from the initial plans 
are called risks.  
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The past few decades have seen certain developments in defining the notion of risk and uncertainty and 
three main trends can be observed in its evolution:  

• firstly, there is a progressive increase in the number of risk and uncertainty situations;  
• secondly, there is an increased use of scientific resources in the study of risk;  
• thirdly, there is an increase and diversification of the consequences risk analysis techniques and 

applications have generated in the social environment, in the natural environment or within each 
business unit. 

The notion of “risk management” first emerged in the 1950’s, when separate departments have been set up 
within organizations, with specific tasks of developing the insurance programmes of the enterprise, as well as 
control losses, industrial safety and prevent accidents.  

Among the companies that have acknowledged and implemented the concept of risk management is also the 
Canadian firm Massey- Ferguson. 

Important contributions in risk management have also been provided by the American Management 
Association, by publishing a series of papers in the Harvard Business Review. During this period, the insurance 
system was the main risk management method. In the 1970’s, insurance companies could no longer handle the 
requests and the funding capacity demanded on the market.  

Risk is defined as “the threat that an action or event will adversely affect an organization's ability to achieve 
its objectives and successfully execute their strategies”(Griffiths, 1998). In the context of the objectives of the 
organization, risk brings about advantages or opportunities and disadvantages or threats. Thus, if the risk has a 
negative impact on the objectives, it is a threat, and if the risk has positive connotations, they are opportunities. 

As defined by ISO (International Organization for Standard), risk is seen as “a combination of the 
probability of an event and its consequences”.  

The implementation of the integrated risk management system within an organization is a prerequisite 
according to the generally accepted international standards, entailing:  

• “ it should be a continuous process which runs throughout the organization’s strategy; 
• it should address methodically all the risks surrounding the organization’s activities 
• it must be integrated into the culture of the organization; 
• it must translate the strategy into tactical and operational objectives, assigning responsibility throughout 

the organization with each manager and employee responsible for the management of risk as part of 
their job description”(IRM, 2002). 

The Turnbull Report includes the following references concerning the need to implement a risk management 
system within organizations: “The management reports to the board should be related to the departments 
managed by the former, to provide a balanced assessment of the significant risks and of the efficiency of the 
internal control system managing these risks. Any weakness or incidence of significant control failing that have 
been identified should be presented in this report, and the extent to which they have, or could have, resulted in 
unforeseen impact on the company, as well as any action that should be undertaken to remedy these 
effects”(Pickett, 2005). 

After 1990, most organizations have acknowledged the competitive advantages of an efficient risk 
management activity. The risk management failures occurring in large corporations have become headlines in 
the papers: environmental disasters, such as Fukushima, as well as accounting fraud (for instance Olympus, 
Enron, WorldCom, Satyam, Parmalat), or bribery (for instance, Siemens). One of the shocks of the financial 
crisis was risk management failure. Risk was often mismanaged by companies, due to the fact that the risk 
manager had been separated from the other management structures and was not considered as an essential 
component of corporate governance.  
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Fig. 1. Companies with a specific risk committee, 2010 

Source: The  Manifest Information Service, 2010 

 
In my opinion, the purpose of risk management is to maximize the probability of success of an activity by 

increasing the chances of improving performance and, at the same time, reducing the chances for unexpected 
developments. Risk monitoring activities are developed through the internal control functions. The monitoring 
activity is directed at accepting risks, dealing with risks, transferring risks or ceasing risk enhancing activities.  

Unconvincing and poor monitoring activities eventually lead to losses, failure and affect the reputation of 
the organization. At the same time, internal control activities entail costs which, eventually, should be 
lucrative/pay off. Practice has proved that the costs of the implementation and operation of the internal control 
system should not exceed 10% of the expenses incurred with the works, as otherwise they become uneconomic.  

The practical advice from the US provide that risk management is a “major responsibility of the general 
management of the organization and the obligation to monitor internal audit procedures” (Pickett, 2005). 

 

2. The standardization of risk management  

 
The variety of the potential sources of risk has led to the need to arrange and standardize the documents used 

by the organization. The first risk management standard that was adopted and published was issued in the 
Australian area, i.e. The Joint Australia/New Zealand Standard for Risk Management, coded as AS/NSZ 4360: 
1995. 
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This standard was developed based on the Guidelines of the COSO control framework, published in 1992 
and revised in 2002 and 2004 and is recognised as the general framework for risk management.  

The main standards that are currently in various stages of development (proposal, draft, project, publishing 
or withdrawal for analysis) that may interest those involved in risk management are:  

• ISO/IREC CD2 Guide 73, Risk Management- Vocabulary; 
• ISO/FDIS 31 000, Risk Management – Principles and guidlines on implementation; 
• IEC 3 1010, Risk management- Risk Assessment Tehniques. 
The standard ISO/FDIS 31000 Risk Management – Principles and Guidelines on Implementation provides 

the risk management principles, framework and process itself. The use of ISO 31 000 may help organizations 
in reaching their objectives by identifying the opportunities and threats and with the allocation and efficient use 
of the resources for risk alleviation.  

ISO 31 000 cannot be used for certification, but it is a guideline for the internal or external audit 
programmes.  

The Guide 73/2009 Risk Management – Vocabulary provides a collection of terms and definitions 
concerning risk management.  

The ISO IEC 3 1010 Risk Management – Risk Assessment Techniques helps decision makers understand the 
risks that may hinder the completion of their objectives or the adequacy of the applied controls. The guide 
focuses on risk assessment concepts as well as the selection of risk assessment techniques.  

The standards issued in the field of auditing also refer to risk management.  
A study completed in 2002 by a team of international 800 researchers, including professors, audotors and 

students and coordinated by Australia, has updated the internal audit professional standards and best practices 
in the field.  

The findings of this study have led to a series of changes in terms of the internal audit function, more 
specifically, the purpose of the detection audit has turned into that of preventing the occurrence of major risks.  

IIA has developed the Professional standards of internal audit, which includes several components:  
• Code of ethics of the internal auditor;  
• Attribute standards- series 100- also called Qualification Standard; 
• Performance standards- series 2000- also called Managing Standards; 
• Professional Practice standards- series AP 1000 and series AP 2000- are Practical Implementation 

Standards. 
As far as the issues related to risk management, the IIA standards have made the following provisions:  
• the Implementation Standard 1220.A3- provides that internal auditors must be alert to the significant 

risks;  
• the Performance Standard  2100 – provides that the internal audit activity must evaluate and contribute 

to the improvement of governance, risk management and control processes;  
• the Implementation Standard  2110.A1- prevede c  activitatea de audit intern ar trebui s  monitorizeze 

i s  evalueze eficacitatea sistemului de management al riscurilor; 
• the implementation Standard 2010.C1- provides that the chief audit executive should contribute to 

improve management of risks, add value;  
Risk assessment is coded as 2110-Risk management in the performance standards – the internal audit 

activity will ensure the organisation by identifying and assessing the exposure to significant risks and 
contribute to the improvement of the risk management and control systems.  

The IRM Standard of the Institute of Risk Management of Great Britain was developed in 2002, which, 
together with the ALARM Standard of the Public Risk Management Association of Great Britain is a 
guidebook in terms of risk management.  
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An important standard in the financial service sector are the BASEL reports, the BASEL I respectively, 
published in 2000, and BASEL II, published in 2003, which makes a connection between risk management and 
the cost of capital related to financial services.  

 

Table 1. Risk governance requirements/recommendations for listed companies  

 BOARD 
RESPONSIBILITIES 

COMMITTEE LEVEL INTERNAL 
CONTROL / RISK 
MANAGEMENT 

SYSTEM 

RISK OFFICERS 

Audit Risk 

Argentina C L/R C C C 

Australia      

Austria L/C L*/C* - L - 

Belgium      

Brazil      

Canada      

Chile - R R R - 

Czech Republic - - - - - 

Denmark      

Estonia      

Finland - C* - C - 

France      

Germany L/C L/C - L/C - 

Greece      

Hong-Cong, China R/C C* - C - 

Hungary      

Island      

India L/C L*/C* - L/C - 

Indonesia      

Ireland      

Israel - L* - R L* 

Italy C L C C C* 

Japan L - - L - 

Korea C - - - - 

Lithuania - C* - - - 

Luxemburg      

Mexico L L - - - 

Netherlands C C* - C - 

New Zealand - - - - - 

Norway C L* - L/C - 

Poland - L* - L - 
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Portugal - - - - - 

Saudi Arabia      

Singapore C C C C C 

Slovakia      

Slovenia - C* - C - 

Spain - L*/C* - L/C - 

Sweden C - - C - 

Switzerland L C* - C - 

Turkey R L L L - 

United Kingdom C C* - C - 

U.S.A. R* L*/R* - L/R - 

Note: „L/R/C” defines laws, regulations and codes and principles, respectively. “-” denotes the absence of a specific requirement or 

recommendation (outside the financial sector). “*” signifies that risk management is exclusively under the attribution of the audit 

committee. Internal control/Risk management system: risk officers: signifies the fact that internal auditors are in charge of risk 

management. Source: countries’ response to the OECD revision questionnaire.  

 

3. Present status of risk management in Romania  

 
The need to implement a new type of management internal control has emerged from the recommendations 

of the European Commission, included in the Country Report for the year 2004, that highlighted the need to 
“strengthen management responsibility and the administrative capacity to implement financial control systems”  

The Central Harmonization Unit for Internal Public Audit (CHUIPA) was created in 2003, at the Ministry of 
Finance in our country, as part of the harmonization of the public financial control system – SCFI with the 
European Union structures, as well as the Central Harmonization Unit for the Financial Management and 
Control System (CHUFMCS), in 2005.  

The implementation of the financial management and internal control system in public entities in Romania 
entails the following requirements:  

• “the presence of the legal regulatory framework on the development of internal control standards for the 
implementation of the financial management and internal control system in public entities in Romania;  

• defining a coherent strategy in the field of financial management and control  
• the presence of formal procedures for all functions, systems and activities of the public entity;  
• providing responsibilities for general and line managers of each operation in the audited entity for the 

implementation of the components of the specific financial management and internal control systems 
for public entities;  

• the presence of material and human resources and of the adequate information systems needed for 
implementing the internal control methods;  

• aligning the methodological standards with financial implications by incorporating the control 
procedures in order to ensure a better financial management of the public funds and assets;  

• coordinate the professional training system of the specialists involved in financial management and 
control;  

• standardize the management process of the risks associated with the specific objectives of the public 
entity;  

• establish reporting indicators for the results of the internal control activity” (B rbulescu, 2008),  
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The requirements set out by the Order 946/ 2005 for the approval of the Internal control code, including the 
management/internal control standards for public entities and for the development of management control 
systems, for the implementation of standard 11 Risk Management, refer to:  

• the systematic analysis, at least once a year, of the risks generated by the activity of the entity;  
• the development of action plans directed at limiting the consequences of risks;  
• appointing the people responsible for the carrying out of these plans.  
The implementation of the standard Risk Management, as resulting from the statements presented by the 

main credit release authorities – own officials, is currently as follows: 
 

Fig. 2. The implementation of standard 11 Risk Management  

Source: http:// www.mfinan e.ro/-  Financial management and control systems/Official documents/Report on internal control for the 

year 2012/ accessed on 28.09.2014 

The data presented in the figure above for the main credit release authorities of the state budget, special 
insurance budget and any special fund, at the end of 2012, show that:  

• a number of 26 public institutions, accounting for 49,06%, have implemented the standard;  
• a number of 18 public institutions, accounting for 33,96%, have partially implemented the standard;  
• a number of 9 public institutions, accounting for 16, 98%, did not implement the standard.  

The numbers presented above reveal an unsatisfactory status in the implementation of standard 11 Risk 
Management, all the while showing the weaknesses of the management internal control system.  

The main credit release authorities that have reported the standard as not having been implemented are: the 
Senate of Romania, the Romanian Court of Accounts, the Ministry of Foreign Affairs, the Ministry of 
Transport, the Ministry of the Economy, the Romanian Cultural Institute, the Romanian Broadcasting Society, 
the Authority for the management of State Archives and the National Council for Solving Appeals.  
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The low implementation degree of this standard is caused by the management’s failure to acknowledge it in 
the implementation of the internal control/management system.  

The Proposal of measures to increase the performance of the internal control/management system based on 
standards, developed by the Ministry of Public Finance, through the CHUIPA, highlights the need to identify, 
assess and control risks, as well as reassess the circumstances favoring the occurrence of such risks, in order to 
identify the activities involving significant risks in meeting the objectives of the public entity.  

 

4. 4. Conclusions. 

Risk, seen from the prospect of reaching the organization’s objectives, may bring about advantages and 
opportunities, or disadvantages and threats. Thus, if risk has a negative impact for the completion of the 
organization’s objectives, then it is a threat for the organization, while if risk has positive implications, it may 
be regarded as an opportunity. Therefore, risk management is directed at constantly monitoring the activities of 
the organization in order to identify new risks or the way they have evolved in time.  

Under such circumstances, the organization must take appropriate precautionary measures in order to protect 
itself against risks, by initiating internal control. Subsequently, in order to ensure that the internal control 
measures are sufficient, efficient and effective in preventing and alleviating the risks that endanger the 
objectives of the organization, an independent function of constant monitoring and assessment of internal 
control is also required.  

Thus, organizations must allocate the resources needed for implementing the internal control/management 
and particularly risk management standards, among which:  

• staff with an adequate level of training and skills;  
• the resources involved in each stage of the risk management process;  
• the information and knowledge related to the management systems that have already been or will 

subsequently be implemented.  
International practice recommends the development of an internal control system and of an internal audit 

structure in the coordination of general management that would be able to manage the risks entities are facing. 
The implementation of Risk management on an organizational level entails changes in the management style, 
so that managers will not only deal with alleviating the consequences of risks, but also identify and remove 
their causes.  

Since the current regulations in our country provide the obligation to implement internal control systems in 
the public sector, and the implementation degree is rather low, the people responsible for the implementation of 
such internal control systems must be further trained in professional development programs.  

Additionally, risk management should be incorporated in the specific operations and procedures of the 
organization, become a component of its culture and focus on the constant monitoring of performance. Apart 
from this, the internal audit function must also be organized, as a management instrument used for checking the 
efficiency employed in implementing the policies of the organization.  
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