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Abstract

Military cyber operations occur in a cognitively intense and stressful environment, and consequently, operator burnout is
relatively high when compared to other operational environments. There is a distinct need for new and innovative ways to
augment operator capabilities, increase performance, manage workload, and decrease stress in cyber. In this study, we assessed
how a sonified display could address these requirements. Sonification has been demonstrated to be a useful method for presenting
temporal data in multiple domains. Participants in the experiment were tasked with detecting evidence of a cyber attack in a
simulated task environment modeled after “Wireshark,” a popular packet analyzer program. As they completed the task,
participants either did or did not have access to a redundant sonified display that provided an auditory representation of the
textual data presented in Wireshark. We expected that the sonified display would improve operator performance and reduce
workload and stress. However, our results did not support those expectations — access to the sonification did not affect
performance, workload, or stress. Our findings highlight the need for continued research into effective methods for augmenting
cyber operator capabilities.
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1. Introduction

Over the last decade, cyber defense has become a high priority for both private industry and government. As our
dependence on cyber/-physical systems continues to increase, the need for effective and resilient defense has
become more apparent. Much of the research on cyber defense has taken a technological and computational
perspective, focusing on issues such as algorithm development and optimization. While we must continue to address
these critical issues, we cannot continue to ignore the human-in-the-loop. Modern military cyber operations exist
within a complex socio-technical system, in which cyber defenders must balance data, teamwork, and organizational
constraints [1-3]. Even with the most advanced technologies, the effectiveness of this entire system hinges on
synergistic interactions between humans and technology. In response to this issue, Human Factors researchers have
recently begun to identify critical gaps in cyber operator performance.

Within cyber defense, operators progress through three primary stages: threat detection, situation assessment, and
threat assessment [1]. These stages align with the JDL Data Fusion Model [4]. In the first level, threat detection,
cyber defenders inspect available data for suspicious activities. In the second level, situation assessment, cyber
defenders acquire data from other sources (e.g., from different sensors, reports from analysts, organizational
policies, etc.) to achieve an understanding of the current situation. Finally, in level three, threat assessment, cyber
defenders triangulate information across the first two levels to decide whether there is a valid threat present. To date,
most human-centered cyber research has been in support of the above process through the development of novel
network visualizations (e.g. [5-7]). While there has been limited empirical support for the utility of those displays,
there is also worry that adding another complex visualization to operators’ toolboxes may add to the information
overload problem they already face [8-9].

1.1. Cyber sonification

An alternate augmentation strategy that may be effective in augmenting operator performance while maintaining
manageable workload is information sonficiation. Sonification is a way of transforming data and its relationships
into an acoustic signal for the purposes of communication and/or interpretation [10]. Sonification can be employed
to present information in a way that is distinct from visual displays in that sound is a temporal medium that contains
spatial characteristics, while visual displays are primarily spatial with temporal features [11]. Additionally, when
dealing with complex datasets, visual displays can be very intensive and crowded, and auditory displays can be used
as a compliment or replacement to reduce visual workload in such situations [12].

Due to the deluge of data and the inherent temporality of cyber security, sonification may be especially suitable
to aid operator performance. Previous sonification attempts in cyber have been limited and focused on
computational mapping of cyber data to auditory attributes to facilitate network situation awareness. For example, in
an early sonified interface for network data, “Peep,” Gilfix and Couch [13] proposed transforming events on
monitored networks into nature-inspired acoustic signals. This simplistic system was created to allow operators to
identify anomalies such as high traffic load or email spam. Applying a similar approach, Ballora, Giacobe, and Hall
[14], proposed a framework to examine packet flows between sender and receiver IP address and port number to
create an auditory rendering of the interaction. The goal of this sonification was to make the listener aware of
common patterns in network traffic so that they could pick out unexpected patterns in the data stream. In both of
these examples, the sonification was intended to be ambient, allowing operators to monitor network traffic patterns
peripherally. Other systems, such as Stetho [15], InteNtion [16], SonNet [17], and the Self Organized Criticality
Sonification System (SOCS) [18], advocate similar approaches.

1.2. Purpose

While previous research on cyber sonification has addressed important issues such as computationally
transforming network data into auditory signals, most have not been subjected to evaluations of their efficacy,
leading to questions about their generalizability and applicability in operating environments. Additionally, the
current focus on situation awareness as the only outcome of interest does not account for other key contributors to
human performance in cyber operations such as workload and stress [19]. To address these gaps, the purpose of this
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experiment was to assess the utility of a simple sonification scheme for cyber data on key outcomes such as
performance, workload, and stress. Specifically, we assessed how the sonification of simulated packet analysis logs
may help cyber analysts identify malicious traffic across a simulated network.

2. Method
2.1. Participants

Thirty individuals (16 men, 14 women) with ages ranging from 18 to 32 years (M = 23.5 years) served as
participants in this study in exchange for $30. The study was conducted at the Air Force Research Laboratory at
Wright-Patterson Air Force Base, and all participants were recruited from the local population and base personnel.
All participants reported normal hearing and normal or corrected-to-normal vision.

2.2. Experimental design

A 2 (task condition) x 5 (trial) mixed design was employed. Each study consisted of 5 experimental trials in a
simulated cyber search tasks. Period order weas counter balanced across participants. In each period, performance
was calculated based on the total number of accurate threat detections, false alarms and misses.

Fifteen participants were assigned at random to a visual-only condition in which all task-critical information was
conveyed visually; the remaining 15 participants were assigned to the sonification condition in which task-critical
information was represented both visually and auditorily.

2.3. Materials and apparatus

Participants completed the experimental task, the TLX, and DSSQ (each described below) on a computer
terminal. The computer was equipped with a standard 16:9 monitor and Sennheiser HD-280 Pro headphones.
Participants were seated and centered in front of the display at an unconstrained viewing distance of approximately
45 cm.

NASA-Task Load Index Questionnaire. Upon conclusion of each experimental trial, participants completed the
NASA-Task Load Index (TLX; [21]). This survey has been validated as a standard measure of perceived mental
workload in human performance research and provides an overall index of perceived task workload on a scale of 0
to 100 by combining the contributions of six sources of mental workload: mental demand, temporal demand,
physical demand, performance, effort, and frustration.

Dundee Stress State Questionnaire. Both pre- and post-task, participants completed the Dundee Stress State
Questionnaire (DSSQ, [20]), a validated measure of stress states. Items on the DSSQ have been factor analyzed into
three second-order factors: subjective engagement, distress, and worry. Engagement refers to qualities of energy,
motivation and concentration. Distress is defined by feelings of tension, positive hedonic tone and confidence and
control. Worry relates to self-focused attention, low self-esteem and cognitive interference generated by the task and
by personal concerns. Scores on the DSSQ are estimated using weights derived from a previous study providing
normative data [20]. Factor scores are distributed with a mean of 0 and standard deviation of 1, so that the values
calculated for a sample represent deviations from normative values in standard deviation units.

2.4. Procedure

For participants assigned to the visual-only condition, the experimental session began with administration of the
pre-task version of the DSSQ. Upon completion of this survey, participants were informed that they would be
taking on the role of an Air Force cyber defender tasked with searching network traffic logs for evidence of
malicious activity perpetrated by a fictional hacker whose attacks were identifiable by a specific “signature.” The
network logs were presented within a computer interface that was designed to emulate the format and functionality
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Fig. 1: Examples from the display used to present simulated network traffic.

of commonly used network packet analysis software, such as Wireshark (see Figure 1). Within this display, each
line represented one network transmission, and each column represented a parameter of that signal (e.g., source IP
address, packet size, etc.).

Target packets in this experiment were indicated by the combination of several features in a single network
packet. Specifically, target packets were characterized by “signatures” — network transmissions that originated from
either of two Source IP addresses, were directed to either of two Destination IP addresses, used either of two
Protocols, and packet size was 500 bytes or more. Participants were instructed that any transmission matching a
signature on at least three of the four target parameters should be marked as a signal by clicking the “Signal” button
in the IDS display with a computer mouse. In order to facilitate search for this signature, transmissions were color-
coded based on Protocol — a default option in popular network packet analyzers, including those used by the Air
Force.

Following task instructions and a practice session, lasting approximately 30 min, participants engaged in five 10-
minute trials. In each trial, a unique network log was presented, consisting of 600 network transmissions. Of those
transmissions, 120 in each log matched the cyber intrusion signature (signal probability = 20%). Participants were
able to scroll freely through the entire network log, and search was self-paced. The number of correct detections
and false alarms were recorded for each trial.

After each 10-minute trial, participants reported their workload on the NASA-TLX. Following the fifth trial,
participants completed the NASA-TLX and the post-task DSSQ.

For participants in the sonification condition, the study began with an introduction to auditory displays and
training regarding the sonification employed in this experiment. Sonification took the form of a pair of sequential
musical notes separated by 100 ms, each note lasting 250 ms. The first note represented the Source IP address and
was always played by a string instrument; each possible source IP was represented by a specific string instrument
playing a specific note. The second note in each pair represented the Destination IP address, and each possible
Destination IP was represented by a specific wind instrument and note. The loudness of the musical note pair
represented the Packet Size. When the Packet Size was smaller than 500 bytes, both musical notes were played at
50 dBA,; when Packet Size was 500 bytes or more, both notes were presented at 70 dBA. The sonification of any
transmission was activated by participants clicking on that packet in the network log.

Prior to beginning the experiment in the sonification condition, participants completed a two-alternative forced
choice procedure during which sonification cues were presented and participants were tasked with identifying the
visually presented network information represented by the auditory cue. Participants were trained to a 95%
accuracy criterion for all elements of the network sonification. Complete network logs were not presented and the
nature of the search task was not revealed during this training session. A mandatory 10 minute break was given
between this training and the start of the search task procedures.
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2.5. Validation of the task platform

The simulated network packet analyzer used in the current study was developed from conversations with Air
Force cyber subject matter experts (SMEs). Further, these SMEs stated that the types of cognitive demands present
in the current experiment were comparable to those of their real-world tasks. Based on this review, we concluded
that the cyber search task was a valid representation of real-world defensive cyber operations.

3. Results

3.1. Performance

Performance efficiency was considered in terms of number of correct detections. False alarms were exceedingly
rare in this experiment; 20% of participants committed no false alarms, and the average rate of false alarms
accounted for only 2.1 percent of participant responses. For this reason, false alarms were not analyzed, and will not
be discussed further.

The number of correct detections were analyzed using a 2 (task condition) x 5 (periods of watch) mixed model
Analysis of Variance (ANOVA). In this and all subsequent analyses Box’s epsilon was employed to correct
violations of the sphericity assumption. The results of the analysis indicated that correct detections increased across
periods of watch, F(2.99, 83.80) = 68.35, p < .001, rzpz = .71. The main effect of task condition and the task
condition by period interaction were not statistically significant, p > .05 in each case. Mean correct detections (and
associated standard errors) for each task condition and trial are presented in Table 1.

Table 1: Mean correct detections for each task condition and trial. Standard errors are reported in parentheses.

Trial (10 minutes)
Task Condition 1 2 3 4 5
Visual-Only 29.47 (2.02) 38.33(2.85) 44.40(3.22) 47.87(3.46) 52.40(3.22)
Sonification 2493 (2.02) 34.47(2.85) 39.67(3.22) 44.20(3.46) 47.27(3.22)
Average 27.20 (1.43) 36.40(2.02) 42.04 (2.28) 46.05(2.45) 49.84 (2.28)

3.2. Workload

NASA-TLX ratings were analyzed using a 2 (task condition) x 5 (trial) x 6 (TLX subscale) ANOVA. This
analysis revealed a marginal effect for period of watch, F(2.10, 58.88) = 3.06, p = .052, npzz .10, an effect that is
best described as a nonlinear decline in overall ratings of task demand from a total workload of 48.92 (SE = 2.24) in
the first period to a total workload of 44.47 (SE = 2.47) in the final period (Figure 2).
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Fig. 2: NASA-TLX scores across trials (Error bars represent SE)
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The analysis also revealed a main effect of subscale, F(2.99, 83.82) = 35.60, p < .001, rzp2: .56. As can be seen
in Table 2, workload ratings were greatest for Mental Demand and Effort, while ratings of Temporal Demand and,
to a lesser degree, Performance Demand and Frustration, were higher than ratings of Physical Demand. No other
sources of variance in the analysis were statistically significant (all p > .05).

Table 2: NASA-TLX ratings by task condition and subscale. Standard errors are presented in parentheses.

Subscale
Mental Physical Temporal Performance
Task Condition Demand Demand Demand Demand Effort Frustration

Visual-Only 73.07 (5.30) 21.80 (6.46) 64.60 (6.21) 42.87 (5.55) 72.27 (5.59) 35.60 (6.46)
Sonification 60.87 (6.45) 10.93(3.02) 50.73 (5.40) 41.00(5.67) 57.79(6.03) 30.93 (6.08)
Average 66.97 (4.18) 16.37 (357) 57.67 (4.12) 41.93(3.97) 65.00 (4.11) 33.27 (4.44)

3.3. Stress

To assess the effects of the sonification on task-induced stress, change scores, calculated as post-task score minus
pre-task score, were computed for each of the three DSSQ subscales. Change scores were then analyzed for
statistically significant differences using a 2 (task condition) x 3 (subscale) ANOVA. This analysis indicated no
significant effect of task condition and no interaction between task condition and subscale. However, there was a
significant main effect of DSSQ subscale, F(1.95, 54.60) = 9.08, p < .001, rzp2 =.25. As indicated in Figure 2,
distress increased during task performance, and worry and engagement decreased slightly. Follow-up one-sample t-
tests of mean subscale change scores revealed that only the increase in distress was significant, p = .001.
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Fig. 3: Standardized DSSQ change scores for each subscale in each task condition. Error bars represent standard errors.
4. Discussion
4.1. Performance and workload in cyber operations

In their survey of cyber operators, Chappelle and colleagues [19] found clear evidence that cyber operations
include stressful and cognitively demanding tasks. In their study, cyber operators reported that their primary
stressors were a result of occupational stress, such as shift work, shift changes, and hours of work. Surprisingly, the
operators did not acknowledge task-based factors as resulting in primary stress. While the present study represents a
simulated “snap-shot” of cyber operations, our results indicate that task-based factors may be additional stressors to
consider in such environments.

With regard to workload, participants in all conditions rated Mental Demand, Temporal Demand, and Effort
above the midpoint on the scale, indicating substantial workload (e.g., [22]). Additionally, the change scores on the
DSSQ showed that distress increases significantly as a result of participating in the task.
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Interestingly, despite the demands and stress associated with the task, performance increased across trials.
However, we would not expect this learning effect in “real-world” cyber operations. The total length of the
experiment was quite limited when compared to actual cyber shift work. Chappelle and colleagues [19] reported that
operators worked over 51 hours a week, with limited rest breaks. Given the monotonous nature of the task, over a
longer period (8-10 hours), the task may begin to take on characteristics of a vigilance task, in which performance
would begin to degrade over time (i.e., operators would experience the vigilance decrement; [23]). Indeed, prior
research in cyber has demonstrated attributes of a vigilance task [24]; however that study represented cognitive work
that would be done by an operator responsible for monitoring live network traffic, rather than reviewing network
log, as was the case in this task. Additionally, over this period of time we would expect that the workload and stress
effects found in this given study would be magnified, potentially adding more to the burnout effects discussed by
Chappelle et al. [19].

4.2. Sonification

Unfortunately, there was no evidence that the employed sonification system improved operator performance or
reduced workload or stress. While the current sonification system was not augmentative, these results should not be
considered typical of sonification in general and should not dissuade researchers from future attempts to sonify
cyber defense tasks.

Sonification has been beneficial in a variety of non-cyber domains, and the potential for cyber sonification has
been indicated by previous attempts to sonify network data [12-18]. While there is no universal recipe for successful
sonification, previous research indicates that sonification systems can be useful for data exploration tasks similar to
the current task [25]. However, sonification may be more useful for unobtrusively conveying peripheral, secondary
task information with a high degree of temporal detail [12]. For the sake of task simplicity, participants in the
current study were not required to parse temporal detail from the network log. Consequently, the simulated attack
“signature” employed corresponds to some of the simpler attack signatures that cyber defenders need to detect; that
said, cyber SMEs also report that some attack signatures are more complicated and require an understanding of the
temporal relationships between multiple transmissions. Perhaps a sonification system would be better suited for
cyber defense if it were designed to aid detection of these temporally complex threats.

As an additional consideration, previous research has demonstrated that when a task requires cognitive
integration of visual and auditory information streams, multimodal displays may not improve performance
compared to unimodal visual displays [26]. In the present task, it is likely that participants were integrating the
visual color codes and the sonification cues to determine whether each network transmission matched the attack
“signature.” It is possible that this integration may have prevented augmentative effects. This limitation should be
considered during the design of future sonification systems in order to avoid requiring that operators integrate
information from multiple modalities in order to complete a single cyber task.

5. Limitations and future work

When interpreting our results, two key limitations should be noted. First, the task we used represented a
simplistic representation of a cyber task. While the task had been validated by SMEs as representing the cognitive
factors present in cyber operations, its simplistic nature may have marginalized other workload effects and stressors
that may be present in a real-world cyber task. Second, due to lack of availability, we could not recruit cyber
operators as participants in this experiment, and therefore we relied on novice participants. The inexperience of the
participants was demonstrated in a significant learning effect (rather than a decrement with time-on-task), and may
have modified the workload and stress ratings we observed.

Even though we used a simplified task with novice participants, the findings in the present study still represent a
meaningful contribution and have implications for future research. Similar to the results reported by Chappelle et al.
[19], we found that cyber tasks may result in high levels of workload and distress. This finding further highlights the
need for further research to develop approaches to augment cyber operator performance, and to help them manage
workload and stress. While our attempt at augmenting operators in this experiment was not successful, sonification
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has previously been shown to help reduce workload and limit stress [12], suggesting it may still be a fruitful
research area. Future research should address new techniques for sonifying cyber data, perhaps focusing on testing
their utility for augmentation of a secondary, rather than primary, task.
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