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Abstract

We present CASRUL, a compiler for cryptographic protocols specifications. Its
purpose is to verify the executability of protocols and to translate them into rewrite
rules that can be used by several kinds of automatic or semi-automatic tools for
finding design flaws. We also present a related complexity results concerning the
protocol insecurity problem for a finite number of sessions. We show the problem
is in NP without assuming bounds on messages and with non-atomic encryption
keys. We also explain that in order to build an attack with a fixed number of
sessions the intruder needs only to forge messages of linear size, provided that they
are represented as dags.

For more information:
http://www.loria.fr/equipes/protheo/SOFTWARES/CASRUL/.
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