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Abstract 

 Today various numbers of   diverse applications that include e- payments in secure commerce 
and payment applications to provide security  for their communications and transactions by 
protecting passwords. Encryption is a fundamental tool for the protection of sensitive 
information. The purpose is to use encryption is privacy for preventing disclosure or 
confidentiality in during communications. In this paper, we proposed a new method which is 
based on  the Euler’s Totient  theorem  to produce a set of numbers  that  encrypt the data stream 
and then we used our proposed method  using  an ECC approach to generate the  signature key  
which is added to encrypt data before transmission and decryption operation and  a signature  
can verify at the receiver site. 
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1.INTRODUCTION 
 
Overview of  Public Key Cryptography: 
 Information security is a field of research which aims at defending information from malicious attackers as still 
allow legal users to manipulate data to all comers. It uses two keys, one is called Private Key  and another one is 
called a Public key. The public key  encrypt the message and sent to the recipient  for decryption of  the message 
using the private key.  

  
                                                Fig .1 : The encryption process  
 
 

 
                                                Fig.2:The  the decryption process  
 
As compared to the shared key cryptography, the public key cryptography is rather slow. but, the public-key 
cryptography can be used with the shared key cryptography to get the best of both. 
 Applications for Public-Key Cryptosystems: Refer table shown below 
  Table 1. Applications for Public-Key Cryptosystems 
 
 
 
Algorithm      Encryption/Decryption          Digital Signature     Key Exchange 
 
 
RSA                                 Y                                            Y                              Y 
Elliptic Curve                  Y                                             Y                             Y   
Diffie-Hellman                N                                             N                             Y  
DSS                                 N                                             Y                              N  
 
      
1.1 Why Elliptic Curve Cryptography 
 Now a days different technique is developed in cracking encryption algorithms  which is the  basis for common 
cryptographic systems  includes  Diffie-Hellman, RSA and DSA. Experts worried about it  that in the next several 
years, RSA public key cryptography system could even potentially become obsolete. First, let’s take a look at the 
problem itself. Encryption algorithms ensure security by utilizing the assumption that certain mathematical 
operations are exponentially difficult, such as the problems of integer factorization and the discrete logarithm, to 
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prevent the decryption of public and private keys. As the key length increases, it becomes exponentially harder to 
decrypt. 
It  took  after spent  more than 30 years to show  little  progress, they  have  developed few faster algorithms for 
limited versions of the discrete logarithm problem, which has rung the alarm for the entire cryptographic 
community. It has made us realize that we need to implement a more secure standard is so called  Elliptic Curve 
Cryptography . 
 
Security : solving ECDLP takes more time than integer factorization and DLP when the same key sizes are used. 
This advantage allows ECC to achieve the same level of security with smaller key sizes and higher computational 
efficiency. If we use 1024-bit modulus for RSA and DSA, the security level becomes comparable to ECC with 160-
bit modulus [GuPaWaEbSh, 2004]. 
 
Efficiency: 
The parameter sizes, generally called the key sizes are listed in the table below 
The listing has been done according to equivalent security levels for RSA, DSA and ECC as symmetric-key 
encryption schemes, stated in the table. The comparison shows that the elliptic curve cryptography algorithm uses 
smaller parameter sizes than RSA and DSA for the same security levels. According to the key size, the bandwidth 
requirements of ECC are said to provide greater efficiency than either integer factorization systems or discrete 
logarithm systems. This means that higher speeds, lower power consumptions and reduced code size are the 
advantages of ECC. 
    Table.1: RSA, DSA and ECC key sizes for equivalent security levels. 

 
 
2. PROPOSED METHOD OF IMPLEMENTATION  
 
Elliptic Curve Cryptography  
 
Elliptic curves are algebraic curves which have been studied by many mathematicians for a long time. In 1985, Neal 
Koblitz (Koblitz 1987)and Victor Miller (Miller 1986)independently proposed the public key cryptosystems using 
elliptic curve. Since then, many researchers have spent years studying the strength of ECC and improving 
techniques for its implementation.  
The Elliptic curve cryptosystem provides a smaller and faster public key cryptosystem.  
 
In the present paper for the purpose of the encryption and decryption using elliptic curves  we consider the equation 
of the form 
                    Y2 = x3+ax+b 
Elliptic Curve  Domain Parameters are  D = (q, FR, a, b, G, n) 
• q: prime power, that is q = p or q = 2m, where p is a prime 
• FR: field representation of the method used for representing field elements ∈ Fq 
• a, b: field elements, they specify the equation of the elliptic curve  E over Fq, 

y2 = x3 + ax + b 
• G: A base point represented by G= (xg, yg) on E (Fq) 
• n: Generated Prime number. 
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2.1 Sender Side : (Encryption And Ds Generation) 
1. Read the n value. 
2. Choose x=random(0,n-1), only prime will be selected. 

 
                   (ENCRYPTION) 

3. Apply y=Euler’s Totient(x) to produce a set of numbers. 
4. Read the data. 

 
5. Select ‘y’ random characters from the given data. 
6. Calculate the below function for each character 

ASCII value of character mod X 
Where, x is the prime number generated. 

7. Sum up the results for all characters to generate a long int value. 
 
8. Apply d=SHA(a,x). Where a = result from the above step. 

x = Random prime. 
 

(PUBLIC KEY, PRIVATE KEY & DS generation) 
9. Obtain public key Q=G*x 

G = domain of the EC. 
x = Random prime 

10. With private key D, and public key Q already obtained, 
Perform, f = d * Public key 

11. Use this ‘f’ in the Elliptic Curve 
Y^3 = x^2 +ax +b 
 Where x= f  
  a,b= are Curve constants. 
 

12. Y can be obtained from the equation, through which a value of (x, y) can be extracted. 
Then the above value * x = Digital Signature. 
 
DS, Prime x, And public key is sent. 

 
2.2 Recievers Side: (Decryption &  Ds Validation) 
 

1. Since (x,y) * prime = Digital signature,  
Using above equation point (x,y) is found out. 
If point (x, y) leads to the private key, then, the DS is VALID. 
Else is considered to be invalid, and DS validation fails! 
  (DECRYPTION) 
 

2. If validation is successful, the receiver would be having private key ‘d’, random prime ‘x’ 
 
So, by applying SHA-1(a,x) using private key ‘d’, The data can be decrypted. 
 

Example :   SENDERS SIDE & DS GENERATION 
 

1. Random prime x= 7 
2. Euler Totient (7) = 6   (ENCRYPTION) 
3. Reading data: Hai how are you? 
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4. 6 random characters extracted from the above data: 

 
H,a,y,u,o,i 
 

5. 99 mod 7 + 69 mod 7 + 123 mod 7 + 117 mod 7 + 108 mod 7 + 100 mod 7 is computed 
A = 1344 
 
 
     

6. SHA(a,x) =  42 = private Key 
 

7. Public key  = 7 * G =Q     (DIGITAL SIGNATURE GENERATION) 
 

8. F = 42 * Q 
 

9. F = 10444 
 

10. Applying Y3 = x2 + ax +b 
With x = f 

  A,b = Curve Constants. 
11. Point (x,y) = 42 is obtained. 

 
12. When, 42 * x = Digital Signature. 

 
 
RECIEVERS SIDE (DECRYPTION & DS VALIDATION) 

 
1. (x,y) * 7 = D.S (DS VALIDATION) 

 
From the above Equation (x,y) is obtained. 
(x,y) = The private Key 42. 
 
   DIGITAL SIGNATURE IS VALID. 
 

2. Now,    (DECRYPTION OF DATA) 
SHA-1 (A,X) = 42 is applied. 
And, the data is finally decrypted now. 
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3.RESULTS 
 

 
Fig:1 The Sender side home page screen 
 

DECRYPTION: 

 
Fig:2. Displaying Decrypted 

 
4.CONCLUSION 
Our proposed method is comparatively good performance at key generation and the confidential data is highly safe 
and reliable. The proposed algorithm increases the randomness of the used key. This method provides more security  
because of random key generation and it is economical to develop when compared to any other public key 
cryptographic algorithms. Encryption algorithms consume a significant amount of computing resources such as CPU 
time, memory, and battery power. In future, it can o enhanced by making this method compatible to encrypt 
multimedia data which have to be transmitted securely over unsecured channels. 
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