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Abstract

Safety cases, as a means of demonstrating system safety, have been increasingly used as the basis for system
assurance, especially in safety or mission-critical systems in fields such as offshore installation, railway operations,
nuclear plants, and air traffic control. Despite the increased adoption of safety cases in the aforementioned areas, the
usage of safety arguments is still limited in the certification of a civil aircraft design. This paper provides 1) a brief
overview of the key regulations and guidelines in support of aero-system certification especially at the development
stage; 2) a review of the history, the essence, and the practice of safety cases; 3) an analysis of the role of processes
and safety arguments in aircraft certification; and 4) recommendations on the future work in terms of further
application of safety cases in aircraft certification.
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1. Introduction

Certification [1], as the ‘legal recognition’ of the level of intended functions and other attributes of a
system, is important for regulatory bodies, developers, and end-users. In the aerospace domain, formal
certification has long been required and practiced for aircraft and systems that implement the aircraft
functions to confirm that their design, maintenance and operation are acceptably safe.

With the driver of more capable systems and the development of new technologies, modern aero-
systems are becoming increasingly complex, e.g. digital engine control, Integrated Modular Avionics. As
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a result, it is an increasingly challenging task to demonstrate the achieved level of aircraft/ system safety
and show compliance with applicable requirements with an adequate degree of confidence.

There are many standards and guidelines, formulated, accepted and practiced in the area of safety and
aircraft certification, e.g. FAR Part 25/ EASA CS-25, ARP 4754A, ARP 4761, MIL-STD-882D, MIL-
STD-516B, MIL-HDBK-514, DS 00-56, and DS 00-970. They are strong in that they provide the high-
level generic requirements and guidance for all aircraft systems and they represent auditable processes
and encourage systematic system modeling and analysis.

However, these standards and guidelines leave implicit some issues of argumentation, which are
necessary to provide the rationale, context and backing for the results being used for certification
judgments. People may have thought about these issues, but most of them exist as informal (internal or
private) dialogues that are implicit and undocumented. Without systematic and explicit justifications for
the certification activities and certification data, our confidence in the certification results cannot be
sufficiently established and improved.

In this paper, we will describe the notion of a ‘safety case’, which is increasingly adopted in a number
of fields in which system safety is of paramount concern, such as air traffic control, military aviation,
offshore installation, railway operations, and nuclear plants. The purpose of a safety case is to
“communicate a clear, comprehensive and defensible argument that a system is acceptably safe to operate
in a particular context” [2]. This argument should be appropriately supported by evidence. Ideally, the
argument is communicated in an orderly, structured, and transparent fashion by means of documenting
clearly the pertinent set of safety objectives, supporting claims and evidence, and the inferential links
between them. We will also explain the way in which safety cases can be used to support the certification
process and to alleviate problematic issues in certification and the potential pitfalls and difficulties
associated with the application of safety cases in the context of aircraft certification.

The rest of the paper is structured as follows. Firstly, a brief review of the key standards and guidance
used for aero-system certification (and their interrelationships and change history are) is presented.
Secondly, the importance of the ‘process’ element in aircraft certification and the issues related to the
processes are discussed. Thirdly, the history, the essence and the practice of safety cases are reviewed.
Finally, the potential benefits and pitfalls of applying safety cases and recommendations for future work
are presented.

2. Standards and Guidelines

There are a series of certification specifications and guidance in the civil and military aviation domain
in different countries. They share a common core part and each has its own specific features. Here we
only present the most typical ones to describe the key frame of current regulations and guidance and their
intended usage in aircraft certification.

The European Aviation Safety Agency (EASA) Certification Specifications (CSs) and Federal
Aviation Regulations (FARs), prescribed by the Federal Aviation Administration (FAA), are the
predominant rules governing the activities in the civil aviation domain. For example, for large aircraft the
relevant requirements are defined in CS-25 and Part 25. They are designed to promote safe design,
maintenance, and operation of acro-systems/aircraft and to protect the public from avoidable risks.

SAE ARP 4754A [1] (an up-issue of the previously issued version ARP 4754 [2]) provides the overall
development guidance of civil aircraft and systems in the context of Part 25 and CS-25. It defines the
safety assessment process, Development Assurance Levels (DALs), and deliverables required along with
the aircraft/system development process and other integral processes, taking into account the overall
aircraft operating environment and functions. Requirement validations and implementation verification
are stressed for certification and product assurance in ARP 4754A: “It provides practices for showing
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compliance with the regulations and serves to assist a company in developing and meeting its own
internal standards by considering the guidelines” [1].

Software development is addressed in RTCA document DO-178B, “Software Considerations in
Airborne Systems and Equipment Certification” (the EUROCAE counterpart is ED-12B). The electronic
hardware development is covered by RTCA document DO-254/EUROCAE ED-80, “Design Assurance
Guidance for Airborne Electronic Hardware”. The design and certification issues of integrated modular
avionics (IMA) are considered in RTCA/EUROCAE document DO-297/ED-124. In addition, ARP 4761
serves as guidance of the detailed techniques that can be adopted in safety assessment processes and ARP
5150/ ARP 5151 provide in-service safety assessment guidance. Figure 1 from [1] depicts the
interrelationships between these guidance documents.

Safety Assessment Process Safety Assessment of Aircraft in
Guidelines & Methods Commercial Service
(ARP 4761) (ARP 5150/ 5151)
Int‘ended Function, Failure System
Aircraft N
N & Safety Design
Function . ;
Information Information
L Aircraft & System Development F‘;';":t':r:a'
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(ARP 4754 | ED-79)

Guidelines for Integrated
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(DO-297/ED-124)
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Development Life-Cycle Life-Cycle
(DO-254 | ED-80) (DO-178B/ED-12B)
Development Phase In-Service/Operational Phase

Fig. 1 Guideline Documents Covering Development and In-Service/Operational Phases (from [1])

There are also standards and guidance for certification and safety used in military aviation, such as the
US military standards and handbooks MIL-STD-882D, MIL-STD-516B, MIL-HDBK-514, and the UK
Defence Standards 00-56 and 00-970, but we will not discuss these in this paper.

Standards and guidance are the products of common concerns and established best practice. Over the
past thirty years, many safety standards have been evolving, and continue to do so. They start with an
initial version and have been updated periodically to address the improvement of technologies and lessons
learnt from accidents, incidents and real practice. For example, the Part 25 has been refined and expanded
over time, with the support of a large number of Advisory Circulars (ACs) and Technical Standard Orders
(TSOs). There are other examples. We can trace initial systematic safety analysis consideration in [4]
published in 1982, then the release of ARP 4754 in 1996 in which the system development and safety
assessment processes for increasing integration and complexity of aircraft electronic systems are clearly
defined, then the release of ARP 4754A in 2010 which introduce integral processes and put more
emphasis at the development and synthesis of the overall aircraft. In terms of software certification, the
evolving history of DO-178 [5] is that: DO-178 was first published in 1982, then revised as DO-178A in
1985, then updated into DO-178B in 1992 which focuses documentation integration, system issues,
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software verification, configuration management, software quality assurance etc. Another revision DO-
178C will be issued shortly in order to better accommodate modern technological issues such as object-
oriented technology, model-based design and verification, formal methods, and tool qualification [6].
There is also a planned update to ARP 4761 which will provide improved support to the application
guidance of some of safety assessment methods and incorporate new safety assessment practice such as
Model-Based Safety Assessment (MBSA). The evolution of these standards and guidelines reflect the
advances in technological solutions and the continuous efforts to strengthen weak points in the
development and certification of safety-critical acrospace systems.

3. Processes in Certification

3.1. Role of Processes

Processes are important elements in aircraft certification. Firstly, certification is a process itself which

is to substantiate the compliance of applicable requirements by an aircraft and its systems. With the
recommended processes which are intended to support certification, it is easy and clear for duty-holders
to organize and plan activities and resources in the development lifecycle.

Many standards and guidance in aircraft certification are organised around processes, ¢.g. ARP 4754A,

DO-178B, MIL-HDBK-514. The integration of the various processes is emphasized and usually core
deliverables from these processes are recommended in these standards and guidance. In this paper, we use
ARP 4754A below as an example to show the importance of processes in certification.

The newly released ARP 4754 A present a series of interrelated processes. Comparing to the previous

issue of ARP 4754, there are some important changes and improvements.

The planning process of aircraft/systems development is more explicitly elaborated with a diagram.
The aircraft or system development process is presented with key steps of the aircraft/system
development cycle which is not explicitly represented in a flow diagram previously.

The interaction between the system safety process and the system development process is more
extensively described than that in the previous version.

The aircraft function implementation process has been strengthened with two additional components —
the DAL assignment process and the requirements capture process — and the subordinate role of the
supporting processes is changed and is now described as integral processes.

The safety assessment process model has been modified mildly, with PASA (Preliminary Aircraft
Safety Assessment) and ASA (Aircraft Safety Assessment) explicitly stated which highlights the
importance of safety synthesis.

The FDAL (Functional Development Assurance Level) / IDAL (Item Development Assurance Level)
assignment process is elaborated and examples have been provided.

Both the requirement validation process model and the verification process model have been updated,
but only with minor changes.

The configuration management process is now more extensively explained.

3.2. Required Artefacts

To accompany the recommended processes, necessary certification data/ artefacts are usually

suggested or required by guidance documents. We use the certification data described in ARP 4754A as
an example of the required artefacts from integral processes. The certification data suggested in ARP
4754A is shown in Table 1.
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Table 1 Certification Data (from [1])

Certification Data

Certification Plan Preliminary Aircraft / System Safety Assessment
Development Plan Aircraft / System Safety Assessment

Design Description Common Cause Analysis

Validation Plan Validation Data

Verification Plan Verification Data

Configuration Management Plan Evidence of Configuration Management

Process Assurance Plan Evidence of Process Assurance

Configuration Index Certification Summary / Compliance Report

Functional Hazard Assessment

The artefacts described are almost unchanged from the previous version of guidance. But the updated
guidance indicates clearly that “all certification data in the above table should be generated as required”
[1], although not all of the data is necessarily to be submitted to the certification authorities. There are no
specific constraints on the forms of the certification data other than that it should be possible to provide
“efficient retrieval and review”. Previously, there were some indications as to the minimum required data
items for certification in the data list; however, the new version has removed these indications as they
were often misinterpreted and led to a misunderstanding that no possible queries and potential required
submission of further details on specific topics under concern.

The certification data recommended above is important evidence for the decision-making processes of
certification authorities. However, presenting them as the process ‘outcomes’ in the ARPs does not put
enough emphasis on the fact that the developers should carefully contextualize and justify the data, and
show how they fit together to form the overall justification of system safety. It is stated that ‘any analysis
is only as accurate as the assumptions, data, and analytical techniques it uses’ (a quote from AMC25.1309
— the acrospace standard that describes acceptable means for showing compliance with the requirements
of CS 25.1309 [7]). However, current requirements or guidance for the justification of evidence for its
“fitness for purpose’ is insufficient and the analysis/model validation activity is usually not explicitly
shown as a part of the integral safety assessment and system development processes.

3.3. Process-Related Issues

Processes play an important role in system development and certification. However, there are potential
issues need to be considered for in-depth and pragmatic understanding of these processes and effective
implementation of these processes. Four major issues are discussed below concerning the imperfectness
of merely process-oriented certification.

First of all, the rationale underlying the processes recommended or processes from best practice are
often implicit and exist only as hidden knowledge. For example, ARP 4754A provides significant
guidance on the derivation and demonstration of safety requirements through safety assessment.
Historically, the reasons of doing so in a certain way have been considered or been done implicitly. The
underlying reasoning is not typically documented in a systematic form and not included as a part of the
certification document.

Secondly, the role and the treatment of evidence (the outputs of process activities) are not adequately
emphasised. Although recommended deliverables are usually required and supplied with processes,
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evidence items are often managed as separate artefacts, which can provide a scattered/ fragmented view
of the overall system. The review of evidence is required but with little guidance on how to do this in the
existing standards and guidance. The review activities are often not systematically or explicitly
documented. In addition, the links between the safety requirement hierarchy and different pieces of
evidence are often difficult to comprehend, and the interrelationships between various pieces of evidence
are again not always systematically addressed.

Thirdly, the safety process/activities planned and the enactment of a planned process are different. The
traditional recommended safety assessment process is derived from industrial best practice and has been
adopted and practiced for a long time. It allows us to tailor and provides us flexibility over the choice of
activities. However, the recommended process or planned activities do not guarantee the quality of results
generated from the enactment of a specific process. The safety of a system needs to be justified with
outputs from the ‘as-performed process’, not just from the promise of the ‘as-intended process’.

Finally, the interfaces of different processes are sometimes overlooked and they are not easy to
manage and not well-managed in practice. For example, the certification process study for commercial
airplanes [8, 9] initiated by FAA following a number of aviation accidents, found that the interfaces
between the design certification and the maintenance and operation of aircraft are not well-connected.
The study also identified many weak points in currently implemented certification processes and
previously missing sub-processes in an aircraft/system life cycle.

In summary, processes are not perfect by themselves and the confidence in the eventual system
attributes of the delivered system cannot be derived from processes alone. The issues discussed in this
section must be considered and properly handled by both the regulators and the developers in order to
provide assurance that the aircraft or systems are designed, maintained and operated in a safe manner.

4. Safety Cases
4.1. Overview of Safety Cases

The concept of presenting safety-related information and arguments in a formal report initially came
from the nuclear industry, but the notion of ‘safety cases’ is originated in major industrial accident control
regulations introduced in the process sector in the UK in 1984 [10]. Lord Cullen, in his report on the Piper
Alpha accident [11] in 1990, recommended the introduction of a safety case regime as part of the
regulation of oil and gas facilities and operation. The philosophy of a safety case is to construct a clear,
structured, compelling argument to demonstrate the safety of a system in a particular operational context.

The definition from Defence Standard 00-56 [12] is that ‘a Safety Case is a structured argument,
supported by a body of evidence, that provides a compelling, comprehensible and valid case that a system
is safe for a given application in a given environment’.

The core of a ‘safety case’ is the safety argument. A safety argument communicates how the overall
objectives and claims of the safety case can be shown to be supported by the available evidence (such as
the safety analysis results). A safety argument is generally composed of a hierarchy of safety claims and
evidence, together with the inferential steps that are believed to connect the claims to the evidence. By
requiring the explicit presentation of a safety argument it encourages rigorous thinking and questioning
that is more suitable for demonstrating the outputs of novel products and novel methods [13, 14].

Confidence in the validity of safety judgments comes not only from the sufficiency and validity of the
evidence element of an argument, but also from the structure of a safety argument and the sufficiency and
strength of the safety argument in linking the elements together. Argument and evidence go ‘hand in
hand’ to provide the overall case. “Argument without supporting evidence is unfounded, and therefore
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unconvincing. Evidence without argument is unexplained — it can be unclear that (or how) safety
objectives have been satisfied.”[2]

Safety case development and acceptance has been adopted and practiced systematically in a wide
number of industries, especially in Europe, such as railway, air traffic control, maritime, and defence, for
more than twenty years. The mandatory requirements for safety cases in some industries (e.g. UK
Defence Standard 00-56, EUROCONTROL’s Safety Assessment Methodology) show that the role of
safety arguments is acknowledged. The recent releases of international standards such as the
ISO/IEC15026 (Part 1 and Part 2) [15, 16], [SO26262 [17], and a FDA guidance [18] also indicate
increasing adoption and interest in the application of an argument-based approach for system assurance.
The central theme of using arguments for justification of the achievement of system attributes has now
been transferred and expanded beyond the area of safety engineering. There are security cases, reliability
cases, dependability cases, trust cases, survivability cases, and assurance cases. Some aviation-related
systems have adopted this approach for system safety assurance, for example, integrated modular avionics
[19], air traffic control [20, 21] and aircraft operational hazard control [22]. In MISSA [23] project, the
argument-based approach has been applied for justification of safety assessment models. The approach
has also been suggested for some aerospace software certification [24].

A safety-case argument can be documented in either a textual form or a graphical form. A number of
graphical notations are available to support structured documentation of safety arguments, such as Goal
Structuring Notation (GSN) [25] and Claims-Arguments-Evidence (CAE) [26]. The construction and
management of safety cases are also supported by commercial software tools, such as GSN Modeler [27]
and ASCE [26]. An exemplar safety argument represented in GSN from [28] is shown in Figure 2. In the
example, the top-level safety goal is “Control System Logic is fault free”. The top safety goal is supported
by lower-level sub-goals indirectly through two argument strategies. At the lowest level, the sub-goals
need not to be decomposed and can be clearly supported by reference to items of safety evidence, such as
a system analysis model or the results of system testing. In Europe, safety cases have been practiced for
the safety justification of a number of aviation systems [28] (in development stages or in operational
stages), e.g. Eurofighter Aircraft Avionics, Hawk Trainer Aircraft, Eurocontrol Air Traffic Management.
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4.2. Role of Arguments in Certification

Rushby has stated, in [29], that the high-level assurance for aircraft safety ‘has much in common with
the notion of a safety case’, although not explicitly described or presented as a safety case. From the
existing experience of safety case research and practice, we identify that the use of safety cases within the
aircraft certification can potentially bring about the following benefits.

A. Systematic, Holistic Thinking

Prior to the introduction of safety cases, many domains relied upon prescriptive safety regimes
whereby regulators (through safety standards) dictated the specific measures to be adopted to ensure
system safety. Safety cases provide a contrast to this approach. Firstly, adopting safety cases will shift
more responsibility for the justification and demonstration of system safety to the primary developers and
operators of systems. Secondly, safety cases often are introduced hand-in-hand with a ‘goal-setting’
approach whereby high-level objectives are provided by regulators, but developers and operators are
given freedom in establishing suitable arguments and evidence to demonstrate the achievement of those
objectives. Regulators will always struggle to be complete in prescribing regulations and requirements
that are intended to apply to a large number and variety of applications. Regulators also inevitably
struggle in writing regulations that engage in the specifics of the day-to-day operation of every system to
which the regulation applied. This is why the shift towards requiring developers and operators to
demonstrate their systematic thought-processes, and their systematic justification, is so important in
regard of striving for a comprehensive and holistic account of safety.

B. Aiding Communication Amongst Stakeholders

In existing safety case practice, at minimum safety cases are developed by one organisation to be
reviewed by another (i.e. a regulator). They enable the explicit documentation and communication of the
beliefs and evidence as to why a system is acceptably safe. For most safety-critical and safety-related
systems there are many stakeholders, e.g. there are designers, operators, maintainers, managers, evidence
providers, and the public. Safety cases can act as a focus of discussion between these stakeholders. Each
can provide input relating to their understanding and concerns. Each can query the resulting safety case to
see how their issues have been addressed.

C. Encouraging Transparency and Clarity

As Petroski stated in [30], “it is the essence of modern engineering not only to be able to check one’s
own work, but also have one’s work checked and to be able to check the work of others”. It is not
possible to demonstrate immediately and unequivocally the satisfaction of safety requirements by the
evidence and artefacts that are currently required by aerospace safety standards. There will be
assumptions behind any safety assessment models. These assumptions may or may not be reasonable.
There will be leaps of logic that connect safety requirements with the outputs of safety analysis. The act
of establishing and documenting a safety case can help expose existing implicit reasoning, assumptions
and risk acceptance judgments explicit. Safety cases will represent clearly the structure and relationships
between safety requirements and supporting evidence, more importantly with contextual information and
associated relations included and with reasoning steps clarified. Having documented a case, it becomes
easier to review the arguments, question the evidence, and challenge the adequacy of the approach
presented.

D. Integration of Evidence Sources

It is commonplace in existing practice that a diversity of evidence sources and types are required to
demonstrate system safety - such as trials, human factors analysis, testing, operational experience.
However, this diversity and amount of evidence can create difficulties. It can be difficult to judge
completeness. Is the evidence set comprehensive? Does it cover all the issues? It can also be difficult to
understand the distinct role and purpose served by each form of evidence. Safety cases help in this regard,
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by presenting the argument that explains how the overall safety objectives can be seen to be addressed
through the assembled items of evidence.

E. Aiding Safety Management and Governance

Without an explicit safety case that attempts to pull together all of the threads of the safety argument,
and ensure that appropriate evidence has been presented, there is a significantly greater risk of safety
issues ‘falling down the cracks’ that can exist between existing safety assessments, metrics, and
arrangements representing the specific concerns of individual stakeholders, or addressing single issues.
Without the ‘big picture’ of a safety case, it is also easy for wildly varying and disproportionate amounts
of effort to be spent in risk management. In fact, the safety cases can provide links between operational
safety management and the design safety risk analysis, especially with enough stress on the contextual
information traditionally overlooked.

4.3. Potential Pitfalls and Difficulties

Besides the potential benefits, there are also potential risks in the application of safety cases. In [31],
seven traps to avoid for safety-case practitioners are listed. This section discusses three examples of
typical ‘bad experience’, and some difficulties that might hamper the intended usage of safety cases.

A. Being Simply a ‘Paper Exercise’

Safety cases must not become just another ‘filed return’. The production of a safety case is an
opportunity for gaining greater understanding of the current picture of safety, and for potentially making
safety improvements. However, to do this it is important to ensure that appropriate time and effort is
budgeted for the development and review of safety case. It is particularly important that safety case
review is thorough and systematic.

B. Being Removed from Everyday Practice

Safety cases are supposed to address the realities of everyday system operation. It is important that
they don’t become a desk exercise that relates only dimly to the actual design or operating practice. The
primary concern of a safety case should lie in demonstrating safety, rather than being an exercise in
attempting to shift liability, or in merely demonstrating compliance with ‘due practice’.

C. Being produced by the Wrong People

It is important that safety case development involves all of the relevant stakeholders with a
understanding of, and involvement in, what actually makes systems safe (or unsafe).

A prerequisite of introducing safety cases is that there are (sufficient numbers of) suitably qualified
and experienced personnel in place to help develop and review safety cases. In addition, the review and
maintenance of safety cases need to be effectively policed.

4.4. Recommendations

On the basis of the review of current aircraft certification guidance and safety case practice, we
suggest the following topics for future work.

A. Integration of a safety case regime with existing regulation and practice in aircraft certification

It is important that a clear and distinct role be defined for any safety case regime in order that it is not
seen as nugatory or a duplication of existing efforts. The approach will not be well-accepted unless there
is a pragmatic way to integrate and merge the practice of safety cases within existing practice of the
aircraft development and certification.

B.  Guidance in context of the aviation domain

Practical guidance will be required as to how to formulate safety case arguments, appropriately select
evidence and critically review safety cases. Similar to the suggestion in [32], the regulators in aircraft
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certification also need to define a goal-structured safety case approval process, covering issues such as
“How much evidence is enough?”” and “How the evidence is to be used?”.

C.  More trials of applying safety cases

With more real practice by those with first-hand experience in the aircraft certification domain, the
benefits and difficulties can be more extensively identified.

5. Conclusions

This paper discusses the role of arguments in the certification of aviation systems, especially from the
system safety assessment and synthesis perspective. An important observation is that there is insufficient
emphasis (i.e. limited guidance and informal practice only) in existing guidance and practice concerning
the explicit reasoning that connects claims of overall safety to the available evidence, and the adequacy of
the safety analyses performed in existing guidance and practice. A review has been presented, focusing on
the latest updates of safety assessment standards, the trends in system and software assurance and the
historical background and the essence of safety cases. We understand that the existing standards and
guidelines are widely adopted and accepted, and have served the regulatory authorities and industrial
practitioners well. However, to increase rigor, more scrutiny is necessary and arguments must be
constructed and presented to support the demonstration and justification of system safety at an adequate
level of confidence. In addition, it is important to acknowledge that a safety case is not a ‘silver bullet’. It
cannot be a substitute for current safety analysis or safety review practice, but plays a complementary role
that encourages explicit documentation, critical and systematic reasoning and rigorous safety
demonstration in system development, maintenance and operation. It is the people that work on safety and
their way of thinking and implementation that determine the level of safety delivered and the degree of
confidence in a claimed safety level.
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