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Abstract

Assuring the quality of embedded system is posing a big challenge for software testers around the globe. Testing of one
embedded system widely differs from another. The approach presented in the paper is used for the testing of safety critical
feature of embedded system. The input and outputs are trained validated and tested via ANN. Security is provided via skipping
invalid and critical classes and by embedding secret key in the Ram of embedded device. The work contributes simulating
environment where cost and time required for testing of embedded systems will be minimized, which removes drawback of
traditional approaches.
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1. Introduction

Testing is the most common process used to determine the quality and providing security for embedded systems.
In the embedded world, testing is an immense challenge. In the test plan, the distinguished characteristics of
embedded systems must be reflected as these are application specific. They give embedded system exclusive and
distinct flavor. Real-time systems have to meet the challenge of assuring the correct implementation of an
application not only dependent upon its logical accuracy, but also its ability to meet the constraints of timing. To
provide security and to implement real-time embedded system must be predictable because of the need to meet the
timing requirements. Thus, this must be taken into account while their supporting software is being written.
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Each embedded system is an application precise system and requires a separate tool or separate code for testing.
Presently, there is no such mechanism available in the market, which is competent enough to check a number of
embedded systems under one platform. Testing is the most time consuming and costly portion of the embedded
system development process. The quantitative and qualitative analysis from an industrial survey says that continuous
efforts are required in the testing process to ensure improved quality and efficiency in the development of embedded
systems.

1.1. Types of Testing

In the case of embedded systems, testing can be performed for different reasons, sometimes it may be for testing
of the inputs and sometimes for monitoring software state and outputs for expected properties. Examples of these are
like matching up to the expected output values which can then be used to check whether the product covers all the
requirements specified before or to save the systems from failure. Verification and validation are the important
activities in the testing process. Verification is the process of human examination or review of the work product.
Validations are required when there is need to execute the things on computers. There are several styles for testing
and depending on various situations several types of testing can be conducted on the embedded systems.

The white box testing, the black box testing and the exploratory testing are the testing techniques, which are used
as per the requirement of the system under test. The various types of testing conducted throughout the life cycle are
unit testing, subsystem testing, integration testing, regression testing, acceptance testing and beta testing. An
exploratory testing type is performed by human observers. They have to exercise the system as well as search for
unexpected results. Exploratory testing is designed to find those strange behaviors, which were neither defined in
requirements nor in the specifications. The defects, missed in the standard testing methodologies can be traced in
Expository testing. The disadvantage of this testing is the lack of document measurement coverage. While
performing this test many defects remain uncovered.

Black box testing is usually referred to for embedded system testing. It is designed after considering knowledge
of behavior, when it is designed without considering knowledge it is known as functional testing. Black box testing
is usually associated with functional behavior without knowing inner details. The advantages associated with black
box testing are that these can be used for testing the final behavior of the system and can be written independently of
software design.

White box testing is testing of internal structure of the program and it is also called the structural testing. In this
type of testing, control flow, condition branches and structures are exercised. The advantage of white box testing is
that it gives good coverage of tests and tests are basically designed for maximum coverage. Boundary and special
cases are tested successfully in this type of test. Test operation covers every point in the lookup table and in the
control loop; it also exercises both paths of every conditional branch statement. Disadvantage of this technique is the
number of functions remains uncovered.

The possible types of testing conducted in embedded system testing are usability, boundary conditions,
performance, state transitions, load testing, main stream usage against a scenarios security and error recovery.
Compatibility, configuration, equipment variations; old versions, instability and serviceability can also be checked
in embedded system testing. Regions where programmers make mistakes are user interfaces and boundaries. The
errors occur because of incorrect error handling, missed error checks, race conditions, load conditions and
calculation errors because of application of wrong algorithms

1.2. Selection of Right Approach
Selecting the right approach is a very important task in the testing of embedded system. It is a very big question

as to how can we decide that a specific approach is appropriate for a specific embedded system. Some sets of
evaluation criteria can be used for selecting the appropriate approach, e.g. to what extent the organizational structure
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can provide the assistance for rapid decision making, whether it encourages teamwork or provides an independent,
unbiased, formal, strong and rewarded, test organization. For selecting the correct approach we should map the
current organization, define and prioritize the key selection criteria & document the new potential approaches, using
a selection grid. Decision matrix selection grid is one of the quality tools, which can be used to evaluate the various
approaches.

After selecting criteria they are numbered or uniquely identified and placed across the top of the decision matrix.
Table 1 shows the diagrammatic explanation of the tool. In this matrix various approaches are vertically placed and
numbered and criteria are listed as 1 to 5 where 5 indicates higher ranking 3 is for medium ranking and 1 is for low
ranking. After selecting proper testing approach embedded system can be easily tested. Testing of embedded system
may be based on software or hardware of embedded system. Sometimes it is used to test individual component of
embedded system and some time it is used for the functioning of modules present in embedded system. The testing
of embedded system based on its infrastructure, its life cycle, techniques used and its organization.

Table 1. Decision Matrix Grids.

Approach/Rank 1 2 3 4 5 6 Total

Approach 1 x

Approach 2 x

Approach 3 X
Approach 4 X

Approach 5 x

Approach 6 X

The first section contains a detailed introduction of the work and its importance. Section two involves review of
existing methodologies related to the embedded system testing. The conclusion of literature survey of section two
leads the need for new approach. In section three, the proposed plan is presented. It discusses the block diagram of
new approach. Section four outlines the results obtained while obtaining a new approach for testing of embedded
systems. Section five outlines the conclusion and the future scope.

2. Literature Survey

In this section, the existing methodologies of the embedded system testing are discussed. Embedded system
testing is a very complex, costly, critical and time consuming process. Researchers have used different tools and
platforms for testing of the embedded systems, but no one has tried to provide a common tool, where all the
embedded systems can be tested together. Temb method is the traditional method used for the testing of embedded
systems. It provides a mechanism to a dedicated test approach for assembling, which can be applied to any test
project. Temb method consists of test project planning, techniques, test environments, test team organization and
reporting processes. The mechanism which is used for the assembling of test approaches is based on the examination
of the risks and characteristics of the system. Temb method assembles generic and the specific measures.
Embedded system has two main characteristics that are safety critical and technical scientific, which focus on
covering a system diversity using limited set. It gives information about what is needed in the dedicated test
approach and is made concrete by analyzing relevant characteristics. In Temb generic elements constitute the
structured testing process. The four cornerstones help embedded system ensure that vital things are not forgotten and
make the testing approach more controllable and manageable. As Life cycle helps to show more activity than the
test organization, it distinguishes between things arranged more properly and effectively".

Researcher proposes MDT of real time embedded system and orientation of object oriented model to the function
oriented model development. Now a day’s Automation is essential in the testing of embedded system testing field.
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Test automation using object oriented approach is the ultimate goal of the researcher. Because of the diversity
between the languages used by developers and the testers there exists a big communication gap? Standard system
requirements and the methodologies need a bridge to remove this development gap. UML and Simulink comparison
was performed in the proposed literature by the researcher in order to develop an efficient mechanism, the
methodology used was model driven. In this literature, methodology used is object oriented and automation.
Development processes were also implemented simultaneously®. Signals have been given as inputs to the model,
which further lead to system and test implementation section.

Another existing approach proposed by the researcher suggests MLCH designs for embedded electronics
systems. Heterogeneous systems were taken under consideration and model level coupling was performed through
four layered Meta model architecture. Rapid prototyping approach was used for the testing of embedded systems.
The Number of ECU used in the automated car was the objective behind the research here. Integration was
performed via UML and the tool was able to support all the programming languages. Code generation and
integratiog was performed with Matlab. Techniques used for testing of embedded system were white box and the
block box".

The other approach was rapid embedded system testing, where verification pattern were used. For reducing time
required for debugging and efforts, reuse of the proven test scripts was conducted. Verification framework was
developed on the basis of which detailed architecture was drawn. Event driven verification and logic was the key
component in the approach. Verification process included collection, matching and generation of test scripts as well
as executing the test scripts with verifying results®. Messy GA has introduced and suggested in another piece of
literature to automate the test cases with State flow model testing where the search based testing was performed via
simulink/state flow models. The approach used was SBST. The test data generation algorithm with the experimental
setup and the TC results were discussed in the overall research®. Black box testing approach is generally used in the
embedded systems. The research concentrates on the software developed for the development of the embedded
system. Software model, referred in the research work uses MATLAB for conducting tests, also known as model in
the loop designed for embedded system test’. Neural network is used for the testing of embedded systems®.

3. Proposed Methodology

This work considers testing in several phases, including identification, categorization, static analysis, model
checking, pattern generation and training. Major points of focus are safety critical characters of embedded system
which make them real time embedded system™. The black box technique is used to test the functionality of an
embedded system. Proposed methodology gives a new method of testing real and virtual real-time embedded
system. The concept of classification is used to solve the problem of testing of embedded system. The input and
outputs are trained, validate and tested via ANN, to find out the valid and invalid classes, to improve the system
accuracy and to minimize the failure rate of embedded system. The test procedure consists of designing and
development of various embedded system. An embedded system requires a number of sensors. The sensors are
responsible to demonstrate the safety critical behaviour of the embedded system. Misbehaviour of input mechanism
can lead failure of output mechanisms. ANN is responsible to skip invalid and to manage the critical section for
providing security to the embedded system.

'§ @ ——>| Validation
58 Embedded &8
E EC’ :> System :> g :> ANN —= Training
S =
< ——| Testing

Fig.1. Embedded System Testing Block Diagram.

Maintaining confidentiality in the development of embedded system is a need for service providers. The tester
authentication module is developed in order to conduct secure testing mechanism. The secret key is embedded in the
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ROM of embedded device in order to provide security to access embedded data as well as in the interface. Mostly
embedded system is concerned with medical devices where data is sensitive or it is used in defence, where again
security of data is an important constraint. Testing process is secured via tester authentication mechanism.

3.1. Testing of Safety critical function of embedded system.

Embedded system used, is named as car crash avoidance using safety bumper. In this system, the speed of the car
is controlled via detecting the force applied on a bumper. Since force is the function of velocity and displacement,
input is considered as displacement, while velocity output function. If speed of a car is out of control, critical
condition may occur. A car having a mass m of 1500 Kg hits the bumper at the speed of 90 Km/hr. controlling the
speed of the car takes place within the range 0 to 3 m range (0 < x <3). Speed of the car is directly proportional to
force exerted on bumper, when it increased more than 100 above the force experienced on the bumper increases.

Dipla corment of car X=0

Fig. 2. Embedded System Safety critical function concept Diagram.

A sensor attached to bumper alerts the driver to provide control on the car. The range of inputs is varies from
0 < x <3 and range of output is varied from 0 < v < 25. The mass of the car may vary from system to system. The
applied force on the Bumper is zero, when the speed of the car is 90Km/hr. The mentioned state is defined as a zero
displacement. The bumper attached to the car is designed in such a way that the force experienced on the bumper in
out of control case of car, is a because of the velocity v and the displacement x of the front end of bumper according
the equation. Where, K=30s-kg/m® is constant.
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Fig. 3. Embedded system function equation.

The classification concept of Al is used in the work, Classification exists after checking input data i.e.
displacement and output data i.e. velocity to define the state of car. The state is defined as follows:

o | (25<v || 25>Vv) && x>3, state is Critical state.
o |f (v<0 && x<3) || (v>0 && x<0), state is Invalid state.
o If (0<v<25) && (0<x<3), state is Valid state.

Where, X is the displacement parameter and v is the velocity parameter. The Figure 3 shows the programming for
function used in the embedded system, which is responsible to make it safety critical embedded system. Here
displacement and velocity values will responsible to calculate the force exerted on the bumper. If these values will
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not be properly calculated the car controlling mechanism will not able to detect the speed of the car.
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Fig. 4. Snapshot Program for Speed Detection System to Avoid Car Crash.

The table number 2 gives the design of test case to describe the safety critical function of the embedded system.
The first portion of test case describes the test information, including test case ID, test case description,
preconditions and the second portion of the table gives steps performed in testing, step description, test data and
status. The pass or fail status will recorded and fail status will skipped to avoid the failure of embedded system.

Table 2 Test case design for speed detection function of embedded system

Test Information

Test Functions

Test case ID:
Test case description

Preconditions

Fun_1(Function ID)

Speed detection system for car crash avoidance(Function description)

Mass =1500 Kg, Speed=90km/h at x =0(Functions parameters values)

Step No.

Step description

Test data

Status

1

Calculation (velocity at particular displacement)

v.mat, X.mat

Pass/Fail

In the automated vehicle number of safety critical functions can be used for providing security to the vehicle.
These safety critical functions are further attached to sensors in order to indicate that whether the system is running

well or not.

4. Results

In this section relevant results are outlined to authenticate the framework and to justify the objective. The classes
are developed in order to find the valid and invalid input states. The figure 5 shows the bumper equation graph.
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Fig. 5. Nonlinear system graph velocity verses displacement.
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The results mention the critical class, where the embedded system can be proved as safety critical embedded
system. This section gives results and conclusion obtained in experiments performed in the testing process of
embedded systems. The Critical classes are managed and invalid classes are skipped in order to avoid failure of
embedded system.

50
40
30
20 M HA
z 10
&0 !
o -10 o1 n oy o
>—20 -mqu—wm
-30 »
40 Critical state
-50 Invalid state

Displacement

Valid state
Fig. 6. Graph Classification of States of Speed Detection.

The main program calls this function to test the embedded system. The figure 6 shows the classification of the
critical, valid and invalid class’s distribution obtained after performing experiments. Table number 3 shows the
observations related to pass and fail states.

Table 3.0bservation Table

Classified state  Training Error rate (%)  Testing Error rate (%) System’s Test Observations

87 84.4

88 83.245 Fails at x=3, Test is valid for x>3,
Critical state 80 79 critical states are identified and

89 90 managed.

87.88 87

90 89.99

91.12 90.2 Test is passed for invalid state
Invalid state 92.13 91.23 when velocity is negative in the

89 88.23 range of 0 to 3 (displacement).

87 86.78

89.45 88.88

90.23 89.9 Test is passed for its valid state
Valid state 99 98.678 where velocity is positive

98 97.46 showing good Performance value.

92.34 90.24

5. Conclusion

The sensor activity is responsible to decide failure or success of embedded system. One electronic control unit is
responsible to test multiple functions. The input and output values are monitored tested and validated on the basis of
some fixed rules. The ANN is used to perform validation training and testing of input and output data. New
approach uses a classification method of artificial Intelligence, which is responsible to generate three classes of
conditions. Valid, invalid and critical regions are categorized on the basis of the classes, the tester can easily find out
the misbehavior of the embedded system arises because of input and outputs. The neural network fitting tool uses
LMA for training, validation and testing. The work is performed in order to provide security to embedded system by
identifying the risk regions and it avoids the use of real embedded systems in experimental work as cost of
embedded system is not affordable to the tester. It will prove to be the most promising and innovative approach, if it
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would be made open ended for the further researches. The framework employed different techniques in order to
make the approach generalized and efficient. Empirical evaluation of the framework was performed using a variety
of embedded devices under test. The relevant evaluation showed that the framework will able to test the number of
embedded systems together under one roof in the future. This new approach is responsible to provide security to
embedded system by providing an efficient testing mechanism. The work contributes simulating environment where
cost, time and efforts required for testing of embedded systems will be minimized in order to remove the drawbacks
of traditional approaches. The classification concept is used for testing of nonlinear embedded system.
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