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Abstract 

Evidence based Medicine is emerging as a key process in Health care to enable insights driven quality care for individual 
patients. The core of making evidence based medicine a reality is information sharing between healthcare entities. However, the 
sharing of information across health care providers has security implications. The old methods of securing enterprises using 
perimeter defense models are likely to fall short; hence new innovative methods such as dynamic learning threat defense systems 
that perform rapid detection based on flow, signature, behavior, packet capturing techniques in addition to security policies and 
protection schemes are required to ensure security of the information exchanged as well as other threats to information and 
systems within the enterprise. Ensuring the confidentiality, integrity and availability of the data is the foundation to enable such 
pervasive information sharing that is required for enabling evidence based care model to achieve better health outcomes. 
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1. Introduction 

The healthcare industry is evolving through significant challenges resulting from escalating costs of care 
delivery, rising patient volumes, an aging population with a high incidence of chronic disease, substantial shortage 
of medical professionals, process inefficiencies and wastage. New approaches to care are evolving to address many 
of these concerns. One of the approaches that healthcare providers are leaning towards is to provide quality care 
using evidence based medicine (EBM). Evidence based Medicine is defined as “the use of mathematical estimates 
of the risk of benefit and harm, derived from high-quality research on population samples, to inform clinical 
decision-making in the diagnosis, investigation or management of individual patients” 1. 
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The basic requirement of evidence-based medicine is the availability of evidence that is derived from relevant 
information that may span across boundaries and pervasive information sharing between disparate healthcare 
entities. To enable such information sharing, it is critical to ensure security, privacy and trust between the entities 
and the information exchanged. 

This paper will focus on the need for B2B healthcare information sharing model for enabling Evidence based 
Medicine and how the foundational elements of security, privacy, trust can be ensured using the best practices of 
secure B2B information sharing. 

2. Healthcare Information Sharing 

Healthcare information originates and gets processed and enhanced at multiple locations such as clinics, 
hospitals, value added service providers, medical devices and care teams. Today, the healthcare data exists in silos. 
For example, research and clinical data is maintained by separate entities and there is limited sharing of this data. 
With the healthcare reforms encouraging the sharing of information among entities, more information exchange is 
happening. Some common trends and use cases of information sharing across boundaries in healthcare are:  

 

• Health Information Exchanges: Health Information Exchanges (HIE) provides the capability to electronically 
exchange clinical information among disparate health care information systems. HIE’s provide benefits of 
improved information sharing to improve quality of care; reduce medical errors and avoid unnecessary 
duplication of tests 2. 

• Cloud Based Information services: Application services that use Software-as-a-Service 3 (SaaS) models see data 
constantly moves between the enterprise boundaries and the external cloud systems. Data aggregation and 
federation from multiple sources that are outside the enterprise boundaries enable rich information that can 
guide care delivery. Value added services such as outsourced radiology reporting requires the data to be 
transferred to entities outside the hospital boundaries. 

• Transitions of Care: When patients get discharged from a hospital to another care setting such as a skilled 
nursing facility, information is shared among the entities to enable better care transitions. While paper discharge 
notes have been the norm in the past, new electronic procedures are evolving in information sharing. These 
exchanges can happen through HIE’s or through other mechanisms, but involves B2B information sharing. 

• Research and Clinical Collaboration: In order to generate evidence, information needs to be converted to 
insights. The patterns of effectiveness of current procedures in the clinical settings have to be analyzed and 
insights generated by leveraging research on the available information. This requires close collaboration 
between research centers and clinical systems and exchange of information across boundaries.  
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3. Influencing Healthcare Outcomes via Security, Privacy and Trust  

In a healthcare context, Security, Privacy and Trust mean the following: 

• Security refers to the protection of healthcare data from unauthorized access during transport or while at rest. 
• Privacy refers to the guarantee that only people and/or entities authorized by the owner of the data owner (in 

most cases, the patient) can view and access the data. 
• Trust refers to the guarantee that people or organizations are who they say there are. 

 
The healthcare information available to providers plays a crucial role in enabling better healthcare outcomes. 

The patient’s willingness to share information is dependent on some level of guarantees that the patient expects. The 
prime among these is the trust between the patient and the provider and the expectation that the provider will handle 
the information confidentially and responsibly. This requires an integrated trust model that includes the provider and 
the systems that the provider uses.  The trust in turn requires the guarantee that the basic tenets of information 
security - confidentially, integrity and availability - are met. All in all, the journey towards better healthcare 
outcomes starts from ensuring the foundational elements of security, privacy and trust. 

4. Challenges in ensuring Security, Privacy and Trust 

B2B information exchange requires breaking traditional network boundaries, opening up the access, enabling 
choices, improving data collection from multiple critical sources, and enabling information sharing. 4 In such 
interactions where disparate entities, enterprises and businesses exchange information and interact, some of the new 
challenges relating to security, privacy and trust that care providing entities face are: 

• Expanded Boundaries and Borderless Vulnerabilities: Current approaches to information security are very much 
focused on a bordered network with enterprises implementing some perimeter defense mechanisms. Though 
these are still relevant, during a B2B information exchange, due to borderless networks and data exchange, the 
perimeter is expanded and data may originate from external enterprises. In such cases, the definition of the 
perimeter changes and includes a borderless ecosystem.  

• Exponential Growth in Data Paths: As enterprises exchange information, the number of paths over which the 
data traverses increase exponentially. Ensuring that all the data paths and the data remain secure throughout can 
be difficult. Additionally, the data path may be non-deterministic and may traverse multiple nodes and networks 
that are outside of the traditional enterprise boundary. Even end-to-end solutions can fall short as seen in the 
case of WAP gap 5 scenarios. 

• Increased Attack Surface and Attack Vectors: B2B information exchange opens up hitherto unseen threat 
vectors and increases the attack surface. Information exchange can happen between entities as varied as other 
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care provider facilities to public cloud services. Such an environment is significantly different from a traditional 
environment where information is tightly controlled within the business entity’s healthcare IT infrastructure. 
The weakest link in such a situation, which can be beyond the control of an enterprise, is prone to getting 
compromised and can make the enterprise and the exchange vulnerable. 

• Borderless Access and Expanded Trust Entities: Enterprises typically have their own identity management 6 
services that have visibility only within their boundary. In a borderless B2B exchange disparate trust entities 
have to coexist in this expanded environment. As more and more people get access to the data, trust becomes a 
concern since privacy safeguards and policies differ from enterprise to enterprise. The origin of data in a 
borderless environment is beyond the domain of control of an enterprise and maybe even unknown to it. In such 
a case determining whether the data can be trusted and ensuring its trustworthiness across these expanded 
boundaries is a concern and integrity of data can become an attack point. 

• Disparate Enterprise Policies and Standards: Generally business entities adopt a set of very enterprise focused 
security policies and best practices. Such policies and practices include, device hardening practices, 
authentication and authorization policies and acceptable use policies. When different enterprises come together 
each entity could have disparate and at times conflicting policies, which could have a direct impact on security, 
privacy and trust of the data being exchanged. 

5. Best Practices to enable B2B Information Exchange  

To enable a secure B2B information exchange a pervasive and holistic architecture that covers all the entities 
participating in the exchange needs to be put in place. Such architecture is shown here: 

 
Security is a shared responsibility of all the entities involved in the exchange. Hence a multipronged approach 

should be adopted. Some of the best practices in enabling B2B information exchange include:  

5.1. Converged Security Management Best Practices 

It is important to have a converged security management process that spans across all the entities in the 
exchange. Best practices that mitigate vulnerabilities and risks emanating from expanded boundaries and borderless 
access include 7: 

• Security policies that include encrypting data at rest and in motion using SHA-2 and Public Key Infrastructure 
(PKI), deploying defense-in-depth strategies, keeping hardware and software up to date and implementing good 
physical security 8. 
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• Intrusion Detection and Prevention Systems (IDS/IPS) that perform deep packet inspections. 
• Pervasive security wherein security is baked in into the exchange network rather than isolated islands. 
• Centralized and mutually agreed upon security policy management framework across the exchange. 
• Intelligent devices and endpoints with centrally controlled authentication and authorization policies. 

5.2. Clear Network Separation 

Network separation involves separating an asset from a potential adversary to reduce the risk of direct attack 
and architecturally separating components to distribute the risk of compromise 9. Layered separation and multi-
tiered architectures, using network proxies and web gateways, can be used to define clear network separation. 

5.3. Federated Identity Management 

Federated identity management can ensure secured sharing of identities between applications both within and 
across organizational boundaries using secure and seamless Single Sign-On (SSO). Protocols such as Security 
Assertion Markup Language (SAML) and WS-Federation, OAuth and OpenID Connect can be used for identity 
federation 10. With a centrally managed scheme, proper authentication and authorization policies can be enforced 
across the exchange ensuring care providers and the staffs has appropriate clearance and the need to know. 

5.4. PHI and Medical Data Segmentation and de-identification 

Data segmentation models allow granular control of data that can be shared across entities in the ecosystem 11. 
By implementing patient controlled, provider controlled or organization controlled data segmentation models, 
patients and healthcare organizations can withhold health information deemed as sensitive for privacy purposes and 
exchange only non-sensitive data with other entities. A documented consent model can guide care teams to adhere to 
the privacy preferences of the patients and audits and compliance checks can enforce such preferences. De-
identification 12 models enable data to be used for wider research, while hiding the identity of the patients. 

5.5. Holistic Risk Mitigation Strategy 

An information risk analysis can be performed to obtain a clear understanding of the level of risk acceptance 
and risk tolerance of all the entities. The analysis can assess security requirements of the participating business 
entities and how they value their information assets like data, applications and processes 13. Participating in an 
exchange can involve ceding control over how the exchanged information will be protected and where it might 
reside. Understanding the risk associated with these choices can help organizations devise an appropriate risk 
mitigation strategy and protocol for information sharing.  

5.6. Expanded B2B Policies and Best Practices 

A precise definition of the information being exchanged, the information paths and the entities involved is 
critical. The enterprises can agree upon a common set of best practices and policies. Such principles and best 
practices can be codified into mutual Business Associate Agreements (BAA) and Service Level Agreements (SLA) 
so that all entities are contractually obligated to be compliant to a common minimum baseline. Regular security 
audits can be conducted to ensure regulatory and compliance requirements are met. Integrated policy management 
processes 14 that include all the entities can be implemented to keep up with continuously evolving environments. 

5.7. Advanced Analytics-based Learning Security  

To mitigate threats from new malware hiding models such as packing, innovative methods such as dynamic 
learning threat defence systems that perform rapid detection based on flow, signature, behaviour and packet 
capturing techniques are required to secure the data. 15 Big Data Analytics that learns from traffic within the 
enterprise and a global network used in combination with other security capabilities can proactively identify threats 
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and prevent wide spread damage. Combining Behavioural Analysis, Anomaly Detection and Machine Learning can 
be effective against attack attempts that manage to cross the perimeter defence.  

6. Secure B2B Healthcare Information Sharing Initiatives - Direct Project 

The Direct Project 16 is an example of an initiative in healthcare that addresses some of the concerns listed 
above by making the information exchange more secure between providers. It uses a logical concept of Healthcare 
Information Service Provider (HISP) to enable the management of trust between senders and receivers. The Direct 
Project also provides specifications and standards that enable simple, direct communication and uses PKI model to 
enable secure transportation of messages between the users.  

7. Summary and Conclusions 

Improving healthcare outcomes has been a key metrics and focus for the healthcare industry. As healthcare 
providers explore effective approaches to improve outcomes, Evidence based Medicine has taken a centre stage. 
Pervasive Information Sharing across healthcare entities is critical to effective Evidence based medicine. To ensure 
such information sharing happens, the foundational elements of security, privacy and trust must be solidified. New 
innovative approaches in security that leverages big data analytics, learning models in combination with other 
technologies and policy best practices can help ensure information sharing across boundaries securely.  
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