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Abstract

This paper proposes a useful method for constructing a self-dual normal basis in an arbitrary extension
field Fpm such that 4p does not divide m(p − 1) and m is odd. In detail, when the characteristic p and
extension degree m satisfies the following conditions (1) and either (2a) or (2b); (1) 2km + 1 is a prime
number, (2a) the order of p in F2km+1 is 2km, (2b) 2 � km and the order of p in F2km+1 is km, we can
consider a class of Gauss period normal bases. Using this Gauss period normal basis, this paper shows a
method to construct a self-dual normal basis in the extension field Fpm .
© 2008 Elsevier Inc. All rights reserved.
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1. Introduction

Recently, several pairing-based cryptographic applications in which a large order extension
field Fpm with odd characteristic p is used have been studied [1,2]. In order to efficiently imple-
ment the cryptographic applications, it is quite important to implement the efficient arithmetic
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operations in the extension field such as optimal extension field (OEF) [3]. When we construct
an extension field, since the efficiency of the arithmetic operations is closely related to the basis,
we need to adopt an efficient basis.

There are several classes of bases in extension field such as polynomial basis, normal basis,
and dual basis, self-dual normal basis [4]. A polynomial basis is efficient for polynomial multi-
plications. OEF adopts a polynomial basis. A normal basis is efficient for a Frobenius mapping.
The well-known Gauss period normal basis [1] is a special class of normal bases. A self-dual
normal basis is efficient for not only a Frobenius mapping but also trace calculations; however,
as compared to a polynomial basis and normal basis, it is difficult to construct a self-dual nor-
mal basis in an arbitrary extension field Fpm . As the previous works, there are several methods
for constructing a self-dual normal basis in odd characteristic extension fields [9]; however, they
cannot be applied for an arbitrary extension field efficiently.

This paper proposes a useful method for constructing a self-dual normal basis in an extension
field Fpm such that 4p does not divide m(p−1) and m is odd. In detail, when the characteristic p

and extension degree m satisfy the following conditions (1) and either (2a) or (2b):

(1) 2km + 1 is a prime number,
(2a) the order of p in F2km+1 is 2km,
(2b) 2 � km and the order of p in F2km+1 is km,

where k is a certain integer number, we can consider a class of Gauss period normal bases [1] as
follows:

{
γ, γ p, . . . , γ pm−1}

, γ =
k−1∑
u=0

(
ωpum + ω−pum)

, (1)

where ω is a primitive (2km + 1)st root of unity. When p = 2 and k = 1, it is especially called
TypeII optimal normal basis (ONB) [1], in this paper we call this normal basis TypeII eXtended
normal basis (TypeII-X NB). Using TypeII-X NB, this paper shows several conditions under
which the following conjugate elements form a self-dual normal basis in Fpm :

{
tγ + s, tγ p + s, . . . , tγ pm−1 + s

}
, where s ∈ Fp and t ∈ Fp − {0}. (2)

Then, it is shown that the proposed method can easily and efficiently construct such a self-dual
normal basis in an arbitrary extension field Fpm such that 4p does not divide m(p − 1) and m

is odd. This paper introduces that, for an element in Fpm , the vector representations with the
self-dual normal basis and Gauss period normal basis are easily translated to each other.

Throughout this paper, p and m denote the characteristic and the extension degree, respec-
tively, where p is a prime number. Fpm denotes an mth extension field over Fp . Without any
additional explanation, lower and upper case letters show elements in prime field and extension
field, respectively, and a Greek alphabet shows a zero of modular polynomial. X | Y and X � Y

denote that X divides and do not divide Y , respectively.

2. Fundamentals

We briefly go over Gauss period normal basis, self-dual normal basis, and some previous
works.
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2.1. Gauss period normal basis

2.1.1. Definition of Gauss period normal basis and its class
The Gauss period normal basis is defined as follows [9].

Definition 1. Let km+ 1 be prime not equal to p. Suppose that gcd(km/e,m) = 1 where e is the
order of p modulo km + 1. Then, for any primitive kth root θ of the unity in Fkm+1,

γ =
k−1∑
i=0

βθi

(3)

generates a normal basis {γ, γ p, . . . , γ pm−1} in Fpm , where β is a primitive (km + 1)st root of
the unity in Fpe . We call this normal basis Gauss period normal basis.

For Gauss period normal basis defined above,

Tr(γ ) =
m−1∑
i=0

γ pi =
km∑
i=1

βi = −1. (4)

Throughout this paper, we use the trace function Tr(x) with respect to Fp defined as follows:

Tr(x) = x + xp + · · · + xpm−1
. (5)

The following TypeII eXtended normal basis (TypeII-X NB) is a class of Gauss period normal
bases.

Definition 2. Suppose that the following conditions (1) and either (2a) or (2b) are satisfied:

(1) 2km + 1 is a prime number.
(2a) The order of p in F2km+1 is 2km.
(2b) 2 � km and the order of p in F2km+1 is km.

Then, let ω be a primitive (2km + 1)st root of the unity and τ be ω + ω−1. In this paper, we
call the following normal basis Eq. (6a) TypeII-X NB in Fpm .

{
γ, γ p, . . . , γ pm−1}

, (6a)

where γ is defined by

γ pi =
k−1∑
u=0

τpi+um =
k−1∑
u=0

(
ωpi+um + ω−pi+um)

, 0 � i � m − 1.

When p = 2 and k = 1, it is especially called TypeII optimal normal basis (ONB) [1].

It is shown that TypeII-X NB exists in Fpm for an arbitrary pair of p and m except for the case
of 4p � m(p − 1) [7].
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2.1.2. A property of Gauss period normal basis
The Gauss period normal basis given as Eq. (6a), that is TypeII-X NB, has the following

property. Its proof is shown in Appendix A.

Property 1.

γ pi+pj =
k−1∑
h=0

(
γ pξ(i,j,h) + γ pψ(i,j,h))

, 0 � i < j � m − 1, (7)

where ξ(i, j, h) and ψ(i, j, h) satisfy

0 � ξ(i, j, h),ψ(i, j, h) � km − 1. (8)

Corresponding to i, j , and h, the exponents ξ(i, j, h) and ψ(i, j, h) are respectively determined.

Since the calculation cost needed for a multiplication with TypeII-X NB in Fpm is determined
with the extension degree m and parameter k [5], therefore k is preferred to be the smallest. From
a lot of experimental results, the average of the smallest k’s was 3.7 when the characteristic p

and extension degree m were 160 bits prime and 6, respectively.

2.2. Self-dual normal basis

2.2.1. Definition of self-dual normal basis
A self-dual normal basis is defined as follows.

Definition 3. Let {α,αp, . . . , αpm−1} be a normal basis in Fpm . If this basis satisfies Eq. (9), it is
especially called self-dual normal basis in Fpm .

Tr
(
αpi+pj ) =

{
0, i �= j,

1, i = j,
(9)

where 0 � i, j � m − 1.

2.2.2. Previous works on self-dual normal basis
The following theorems are important for the existence of self-dual normal bases in Fpm [9].

Theorem 1. If (1) n is odd or (2) p is even and n ≡ 2 (mod 4), then there exists a self-dual
normal basis of Fpn over Fp .

Theorem 2. If (1) p is even and n ≡ 0 (mod 4) or (2) p is odd and n is even, then there does not
exist any self-dual normal bases in Fpn over Fp .

The following Theorem 3 gives a self-dual normal basis in Fpp [9]; however, it is not efficient
when p is large.

Theorem 3. The conjugate zeros of an irreducible polynomial xp − xp−1 + s, s ∈ Fp − {0} with
respect to Fp form a self-dual normal basis in Fpm .
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The following Theorem 4 gives a self-dual normal basis in Fpm as a Gauss period normal
basis [6]; however, like the normal basis defined in Theorem 3, it is not efficient when the char-
acteristic p is large. Therefore, it is not introduced in detail; however, the calculation costs for
arithmetic operations with the Gauss period normal basis depend on the size of the parameter k.

Theorem 4. Suppose that Gauss period normal basis exists in Fpm for p, m, and k. This Gauss
period normal basis is a self-dual normal basis in Fpm if and only if k is even and divisible by p.

2.2.3. Efficiency of self-dual normal basis
A self-dual normal basis is efficient for the trace of AB is calculated as follows:

A =
m−1∑
i=0

aiα
pi

, B =
m−1∑
i=0

biα
pi

, ai, bi ∈ Fp, (10a)

Tr(AB) = Tr(α)

m−1∑
i=0

aibi =
m−1∑
i=0

aibi, (10b)

for which we need m − 1 Fp-additions and m Fp-multiplications.

3. Constructing self-dual normal basis

The purpose of this paper is to construct a self-dual normal basis in an arbitrary extension
field of odd extension degree. First, suppose that the following conjugates form a TypeII-X NB
but not a self-dual normal basis in Fpm :

{
γ, γ p, . . . , γ pm−1}

(11)

for which p, m, and a certain number k need to satisfy the conditions shown in Definition 2.
Then, let us consider the case that 2k is not divisible by p, in other words the above Gauss period
normal basis does not form a self-dual normal basis in Fpm . First, we introduce the following
property [8].

Property 2. The conjugate elements Eq. (12) form a normal basis in Fpm if and only if
Tr(tγ + s) �= 0;

{
tγ + s, tγ p + s, . . . , tγ pm−1 + s

}
, (12)

where s ∈ Fp and t ∈ Fp − {0}.

In what follows, we show the conditions for the normal basis Eq. (12) to be a self-dual normal
basis in Fpm .

3.1. Conditions for Tr((tγ pi + s)(tγ pj + s)) = 0, i �= j

Using Tr(γ ) = −1, it is calculated as follows:
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Tr
((

tγ pi + s
)(

tγ pj + s
)) = Tr

(
t2γ pi+pj + st

(
γ pi + γ pj ) + s2)

= t2 Tr
(
γ pi+pj ) + 2st Tr(γ ) + ms2

= t2 Tr
(
γ pi+pj ) − 2st + ms2, (13a)

then from Property 1 we have

Tr
((

tγ pi + s
)(

tγ pj + s
)) = −2kt2 − 2st + ms2. (13b)

Therefore, let v be st−1, v ∈ Fp needs to satisfy

−2k − 2v + mv2 = 0. (14)

In other words, v is a zero of f (x) = mx2 −2x −2k. Consider the irreducibility of f (x) over Fp .
Since the degree of f (x) is 2, it is checked from whether or not its discriminant D(f ) = 2km+1
is a quadratic residue in Fp . Thus, we have the following property.

Property 3. For the normal basis Eq. (12), there exists v = st−1 in Fp such that

Tr
((

tγ pi + s
)(

tγ pj + s
)) = 0, i �= j, (15)

if and only if 2km + 1 is a quadratic residue in Fp .

For example, when m or 2k is divisible by p, 2km + 1 is always a quadratic residue in Fp

because 2km + 1 = 1 mod p. Thus, a part of Theorem 4 is also understood from this property.
When 2km + 1 is a quadratic residue, we can easily calculate such an v = st−1 as

v = st−1 = m−1(1 ± √
2km + 1). (16)

Noting that 2km + 1 is a prime number, using the Legendre symbol (a/b), and based on the
quadratic reciprocity law [4], whether or not 2km + 1 is a quadratic residue in Fp is given by

(
2km + 1

/
p

)
= (−1)km(p−1)/2

(
p
/

2km + 1

)
. (17)

When the conditions (1) and (2a) in Definition 2 are satisfied, since p is a primitive element in
F2km+1, that is of course a quadratic non-residue, we have

(
2km + 1

/
p

)
= −(−1)km(p−1)/2. (18a)

Therefore, the extension degree m must be odd such that 2km + 1 is a quadratic residue in Fp .
On the other hand, when the conditions (1) and (2b) are satisfied, noting that m is odd, since the
order of p in F2km+1 is km,

(
2km + 1

/ )
= (−1)km(p−1)/2. (18b)
p
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Therefore, corresponding to which (p − 1)/2 is even or odd, it is enough to satisfy either
Eq. (18a) or Eq. (18b) by appropriately changing the parameter k. Thus we can understand The-
orems 1 and 2.

3.2. Conditions for Tr((tγ pi + s)(tγ pj + s)) = 1, i = j

Noting that Eq. (12) is a normal basis, let us only consider Tr((tγ + s)2) that is the case of
i = j = 0. It is developed as

Tr
(
(tγ + s)2) = t2 Tr

(
γ 2) + 2st Tr(γ ) + ms2 = t2 Tr

(
γ 2) − 2st + ms2, (19a)

for which Tr(γ 2) is given as

Tr
(
γ 2) = Tr

(
γ

(
Tr(γ ) −

m−1∑
i=1

γ pi

))
= Tr(γ )2 −

m−1∑
i=1

Tr
(
γ 1+pi )

. (19b)

Therefore, from Property 1 and Tr(γ ) = −1, we have

Tr
(
γ 2) = 1 + 2k(m − 1). (19c)

Using v = st−1 ∈ Fp and Eq. (14), we have

Tr
(
(tγ + s)2) = t2{1 + 2k(m − 1)

} − 2st + ms2

= t2(2km + 1 − 2k − 2v + mv2) = t2(2km + 1). (20)

Supposing that 2km + 1 is a quadratic residue,

t = (±√
2km + 1)−1 (21)

becomes an element in Fp for which 2km + 1 �= 0 must be satisfied, then we have
Tr((tγ + s)2) = 1. Consequently, we have the following property.

Property 4. For the normal basis Eq. (12), there exists t in Fp such that

Tr
((

tγ pi + s
)(

tγ pj + s
)) = 1, i = j, (22)

if and only if 2km + 1 is a quadratic residue in Fp − {0}.

Using Eqs. (16) and (21), we have

s = m−1(t ± 1). (23)

As a simple example, when 2k is divisible by p, since s and t become 0 and 1, respectively,
Theorem 4 is fully understood. It is said that the proposed method is an extended version of
Theorem 4.
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3.3. Example

Let p and m be 16777049 and 3, respectively. In this case, Eq. (11) forms TypeII-X NB with
k = 1 and 2km + 1 = 7 is a quadratic residue in Fp . Then, Eq. (12) forms a self-dual normal
basis in Fpm with the parameters t = 11472731 and s = 3824244. It is noted that, as described
in Section 2.1.2, parameter k is preferred to be small as this example [5].

In addition, this paper introduces that, for an element in Fpm , the vector representations with
the self-dual normal basis and Gauss period normal basis are easily translated to each other. Let
us consider to translate the vector representation with TypeII-X NB Eq. (11) to that with the
self-dual normal basis Eq. (12). Suppose that an arbitrary element A in Fpm is represented with
the TypeII-X NB Eq. (11) as

A =
m−1∑
i=0

aiγ
pi

, ai ∈ Fp. (24a)

For Eqs. (24a), then we have the following vector representation of A with the self-dual normal
basis:

A =
m−1∑
i=0

(
ait

−1 + XY
)
(tγ + s)p

i

. (24b)

In the same, suppose that an arbitrary element B is represented with the self-dual normal basis
Eq. (12) as

B =
m−1∑
i=0

bi(tγ + s)p
i

, bi ∈ Fp. (25a)

For Eqs. (25a), we have the vector representation of B with the TypeII-X NB as follows:

B =
m−1∑
i=0

(bi t − Z)γ pi

, Z =
m−1∑
i=0

bis. (25b)

4. Conclusion

This paper proposes a new method for constructing a self-dual normal basis in an arbitrary
extension field Fpm such that 4p does not divide m(p − 1) and m is odd. The proposed method
uses a class of Gauss period normal bases.

Appendix A. Proof of Property 1

Suppose that the characteristic p and extension degree m satisfy the conditions in Definition 2,
then all of the non-zero elements in F2km+1 are represented as

{
p0,p1,p2, . . . , pkm−1,−p0,−p1,−p2, . . . ,−pkm−1}. (A.1)
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Using Eq. (7) and setting h = v − t , we have Eq. (A.2d),

γ pi+pj =
(

k−1∑
t=0

τpi+tm

)(
k−1∑
v=0

τpj+vm

)
(A.2a)

=
(

k−1∑
t=0

ωpi+tm + ω−pi+tm

)(
k−1∑
v=0

ωpj+vm + ω−pj+vm

)
(A.2b)

=
k−1∑
t=0

k−1∑
v=0

(
ωpi+tm+pj+vm + ω−(pi+tm+pj+vm)

+ ωpi+tm−pj+vm + ω−(pi+tm−pj+vm)
)

(A.2c)

=
k−1∑
t=0

k−1∑
h=0

(
ωpi+pj+hm + ω−(pi+pj+hm)

+ ωpi−pj+hm + ω−(pi−pj+hm)
)ptm

. (A.2d)

Noting Eq. (A.1), either pi + pj+hm or −(pi + pj+hm) is given as a power of p mod 2km + 1,
for instance let us suppose

pξ(i,j,h) ≡ pi + pj+hm mod 2km + 1, 0 � ξ(i, j, h) � km − 1, (A.3a)

where the exponent ξ(i, j, h) is determined from i, j , and h. In the same, either pi − pj+hm or
−(pi − pj+hm) is given as a power of p mod 2km + 1, for instance let us suppose

pψ(i,j,h) ≡ pi − pj+hm mod 2km + 1, 0 � ψ(i, j, h) � km − 1. (A.3b)

Then, noting τ = ω + ω−1, we have Eq. (A.4),

γ pi+pj =
k−1∑
t=0

k−1∑
h=0

(
τpξ(i,j,h) + τpψ(i,j,h))ptm =

k−1∑
h=0

(
γ pξ(i,j,h) + γ pψ(i,j,h))

. (A.4)

For this proof, we must note that pi+tm ± pj+vm mod 2km + 1 do not become 0, accordingly
pi ± pj+hm do not become 0. It is shown from the power representations Eq. (A.1) and 0 � i <

j � m − 1.
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