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Abstract 

By combining the traditional iteration structure of Hash function with the dynamic S-boxes, a novel keyed Hash 
function is presented. The proposed approach can give a chaotic Hash value by means of the lookup table of 
functions and chaotic dynamic S-box. Compared with the existing chaotic Hash functions, this method improves 
computational performance of Hash system by using the chaotic S-box substitution. Theoretical and experimental 
results show that the proposed method has not only strong one way property, sensitivity to initial conditions and 
chaotic system’s parameters, but also high speed. 
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1. Introduction

Researcher gradually began to study Chaotic Hash function since 1999[1-5]. Chaos as a new method to
construct hash function is getting more and more scholars’ attentions. K.W. Wong in [6] proposed a 
method about combination of encryption and Hash. G. Alvarez pointed out the security holes, shortly 
after the program proposed, but the way of the combination of encryption and Hash is a very unique idea 
with good promotional value 

This article proposed the construction and analysis of K-Hash function based on the chaotic dynamic 
S-boxes, aiming at the current insufficient of hash function. This method first uses chaotic pseudo-
random sequence to construct ’s  and ’s8 8× ( )8 8S × 4 4× ( )4 4S × . Dynamic  is for the linear 
transformation of raw data in order to overcome the multiple iterations of a plaintext block.  is to 
define a dynamic look-up table so that it can decide the replacement order of the plaintext block in the 

 boxes whose purpose is to defend the use of a large number of data before and after replacement 

( )8 8S ×
( )4 4S ×

( )8 8S ×
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to do statistical analysis. This method can dynamically Adjust the length of hash value without any 
additional operation. Theoretical analysis and simulation results indicate the algorithm has the good  one-
way、confusion、initial value and key sensitivity ,with security and efficiency, which is a relatively-
easy-to- implement K-Hash function. 

2. Construction of chaotic hash function 

2.1. The choice of chaotic maps 

To take full advantage of piecewise linear chaotic map is a fast operation, we use in [8] proposed 
chaotic pseudo-random sequence constructed pseudo-random sequence generator which generated by 
segment number parameter (SNP-PLCM) PLCM. The mathematical expression of interval number 
parameterization PLCM is 
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Where ； , l  as the Selected parameters of number interval, the number of 
the mapping interval is 4 .  

0,1, 2, , 1i l= −L
l⋅

[0,1]xn ∈

2.2. Design chaotic pseudo-random sequence generator 

Suppose there were two initial values SNP-PLCM: ( ) ( )0 , 01 2x x ( )1f ⋅ ( )2f ⋅ , 
( ) ( )( )1 ,1 1 1 1, 1x i f x i lμ+ = and ( ) ( )( )1 ,2 2 2 2, 2x i f x i lμ+ =

( )
. 

Where 1 2u  is the control parameter，, u { }1x i and ( ){ }2x i are two chaotic orbits, optional initial value 
0x  and parameters μ  and , to eliminate the influence of initial value, equation (1) iterate  times 

[9-10]. 
l log 22L l

Define a pseudo-random bit sequence is as follow: 

( ) ( ) ( )( )
( ) ( )

( ) ( )
( ) ( )

1, ,1 2
, , ,1 2 1 2

0, .1 2

x i x i

k i g x i x i Null x i x i

x i x i

>

= = =

=

⎧
⎪
⎨
⎪
⎩

                                                                                   (2) 

2.3. Design dynamic S-box  

Construction of dynamic ’s S-box of Pseudo-random sequence based on chaos is as follow: 8 8×
� According to the pseudo-random sequence generator of (2) , SNP-PLCM ( )1f ⋅ ’s and ’s initial 

value  and , interval number parameters 、 ， the level of the control parameters’ 
disturbance 

( )2f ⋅
(0)1x (0)2x 1l 2l

1L  and 2L , the achieved accuracy of disturbed output sequence L ; 
� Equation (1) iterates at least  times. log 22L l
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}
+

� Get 0-1 sequence  through a pseudo-random sequence generator in (2); { ( )| 0,1,2, }T b i i= = L

� Get noise vector ， Due to ; { , , ,8 8 1 8U b b bk k k k n= + +L 0k≥ { ( )| 0,1,2, }T b i i= = L

� To integers , use noise vector to define two-dimensional vector , then get 
’s S-box .  

, [0,16]i j∈
( )8 8× �

[ ][ ]8 8S i j Uni j=×
8 8× S

2.4. Design dynamic lookup table 

Although the chaotic dynamic S-box could change as secret key K, chaos degree enhanced by using 
chaotic characteristics, single chaotic dynamic S-box can not resist statistical analysis attack effectively[12]

。 Therefore, the traditional encryption methods which help to overcome that problem are introduced to 
the dynamic function lookup table [12]. Defined as Eq (3) ~ (6) the corresponding conversion function. 

( , , , ) ( ( ) ( ) ( ) ( ))1 8 8 8 8 8 8 8 8A f A B C D S A S B S C S D= = + ⊕ ⊕× × × ×                                                  (3) 

( , , , ) ( ( ) ( ) ( ) ( ))2 8 8 8 8 8 8 8B f A B C D S A S B S C S D= = ⊕ + ⊕× × × ×8                                                 (4) 

( , , , ) ( ( ) ( ) ( ) ( ))3 8 8 8 8 8 8 8C f A B C D S A S B S C S D= = ⊕ ⊕ +× × × ×8                                                 (5) 

( , , , ) ( ( ) ( ) ( ) ( ))4 8 8 8 8 8 8 8D f A B C D S A S B S C S D= = ⊕ ⊕ ⊕× × × ×8                                               (6) 

Where  A、B、C and D are 8-bit register, +  for the modular addition operation of , 82 X  is the 
reverse according to the bit, X Y⊕  means according to the different bit or operation, the results are stored 
in the corresponding register. 

Definition 1: If fa ， fb  is equation(3)~(6) ’s transfer function, f fa bo  is cascade operation,  so 
define table 1 as the dynamic look-up table. 

Table 1. Function lookup table 

 

( )4 4S •×      ( )F �  ( )4 4S •×     ( )F �  ( )4 4S •×     ( )F �  ( )4 4S •×     ( )F �  

0000  1 2 4 3f f f fo o o  0100  2 1 3 4f f f fo o o  1000  3 1 4 2f f f fo o o  1100  4 2 1 3f f f fo o o  

0001  1 3 2 4f f f fo o o  0101  2 4 1 3f f f fo o o  1001  3 2 4 1f f f fo o o  1101  4 1 2 3f f f fo o o  

0010  1 3 4 2f f f fo o o  0110  2 4 3 1f f f fo o o  1010  3 2 4 1f f f fo o o  1110  4 1 3 2f f f fo o o  

0011  1 4 2 3f f f fo o o  0111  2 3 1 4f f f fo o o  1011  3 4 2 1f f f fo o o  1111  4 3 1 2f f f fo o o  

Dynamic Lookup Table offers 16 kinds of optional cascade functions. Different 4 4S ×  ’s value 
has different transformation function . Compared in a single transformation function, dynamic 
function lookup table increased complexity of the transformation with little computational cost, increased 
the difficulty of the attack and is easy to implement software and hardware. 

( )•
( )F �

2.5. Design hash function 

Assuming message M is the binary sequence, the length of hash value is N ( 128 32*N i= + ， ), 0,1,2i= L

M kN= ， ，if M’s length 1,2,k= L M  is not the integer multiple of N, then fill the last group , filling 
method is one 1 and several 0, means “1 ”. The last group also includes the total length of hash 
function input. 

000L
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Divided into groups by length N bit to M, note 1 2M M M Mk= L ,  among them,  the length of Mi  is N 
bit.  Divided into groups by length 32 bit to Mi , note 

1 1 1 2 2 2, , ,,0 ,1 ,31 ,0 ,1 ,31 ,0 ,1 ,31
j jM m m m m m m m m mi i i i i i i i i= L L L

( )H Mi i

j
iL 32j N≤ ≤，1 / . 

 Expresses to obtain N bit hash value after through a compression function of N Bit plaintext 
block Mi .  Moreover,  is a 32-bit counter using to dynamically update  .  is a 8-bit 
counter using to dynamically update . Figure 1 shows the detailed process description of the 
algorithm. 

8 8C × [ ][ ]8 8S i j× 4 4C ×
[ ][ ]4 4S i j×

 

Input={ , , , , , , }1 01 1 2 02 2x L x L Lμ μ  
step1： ＝0， C ＝0； 8 8 4 4×
Step2：The structure sequence  of 8192 bits 0-1 , which generated by the 

method of Figure 1 ; The first 64-bit structure  ; Initialize 

C ×
[ ][ ]8 8S i j×

[ ][ ]4 4S i j× ( )H Mi i  
Step3：for i=1 to i ≤ k do 
      begin 
           ( )M M H Mi i i i= ⊕

N≤
;

)i

)i

)i

)1i

for j=0 to j  / 32
  begin 

                           ；

；

；

； 

( , , ,,71 ,0 ,8 ,15 ,16 ,23 ,24 ,31
j j j j j j j jA f m m m m m m m mii i i i i i= L L L L

( , , ,,72 ,0 ,8 ,15 ,16 ,23 ,24 ,31
j j j j j j j jB f m m m m m m m mii i i i i i= L L L L

( , , ,,73 ,0 ,8 ,15 ,16 ,23 ,24 ,31
j j j j j j j jC f m m m m m m m mii i i i i i= L L L L

( , , ,,74 ,0 ,8 ,15 ,16 ,23 ,24 ,
j j j j j j j jD f m m m m m m m mii i i i i i= L L L L 3

According to Table 1, the function lookup table, extracts the last bit of , , ,A B C D  
through the operation of . ( )4 4S •× ( )F �  calculated according to the value of ; ( )4 4 •×S

( ) ( ) ( )FH M H Mi=i i i
84 4 4 4= +× × 8

• ；//express the connection of two bit strings 
                 C C ； 
                 if ( C ==0)  mod 24 4×

0-1 sequence constructed a new  through the method of (1)         ( )4 4S •×
            end 
            ； 328 8 8 8C C= +× × 32             if ( C ==0)  mod 28 8×

0-1 sequence constructed a new  through the method of (2) ( )8 8S •×
      end 

t t { ( )H M }

Figure 1.  The Hash Function Algorithm based on chaotic dynamic S-box 

3. Hash Function Performance Analysis 

A good K-Hash not only has a good one-way, but also has other features, such as Key sensitivity, 
Key’s any small changes will have a different hash summary; Initial value sensitivity. 
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3.1. Sensitivity analysis of key 

key’s control parameters and initial values within the effective range do different range’s disturbance 
and obtain the following 6 groups’ key. Controls parameters do small disturbance to obtain the 6 groups’ 
key are: 

{ , , , , , , } {0.25,0.68,7,0.40,0.34,9,10}1 1 01 1 2 02 2Key x L x L Lμ μ= =  
15 5{ 2*10 , , , 2*10 , , ,2 1 01 1 2 02 2 }Key x L x L Lμ μ− −= + − ； 

15 5
{ 3 *10 , , , 3 *10 , , ,3 1 01 1 2 02 2 }Key x L x L Lμ μ− −

= + − ； 

 15 5
{ 4 *10 , , , 4 *10 , , ,4 1 01 1 2 02 2 }Key x L x L Lμ μ− −

= + − ； 

 15 5
{ 5 *10 , , , 5 *10 , , ,5 1 01 1 2 02 }2Key x L x L Lμ μ− −

= + − ； 
15 5

{ 6 *10 , , , 6 *10 , , ,6 1 01 1 2 02 2 }Key x L x L Lμ μ− −
= + −

{ , , , , , , } {0.25, 0.68, 7, 0.40, 0.34, 91 1 01 1 2 02 2y x L x L Lμ μ= =

15 15
{ , 2 *10 , , , 2 *10 , , }2 1 01 1 2 02 2

 
Initial value do small disturbance to obtain the 6 groups’ key are:     

,10}Ke

Key x L x L Lμ μ− −
= − + ； 

15 15
{ , 3 *10 , , , 3 *10 , , }3 1 01 1 2 02 2Key x L x L Lμ μ− −

= − + ； 
15 15

{ , 4 *10 , , , 4 *10 , ,4 1 01 1 2 02 2 }Key x L x L Lμ μ− −
= − + ； 

15 15
{ , 5 *10 , , , 5 *10 , , }5 1 01 1 2 02 2Key x L x L Lμ μ− −

= − + ； 
15 15

{ , 6 *10 , , , 6 *10 , , }6 1 01 1 2 02 2Key x L x L Lμ μ− −
= − + . 

These 12 groups were used respectively to calculate the128-bit hash value based on chaotic dynamic 
S-box to obtain the number of bit by the summary of hash before and after disturbance. As illustrated in 
Figure 2. 

 

Figure 2.  Key sensitivity 

As can be seen from Figure 2, By the small disturbance of key control parameters 01μ  and 02μ , the 
numbers of each bit’s changing of hash value are 68,71,60,65,66, average 66. Ther ly a ence 
of 2 compared with the ideal state 64 , about a change in the probability of 50%. Sim rly, By the small 
disturbance of the key’s initial value 

e is on
ila

differ

01x  and 02x , the numbers of each bit’s changin h lue are 
63, 65,68,72,67, average 67. There is rence of 3 compared with the  

g of has
ideal state 64. 

 va
About theonly a diffe
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ch  a igh

3.2.

es： 
Condition 1 selected the initial text: “Cryptographic hash functions play a fundamental role in modern 

to conventional hash functions commonly used in non-cryptographic 
computer applications – in both cases, larger domains are mapped to smaller ranges – they differ in 
sev

particular to their use for data integrity and message authentication.”。 

17861E6B 
 

1E325045C 82 
2CD067AD87E FDE4C808E18B 

ange of probability is 50%. So, hash function based on chaotic dynamic S-box has very h  key 
sensitivity. 

Sensitivity analysis of the data 

For data sensitivity analysis, the following five simulation experiments under different 
circumstanc

cryptography. While related 

eral important aspects. Our focus is restricted to cryptographic hash functions (hereafter, simply hash 
functions), and in 

Condition 2 changed the first character of the initial text C to c. 
Condition 3 changed the word "applications" to “function” in the initial text. 
Condition 4 changed the full stop to comma in the final text. 
Condition 5 added a space in the final text. 
Using this algorithm to generate 128-bit hexadecimal value Hash as follows: 
Hash value when Condition 1: 7E5454912B6E D86DFA675493
Hash value when Condition 2: 65DFD358A0C9C5 DA1B546BCA855F52E A
Hash value when Condition 3: A4908A2783BDF27E5BA A4
Hash value when Condition 4: 4CBC74 D53
Hash value when Condition 5: 875812D438A842D4F4E2B92D 49831C90 
The Hash values are shown in Figure 3. 

 

Figure 3.  Hash values under different conditions 

Simulation results show that, values will cause great changes Hash with small changes in the original 
data in the case of the same initial key, so it has a high data sensitivity. Hash value is the extremely 
sensitive function of the original data for each bit.

4. Summarizes 

Aiming at the problems in the current e-government information security’s data integrity ,  this article 
combined with the hash function of traditional structure with the chaotic dynamic S-box to propose a kind 
of hash function with key based on chaotic dynamic S-box. This algorithm can meet the needs of a 
various lengths of hash values under hash value as long as the length of ， ). 
Meanwhile, this algorithm gives consideration to the security and complexity. Theoretical analysis and 

N ( 128 32 *N i= + 0,1, 2i = L
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