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Abstract

Research in network security, with the attacks becoming more frequent, increasing complexity means, for the large-
scale network intrusion detection, this paper presents a warning by analyzing the behavior of the log, the contents
of the relevant association, through the DHT(Distributed Hash Table) distributed architecture, the Collabarative
matching, fusion, and ultimately determine the method of attack paths. First, by improving the classical Apriori
algorithm, greatly improving the efficiency ofthe association. At the same time, through the behavior pattern
matching algorithms to extract information about the behavior of the alert and the behavior sequence elements to
match the template, and through the right path to finally determine the value of the threat of the network path. After
the design of a DHT network, the distributed collaborative match the path used to find complex network attacks.
Finally, the overall algorithm flow, proposed a complete threat detection system architecture.
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1. Introducton

With the popularization of Internet, the network has penetrated into every aspect of people's lives. Large-
scale network security issues become increasingly prominent, and substantial intrusion detection for large-
scale network requires introducing a variety of key technologies. Firstly, massive data of the large-scale
network have to be collected and filtered, in order to get the required core data for our analysis. For
the massive data collecting, this paper adopts the idea of data mining methodology, through an improving
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to the classical Apriori algorithm by applying it to the alert associated handling, to collect the final
data. In large-scale networks, the best way to analyze the data with the ability to handle massive amounts
of data quickly still relies on the analysis on the behavior information from alert data. For the behavior
information presented in the massive alert information, this article proposes new pattern Matching
architecture and constructs a behavior sequence model, to accomplish the pattern matching. Based on a
peer DHT protocol, a parallel multi-node synergetic pattern matching method is proposed for data
processing, so that both accuracy and time efficiency can be achieved. In order to illustrate the efficiency
and practicality of the proposed method, an experiment has been conducted based on the collected
network data during a large intranet.

2. Related Work

Clifton and Gengo'"! considers that false alarms appear in the alert because normal operation with similar
characteristics of the invasion occurs in a particular environment, and the alarms caused by these
operations have a certain sequential pattern. Manganaris™® divides the continuous alarm flow into a lot of
alarm bursts, and map every alarm burst into a transaction. Dr. Mei Haibin™ firstly proposed using the
classic Apriori algorithm to implement the association mining for massive alerts. The idea of this
method is simple and easy to be implemented and modified, hence, with a high applicability, especially
for resolving the false negative and false positives.

Cupid is a pattern matching system based on element level and structure level™. It combines the name
matching algorithm and structure matching algorithm together, where the similarity of elements can be
derived based on the structure algorithm. However, Bernstein et al.”! pointed out that the existing
algorithms are fragile, and usually require manual adjustments, such as setting the threshold, providing a
dictionary or strength training. Even the adjusted method will still give incorrect matched patterns, and
most methods cannot do large-scale pattern matching. Shanchieh J. Yang!® proposed a model based on
the action elements of network attack behavior. This model has a good generality, clear classification and
strong applicability. DHT algorithm usesa distributed hash function tosolve the structure of
the distributed storage problem. Since the idea of DHT came out, there are many DHT protocols
are proposed and applied, typical examples including Chord!”, Tapestry™ and and so on. Currently, the
P2P (Peer-to-Peer) algorithm based on DHT have been well studied.

3. IACA (Improved Alert Correlation Apriori) Algorithm

The complexity of the algorithm Apriori is O(m” *1), m is the number of rows of the database, and # is the
number of columns of the database. Take the IDS alerts from the network of a large intranet for
example, the amount of the alarm alerts in a week is about 15,00000, with this algorithm more than 10
hours is required, the time consumption is enormous. In the algorithm based on Apriori, seta time
periodt (£~ 1 / n), for example ¢ = 3, that means one day will be divided into three segments, each 8
hours. Alerts in a time period will be seen as a set, and the alarms within each set are parallel computed
once using Apriori algorithm. Through an experiment, a curve can be obtained, as shown in Figure 1(a).
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Figure 1(b) shows the intensity of the alert appears, the figure shows, the alarm focus on three time
periods, so we will take ¢ = 3, the algorithm can guarantee the highest accuracy.

So we divide the algorithm into t segments and calculate them in parallel, then accumulate the results,
so the time cost problem is solved and the algorithm becomes scalable. For the follow-up alerts we
justneed to calculate it according to the alarms in each time segment, and then sum the results up
to update data in real time.

4. Behavior Pattern Matching

Behavior pattern matching is the key technology which collects the elements, then classifies and models
them to determine whether a behavior sequence matches certain behavior patterns or not. Using a
suitable matching algorithm, with necessary improvements, pattern matching can give us the result we
want. According to the above idea, the overall architecture of behavior pattern matching system is given.

4.1. Behavior Classification Model

By the difference of network attacks, we divide the attacks into three categories in this paper:
indirect scanning, permissions acquisition, and direct invasion. According to the threatening behavior
elements in the snort rule library, threatening behavior classification elements of TIAA (a Toolkit for
Intrusion Alert Analysis) system and other attack elements found in the long-term network
security work , the most common behaviors can be classified into the three types of behavior above, and
classification models is shown in Figure 2.
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Fig. 2. Classification of specific acts Fig. 3. A behavior sequence template

For example, the behavior of "SCAN" in the alert is scanning, then we can classified it into the indirect
scanning category , and "exec (sh)" or "stack smashing attack" and other activities of the class of buffer
overflow attacks can be attributed to the direct invasion category, and so on. Here we are not going to list
all the kinds of behavior

4.2. Behavior Sequence Template

According to the association between each other, this study created more than 10 general-
purpose behavior sequences. Figure 3 is one of the behavior sequences, that is, a behavior sequence
template.

For complex attacks may be carried out to an internal node from both internal and external networks,
the behavior sequence templates defined in this study can be further divided into internal network part
and external network part. In practice, the routers of external network and internal network install IDS,
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respectively, to get alarm information. In this section, our study is target on the individual pattern
matching for the alarm information of any network node, no matter it is internal or external, so the
matching method is the same.

4.3. Pattern Matching Algorithm

According to the rules of Cupid pattern matching system, we will divide the studied matching
algorithm into three steps:

The first step is the element level matching, and classification by name, data type, and field. The
second step, we have to convert the original behavior patterns, i.e. the behavior sequence template into
a pattern tree, using tree matching algorithm, making the structure of bottom-up match. The similarity
between patterns depends on the similarity of their name and their path similarity. For alarm pattern
matching, once the name is matched, then the similarity is set to be 1. Path coefficient is defined in the
template, based on the different similarities of behavior elements in different paths, for every behavior
sequence template. The weight of every matching path can be calculated by equations:

Z [maxxim(n‘,nz)]+ Z [maxsim(n,,nz)] Z p;xNames(N,;,N,,)
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Where n is the element weight, pis the path to the right value, represents a completepath to the
value and ownership of, where we can see a name similar to 1, then the pathweight formula can be
simplified to:
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The third step is to select the matched results based on the weighted averages. In this study, the highest
value is not the only result; every path is likely to be an attack process. The highest weight can only be
considered as the most likely attack path.

5. Network Structure Design Based on DHT

DHT algorithm uses a distributed hash function to solve the structural distributed storage problem. The
idea is: every resource is identified by a group of keywords, and the system hashes every keyword to
get the keywords identifier “key”’; every network node also have a node identifier “ID”, which is obtained
by hashed IP address of the node; keyword identifier and node identifier is unique; according to
certain mapping function, mapping the keyword identifier onto the node identifier, which indicates the
node with the node identifier stores the corresponding resources identified by the keyword identifier.
All the <key, value> pairs constitute a huge hash index table of the stored files. Where: “key” is
the key hash; valueis the address to store the information. And select the chord structure as the
underlying P2P communication structure, data transmission between nodes and communication are built
based on it. Attack is matched step by step, according to the flow chart.

6. Experimental Results

The experimental data source for the a large intranet, China during November 15-21, 2010, a week in
four nodes of the IDS alert messages are collected, the data contains a total of 1441440 alert records.
Associated by Alert correlation algorithm results in Figure 4, shows the frequency of suspense in the top
five of the frequent patterns. So we have these five modes corresponding to 88748 alerts to extract the
behavior of the matching elements.
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Fig. 4. Results of frequent pattern and frequency Fig. 5. Results of one attack path

Matching algorithm by matching the element level, 88,748 alerts were matched through the
sequence of the template sequence of the 11,030 attacks, including the effective use of the alarm has
78,761. Alert messages will be other manual analysis by creating a new attack sequence template.

The right path by calculating the value of the maximum weight one attack path as shown in Figure 5.
Corresponding to a total of 10 alarms, then this is not enumerated.

7. Conclusion and Future Work

In this paper, improved algorithm by association to raise the alarm, the alarm time is only associated
with the original 1 /60, and to ensure the accuracy of the original 90%. Coordination through the DHT
structure match, behavior by constructing a sequence of templates and behavior pattern matching
algorithms that can accurately identify the attack path, determine the attack.

The next steps, to construct a template for the standardsequence of good behavior, the next step in the
path of attack to predict and forecast based on the attack path to do the overall assessment of network
security situation.
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