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Abstract 

Digital forensics has become a flourishing research area. Electrical Network Frequency (ENF) plays an important role in 
assessing the authenticity of a digital recording such as audio. ENF criterion is a tool for extracting the embedded power line 
frequency from the recording. A cross correlation between a reference PMU data and extracted ENF signal can be done in order 
to determine the authenticity of an audio signal. In this paper, Empirical Wavelet Transform (EWT) is used for extracting the 
ENF from an audio signal. EWT decomposes signal into N modes. Hilbert Transform is used to compute the instantaneous 
frequency and amplitude of the extracted mode corresponding to ENF. EWT method is not able to capture the weak harmonics in 
a signal. This problem is resolved by fixing the frequency domain boundaries of each mode.  
© 2015 The Authors.Published by Elsevier Ltd. 
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1. Introduction 

Digital recordings are increasingly used as a critical evidence in legal proceedings. Ensuring the authenticity of a 
digital recording is very difficult compared to analogue signals. Electrical Network Frequency (ENF) criterion 
proposed by Grigoras [1] is a tool for assessing the authenticity of an audio signal by extracting the ENF from an 
audio signal and comparing it with the ENF obtained from PMU data taken on the same time. ENF criterion also 
allows us to identify the time and location of the recording. ENF is approximately a constant voltage frequency gets 
added to all the signals recorded with a device connected to a power line. ENF for a network is fixed and is 50Hz in 
India and U.K and 60Hz in USA. Usually an ENF signal contains fundamental frequency (50Hz/60Hz) and its odd 
harmonics.  

Grigoras et.al [1], [2] and M. Kajstura et.al [3] describes the application of ENF in audio and video 
authentications. ENF extraction procedures are mainly categorized into three. 
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 Time – Frequency domain analysis: In this approach, spectrogram of a signal is compared visually with a 
reference data. 

 Frequency domain analysis: A band pass filter is applied to extract the desired frequency location. 
 Time domain analysis: A band pass filter is applied first and then measure the zero crossing rate. 

 
Many approaches have been adopted for audio authentication. D. Varodayan et.al [4] proposed a distributed 

source coding based audio authentication scheme. They provided users with a Slepian – Wolf encoded audio 
projection which can be decoded at client side. Farid [5] proposed a bispectral analysis for assessing the integrity of 
an audio signal. Yang et.al [6] detected audio forgeries by checking frame offsets. M. Kajstura et.al [3], Yuming Liu 
et.al [7], Ode Ojowu Jr. wt.al [8] and Grigoras [17] used ENF criterion for audio authentication. Yuming Liu et.al [7] 
used STFT (Short Term Fourier Transform) for extracting ENF while Ode Ojowu Jr et.al [8] used some data 
dependent filters for taking out ENF from an audio signal. In a latest paper [9], Dosiek reported the ENF extraction 
from digital recordings using Frequency Demodulation. In this approach, signal is modulated to zero frequency and 
analyze the signal. 

One of the main characteristics of ENF signal is that it is sinusoidal in nature and it contains the odd harmonics of 
the fundamental frequency. Empirical Wavelet Transform (EWT) [10] is an AM-FM signal decomposition technique 
similar to Empirical Mode Decomposition (EMD) [13]. EWT algorithm decomposes the signal into number of 
modes by fragmenting the spectrum using matched band pass filtering concept. EWT captures the frequency 
boundaries according to the specified number of modes. Explicitly fixing the modes helps in capturing the harmonics 
in the signal effectively. However, one disadvantage of this approach is that, EWT cannot pick the weak harmonics 
or low-power signals. This paper resolved this issue by fixing the frequency boundary of desired modes of AM-FM 
signal. Boundary fixing helps to apprehend the mode analogous to ENF. Hilbert transform [11] was applied on 
extracted mode to obtain the instantaneous frequency and amplitude. The results showed that the instantaneous 
frequency obtained is equivalent to ENF (50Hz). Input signal was reconstructed by summing up all the bands 
together. This paper proposes a EWT approach for the extraction of 50Hz frequency component from an audio signal 
and this extracted signal can be matched against a reference signal extracted from PMU signal at home PDC to 
ensure the integrity of the signal. Hilbert transform is used to obtain the instantaneous frequency and amplitude of 
the extracted signal.  

2. Electrical Network Frequency 

Electrical Network Frequency is a voltage frequency captured along with a signal when it is recorded with a 
device connected to the power system. This frequency is unique across the network. The signal may also capture the 
ENF when the recording is exposed to an electromagnetic field or other power supplies [12]. Pattern of ENF is same 
in all the networks and hence we can say that ENF is stable and unique across the grid. ENF is also useful in 
identifying the time and location of the recorded data. ENF criterion can be used to evaluate the authenticity of a 
power system signal by comparing the extracted ENF with the previously stored ENF in the database. Instantaneous 
voltage from a power system can be written mathematically as, 

 

     
cos 2v t A f t tc                       (1)                

Where v t  represents the instantaneous amplitude, A is the amplitude of the signal, cf represents the 
fundamental frequency and t is the phase of the signal at time t . Theoretically ENF is constant across the 
network. However, a slight change occurs due to some interference. A real time ENF can be expressed as [1], 

50f f Hz           (2) 
                                                   

Where f is a small change in frequency. 
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3. Empirical Wavelet Transform 

Jerome Gills proposed a method [10] to extract the IMF using a wavelet filter bank. These Matched Band pass 
filters are built around the peaks in the frequency spectrum. The signal is segmented into N frames in frequency 
domain depending on the peaks. Perfect reconstruction of the signal is possible with these filters around each peak 
and IMFs are obtained by taking the inverse wavelet transform. In this method, a frame is marked with boundaries 

1,n n and can be denoted as 1[ ],
n n n  and each 0,n  and each partition is having a width of n . 

Littlewood-Paley and Mayer’s wavelets are used for constructing filter banks.  
The scaling and empirical wavelet functions are defined as, 
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The cosine function finds the right of the mode and sine function finds the left of the mode. Therefore, this filter 

is able to perform the exact reconstruction. Sine and cosine functions are fitted by an arbitrary function, 
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By the definition of EWT, for a function f the details coefficients are obtained by taking the inverse of 

convolution between f and ˆn . 
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The approximate coefficients are obtained by taking the inverse of convolution operation between f and n . 
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Therefore the signal ( )f t  can be reconstructed as  
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The empirical mode kf  is given as 
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Fig. 1 represents the Boundaries obtained after portioning the frequency spectrum with Littlewood-Paley and 
Mayer’s wavelets. 

4. Results and Discussion 

An audio signal embedded with a 50Hz signal was analyzed and is shown in Fig. 2.  
 

 

Fig. 1. Boundaries obtained after partitioning the frequency spectrum with Littlewood-Paley and Mayer’s wavelets. 
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Fig. 2. Input audio signal embedded with 50Hz frequency 

 
Empirical wavelet transform was applied on this input signal f and the number of modes to be extracted was fixed to 
3. Number of boundaries are fixed around the spectrum peaks in the frequency spectrum. This can be easily identify 
by checking the frequency spectrum. Frequency domain boundaries are computed by extracting the local minima 
between two local maxima. A filter bank was implemented with Meyer’s wavelet [14] for the obtained frequency 
boundaries. Fig. 3  shows the modes obtained after applying EWT on the input signal. It can be inferred that the first 

mode corresponds to a dc component as its amplitude value is approximately equal to zero (i.e., in the order of 610
). Fig. 4 gives an idea about the detected frequency domain boundaries. Two boundaries are obtained around 50Hz 
frequency. So, it is easy to segment out that particular mode. Instantaneous magnitude and frequency of this mode 
was obtained by applying Hilbert transform. Hilbert transform of a signal is computed as [15], 

 

.
ˆ

1

xp v
x t H x t d         (10)                           

Where .pv  is the principal value.  

Fig. 5 shows the instantaneous amplitude and frequency of the extracted 50Hz signal. Instantaneous frequency is 
equivalent to 50Hz with a little oscillation. This extracted ENF signal can be cross correlated with a reference PMU 
data to assess the authenticity of the audio signal. Tampering an audio signal may change the characteristics of the 
ENF signal. Therefore, integrity or authenticity of an audio signal can be ensured by pair-wise cross-correlation 
between the extracted ENF and a reference ENF. Cross-correlation is the process of comparing two independent 
signals. Pair-wise Normalized cross-correlation between two signals is given as [16], 
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Fig. 3.Modes obtained after applying EWT on input signal 
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Where x i and y i are the instantaneous frequencies of the extracted ENF from audio signal and the reference 

ENF     measured by PMU respectively. x and 
y
are the mean values of x i and y i respectively. N is the 

length of the digital  recording.  
PMU data obtained from Texas Synchrophasor Network is used as a reference PMU data. ENF is fixed to 60Hz in 

USA and hence  60Hz is taken as reference ENF. For the experimental purpose, a 60Hz frequency is embedded in 
the audio signal that is created based on reference PMU data. 60Hz component was extracted efficiently using EWT 
and its instantaneous frequency was estimated using Hilbert transform. Cross-correlation between this instantaneous 
frequency and ENF obtained from the PMU is computed. Cross-correlation value is obtained as 1 which shows that 
both signals are highly correlated. When cross-correlation is above a threshold (say 0.8 ), the extracted ENF is 
matching with reference data and hence the  inference is that ENF signal is not tampered. This procedure is really 
helpful in determine the authenticity of an audio signal. This correlation can be done only by  PMU data and audio 
signal taken at the same time. This correlation procedure can be used for ensuring the authenticity an audio signal. 
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Fig. 4. Frequency domain boundaries for the input audio signal

 
Fig. 5. Instantaneous amplitude and frequency of the extracted ENF signal  
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5. Conclusion 

ENF extraction from an audio signal is considered as a powerful tool in digital forensics. Estimating the 
embedded ENF from an audio signal is efficiently done using Empirical Wavelet Transform. Hilbert transform was 
applied on the extracted ENF to compute its instantaneous frequency and amplitude. ENF measured from Texas 
Synchrophasor Network PMU data is then cross-correlated with the extracted ENF from the audio signal. A cross-
correlation value of 1 indicates that both signals are highly correlated. This procedure can be effectively utilized in 
the authentication of audio signals. Every digital recording is embedded with ENF which can be correlated with the 
power system ENF to check whether any tampering is done on the record. Cross-correlation value of 1 signifies the 
high correlation. If cross-correlation between two signals is above a threshold (say 0.8),  both signals are equivalent. 
This paper also resolved the disadvantage of EWT to pick weak harmonics by boundary fixing in frequency domain. 
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