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Abstract 

In view of the evidence of about  1,3 million  victims / year worldwide [1] caused by road traffic,  the automotive industry is under 
pressure to provide new and improved vehicle safety systems, ranging from airbag systems to extremely complex advanced driver 
assistance systems (ADAS) with accident prediction and avoidance capabilities. The inaugurated international Standard ISO-26262 as an 
adaptation of the generic Standard IEC 61508: “Functional safety of electrical / electronic / programmable electronic safety-related 
systems” for the automotive industry represents an effective risk-informed guidance for advanced vehicle design, production and 
maintenance. The paper illuminates the very voluminous international standard based on the intention that today’s safety engineers and 
the automotive industry should be aware of it. They should take actions to understand fully the intention and content of the Standard, the 
risk-informed requirements for design of the vehicles, and the confirmation that the requirements are met.  
 
© 2012 The Authors. Published by Elsevier Ltd. Selection and/or peer-review under responsibility of the Beijing Institute of 
Technology. 
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1. Introduction 

In view of the evidence of about  1,3 million   victims / year worldwide [1] caused by road traffic,  the automotive 
industry is under pressure to provide new and improved vehicle safety systems, ranging from airbag systems to extremely 
complex advanced driver assistance systems (ADAS) with accident prediction and avoidance capabilities.  

These safety functions are increasingly carried out by sophisticated mechatronic systems, and ISO 26262 has been 
developed to enable the design and assess such systems that can prevent dangerous failures or control them when they occur.  
 In the past, the Automotive Industry has been drawing upon generic standards like DIN EN 61508 for its functional 
safety requirements. A new functional safety standard ISO-26262 [2] is now inaugurated since November 2011, specifically 
for automotive electric/electronic (E/E) systems.  

The inaugurated international Standard ISO-26262 is an adaptation of IEC 61508 and now also published as DIN EN 
61508: Functional safety of electrical / electronic / programmable electronic safety-related systems for the automotive 
industry.  

It applies to safety-related road vehicle E/E systems, and addresses potential hazards due to malfunctions, excluding 
nominal performances of active and passive safety systems. The Standard itself and all the normative and informative 
requirements are basically “risk-informed” that means: as more risky a potential hazard could be as more safety assessments 
in the forefront must be performed - and finally - safety features must be installed and adequately maintained. Risk is 
focussed on potential harm exposed to the costumer of the motor vehicle. 
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In a first step the Standard requires to identify the Automotive Safety Integrity Level (ASIL) associated with each 
undesired effects (hazard) in terms of risk to the customer. It provides specifically for the 4 identified ASIL classes (ASIL A 
to ASIL D) automotive-specific analysis and verification methods. It uses the ASIL classes for assigning qualitative and 
quantitative targets to safety functions to be implemented by E/E automotive systems, and provides ASIL-dependent 
requirements for the whole lifecycle of the E/E system, including the H/W and S/W components.  

In a second step it is required to analyse the system architecture under consideration and to show and to document that 
the normative requirements are fulfilled throughout the entire life cycle of the vehicle.  

The Standard is extremely voluminous with about 400 pages led down in 10 Parts and therefore the entire automotive 
industry is now active to learn the ideas and content of the Standard and to adopt it adequately on their products. It is not 
only a challenge to the OEMs but also to all the suppliers in the product development and production chain. 

In Fig. 1 is shown the main essence of the Standard to design and implement “Functional Safe – Safety Functions.  
To illustrate schematically the development phases of risk-informed standards versus years a snapshoot is shown in 

Table1 into the world of such standards. 
 
 

 

Fig. 1. A Safety Function assembled normally by means of sensors, controller and actuator.     

Table 1. The World of Functional Safety Standards (not exhaustive) 
 
          Year                            1980                    1985                   1990                       1995                       2000                  2005                  2010           

Aeronautics 
DO 178 

DO 178 A 
 

DO 178 B 

ARP 4754 
ARP 4761 DO 264  

DO 178C 

ARP 4761A 

Rail Transport    EN 50155

IEC 61500 

EN 5012X 

EN 50129 

  

Generic Standard 
IEC 61508     IEC 61508  

IEC 61508 

Edition 2 

Industrial 
Automation     

IEC 61508 

IEC 61511 

IEC62061 

 
IEC 61508 

Edition3 

Automotive     IEC 61508  ISO 26262 

Machinery       DIN EN 62061 

Medicine       
IEC 60601 

Edition3 

2. Preview into the ISO 26262 Parts 

Part 1: Vocabulary 
This part specifies the terms, definitions and abbreviated terms for application in all parts of ISO 26262. 

Part 2: Management of Functional Safety 
This part specifies the requirements on functional safety management for automotive applications. These requirements 
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cover the project management activities of all safety lifecycle phases and consist of project-independent requirements, 
project-dependent requirements to be followed during development, and requirements that apply after release for production. 

Part 3: Concept Phase 
This part specifies the requirements on the concept phase for automotive applications. These requirements include the 

item definition, the initiation of the safety lifecycle, the hazard analysis and risk assessment, and the functional safety 
concept 

Part 4: Product Development: System Level  
This part specifies the requirements on product development at the system level. These include requirements on the 

initiation of product development at the system level, the specification of the technical safety requirements, the technical 
safety concept, system design, item integration and testing, safety validation, functional safety assessment, and product 
release. 

Part 5: Product Development: Hardware Level 
This part specifies the requirements on product development at the hardware level. These include requirements on the 

initiation of product development at the hardware level, the specification of the hardware safety requirements, hardware 
design, hardware architectural metrics, and evaluation of violation of the safety goal due to random hardware failures and 
hardware integration and testing. 

Part 6: Product Development: Software Level 
This part specifies the requirements for product development at the software level for automotive applications. This 

includes requirements for initiation of product development at the software level, specification of software safety 
requirements, software architectural design, software unit design and implementation, software unit testing, software 
integration and testing, and verification of software safety requirements. 

Part 7: Production and Operation 
This part specifies the requirements on production as well as operation, service and decommissioning. 

Part 8: Supporting Processes 
This part specifies the requirements for supporting processes. These include interfaces within distributed developments, 

overall management of safety requirements, configuration management, change management, verification, documentation, 
qualification of software tools, qualification of software components, qualification of hardware components, and proven in 
use argument. 

Part 9: ASIL-oriented and safety-oriented Analyses 
This part specifies the requirements for ASIL-oriented and safety-oriented analyses. These include ASIL decomposition, 

criteria for coexistence of elements of different ASIL, analysis of dependent failures, and safety analyses. 

Part 10: Guideline on ISO 26262 
This part has an informative character only. It provides an informative overview of ISO 26262, as well as additional 

explanations, intended to enhance the understanding of the other Parts of ISO 26262. It describes the general concepts of 
ISO 26262 in order to make it easier to understand. The explanation expands from general concepts to specific contents. 

3. Key elements of the standard 

Caused by the very many issues treated in the Standard it can be given herewith only a limited number of key elements 
important to understand the essence of the Standard.  

For further understandings and practical application of the Standard it is strongly recommended to the readers to attend 
at a prominent ISO 26262 workshop offered at the market place.       

3.1. General workflow 

The general workflow has to follow the life cycle of the vehicle and is adapted to the best practice in safety engineering, 
i.e. Which hazards and unwanted scenarios are feasible? > How risky are these hazards? > Which safety requirements 
respective safety features are adequate to cope with these risky scenarios? > What are the target values for the success and 
failure probabilities of these features?, and > Can these targets be met by the final product?. In Fig. 2 the general normative 
workflow is shown.  
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Fig. 2. General normative workflow.

3.2. Risk graph 

In the following Table 2 the Risk Graph for ASIL determination is shown. The graph-table should be read from left to 
right, beginning with the estimated parameter S via the parameter E and then the parameter C. Finally, in the respective box 
the resulting QM or ASIL is shown.          

Table 2. Risk Graph Scheme 
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It means: 
S1 to S3   Severity (health impact on the driver) 
  S1: light and moderate injuries; S2: severe and life-threatening injuries (survival probable); 
  S3: life-threatening injuries (survival uncertain), fatal injuries. 
E1 to E4   Exposure (of the driver to the risky situation) 
  E1: very low probability, E2: low probability, E3: medium probability, E4: high probability.   
C1 to C3   Controllability (by the driver) 
                                C1: simply controllable; C2: normally controllable; C3:  difficult to control or uncontrollable. 
QM   Quality Management 
A, B, C, D ASIL A, B, C, D 

3.3. Decomposition 

Based on the designed Safety Systems Architecture it is normative allowed to decompose a required ASIL class for a 
safety function top down to various sub elements in that safety function. The essence behind is as following: if a safety 
function could fail only if two sub elements would fail together than it is sufficient if the safety requirements for the sub 
elements are less restrictive. In Figure 3 various normative decomposition models are shown.  

 

  

Fig. 3. Decomposition model for complex safety functions [2].  

3.4. Fault Metrics and Target Values (see Part 5) 

Similar to the first generic standard for Functional Safety DIN EN 61508 (originally published as IEC 61508) also in the 
ISO 26262 standard a quantitative approach shall be used to estimate for random hardware failures some reliability figures 
and to demonstrate that the estimated figures for the Functional Unit under considerations (Sensor > Controller > Actuator; 
see Fig. 1) satisfy the normative target values (see Table 3). 

In the following part a suggestion is shown how such estimations shall be performed:    
  

The failure rate  of each safety-related hardware element can therefore be split up as follows (see equation (1) taken 
from [2] Part 5): 
a)  Failure rate associated to hardware element single point faults:  SPF 
b)  Failure rate associated to hardware element residual faults:  RF 
c)  Failure rate associated to hardware element multiple point faults:  MPF 

1)  Failure rate associated to hardware element perceived or detected multiple point faults:  MPF PD 
2)  Failure rate associated to hardware element latent multiple point faults:  MPF L 

d)  Failure rate associated to hardware element safe faults:  S 
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with    =  SPF +  RF +  MPF +  S  and    MPF =  MPF DP +  MPF L                                                                                                     (1) 
 
The failure rate assigned to residual faults can be determined using the diagnostic coverage of safety mechanisms that 

avoid single point faults of the hardware element.  
3.4.1.Single point faults metric (see Part 5) 

This metric reflects the robustness of the item to single point faults either by coverage from safety mechanisms or by 
design (primarily safe faults). A high single point faults metric implies that the proportion of single point faults and residual 
faults in the hardware is low. The definition is given by the following equation (2) taken from [2]: 
 

Single Point Fault Metric = Safety related HW elements

Safety related HW elements Safety related HW elements

Safety related HW elements
( ) ( )

1
SPF RF MPF S

                             

 (2) 

where  
X

Safety related HW elements

 is the sum of X of the safety related hardware elements of the item.                                           

3.4.2.Latent faults metric (see Part 5) 
This metric reflects the robustness of the item to latent faults either by coverage of faults in safety mechanisms or by the 

driver recognizing that the fault exists before the violation of the safety goal, or by design (primarily safe faults). A high 
latent faults metric implies that the proportion of latent faults in the hardware is low. 

The definition is given by the following equation (3) taken from [2]: 
 

Latent Fault Metric  = 
MPF Latent MPF perseived or detected

Safety related HW elements

Safety related HW elements Safety related HW elements

Safety related HW elements
( ) ( )

1
( ) ( )

S

SPF RF SPF RF

       

(3) 

where  
X

Safety related HW elements

 is the sum of X of the safety related hardware elements of the item                                            

3.4.3. Fault Metrics and Target Values (see Part 5) 
The Metrics for Latent Faults (LMF), Single Point Faults (SPFM), and the Probability of Dangerous Failure per Hour 

(PFH) can be shown in the following simplified equations (4), (5), (6) form for quick look understanding (see [2] Part 5).    

MPF perceived MPF detected S 

MPF  S 

LMF                                                               (4) 

MPF  S 

total  

SPFM                                                                                               (5) 

SPF  RF  LMPF  PFH                                                                                  (6) 
 
PFH: Probability of dangerous failure per hour 
LFM: Latent Fault Matric 
SPFM: Single Point fault Metric 
S:  Safe 
 

In Table 3 target values for SPFM, LFM, and PFH for the ASIL A, B, C, D are referenced from Standard. Please be 
aware to estimate the percentage of SPFM and LMF doesn’t need a probabilistic calculation, the method appropriate for this 
classification is normally a Failure Mode and Effect Analysis (FMEA).   

3.5. Software assessment and related requirements 
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The safety, reliability  and risk assessment of Software implemented in electronic controller units (ECU) is worldwide a 
big issue of research and developments, and in these days it seems to be evident that a quantitative approach to estimate 
success and failure probabilities born by faults within the implemented software is not agreed by the IT experts.  

Table 3. Target values of SPFM, LFM, PFH dependant from ASIL A, B, C, D 

ASIL SPFM LFM PFH 

A -- -- < 10-6 

B  90%  60% < 10-7 

C  97%  80% < 10-7 

D  99%  90% < 10-8 

 
Therefore, it is understandable that the international working group creating ISO 26262 decided to use the engineering 

judgment: if the software is highly qualified developed, extensively tested and outstanding maintained within the product 
then the contribution to the failure probability of hardware is negligible.  

Based on this engineering judgment the Standard specifies requirements extensively for software development, test and 
maintenance. Furthermore, the requirements are also specified for the use of ccommercially available off-the-shelf (COTS) 
and of development and programming tools.  

Below are shown typical Tables 4, 5, 6 of requirements in the software domain taken from [2]. 

Table 4.  Methods for the verification of the requirements 

Methods ASIL A ASIL B ASIL C ASIL D 

1a Informal verification by walkthrough ++ + o o 

1b Informal verification by inspection  + ++ ++ ++ 

1c Semi-formal verification a + + ++ ++ 

1d Formal verification  o + + + 

a     Method 1c can be supported by executable models 

Table 5.  Topics to be covered by modelling and coding guidelines 

Topics ASIL A ASIL B ASIL C ASIL D

1a Enforcement of low complexity ++ ++ ++ ++ 

1b Use of language subsets b ++ ++ ++ ++ 

1c Enforcement of strong  typing c ++ ++ ++ ++ 

1d Use of defensive implementation techniques o + ++ ++ 

1e Use of established design principles + + + ++ 

1f Use of unambiguous graphical representation + ++ ++ ++ 

1g Use of style guides + ++ ++ ++ 

1h Use of naming conventions ++ ++ ++ ++ 

a    An appropriate compromise of this method with other methods in ISO 26262-2 may be required. 

b     The objectives of method 1b are: 

- Exclusion of ambiguously defined language constricts which might be interpreted differently by different modellers, programmers, code 
generators or compilers; 

- Exclusion from language constructs which from experience easily lead to mistakes, for example: assignments in conditions or identical 
naming of local and global variables; 

- Exclusion of language constructs which might result in unhandled run-time errors. 

c    The objective of method 1c is to impose principles of strong typing where these are not inherent in the language. 
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Table 6.  Principles for architectural design 

Methods ASIL A ASIL B ASIL C ASIL D
1a Hierarchical structure of software components ++ ++ ++ ++ 
1b Restricted size of software components a ++ ++ ++ ++ 
1c Restricted size of interface a + + + + 
1d High cohesion within each software components b + ++ ++ ++ 
1e Restricted coupling between software components a, b, c + ++ ++ ++ 
1f Appropriate scheduling properties ++ ++ ++ ++ 
1g Restricted use of interrupts a, d + + +  
a     In methods 1b, 1c, 1e, 1g “restricted” means to minimise in balance with other design considerations. 
b    Methods 1d , 1e can, for example, be achieved by separation of concerns which refer to the ability to identify encapsulate, and manipulate 
       those parts of software that are relevant to a particular concept, goal, task, or purpose. 
c    Method 1e addresses the limitation of the external coupling of software components. 
d    Any interrupts used have to be priority-based. 

 
 
Please be aware it means in all tables: 
++  highly recommended  
+  recommended 
o  no recommendation for or against                 

4. Official Standard Summary  
     (source: http://www.iso.org/iso/catalogue_detail?csnumber=43464) 

ISO 26262 is intended to be applied to safety-related systems that include one or more electrical and/or electronic (E/E) 
system and that are installed in series production passenger cars with a maximum gross vehicle mass up to 3 500 kg. ISO 
26262 does not address unique E/E systems in special purpose vehicles such as vehicles designed for drivers with 
disabilities. 

Systems and their components released for production, or systems and their components already under development 
prior to the publication date of ISO 26262, are exempted from the scope. For further development or alterations based on 
systems and their components released for production prior to the publication of ISO 26262, only the modifications will be 
developed in accordance with ISO 26262. 

ISO 26262 addresses possible hazards caused by malfunctioning behaviour of E/E safety-related systems, including 
interaction of these systems. It does not address hazards related to electric shock, fire, smoke, heat, radiation, toxicity, 
flammability, reactivity, corrosion, release of energy and similar hazards, unless caused directly by malfunctioning 
behaviour of E/E safety-related systems. 

ISO 26262 does not address the nominal performance of E/E systems, even if dedicated functional performance 
standards exist for these systems (e.g. active and passive safety systems, brake systems, Adaptive Cruise Control). 

5. Concluding statements 

 The Standard is extremely voluminous, but well structured and presented with examples of safety systems architectures.   
 Some issues, i.e. the probabilistic risk quantifications via Failure Rates  are new for traditionally oriented safety 

experts and therefore a challenge for many engineers to learn it. 
 As typical for Standards not all procedures and requirements are self explaining, exhaustive and strict to use - but 

positively - rather flexible, to adopt the essence of the issue on the user’s safety case under consideration. 
 Thus, various methods are available for identification of hazards, the risk assessment and the proof that deterministic 

and probabilistic targets are met (e.g. HAZOP-, FMEA-, FTA-, Markov-, Petri Net approaches).  
 The distinction between systematic and random hardware failures is adequate for post mortem analyses of historical 

events observed but very problematic for prognostic risk assessments. The exclusion respective neglection of 
systematic failures results per se in an underestimation of risk. Nobody can guarantee that systematic (i.e. design) 
failures are eliminated by the OEM during initial tests in the pre-phase of commercial operation of the vehicle by the 
costumer. Probably, a fraction of design failures is again hidden after the pre-phase.    

 All in all, the Standard represents a significant step forward to transform the traditional and purely deterministic safety 
assessments (yes and no philosophy) towards to the risk-informed and therefore gradually, probabilistic assessment.  
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 Considering the big mass of offered workshops to learn more regarding the Standard at the market place (see Internet) 
one can draw the conclusion backwards that the entire automotive industry worldwide is a bit puzzled to understand 
and to adopt the Standard adequately to their products.    
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