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A matroid M is secret-sharing if there is a finite set S and a matrix 4= (a;: i€,
j€ E(M)) with entries in S, such that for all X < E(M), the submatrix (a;:i€l,
Jj€X) has precisely |S|™® distinct rows. Such matroids occur naturally in the study
of secret-sharing schemes in cryptography. Brickell and Davenport (J. Cryp-
tography, to appear) asked if every matroid is a secret-sharing matroid. We answer
this negatively, by showing that the Vamos matroid is not.  © 1992 Academic Press, Inc.

1. INTRODUCTION

Let A=(a,:i€l, ec E) be a finite matrix with entries from some finite
set S. Foriel, ec E, and X< E— {e}, let us define

n(i,e, X)={a,:jel, a;,=a, for all xe X}.

We say that 4 is a secret-sharing matrix over S if for all ee £ and all
X< E— {e}, either n(i,e, X)=S for all i€, or |n(i,e, X)| =1 for all ie L

The study of such matrices is motivated by cryptographic considerations.
For let A=(a,:iel, ec E) be any matrix with entries from S. Suppose
that some row i e ] has been chosen, but its value has been kept secret; and
we wish to determine as much as possible about the values a,, (e€ E). The
matrix 4 is known to us, but we do not know which row has been selected.
Suppose that by some means we have been able to determine the values a;
for all fe X< E, and let ee E— X. How much can be deduce from our
current information about the value of a;,? The possible values of aq,,
consistent with our information are precisely the members of n(i, e, X) (and
this set can be determined from our information, despite the fact that we
do not know the value of i). It is of interest in cryptography to require that
a,, either be completely determined or not be determined at all; and that
which of these happens (for given X, e) be independent of the choice of i.
This is one reason for interest in secret-sharing matrices. Another reason,
more genuine but more complex, is given in [1].
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Let A=(a;,:iel, ec E) be a secret-sharing matrix over S. Let us say
that X< E spans ec E— X if |n(i, e, X)| =1 for all iel, and that YS E is
independent if for all e€ Y, Y — {e} does not span e. It was observed in [1]
that this defines the independent sets of a matroid M with element set E;
and we call A a secret-sharing matrix for M over S. Any matroid arising in
this way (for some appropriate S) is called a secret-sharing matroid.

For instance, any matroid representable over a finite field is secret-
sharing (let M be represented by the columns of the matrix B over the
finite field S, and let 4 be the matrix with rows all linear combinations of
the rows of B). The secret-sharing matrices for a given matroid seem to be
much more wild than the representations of the matroid. For example let
M be the uniform rank 2 matroid with 3 elements; then the secret-sharing
matrices for M over S correspond to the |S| x |S| latin squares. This leads
one to hope that perhaps every matroid is secret-sharing, and this question
was raised in [1]. But we shall see that the Vamos matroid is not secret-
sharing.

The Vamos matroid ¥ is defined as follows. It has eight elements
{1,2,..,8}, and its independent sets are all the sets of cardinality <4
except for five, namely

{1,2,3,4}, {1,2,5,6}, {3,4,5,6}, {3,4,7,8}, {5,6,7, 8}.

We observe

1.1. Let A=(a,:iel, ec E) be a matrix with entries from some finite
set S, and let M be a matroid with element set E. Then A is a secret-sharing
matrix for M if and only if for all X < E, the submatrix (a,:i€l, e€ X) has
precisely |S|™™ distinct rows, where tk(X) denotes the rank of X in M.

We omit the proof, which is easy.

2. THE PROOF

All graphs in this paper are assumed to be simple. If G is a graph, a sub-
set X < V(G) is stable if no two members of X are adjacent; and a triangle
of G is a circuit of length 3. For k> 1, K, , , denotes a “complete tripartite
graph” with vertex set V', u V,u V;, where the Vs are mutually disjoint
and each of cardinality k, and for 1 <i<j <3, every vertex in V, is adjacent
to every vertex in V;. We begin with the following lemma.

21. Let k>1 be an integer, let G be a graph, and let T\, T,, T; <
V(G) be mutually disjoint stable sets with union V(G), each of cardinality k.
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Suppose that for 1 <i, j<3 with i #j, every vertex in T; has <k neighbours
in T;. Suppose also that G has >k* triangles. Then every component of G is
isomorphic to K, , .

Proof. For 1<i<3 and re V(G) let d;(t) be the number of neighbours
of tin T,

(1) G has at most 3, d,(t) dy(t) triangles. For if te T, there are at
most d,(t) ds(¢) triangles containing ¢, and every triangle meets T).

(2) For 1<j<3, if toe V(G)—T,; then d;(t,)=k. Moreover, if t,€T,
(i=1,2,3) and one of t,, t,, t, is adjacent to the other two, then all three are
pairwise adjacent. For we may assume that t,e 7', and that ¢, is adjacent
to t, and to t;. Since d,(f)ds(t)<k’® for all te T, by hypothesis, and
|T,| =k? and G has >k* triangles, we deduce from (1) that each re T} is
in precisely d,(r) d;(¢) triangles and that d,(t) = d,(tr)=k. The first claim
follows. Moreover, every neighbour of ¢ in T, is adjacent to every
neighbour of ¢ in T;, for all e T,. The second claim follows by setting

=t,.

(3) Any induced path of G meets at most two of T,, T,, T;. For if P is
a path meeting all three of T, T,, T, then since T,, T,, T, are stable
there is a 2-edge subpath P’ of P meeting all of T, T, T5. But then by (2)
the ends of P’ are adjacent, and so P is not induced.

(4) Any induced path of G has <2 edges. For suppose that P is an
induced path with >3 edges, and let ¢, t,, t5, 1, be its first four vertices.
By (3) we may assume that 1, €T, t,€T,, t;€ Ty, 1,€T,. Let se T; be a
neighbour of 7, (this exists since ds(1,) =k > 1, by (2)). By (2), s is adjacent
to ¢, and to t;, since ¢,, t; are both neighbours of ¢, in T,. By (2) again,
s is adjacent to t,, because s and 1, are neighbours of 7;. Hence, by (2)
again, ¢, is adjacent to 7, because they are both neighbours of 5. But then
P is not induced, a contradiction.

(5) For 1<i<j<3, ifueT,; and ve T, belong to the same component of
G then they are adjacent. For let P be the shortest path of G between u and
v. Then P is induced, and by (3), V(P)=T,u T;. By (4), |E(P)| <2, and
since |E(P)| is odd it follows that |E(P)| =1, as required.

Now let C be a component of G. For 1<i<j<3, every vertex in
V(C)N T, is adjacent to every vertex in V(C)n T,. Choose te V(C); we
may assume that teT,. By (2), d,(¢)=ds(t)=k, and so |[V(C)N T, =
|[V(C)n T;] =k. In particular, ¥(C)n T,# &, and so similarly (choosing
te V(C)n T,) we deduce that |V(C)n T,|=k. Hence C is isomorphic to
K, .« as required. ||

Now we prove our main result.
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2.2. The Vamos matroid is not secret-sharing.

Proof. Let V be the Vamos matroid, with E(V)= {1, .., 8}, defined as
before. Suppose that 4 = (a;:iel, 1 <j<8) is a secret-sharing matrix for V'
over some finite set S, where | S| =k. For 1 <r<4, let

T,={(s1, 82, r): 81,5, €S}

Then T, .., T, are mutually disjoint. Let H be the graph with vertex set
T,u --- uT,in which (s, s,, r) is adjacent to (s}, s5, r') if r # r" and there
exists i e I with

Aior 1 =51, 2, =53, ;21 =51, A; 3y = 55.
In other words, for each ie E we make

(@15 s 1), (a3, A, 2), (ass, ass, 3), (a1, aig, 4)
mutually adjacent.

(1) For 1<r,r<4 withr+#r' and {r,r'} # {1, 4}, each vertex in T, has
<k neighbours in T,. For {2r—1,2r,2r'—1,2r'} is a circuit of ¥, and so
no two rows of A agree in precisely three of these four positions. Hence if

{51, 85, r) is adjacent both to (s}, s5,#’) and to (s}, s3, r'), and the latter
two are distinct, then s} # s]. The claim follows.

If X< V(H), we denote by H\X the graph obtained by deleting X.

(2) H\T, and H\T, both have >k* triangles. For if ie I, the vertices
(an,apn, 1), (as, aa, 2), (a;s, a,, 3) form a triangle of H\T,; and if i, i'e ]
yield the same triangle, then a,, =a;, (1 <e<6). Since by 1.1 there are k*
values of i pairwise different somewhere in the first six columns, we deduce
that H\T, has >k* triangles. Similarly so does H\T,, as required.

From (1), (2) and 2.1, we see that

(3) Every component of H\T, is isomorphic to K, , ., and so is every
component of H\T,.

In particular, every component of H\T, includes a unique component of
H\(T,v T,), and so does every component of H\T,. We deduce

(4) There is a partition (X;:jelJ) of V(H) such that for all jelJ,
X,n(T,vT,uT,) is the vertex set of a component of H\T,, and
X;n(T,u T30 T,)is the vertex set of a component of H\T,. Moreover, for
all jeJ, |X;nT,|=k for I<r<4.

(5) The submatrix (a,:iel, ee{1,2,7,8}) of A has <k’ different rows.
For let ie[; then (a;,ap,1)eT,. Let (a,, ay, 1)€ X;, where jeJ. Since
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(ay,an, 1) is adjacent in H\T, to (as, a4, 2) it follows from (4) that
(as, i, 2) € X;. Similarly, since (a;, a,4, 2) and (a5, a;, 4) are adjacent in
H\T,, it follows that (a;, a5, 4)€ X;. We deduce that every neighbour in
T, of (a;,ay, 1) belongs to X;, and since |X;n T,| <k, we deduce that
(a;1, an, 1) has <k neighbours in 7. Consequently the graph H\(T,u T5)
has at most k° edges. The claim follows.

But (5) contradicts 1.1, because rk({1, 2,7, 8})=4. This completes the
proof. |
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