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Abstract

Current electronic health record systems are primarily clinical in focus, designed to provide patient-level data and provider-level decision
support. Adapting EHR systems to serve public health needs provides the possibility of enormous advances for public health practice and
policy. In this review, we evaluate EHR functionality and map it to the three core functions of public health: assessment, policy develop-
ment, and assurance. In doing so, we identify and discuss important design, implementation, and methodological issues with current sys-
tems. For example, in order to support public health’s traditional focus on preventive health and socio-behavioral factors, EHR data
models would need to be expanded to incorporate environmental, psychosocial, and other non-medical data elements, and workflow would
have to be examined to determine the optimal way of collecting these data. We also argue that redesigning EHR systems to support public
health offers benefits not only to the public health system but also to consumers, health-care institutions, and individual providers.

© 2007 Published by Elsevier Inc.
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1. Introduction

American hospitals and physicians’ offices are gradu-
ally adopting electronic health record (EHR) systems,
with the goals of improving patient care and outcomes;
increasing efficiency and lowering costs; improving billing
procedures; reducing the frequency of lost records, data,
and medication errors; and providing better access to
patient histories [1,2]. Electronic health record systems
can incorporate clinically useful features such as elec-
tronic alerts, guideline reminders, and automatic moni-
toring of quality of care indicators [3]. EHR systems
are most often cited for their potential to reduce medical
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errors through decision support such as adverse drug
interactions [4], and they also have the potential to pro-
vide other benefits such as reducing drug costs [5] and
making medical history data available during emergency
care [6]. President George W. Bush has advocated uni-
versal adoption of electronic health records by 2014, with
the help of the Office of the National Coordinator for
Health Information Technology under the Department
of Health and Human Services [7].

Despite these advantages, a variety of barriers have slo-
wed the adoption of EHRs in American healthcare set-
tings. Only 5-10% of US hospitals use EHR systems [8],
and overall, less than 18% of US providers use them [9].
The rate is even lower among small ambulatory care pro-
viders. Ford et al. estimated that by 2014, adoption among
small practices will be between about 56% and 72% [9].
Thus, the need for electronic health records systems has
been recognized, but the systems themselves have not been
widely implemented.
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The present moment, between the recognition of the need
for healthcare IT and the fulfillment of that need, provides
important opportunity to examine the purposes and design
of EHR systems. Important functionality should be built
into systems at the beginning because retrofitting them later
could be prohibitively expensive [10]. In this review, we
argue that the current conception of an EHR system is
strongly clinical in focus, but that these systems could serve
important public health goals through two broad categories
of changes. The first category would ensure that clinical data
could be reused for public health purposes; much of this
reuse would be invisible to current clinical users except
where it reduced paperwork burdens and improved clinical
decision support. The second category of changes advocated
in this paper would expand the clinical data model to collect
and process new types of data including psychosocial,
behavioral, and environmental variables; this expansion
would have to be handled carefully to add value without
adding new data collection burdens on clinicians. (A third
issue that is critically important but beyond the scope of this
article is strong privacy and security protections that will
allow data-sharing and patient-record matching without
compromising the privacy of personal health information.
The adequacy of such provisions in current health informa-
tion infrastructure plans has been challenged [11,12], and
the issue will have to be resolved in order to promote trust
in any health information exchange.)
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Fig. 1. The core functions and essential services of public health.
Reprinted from Public Health Functions Project of the US Department
of Health and Human Services (1995, http://www.health.gov/phfunctions/
public.htm); permission pending.

In this review, we discuss the goals of public health, the
methodological implications of adapting clinical EHR sys-
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Fig. 2. Proposed data submission workflow in biosurveillance use case. Adapted from [30] permission pending.
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and challenges these adaptations would pose to a variety of
stakeholders. We further present a framework to connect
public health goals to established informatics methods to
draw attention to those informatics methods that can be
applied directly or extended and modified to help EHR sys-
tems to address public health goals and challenges.

1.1. The goals of public health and the clinical orientation of
current EHRs

A widely accepted definition of public health outlines
three core functions: assessment (i.e., assessing the state
of public health), policy development (i.e., developing pol-
icies to promote health), and assurance (i.e., assuring that
these policies are implemented) [13,14] (Fig. 1). Public
health practitioners generally place disecase and disability
in context of societal, behavioral, and environmental fac-
tors, and the public health system thus seeks measures that
can benefit populations though social and legal policy, and
behavioral and environmental intervention. A public
health perspective also tends to emphasize applying popu-
lation data to individuals; clinicians draw from this per-
spective  when they generalize from epidemiological
studies and clinical trials to individual clinical care. Public
health typically emphasizes preventing disease rather than
simply treating it after it has occurred. The local, state,
and federal public health agencies in the US perform a
staggering variety of functions: collecting and analyzing
vital statistics and other population-level measures of
health status; tracking specific reportable diseases and
investigating epidemics; promoting healthy behavior to
patients and health consumers and through social market-
ing and public policy; ensuring safe food and clean drink-
ing water; maintaining disease and vaccination registries;
providing direct clinical care, especially preventive care,
through community clinics; supporting research; and pro-
viding a wide variety of other services. Ten essential ser-
vices of public health have been enumerated [13] (Fig. 1):

e Core function: assessment
Service: Monitor health status to identify community
health problems.
Service: Diagnose and investigate health problems
and health hazards in the community.

e Core function: policy development
Inform, educate, and empower people about health
issues.
Mobilize community partnerships to identify and
solve health problems.
Develop policies and plans that support individual
and community health efforts.

o Core function: assurance
Enforce laws and regulations that protect health and
ensure safety.
Link people to needed personal health services and
assure the provision of health care when otherwise
unavailable.

Assure a competent public health and personal health
care workforce.
Evaluate effectiveness, accessibility, and quality of
personal and population-based health services.

o Serving all functions
Research for new insights and innovative solutions to
health problems.

Currently, electronic health record systems focus on the
individual patient care provided by clinicians and hospitals
[10]. The clinical orientation of these systems is clear in two
widely accepted descriptions of ideal EHR systems. The
first, developed by Health Level Seven (HL7) and backed
by the American National Standards Institute, is a func-
tional model that outlines a gold standard that EHR sys-
tems should strive to meet [15,16]. This list describes and
defines EHR functionalities to ensure clear communication
about EHR systems, and sets a benchmark for evaluating
systems. As Mon points out, no current product meets all
the HL7 requirements [15]. The second requirements list
was created by the Certification Commission for Health
Information Technology (CCHIT), a Chicago-based non-
profit organization that was given the task of selecting a
certification criterion by the United States Department of
Health and Human Services [15]. Excerpts from current
CCHIT criteria are in Table 1 [17]; lists of currently certi-
fied EHR systems for ambulatory care are available at
www.cchit.org. Both HL7 standards and CCHIT criteria
focus on managing and exchanging health-care informa-
tion reliably and securely on a patient-by-patient basis.
For example, CCHIT’s interoperability standards (Table
1) focus on ways to improve individual patient care by
ensuring that lab and medication data can be exchanged
electronically in a seamless fashion; there is no mention
of providing automated public health data reporting or
using data to support medical research. Clinician-oriented
functions include clinical decision support at the point of
care, but there is no discussion of ways for patients to par-
ticipate in maintaining their health record or obtaining
information from it.

In discussing the methodological implications of adapt-
ing clinical EHR systems to serve these public health goals,
we focus this paper on the three core functions of public
health: assessment, policy development, and assurance.

2. Assessment

Assessment is aimed at collecting relevant and up-to-
date public health information, especially information
about health status, community health needs, and health
problems, for provision to the public, healthcare providers,
and policymakers [13]. Although infectious disease surveil-
lance and assessment are traditionally core functions of
public health, they began to be downplayed in the second
half of the 20th century during the golden age of antibiot-
ics. For example, in 1962, that year’s Nobel laureate in
medicine, the Australian physician Sir F. MacFarlane
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Table 1
CCHIT certification criteria for the electronic medical record system

Functionality

Identify and maintain the patient record

Manage patient demographics

Manage problem list

Manage medication list

Manage allergy and adverse reaction list

Manage patient history

Summarize health record

Manage clinical documents and notes

Capture external clinical documents

Generate and record patient-specific instructions

Order medications

Order diagnostic tests

Manage order sets

Manage results

Manage consents and authorizations

Manage patient advance directives

Support for standard care plans, guidelines and protocols
Capture variances from standard care plans, guidelines and protocols
Support for drug interaction

Support for medication or immunization administration or supply
Support for non-medication ordering (referrals, care management)

Security
Audit

Access control

Authentication
Technical services

Reliability

Backup/recovery

Documentation

Technical services

Present alerts for disease management, preventive services, and wellness

Notifications and reminders for disease management, preventive services, and wellness
Clinical task assignments and routing

Inter-provider communication

Pharmacy communication

Provider demographics

Scheduling

Report generation

Health record output

Encounter management

Rules-driven financial and administrative coding assistance
Eligibility verification and determination of coverage
Manage practitioner/patient relationships

Clinical decision support system guidelines updates

Entity authorization

Enforcement of confidentiality

Data retention, availability and destruction

Audit trail

Extraction of health record information
Concurrent use

Interoperability

Laboratory and imaging
Medications

Immunizations

Clinical documentation
Secondary uses of clinical data
Administrative and financial data

Adapted from: www.cchit.org.

Burnet, declared in his text The Natural History of

Infectious Disease, “to write about infectious disease is
almost to write of something that has passed into history.”
Seven years later, the US Surgeon General, William Stew-
art, testified to Congress that ““it was time to close the book
on infectious diseases.” [18] However, this function has

become particularly relevant to biodefense and has become
of central importance to public health and the most active
area for public health informatics research.

Currently, the public health establishment assesses pop-
ulation health status and problems through such measures
as surveys, vital statistics reporting, and paper-based
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systems for reportable disease notification. None of these
methods provide anything close to real-time data collec-
tion, such as would be needed for biosurveillance. Further-
more, for reportable diseases, clinicians and institutions
have a low compliance rate [19], raising concerns about
the accuracy of estimates made from the resulting data.
Thus, public health assessment cannot become efficient or
effective without “accurate, valid, and cost-effective” col-
lection of electronic data from the point of care, as well
as dissemination of results back to the point of care [10].
The importance of the EHR system in public health assess-
ment has been outlined succinctly by Chute and Koo: (1) a
large proportion of the data relevant to public health derive
from clinical data, and (2) these data should be collected
once and then reused, rather than collected repeatedly by
different users [20]. Repeated collection of the same data
by different individuals introduces needless data collection
burdens, as well as data entry error. A completely intercon-
nected health information infrastructure, the topic of the
Markle Foundation’s report “Connecting for Health,”
could ensure rapid, complete, and secure reporting [19].
Such an infrastructure would support disease reporting
from EHR systems to public health agencies, which could
be automated to eliminate the current paperwork that bur-
dens providers.

Sharing clinical data would not obviate the need for
carefully designed surveys and other types of public health
studies. It is possible that much of the data collected for
clinical purposes may be too noisy and poorly controlled
to be useful for aggregation across populations. Neverthe-
less, data mining from aggregated clinical data is an active
area of research producing promising results [21]. Addi-
tional applications could result from integrating clinical
data with data from other sources in real time [22] such
as pharmacies, registries, emergency responders, and vital
statistics bureaus [23]. Such integration could provide a
boost to both traditional epidemiological surveillance,
which involves monitoring disease outbreaks, and syn-
dromic surveillance, in which precursors such as over-the-
counter medication purchase patterns and absenteeism
data are monitored to detect subclinical syndromes or pro-
vide early warning of future health problems [24]. For both
types of surveillance, public health data systems will have
to be able to integrate data from a variety of different
sources and pool them for epidemiological analysis or data
mining. Currently in the US, public health data collection
tends to result in isolated caches at the local, state, or fed-
eral levels [20].

2.1. Data standards for sharing data

The absence of consensus on data standards in termi-
nology, messaging, data structures, and data recording
remains a primary barrier to an interoperable infrastruc-
ture, although progress has been made on this topic
[20,25]. Even within institutions that have adopted HL7
Version 2 messaging protocols, the standard allows users

to create fields for institution-specific purposes; the
resulting differences in the message format can make it
difficult to transmit messages across institutions. Thus,
tighter standards will need to be implemented for
complete interoperability. Furthermore, current vocabu-
laries such as MeSH typically do not have thorough
coverage of public health concepts and terms [26]. The
ICD-9-CM (International Classification of Diseases,
Ninth Edition, Clinical Modification) is one of the more
widely used terminologies because it is used for billing,
but captures relatively few of the clinical details that
would be useful for surveillance [20]. New concept-based
public health vocabularies may need to be expanded or a
controlled public health vocabulary developed; the
Public Health Conceptual Data Model published by the
CDC as part of the National Electronic Disease Surveil-
lance System (NEDSS) projects is an attempt to bring
together this work and put it on a conceptual basis
[27]. Another hurdle is that some existing standards have
not been widely adopted in practice; an example is the
standard for microbiology reports [19]. Ultimately, public
health organizations, medical groups, and other stake-
holders need to publicize and agree upon these standards
[28]. Both HL7 and the Markle Foundation’s Data
Standards Work Group have done extensive work in
analyzing the current standards and developing
additional standards that would be essential for an inter-
connected system [19].

Ensuring interoperability of EHR systems is obviously
not the only issue. The anthrax terrorist attacks of 2001
(in which powdered spores were mailed to several public
figures and news organizations) revealed deficiencies in
the ability of public health agencies to process data
received from multiple sources in real time [23]. Thus,
improvements in the capabilities of the public health infor-
mation systems are also needed.

Biosurveillance requires near-real-time event monitoring
to enable early event detection and rapid response [29].
HITSP’s Biosurveillance Technical Committee has done
extensive work on standards and interoperability issues
for biosurveillance, employing a use case that involves
transmitting ambulatory care, emergency department visit,
utilization, and lab results data in standardized and anon-
ymized format to public health agencies within one day.
Steps in biosurveillance data transfer (Fig. 2) will include
identifying relevant information, aggregating data, and
anonymizing it, formatting it to public health specifica-
tions, identifying the relevant public health agencies, trans-
mitting the data to them, and logging all transactions. Data
could be sent data directly from individual health-care
organizations, through some intermediary networked orga-
nization, or through a combination of models. Impor-
tantly, this standards project is being harmonized with
that of the EHR. The Biosurveillance Technical Committee
has published extensive reports [30,31] on standards needed
to support this goal, as well as on remaining interoperabil-
ity issues. For example, no consensus has emerged on the
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components or ontology of the ‘essential data set’ for
biosurveillance, although this may be interactive and situa-
tion-dependent [30,31].

2.2. Expanding the clinical data model

Such data standards would ensure that currently col-
lected data could be shared, but they would not be suffi-
cient to ensure that the correct data were collected in the
first place. To address this issue, the Healthcare Collabora-
tive Network (HCN), a consortium of private and public
health institutions, was created to follow up on the “Con-
necting for Health” project. One of its goals is to support
reporting by identifying the essential data needs of various
federal agencies; identifying which kinds of data are needed
at the population-level could help ensure that they are col-
lected at the point of care [19]. Implementing this type of
expansion requires rethinking and expanding the health
data model.

Public health has always recognized that health is
dependent upon multiple factors, including individual
characteristics, the community, the environment, and a
host of social and psychological factors. Yet current
EHR systems seldom capture data elements other than
clinical ones. Fig. 3 illustrates one potentially useful way
of categorizing the multiple levels of health and disease
influences [32]. Each of these levels contains a large number
of data elements that have been used to study specific
health outcomes or pathogenic sociobehavioral or biologi-

Fig. 3. Population health is determined by factors at multiple levels. (a)
Social conditions include, but are not limited to: economic inequality,
urbanization, mobility, cultural values, attitudes, and policies related to
discrimination and intolerance on the basis of race, gender, and other
differences. (b) Other conditions at the national level might include major
sociopolitical shifts, such as recession, war, and governmental collapse. (c)
The built environment includes transportation, water and sanitation,
housing, and other dimensions of urban planning. Reprinted from [14];
permission pending.

cal process. Some of these elements are shown in Table 2:
the environmental level includes such elements as stressful
life events, social support and environmental hazards; the
behavior/psychological level includes dietary practices,
stress coping styles, and tobacco use; the organ systems
level includes the cardiovascular, endocrine, immune, and
central nervous systems and their outputs; the molecular
or genetic level includes such elements as DNA structure,
proteins, mRNA, and transcription factors. Public health
interventions may focus on more than one level, using a
variety of strategies to mitigate the factors known to con-
tribute to the disease process. For example, in coronary
health disease, social-level risk factors include socioeco-
nomic status and social support; behavioral-level risk fac-
tors include physical inactivity and smoking; and organ
systems-level risk factors include low-density lipoproteins
and hypertension.

It is not possible to extend the EHR data model to cap-
ture the entire host of factors, but an EHR’s data model
should represent those data elements that are known to
contribute to the disease process in order to provide deci-
sion support and/or data transfer to public health author-
ities when there is a known clinical or public health
intervention. Guidance on what data elements to include
may be gleaned from the Chronic Care Model [33] devel-
oped to reformulate healthcare from an acute care model
in managing chronic diseases into a public health model.
The model combines prevention efforts that incorporate
community resources, self-management, and multidisci-
plinary practice teams into the health-care system that
includes decision support, delivery system design, and clin-
ical information systems. Jilcott et al. incorporated this
model into a decision support system when they assessed
community-level and environmental factors that may be
impediments to healthy lifestyles, measured patient percep-
tions of these neighborhood barriers, and then linked com-
munity resources to the recommendations that were offered
by providers at the point of care in a clinic-based interven-
tion to prevent cardiovascular disease [32]. Therapeutic
lifestyle counseling, recommended by clinical preventive
guidelines, can also be supported by an EHR when the
data model is broadened to include psychosocial data ele-
ment. For example, the Screening for Metabolic Syndrome
in Adults Guidelines [34] recommend assessing psychoso-
cial and economic issues during a first-encounter assess-
ment: factors include living situation, cooking facilities,
finances, educational background, literacy, employment,
ethnic or religious belief considerations, family support,
and food assistance. An EHR that does not include the ele-
ments needed to conduct this assessment will fall short in
offering the provider evidence-based guidance.

2.3. Improved surveillance using the EHR extended data
model

Extending the data model offers the promise of
valuable returns to the health-care provider for chronic
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Table 2

Connections between public health goals and informatics methods

Public health

Examples of component

Extension or modification of informatics methods

Examples of return to stakeholders

core function activity
Assessment Syndromic and Knowledge elicitation: work with public health Identify impending epidemics or attacks
traditional experts to expand the clinical data model to early in the continuum of the disease
surveillance include a multifactorial view of health and disease process
Knowledge representation, terminologies: Improve accuracy and timeliness of data
representing and integrating heterogeneous data on disease prevalence
from multiple sources; adding new concepts and
terms to EHR vocabularies
Standards: developing and applying standards for Ease data collection/reporting burden on
interoperability between public health, clinical individual health-care providers and
data sets, and community-based organizations institutions
Database methods, communications: integrating Improve communication among public
data distributed across databases (e.g., health agencies to improve preparedness
environmental, retail, employee) for and speed response
epidemiological analysis or data mining;
automating disease reporting
Machine learning, data mining, epidemiologic Provide community-level data to
methods: asking and answering population-level clinicians at point of care
questions through public data sets
Mapping, GIS: integrating health data with
geographical data; Analyzing and visualizing
geographic data
Policy Developing Decision analysis: making optimal public-level Ease cognitive burden of using public
development public policy decisions from assessment data health guidelines through well-designed
decision support
Informing and Cognitive science, group dynamics, naturalistic Empower consumers to learn about
empowering people decision science, HCI, visualization: disseminating health issues
about health issues information to providers and consumers;
persuading and improving decisions
Decision support: integrating public health Ease public policy development and
guidelines into clinical-level decision support; communication with appropriate tools
Developing population-level decision support for
agencies and governments and consumer decision-
support for the public
Assurance Evaluating quality Database methods, communications: automated Ease data collection/reporting burden on

of health services

quality indicators at the institutional level;
automated reporting to agencies

Cognitive science, naturalistic decision science:
communicating quality data to the public and
policy makers

institutions

Improve accuracy and timeliness of
quality data

Better use of quality-of-care data

disease prevention and management, as described above,
as well as improving decision support using surveillance
data by providing critical information both to the clini-
cian and the public health system [10]. The current
HL7 standard for EHR systems recommends collecting
data about antibiotic resistance; interoperability between
systems could result in valuable community-level infor-
mation about local antibiotic resistance trends (antibio-
grams), which could be provided back to the clinician
at the time of order entry as part of a decision support
system. This would help ensure that the clinician reaps
the benefit of the data he or she helped to collect, and
provide real-time assistance at the point of care. An
example of a functioning public health surveillance sys-
tem is the Real-time Outbreak and Disease Surveillance
(RODS) system, currently in use in Pennsylvania and
Utah. Hospitals send RODS data in real time as they
are collected at physician—patient encounters in

emergency departments and pharmacy transactions; these
data are transmitted over wide area networks using the
HL7 messaging standard [22,35,36].

By recognizing the multiple causal levels of morbidity,
mortality, and disability endpoints consistent with the
expanded health data model, surveillance research could
not only track changes in disease rates and emerging out-
breaks but also explain the reasons for observed disparities
and trends in this disease burden. Historically, population-
based surveillance has served more of a descriptive and
hypothesis-generating function. Surveillance research using
EHRs with a public health extended data model could be
used to enhance the public health surveillance function so
that it could also clarify the connections between changes
in risk factors and early detection behaviors and disease
outcomes, as well as the influences of the quality of health
services and clinical treatment on disease survival, quality
of life, and mortality. This type of an enhanced surveillance
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system is a major National Cancer Institute goal incorpo-
rated into their strategy for cancer research in the 21st
century [37].

2.4. Benefits to providers

Links with community health data can benefit provid-
ers at the point of care. An example of a bidirectional
communication link between public health surveillance
and clinical practice is demonstrated by Fine et al. [38].
Factoring in community-level disease trends when esti-
mating disease likelihood was shown to improve the per-
formance of an existing clinical decision rule in
distinguishing aseptic from bacterial meningitis. Epidemi-
ological context improved the performance of a clinical
prediction rule, providing a framework for leveraging
surveillance data to improve clinical decision-making at
the point of care.

2.5. Some methodological challenges

Using clinical data for surveillance would be facilitated
by reliable automated methods for identifying cases from
clinical records. Yasnoff and Rippen point out that current
population estimate of the prevalence of conditions such as
diabetes are made by extrapolating from the National
Health Interview Survey (NHIS), which asked participants
whether they had ever been told by a health professional
that they had diabetes [10]. Using clinical records could
potentially be more accurate than relying upon personal
recollections. Laboratory data such as hemoglobin A1C
and diagnostic codes used for billing are potential sources
of clinical information. However, administrative coding
has frequently found to be flawed [39] and is unlikely to
be reliable as a sole source of information. An additional
source could be free-text records such as clinical summaries
and radiological reports. This would be needed for exam-
ple, to apply CDC criteria for the clinical case definition
of tuberculosis, which includes findings from radiological
chest X-ray reports as well as from medical signs. Unfortu-
nately, in view of the richness of natural language and the
many ways clinicians describe findings; it is difficult for cur-
rent automated systems to process free text with the accu-
racy that would be needed. Accuracy of current systems
varies widely and generally depends upon context. In one
study on automated tuberculosis detection on free-text
radiology reports, the natural language processor had a
92% agreement with a clinician’s opinion [40]. However,
in another study on automatic detection of radiologically
positive anthrax, a probabilistic model for detecting chest
radiograph reports describing anthrax findings had a sensi-
tivity of 85.6% and positive predictive value of 41% [41].
Improvements in current medical natural language process-
ing (NLP) techniques would therefore serve to bolster the
drive for automated public health surveillance.

Integrating individual-level data is challenging in the
absence of a unique personal identifier. Nevertheless, a

“person-based” data repository is a necessity to ensure that
data can be matched horizontally across sources and longi-
tudinally over time [28]. Some groups have therefore advo-
cated a unique personal identifier system, but others are
concerned about the privacy risks and Congress has cur-
rently restricted the Department of Health and Human
Services from pursuing this option [28]. Reaching agree-
ment on this controversial topic is a difficult public policy
issue.

3. Policy development

Data from such an integrated electronic health system
would be invaluable in informing policy makers at the
local, regional, and national levels to help ensure that pol-
icies are grounded on a solid scientific basis. In addition,
informing and empowering the public are important goals
of policy development in public health [13].

It may be useful to clarify that although assessment of
health status and its determinants is an assessment func-
tion, the task of informing, educating, and empowering
people about health issues and the task of mobilizing com-
munity partnerships to identify and solve health problems
fall under the policy development core function of public
health. For example, an event monitoring system that trig-
gers an alarm in the event of an aberration originates in the
assessment function, but the extent to which the system
facilitates appropriate and data-driven public health
response to that alarm is policy-related. That is, the choice
of appropriate triggers for action and the choice of action
are both policy-related. We have accordingly followed the
IOM categorization [13] by discussing surveillance and
event monitoring as an assessment function, and informing
and involving the public, community groups, and partners
as a policy function.

3.1. Informing and involving community groups and
policymakers

Decision support systems, including reminders and
alerts, could be expanded to include not only clinicians
but also community groups and policy makers. For exam-
ple, an event monitoring system could make trend informa-
tion available to the local health department or send an
alert if it exceeded some predetermined threshold. The
event monitoring system would have to be able to deter-
mine when to report on an individual and when to report
on a group or population [25]. CDC public health guide-
lines were evaluated to determine if they could be dissemi-
nated through EHR systems [42]. These authors found that
360 of the 1069 guidelines contained at least one recom-
mendation that could be used as an alert to the physician
during a patient visit [42]. Childhood immunization guide-
lines from the CDC are a prime target for electronic alerts
because the schedules can become quite complex [10]. Add-
ing more alerts to a decision support system could cause
dissatisfaction and overload, so multidisciplinary cognitive,
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behavioral, and organizational research would be needed
to prioritize such potential alerts across fields and topics.

In Canada, the Canadian Community Monitoring
Network (CCMN) project is using community-based mon-
itoring information to better inform policy and decision-
makers, and to build local capacity to collect, deliver,
and use ecological information to facilitate sustainable
decision-making [43]. While initially focusing on specific
aspects of the environment (water, wildlife, deposition of
contaminants, etc.), the model can be extended to include
the EHR to send relevant data to decision makers in the
community to combine with environmental monitoring
data. Another example is VistaPHw, a Web-based data
query system that provides access to population-based data
used in community health assessment [44]. VistaPHw facil-
itates the production of results that are relevant to public
health decision-making. The software is used to monitor
trends, track health disparities, and detect emerging com-
munity health problems. VistaPHw provides access to a
wide range of datasets commonly used in community
health assessment. Dynamic grouping has helped mobilize
resources for community interventions, build community
partnerships, and provide data for program planning. Cur-
rently, the system uses population-based datasets and has
utilities to include small area population estimates and geo-
coding event data. Similar Web-based data query systems
are currently used in 27 states. Datasets included vary from
state to state but typically include those related to vital sta-
tistics (such as births and deaths), population, behavioral
risk factors, and cancer incidence [45]. An extension could
incorporate point-of-care data generated by the EHR for a
more integrated and timely view of the community, provid-
ing that the system includes cases from the community seen
in a large enough range and representative sample of health
clinic sites, and that it omits cases from outside the
community.

3.2. Informing and involving the public

EHR systems could offer new opportunities for patient
involvement in their own medical care, including informing
patients through new methods and promoting a sense of
ownership of their health information. A patient-oriented
EHR could represent a major departure from the classic
patient health record, which has traditionally remained in
the hands of the clinician.

EHR systems could be used to expand patient education
opportunities. Among the benefits of good patient educa-
tion are “improved self-reported health status, lower
health-care costs, increased health knowledge, shorter hos-
pitalizations, and less frequent use of health-care services”
[46]. Electronic systems could help produce tailored pre-
ventive health information, reminders, and alerts based
on personal clinical records that could be sent directly to
individuals [47]. The NLP research cited earlier could assist
in identifying potential tailoring variables; in addition,
continuing behavioral research is needed to identify opti-

mal tailoring characteristics and desirable communication
formats (options include electronic communication, tele-
phone, hard copy materials, and DVDs or other multime-
dia options). As with providers, notifications or alerts to
patients must be accurate and cannot be too numerous
or onerous [48].

Effective communication between patients and providers
can lead to improved clinical outcomes and contributes to
patient education [49]. The EHR system could facilitate
patient—provider communication by providing suggestions
or scripts for providers on how to discuss sensitive topics,
providing background information for patients to read
after the visit, and facilitating email or telephone follow-
up, initiated either by the patient or the provider. More
access to physicians through telephone, email, or Internet
message board consultation is one of the needs repeatedly
mentioned by focus groups in underserved areas of Harlem
(unpublished focus group data, Kukafka et al.).

To support such functions such as point of care patient
education, we revisit the need for the public health
extended data model and the discussion on therapeutic life-
style counseling (TLC) in preventive guidelines. It is well
understood that TLC requires medical, psychosocial, and
intervention grounded in behavioral science [50,51]. How-
ever, few EHR systems collect patient information on these
broad arrays of elements. An EHR that captures such mul-
tilevel data (Fig. 3) can be a tool to support evidence-based
provider counseling and patient recommendations that
comply with the therapeutic lifestyle counseling recommen-
dations in clinical preventive guidelines. This can improve
current practice where TLC recommendations are too
often “medicalized” [52]. For example, consider the new
diagnosis of metabolic syndrome, which includes (at least)
glucose intolerance, obesity, hypertension, and dyslipide-
mia [53]. The physiological components can be treated with
medicines, with the underlying behaviors (overeating and
lack of exercise) treated with counseling. However, since
current EHR systems do not support the TLC recommen-
dations of CPGs and the providers at most community
health centers and other physician practices have inade-
quate resources, it is often simpler to provide the medicines
and let the counseling slide. This practice is made worse
because providers receive little training in behavioral coun-
seling and, with the average patient encounter lasting
15 min or less, many providers have little time to conduct
psychosocial assessments or provide focused behavioral
counseling and support according to the TLC recommen-
dations. Decision logic for generating tailored provider
counseling and patient self-management recommendations
through an EHR cannot be evidence-based if it does not
include the medical, psychosocial and behavioral social-
cognitive aspects of TLC and risk management.

There has been relatively little discussion of using the
EHR system to allow patients to access, contribute to, or
correct their own medical records. Patient report is likely
to improve record quality, according to a study in which
patients were invited to correct their medical record [54].
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These patients provided important information that had
been missing in the record, which improved the complete-
ness of the medical record including their documented
adherence to health maintenance procedures [54]. Direct
patient input might also be useful in collecting social,
behavioral, and demographic information that is not typi-
cally collected at a visit with a clinician, but that might be
useful in tailoring interventions from a public health per-
spective. For example, patients could contribute informa-
tion about personal stress levels or home and family
environment, or they could complete depression screening
or other instruments. Implementing this type of expansion
requires rethinking and expanding the health data model.
Patients in fact, may be best suited to provide information
for several of the data elements shown in Fig. 3. Increasing
patient involvement with the medical record would be
likely to contribute to health literacy and create a sense
of ownership of their health information. Potential benefi-
cial outcomes include becoming more involved in the
health-care process, making better treatment decisions,
and learning how to cope with disease and pursue healthy
behaviors [25].

3.3. Some methodological challenges

Facilitating patient involvement at this level requires a
radical rethinking of how to present the information in
the record. First, highly usable interfaces will have to be
developed to accommodate a variety of levels of computer
literacy. Second, the medical data will have to be inter-
preted and explained to the patient. In the PatCIS project,
a select group of patients with chronic illness were given
view-only electronic access to their EHR through the
Web [55,56]. Patients who used it were most likely to use
it to view their laboratory results after a visit. However,
overall use of the system was relatively low; it is possible
that providing interpretation and translation of the raw
medical and laboratory data would make it much more
useful to lay individuals [57].

4. Assurance

Assurance functions involve efforts to set goals and pri-
orities that ensure the public of quality and timely public
health services [13].

4.1. Providing health care to those in need

One of the essential assurance services of public health is
to “[llink people to needed personal health services and
assure the provision of health care when otherwise unavail-
able” [13]. Current EHR systems reside in hospitals or cli-
nician offices and thus operate under the implicit
assumption that individuals have regular providers. How-
ever, 46 million Americans—nearly 16% of the popula-
tion—have no health insurance [58]; these individuals
typically have no regular health-care providers and tend

to use emergency rooms for primary care and non-urgent
services [59]. Under current market-driven conditions,
these patients would likely be the last to obtain electronic
records, even though they would be highly likely to benefit
from them because they are more likely to seek care in
emergency rooms, and when they seek primary care at
all, to switch providers frequently depending upon afford-
ability. Another group of individuals who seem unlikely
to obtain EHRs under current conditions are those served
by small independent practices serving high proportions of
Medicaid, Medicare, and fee-for-service patients; most
Medicare fee-for-service visits, for example, are to provid-
ers with little or no patient-oriented information technol-
ogy [60]. For this reason, a pilot program by the New
York City Department of Health is developing a low-cost
EHR system to be provided at reduced cost to such small
medical practices to help reach uninsured patients and
those served by less wealthy providers (unpublished data,
Farzad Mostashari, NYC DOH). Using $27 million in
mayoral funding, the Department of Health will extend
EHRSs to more than 1000 primary care providers who serve
disadvantaged populations. Another reason to promote
interoperability is to promote continuity of care for the
13% of people with usual sources of care who change their
medical provider each year, according to the Community
Tracking Survey [61].

Creating EHR systems for uninsured patients raises
important policy questions about where the data will
reside. The holder of the data must be able to ensure secu-
rity, confidentiality, privacy, access, and reliability, but also
must hold the public’s trust.

4.2. Quality assurance

Another essential public health service is to evaluate and
ensure the quality of both personal and population-based
health services [13]. Current CCHIT certification criteria
and HL7 standards include many items that support mon-
itoring of quality of care at the patient care level; sharing
these data could provide important population-level indi-
cators. For example, antibiotic resistance data from indi-
vidual patients would provide valuable trend data if
pooled and analyzed at local, regional, and national levels.
Furthermore, some areas of public health concern are not
included in standard medical quality assurance; for exam-
ple, a patient’s access to care, insurance, or a safe environ-
ment may be indicators of public health but are not
routinely monitored at the point of care.

Data-sharing measures such as those described through-
out this review will also enable institution-to-institution
health information exchange, which can facilitate locating
and consolidating disjointed medical records, in turn sup-
porting patient safety and overall quality of care. New
York’s Clinical Information Exchange project (NYCLIX)
is an example of a current experiment with health informa-
tion exchange. The prototype will allow New York City
emergency departments to search a database to determine
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if another city hospital holds records for a current patient;
if the patient’s records are mentioned in the database, the
emergency physician can request access to the electronic file
in real time (unpublished description, G. Kuperman and J.
Shapiro, 2007).

5. Research

Research is thought to support all three core functions
of public health. A public health-oriented EHR system
would offer many opportunities for high-quality popula-
tion-level research by improving data quality, pooling
it, and making it available for analysis through tradi-
tional epidemiological or data-mining methods. Reliable
individual-level health status data could be used to sup-
plement and redesign the major federally funded health
surveys [10]. For example, the National Health and
Nutrition Survey (NHANES) assesses health status by
administering physical exams to volunteers (http://
www.cdc.gov/nchs/nhanes.htm), and the National Health
Interview Study (NHIS) relies on participant self-report
for health status information (http://www.cdc.gov/nchs/
nhis.htm); integrating these surveys with individual level
clinical record data would change the types of data that
would have to be collected from the participant. In addi-
tion, an interoperable set of EHR systems could be used
to facilitate recruitment for clinical trials. Recruitment
currently takes place by reaching out to patients directly
through notices and newspaper advertisements or
through websites such as ClinicalTrials.gov, by reaching
out to their physicians, or by identifying potential candi-
dates through disease registries [10]. EHR systems could
be used to help identify patients who meet recruitment
criteria, and to facilitate communication between them,
their clinicians, and the trial researchers [10]. Depending
upon the set-up of the system, patients and providers
could either opt in to ask for notifications about clinical
trials, or opt out of a default.

6. Conclusion

Expanding EHR systems to support public health will
require two types of measures: measures to reuse cur-
rently collected data, and measures to collect new types
of data. Doing so will entail methodological and other
challenges; for example, the privacy, confidentiality, and
trust ramifications of putting clinical data to public
health uses are critical [10] but outside the scope of this
article. Not all of these challenges have clear solutions; a
variety of research programs are needed to clarify the
issues and develop solutions. It is important to conclude,
however, by describing some of the advantages of doing
this. For clinicians, a public health-oriented EHR system
could reduce the paperwork burden of public health
reporting and provide decision support about commu-
nity-level trends that could aid in diagnosis and treat-
ment choice. Similarly, for institutions, automated

reporting would reduce paperwork burdens and data
input costs as a trend continues toward more reporting
requirements. Automated reporting also has the potential
to improve documented adherence to quality assurance
criteria. Both industry and NIH-sponsored research
groups would benefit from using EHR-collected data to
identify, recruit and communicate with potential volun-
teers for clinical trials. For the public, public health-ori-
ented EHR systems offer increased engagement with the
health-care system, more ownership of data, and
improved health outcomes. Thus, the incentives for all
stakeholders are aligned in improving the public health
functionality of EHR systems.
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