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Abstract 

In this fast world of networking, secure image transmission of data whether the image having some information or some text, is 
one of the area focus for security. Here we had tried to implement the proposed technique fuzzy logic based image encryption for 
confidential data transfer using (2, 2) secret sharing scheme. Using fuzzy logic makes encryption and decryption complex. The 
(2, 2) secret sharing scheme provides secured and confidential authentication. For image encryption AES algorithm is used for 
encryption and decryption. The implementation of encryption algorithms can be very complex when we are focusing on rule 
based share generation. 
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1. Introduction 

Network Security is becoming more and more crucial as the volume of data being exchanged on the internet 
access. The encryption algorithm is an integral work of data encryption and decryption process. They should 
preserve high security to the data transmitted. The image encryption technique is easy but image encryption using 
fuzzy logic and secret sharing is something different. These complex techniques provide more security and integrity 
to an image or data from unauthorized person and provide highly security and confidentiality. 
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The need for development of secured systems has grown large, because of the arrival of electronic commerce 
and electronic transactions. With the fast development of network technology, multimedia information is transmitted 
through internet easily and fast. Various confidential data such as military maps are transmitted over the networks. 
Cryptography is the study of building ciphers to make secure and protect the confidentiality and integrity of 
information. 

Knowing the method does not allow one to break the code. However given enough computer time, any security 
code can be broken easily. Message integrity is deal with authorized modification and alteration of data otherwise 
known as plaintext which is to be sending to the receiver. Now days the computer science is used and concerned in 
all areas of life such as sending and receiving digital images are tremendously increasing and are important in daily 
life. Encryption can provide a fine solution for security. 

1.1. Secret Sharing: 

Secret sharing is nothing but dividing of shares in such a way that revealing of a share is of no use. The 
superimposition of shares only gives an original image. It is also called as secret splitting. Best and simplest 
example of secret spitting is password splitting for providing more security. For example a good password is hard to 
memorize. A clever user could use a secret sharing scheme to generate a set of shares for a given password. As we 
had used (2, 2) secret scheme, so the password is divided into two parts. And the user will store one share in his 
personal book and one share in bank locker. If one day he forgotten his password, he can reconstruct it easily. If this 
scheme is used by users, then attacker has to attack shares from various places. So it is more secured than 
remembering difficult password or key. That’s why it well said that "Security is not something you busy it is 
something you provide". Secret sharing schemes are ideal for storing information that is highly sensitive and highly 
important. Examples include: encryption keys, missile launch codes, and numbered bank accounts. Each of these 
pieces of information must be kept highly confidential, as their exposure could be disastrous. However it is also 
critical that they not be lost. Traditional methods for encryption are improving for achieving high levels of 
confidentiality and reliability. 

1.2. Structure Of Fuzzy Inference System: 

       Fuzzy systems are made of knowledge based and reasoning mechanism called FIS. FIS is a way of mapping an 
input space to an output space using fuzzy logic. A FIS tries to formalize the reasoning process of human language 
by means of fuzzy logic. Fuzzy logic incorporates a simple, rule-based IF X AND Y THEN Z approach to a solving 
control problem rather than attempting to model a system mathematically. The fuzzy logic model is empirically-
based, relying on an operator’s experience rather than their technical understanding of the system. These terms are 
imprecise and yet very descriptive of what must actually happen. It is very good for the representation of human 
reasoning and effective analysis. The implementation is done using MATLAB fuzzy logic tools. Fuzzy inference is 
the process of formulating the mapping from a given input to an output using fuzzy logic. 

 In general, fuzzy Inference Systems consist of four functional block are as follows: 

1.2.1. Fuzzification: 
                    It transforms the system inputs which are crisp numbers into Fuzzy sets. It converts the system input to 
fuzzy set value. This transformation is done by applying a fuzzification function. 

1.2.2. Knowledge Based: 
               FL incorporates a simple, rule-based IF X AND Y THEN Z approach to a solving control problem rather 
than attempting to model a system mathematically. It stores IF-THEN rules provided by experts. We can apply 
various rules in this module. 

1.2.3. Inference system: 
                In this module it simulates the human reasoning process by making fuzzy inference on the inputs and IF-
THEN rules. This inference system provides operation on rules. 



634   Hinal M. Mudia and Pallavi V. Chavan  /  Procedia Computer Science   78  ( 2016 )  632 – 639 

1.2.4. Defuzzification: 
               It transforms the fuzzy set obtained by the inference engine into a crisp value by using defuzzification 
functions.   
         

                                              
 

Fig. 1. Flow of Fuzzy Inference System 
 

In this paper, (2, 2) visual cryptography scheme is used to transfer confidential data through image that is fuzzy 
logic based image encryption. As image is litter than transferring a huge whole document, Litter document transfer 
speedily over a network. As (2, 2) secret sharing scheme used to divides an image into two shares. And this scheme 
is used for authentication purposes. And fuzzy logic is used to give meaning to data. And fuzzy logic makes 
encryption and decryption difficult to guess and data is more secure. 

2. Related Work  

        M. Zeghid, M. Machhout, L. Khriji. A. Baganne, and R. Tourki1 have proposed the Advanced Encryption 
Standard (AES) algorithm used for encryption technique. For improving the encryption performance mainly for 
images they added a key stream generator (A5/1, W7) to AES. While implementation both techniques have been for 
experimental purposes. A new modified version of AES, to design a secure symmetric image encryption technique 
has been proposed. The key stream generator has an important effect on the encryption performance. The author has 
shown that W7 gives better encryption results in terms of security against statistical analysis attacks. 

 Yicong Zhou, Karen Panetta, Sos Agaian, Senior Member2 has analysis a new concept using a binary “key-
image” for image encryption. An original image and an image to be encrypted are off same size for generation of the 
key-image and the key-image is a bit plane or an edge map. Using key-image technique they introduced two new 
lossless image encryption algorithms. In this paper the presented algorithms are easy to implement in hardware 
because they operate at the binary levels. 

  InKoo Kang, Gonzalo R. Arce, Heung Kyu Lee3 has proposed a concept of color visual cryptography 
encryption method that produces meaningful color shares via visual information pixel synchronization and error 
diffusion halftoning. For constructing color extended visual cryptography scheme with visual information pixel 
synchronization and error diffusion for visual quality improvement, they developed an encryption method. Error 
diffusion produces shares with high visual quality and after visual information pixel synchronization it retains the 
original visual information pixel values same as before and after encryption. For color image in visual cryptography 
scheme either visual information pixel synchronization or error diffusion are broadly used. 

B.K. Shreyamsha Kumar and Chidamber R Patil4 has proposed a novel image encryption algorithm is embedded 
as a part of JPEG image encoding scheme to meet strong security, to maintained compression ratio. In this paper in 
the proposed algorithm, the author modified DCT blocks are used for confusing by a fuzzy PN Sequence with the 
DCT co-efficient of each modified DCT block. This are converted to unique not related symbols are used for 
confusing by another fuzzy PN sequence. By chaotic stream cipher the variable length encoded bits are used for 
encryption. The output shows that this encryption scheme gives security also with JPG compression. 

Feng Liu and Chuankun Wu5 has propose a construction of EVCS which is realized by embedding random 
shares into meaningful covering shares and they name this scheme as embedded EVCS. The shares of the proposed 
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scheme are meaningful images and the stacking of a qualified subset of shares will recover the secret image visually. 
They show two methods to generate the covering shares and proved the optimality on the black ratio of the threshold 
covering subsets. They also proposed a method to improve the visual quality of the share images. It has many 
advantages over extended visual cryptography scheme. The construction this scheme is flexible in the sense that 
there exist different situation between the share pixel expansion and the visual quality of the shares and between the 
secret image pixel expansion and the visual quality of the shares. 

          Tapasi Bhattacharjee, Jyoti Prakash Singh, Amitava Nag6 has proposed a novel and simple (2, n) secret 
sharing scheme. This proposed scheme accurately works reconstruction of gray scale, binary and color image. The 
author has generated share in share construction phase which is based on pixel division and XOR operation. The 
reconstruction of share is based on XOR and OR operation. The proposed scheme has no pixel expansion so it can 
reconstruct the secret image accurately. This Propose scheme has low computational complexity. The proposed 
scheme can be directly applied to share gray scale images. It can be easily made larger to deal with binary and color 
images. They proved experimental results that the proposed scheme is efficient because of strong security and 
accuracy. Since the probability of reconstruction of the image from individual shares is very less. In future they are 
going to design general (k, n) secret sharing scheme with ideal vision. 
 
         J .Mahalakshmi K. Kuppusamyin7 has proposed block cipher Rijndael algorithm and is used to encrypt and 
decrypt an image with a variable key length and variable block length. The authors in this paper focused on the 
quality measurement[s such as the speed, Encryption Ratio, Correlation Coefficient and Compression encryption has 
no effect on size of the JPEG image encryption with the existing bitmap image encryption. Since, the JPEG files are 
of compressed format and the compression friendliness is measured here. It is desirable that size of encrypted data 
should not increase. The result ends with the comparison of performance parameters based on the type of files-
formats. Hence for higher data encryption or multimedia encryption the compressed format can be applied and it 
yields higher encryption ratio. 
 
         Kulvinder Kaur, Vineeta Khemchandani8 has proposed an approach of public key encryption for generation of 
image share. For providing more security of secret or highly confidential document they had used RSA algorithm. 
They have tested this scheme on different types of input images with change in size of the image and keys of RSA. 
But the entire time secret image is retrieved with good visual quality. In all the cases it has been observed that if any 
unauthorized person will be successful to get the encrypted shares from network, he or she cannot retrieve the 
original secret image without availability of private key. For creating fake share, there is no alteration on secret 
share that is available in their actual form or not. The proposed scheme provides a more and strong security for the 
handwritten text, images and printed document over the public networks. The confidentiality of shares is also tested 
by super imposing the encrypted shares before reaching to the destination. In all the cases it has been observed that  
if any unauthorized person will be successful together encrypted shares from network, he or she cannot retrieve the 
original secret image without availability of private key. 

3. Proposed Work  

Hiding a secret is needed many times for protecting confidential data. One might need to hide a password or an 
encryption key. Information can be secured with encryption, but the need to secure the secret key used for such 
encryption is important too. Imagine you encrypt your important files with one secret key and if such a key is lost 
then all the important files will be inaccessible. Thus, secure and efficient key management mechanisms are 
required. One of them is secret sharing scheme (SSS) that lets you split your secret into several parts and distribute 
them among selected parties. The secret can be recovered once these parties collaborate in some way. 

Secret sharing also called secret splitting. Best and simplest example is password splitting for more security. It 
distributes a secret amongst a group of participants, each of whom is allocated a share of the secret. The secret can 
be reconstructed only when a sufficient number, of possibly different types, of shares are combined together; 
individual shares are of no use on their own. Secret sharing schemes are ideal for storing information that is highly 
sensitive and highly important. Fuzzy means random so it makes encryption and decryption method difficult to 
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guess hence data is highly secure. Fuzzy logic based image encryption for confidential data transfer is something 
new way of technique to provide high security since Fuzzy logic is used using secret sharing. A little modification to 
the encryption algorithm so as to provide both message integrity as well as security of sensitive data that would and 
could only be read or decoded by the person concerned. By proposing such model to reduce attack possibilities in 
security as the modification introduce would shift the emphasis of security from heavier encrypted document to 
lighter image document formed from it. The proposed scheme works as follows. 

3.1. Rule Based Share Generation: 

                                                    
 

Fig. 2. Flow of Proposed Model Share Generation. 

3.1.1. Input Shares  
        Sending information from one point to another is called data communication. Today the security is the main 
issue in data communication. Encryption can provide a fine solution for it. A block cipher take as input a block of 
plain text and a key and output a block of cipher text of the same size. Here in this step we are going to give input as 
image for confidential data transfer. 

3.1.2. Secret Encryption  
        A secret key algorithm called a symmetric algorithm is a cryptographic algorithm that uses the same key to 
encrypt and decrypt data. Here in these step input image are encrypted and this encrypted image is unrecognized by 
human view. AES algorithm is a Rijndael state. It operates on two dimensional arrays of bytes called array. The 
algorithm of AES encryption works on four basic steps are as follows: 
1. Substitution  
2. Shift Row  
3. Mix Columns  
4. Add Round Key. 

3.1.3. Rule Based Share Generation  
        In rule based share generation fuzzy logic is used to generate share. Fuzzy logic is used to provide more 
security and making share more complex to identify. The hacker will not recognise easily because fuzzy expert 
required breaking fuzzy rules. Ix and Iy variables are used as input variables and Iout variable is used as output 
variable. The following are four rules are used for ruled based share generation are as follows: 

                                    r1 = 'If Ix is zero and Iy is zero then Iout is black'; 

                                   r2 = 'If Ix is zero and Iy is not zero then Iout is black'; 

                                   r3 = 'If Ix is not zero and Iy is zero then Iout is black'; 
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                                   r4 = 'If Ix is not zero and Iy is not zero then Iout is white'; 

                                   r = char (r1, r2, r3, r4); 

3.1.4. Save Shares  
        In these step the generated shares from previous step are store in the system. We have to give location or on 
which folder we have to save shares. Because in reconstruction phase we have to take save shares for shares 
reconstruction process. 

3.2. Rule Based Share Reconstruction: 

                                              

 

Fig. 3. Flow of Proposed Model Share Reconstruction 

3.2.1. Input Shares  
            Select the share by clicking input share button. It will open a window we have to select shares from same 
folder where we have saved shares in generation phase. 

3.2.2. Ruled Based Share Reconstruction 
           In rule based share reconstruction, fuzzy logic is used to reconstruct share. Fuzzy logic is used to provide 
more security and making share more complex to identify. The hacker will not recognise easily because fuzzy expert 
required for breaking fuzzy rules. The input is given to fuzzy for fuzzification and it will convert it to crisp value. 
And the inference engine will stimulate the rules and gives result to defuzzification block to convert crisp value to 
system value. Membership functions are used by fuzzy logic system.  

3.2.3. Secret Decryption  
          Here in this step the output of ruled based share image are decrypted by using decryption algorithm for getting 
original image. Reconstructed image is same as original image with some very less noise. 

4. Experimental Results  

The input to the scheme must be a gray scaled image and we can transfer confidential data. In the implemented 
scheme different parameters like Match Value (PSNR), Error Value (MSE) is calculated. 

The Error values are also known mean square value. The mean squared error MSE are use to compare the “true” 
pixel values of our original image to our reconstructed image. The MSE represents the average of the squares of the 
"errors" between our actual image and our reconstructed image. The error is the amount by which the values of the 
original image differ from the reconstructed image. 
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             Error Value = ((diff Pixels * 100) / (diff Pixels + same Pixels)); 
 

The term peak signal-to-noise ratio (Match Value) is an expression for the ratio between the maximum possible 
value (power) of a signal and the power of distorting noise that affects the quality of its representation. Because 
many signals have a very wide dynamic range, (ratio between the largest and smallest possible values of a 
changeable quantity) the match value is usually expressed in terms of the logarithmic decibel scale. Image 
enhancement or improving the visual quality of a digital image can be calculated. 

 
                                   Match Value = ((same Pixels * 100) / (diff Pixels + same Pixels));   
 

Fig 4 shows an input image that is original image. Fig 5 shows an output reconstructed image. In fig 6 rule based 
share generation is shown and fig 7 shows rule based share reconstruction. We have used the error value and match 
value factor, to calculated and measure the similarity and dissimilarity between original image and reconstructed 
image. Fig 8 shows the error calculated values are shown in below figures respectively. 

 

         
 

Fig. 4. Original Image                                                                                   Fig. 5. Reconstructed Image 
 

         
 

Fig. 6. Rule Based Share Generation                                                                  Fig. 7. Rule Based Share Reconstruction 
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Fig. 8. Error Calculation 

5. Conclusion  

We proposed an efficient system, fuzzy logic based image encryption for confidential data transfer using (2, 2) 
secret sharing scheme. During survey, we found that fuzzy logic is an emerging concept of secret sharing and there 
no proper solution for secret sharing using fuzzy logic. The proposed method perfectly focused on secret sharing 
using fuzzy logic that is ruled based share generation and reconstruction. This proposed scheme increases security 
level as fuzzy logic is used. Since fuzzy logic is intermediate values between 0 and 1 and not exact value. So we can 
transfer confidential data securely and less chance of hacking by unauthorized person. The proposed technique 
improves the performance and we are getting reconstructed image with very less noise. Hence Fuzzy logic along 
with secret sharing concept is fine and enhanced way of image encryption for confidential data transfer. 
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