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Abstract

Controlled complementary measurements are key to quantum key distribution protocols, among many other
things. We axiomatize controlled complementary measurements within symmetric monoidal categories,
which provides them with a corresponding graphical calculus. We study the BB84 and Ekert91 protocols
within this calculus, including the case where there is an intercept-resend attack.
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1 Introduction

Guaranteeing security properties of communication protocols is highly non-trivial,

as exemplified by the time it took to discover that the widely used Needham-
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Schroeder protocol was in fact insecure [19]. Consequently, modern research in

the area involves high-level methods. While security of traditional public-key cryp-

tography relies on the computational difficulty of certain mathematical functions

and does not provide an indication of eavesdropping, in contrast, the security of

quantum public-key cryptography relies on the foundations of quantum mechan-

ics, and can detect eavesdropping by comparing bit by bit a subset of the data of

the communicating parties. This paper is concerned with high-level methods for

quantum public-key cryptography.

Over the past couple of years, several researchers have developed a high-level cat-

egorical formalization of quantum mechanics in terms of symmetric monoidal dag-

ger categories, which comes with a corresponding graphical calculus e.g. [1,22,8,4,6].

These graphical calculi trace back to work by Penrose in the 1970’s [21] and became

a formal discipline with the work of Joyal and Street [16,23]. Particularly relevant

for the categorical formalization of quantum mechanics are Kelly and Laplaza’s

compact (closed) categories [17], Carboni and Walters’ Frobenius algebras [3] and

Lack’s analysis of their graphical representation [18]. All of these admit so-called

dagger-versions [1,22,8], which account for the Hilbert space inner-product (and

hence orthogonality).

Within the graphical calculus, quantum measurements [8,10], classically con-

trolled quantum measurements [6] and complementary observables [4] can be given

an intuitive axiomatization, which, in turns, provide intuitive descriptions of typi-

cal quantum protocols such as quantum teleportation [1,8,6], superdense coding [4],

and several measurement-based quantum computational schemes such as Gottesman

and Chuang’s logic-gate teleportation [1], Perdrix’ state-transfer [7] and Raussendorf

and Briegel’s one-way model [4,6,11].

Quantum cryptographic protocols such as BB84 and Ekert 91 [2,12] involve

controlled complementary observables. While we do have graphical understanding of

complementarity of two observables, as well as of controlled observables, in the latter

the control space is an abstract one. Hence blending these two concepts into one is

not straightforward. This is the main contribution of this paper: an axiomatization

of controlled complementary measurements in the language of symmetric monoidal

categories, and hence in terms of graphical calculus. This is done in Section 3. This

enables us to give a concise presentation for the BB84 and Ekert 91 protocols. We

prove the correctness of these, and analyze the case where there is an intercept-

resend attack. This is done in Sections 4 and 5. First, in Section 2, we survey

previous work on bases, complementarity, measurement, control and the classical-

quantum distinction within graphical calculus.

2 Bases, complementarity, measurement, control

We assume that the reader is familiar with the relevant category-theoretic back-

ground for the categorical formalization of quantum mechanics, which is surveyed

in [9]. We recall some basic concepts from [8,6,4]. All our categories in this paper

will be symmetric monoidal †-categories († ≡ “dagger”), and we will work within
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the corresponding graphical calculus [23].

Let (X, δ, ǫ) be a special commutative †-Frobenius algebra in a symmetric monoidal

†-category C, or in short, a classical structure. Graphically, we depict the monoid

comultiplication δ and its unit by ǫ:

As a consequence of the spider theorem [18], these classical structures enable in-

tuitive graphical reasoning. This theorem implies that any morphism obtained

by means of the monoid multiplication of a classical structure (X, δ, ǫ), its unit,

composition, tensor, dagger and the structural morphisms of symmetric monoidal

†-categories only depends on its type:

X ⊗ . . .⊗X
︸ ︷︷ ︸

n

→ X ⊗ . . . ⊗X
︸ ︷︷ ︸

m

.

We represent that unique morphism of this type as follows:

Special cases are:

• spider(n = 1,m = 2) = δ

• spider(n = 1,m = 0) = ǫ

• spider(n = 1,m = 1) = 1X

It follows that these ‘spiders’ compose as follows:

that is, dots corresponding to the same classical structure can be ‘fused’ together.

A particular example of this is:
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that is, classical structures always carry a (self-dual) †-compact structure [1,22,6].

Hence for each morphism f : X → Y between (the objects supporting) two classical

structures (X, δX , ǫX) and (Y, δY , ǫY ) always admits a transpose and an conjugate,

that is, when depicting the dagger of

as

then

and

Let FdHilb be the symmetric monoidal †-category of finite dimensional Hilbert

spaces, linear maps the tensor product, and linear-algebraic adjoints. In this cate-

gory classical structures are precisely orthonormal bases:

Proposition 2.1 [10] For any orthonormal basis {|i〉} of a Hilbert space H
δ :: |i〉 7→ |ii〉 and ǫ :: |i〉 7→ 1

are the multiplication and the unit of a classical structure in FdHilb. Conversely,

every classical structure in FdHilb arises in this manner.

Proposition 2.2 [4] In the light of Proposition 2.1, two classical structures corre-

spond to complementary orthonormal bases if and only if:

where .(1)

In quantum theory bases represent classical data for some observable, hence the
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name classical structure. A morphism f : A → B is unitary iff f ◦ f † = 1B and

f † ◦ f = 1A. Given a classical structure and a unitary morphism U , also

(2)

is a classical structure, where, in the light of Proposition 2.1, U maps the basis of

the constructed classical structure on the basis of the given one.

Following [6], m : X ⊗A→ B represents a controlled unitary iff

.(3)

Here the X-input takes classical data, i.e. a basis vector |i〉, and depending on that

data a certain unitary m ◦ (|i〉 ⊗ 1A) : A→ B is performed. 4

But how do we distinguish classical and quantum wires in the graphical lan-

guage? Since measurements produce probabilistic outputs we will need to consider

probabilistic classical data. Given a basis in a Hilbert space, this can be represented

by density matrices which are diagonal. Selinger provided a diagrammatic account

on mixed states an completely positive maps in [22], as a categorical construction

on the category FdHilb. He produced a new category CPFdHilb which has the

same objects but with has morphisms

as those of type A → B, where f : A → B ⊗ C is any morphism in FdHilb, and

where the cap-shaped wire comes from the compact structure of FdHilb, i.e. |ij〉 7→
δij . So any quantum system is in fact represented by two wires. In [6] it was realized

that to force classical data to be ‘diagonal in some basis’ it sufficed to pass from

the double-wire representation to a single wire by means of a classical structure,

e.g. a controlled unitary operation, rather than the morphism m in (3), is in fact a

4 The reason for the notation m will become clear below.

B. Coecke et al. / Electronic Notes in Theoretical Computer Science 270 (2) (2011) 231–249 235



morphism:

with m as in (3), while a non-destructive measurement would take the form:

where M is subject to certain conditions spelled out in [8]. Given the importance

of morphisms satisfying (3) we will continue to refer to these as controlled unitaries

(as opposed to controlled unitary ‘operations’).

Definition 2.3 [6] Consider classical structures (X, δX , ǫX) and (Y, δY , ǫY ) in a

symmetric monoidal †-category C. A controlled non-destructive measurement in C

with control (X, δX , ǫX) and outcomes (Y, δY , ǫY ) is a morphism:

where M is such that:

(4)
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Similarly, a controlled destructive measurement is a morphism

(5)

which is such that

obeys (4) and hence induces a controlled non-destructive measurement.

Proposition 2.4 [8,6] For every family of exhaustive projector spectra
{

{Pk
i : H → H}i

}

k
,

i.e. for all i, j, k we have

Pk
i ◦ Pk

j = δijP
k
i , Pk

i

†
= Pk

i and
∑

i

Pk
i = 1H ,

the linear map

M :=
∑

i,k

(|i〉〈k|) ⊗ Pk
i

satisfies (4) and hence defines a controlled non-destructive measurement in CPFdHilb

with as outcomes the classical structure corresponding to orthonormal basis {|i〉}i
and with as control the classical structure corresponding to orthonormal basis {|k〉}k.
Conversely, every controlled non-destructive measurement in CPFdHilb arises in

this manner.

Proposition 2.5 The analogous statement to Proposition 2.4 for controlled de-

structive measurements in CPFdHilb also holds.

Proposition 2.6 If in (5) we take m to be a controlled unitary then we always

obtain a controlled destructive measurement.

We call these controlled measurements non-degenerate, since in CPFdHilb these

exactly correspond with non-degenerate non-destructive measurements.

Here we consider arbitrary collections of measurements. These are not that

useful for practical purposes. We now state a similar result for controlled collections

of destructive measurements which are pairwise complementary.
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3 Controlled complementary bases

For reasons of clarity we restrict ourselves here to non-destructive measurements,

for which there is a direct correspondence with controlled unitaries (cf. Proposition

2.6) and hence also with families of bases.

We recall some more notions from [6] which in part trace back to [3]. A classical

point for a classical structure is a morphisms ψ : I → A such that:

A permutation for a classical structure is morphism π : A→ B such that:

(6)

This in particular implies that π is self-conjugate.

Definition 3.1 A permutation is fixed-point free iff for any classical point ψ of the

corresponding classical structure we have that π ◦ ψ 6= ψ.

Proposition 3.2 In FdHilb fixed-point free permutations are linear maps

|i〉 7→ |π(i)〉
where π : {1, . . . , n} → {1, . . . , n} is an ordinary fixed-point free permutation.

Definition 3.3 A controlled complementary measurement is a morphism (5) with

m a controlled unitary such that:

(7)

for all fixed-point free permutations π. In that case we call m controlled com-

plementary unitaries, and the corresponding controlled classical structure (cf. (2))

complementary classical structures, or shorter, complementary bases.

The following theorem justifies our terminology.
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Theorem 3.4 For complementary bases
{

{|i〉k}i
}

k
, i.e.

k〈i|j〉l =







δij for k = l

1√
dim(H)

for k 6= l

the linear map:

m :=
∑

i,k

(|i〉〈k|) ⊗ 〈i|k

satisfies (7) for all fixed-point free permutations π (and hence defines a controlled

complementary measurement in CPFdHilb). Conversely, all controlled complemen-

tary unitaries in CPFdHilb arise in this manner.

Proof. The crux to the proof is the following. Given controlled unitaries m, the

corresponding bases (cf. (2)) are:

For a given value of the control variable, that is, the choice of a basis, we obtain

another basis for the same value as follows:

By ranging over all fixed-point free permutations and all values of the control vari-

able we obtain all possible pairs of bases. To assert complementarity of all pairs we
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substitute all of these in (1) which results in:

where

Using (3) and canceling the outer controlled unitaries in both pictures we indeed

obtain (7). 2

Note that the crux of the proof does not rely on the concrete Hilbert space

structure but on the abstract analysis of complementarity in [4]. Hence our abstract

definition of controlled complementary unitaries naturally extends to a broad class

of potential models.

4 Graphic calculus for BB84 and Ekert 91

The procedure of BB84 is as follows [2]:

(i) Alice chooses two random bit string α = α1 . . . α4n and a = a1 . . . a4n.

(ii) Alice encodes each bit αi as qubit in a manner depending on ai. A bit αi = 0

is encoded as qi = |0〉 if ai = 0 and as qi = |+〉 if ai = 1, and a bit αi = 1 is

encoded as qi = |1〉 if ai = 0 and as qi = |−〉 if ai = 1.
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(iii) Alice transfers the quantum bits via a quantum channel to Bob.

(iv) Bob chooses random bit string b = b1 . . . b4n and measures each qubit qi in the

Z-basis if bi = 0 and in the X-basis if bi = 1, yielding β = β1 . . . β4n.

(v) Bob sends b to Alice via a conventional channel.

(vi) Alice sends a⊕ b = a1 ⊕ b1 . . . a4n ⊕ b4n to Bob via a conventional channel.

(vii) Alice (resp. Bob) only retain those bits αi in α (resp. βi in β) for which ai⊕bi =
0 and discard the others.

In the absence of an attack both resulting strings, which have an average length of

2n, coincide. Denote it as ω = ω1 . . . ωη. Next Alice and Bob wish to verify whether

no attack by Eve has taken place.

(viii) Alice and Bob agree of a subset of n bits of their respective strings ωAlice and

ωBeta and compare their values for these.

(ix) If all bits of ωAlice and ωBeta match Alice and Bob use the remaining string ω̃,

which has an average length of n, as a private key for purposes of conventional

cryptography.

The procedure of Ekert91 is as analogous; Alice and Bob share a Bell state, 5 then

both perform (iv), and next (v)–(ix).

We can now use the results of the previous section to translate these protocols

into graphical language. Note that (ii) can be realized by means of a a-controlled

unitary which applies the identity for ai = 0 and the Hadamard gate for ai = 1. By

Proposition 2.6 it then follows that both protocols are highly related. We obtain

for the procedures till (vii):

Ekert91:

(8)

5 Establishing that this is indeed a Bell-state is part of the protocol.
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BB84:

(9)

where XAlice = XBob = YAlice = YBob = A = C
⊕2 and

m : X− ⊗A→ Y− :: |00〉 7→ |0〉, |01〉 7→ |1〉, |1+〉 7→ |0〉, |1−〉 7→ |1〉 ,

that is, as a matrix,

(I H) =




1 0 1√

2
1√
2

0 1 1√
2
− 1√

2



 .

where I is the 2× 2 identity matrix and H is the Hadamard gate.

The pictures expose that both protocols are interconvertible by mere transpo-

sition. Hence whatever we prove about one can be immediately translated to the

other. Below we choose to consider the Ekert 91 protocol.

We now wish to show that in the graphical language the correctness of these

protocols, that is, when the control inputs of Alice and Bob coincide, the information

from Alice can be fully transferred to Bob, but when the control inputs of Alice and

Bob are different, there is no information flow from Alice to Bob. In terms of the

topology of pictures the first case means that Alice and Bob are ‘connected’ (by an

identity) while the second case means that Alice and Bob are ‘disconnected’.

We can assert that the control inputs coincide as:
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and that they do not coincide as:

where π is the only fixed-point free permutation of {0, 1}, i.e. NOT.

Let (X, δX , ǫX) and (Y, δY , ǫY ) be classical structures in any symmetric monoidal

†-category C, let m : X ⊗ A → Y be any controlled unitaries, and let π : X → X

be any fixed-point free permutation. Then:
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where we used (3). If m is moreover complementary then:

where we used (7) and (6). The first case of coinciding choices has already previously

been considered by Heunen in [15] §3.3. Our contribution here is the case that the

chosen bases are complementary.

5 An intercept-resend attack on BB84

To illustrate the security of BB84, let us consider the simple example of an intercept-

resend attack by an eavesdropper Eve, who measures each qubit (quickly enough so

that Bob cannot detect interference) sent by Alice in a randomly chosen basis and

then resends the resulting state to Bob. Since the two bases are chosen randomly by

each party, such an intercept-resend attack will give a bit error rate of 0.5 × 0.5 =

0.25, which is readily detectable by Alice and Bob in part (viii) of the BB84 protocol.
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Intercept-resend attack on BB84:

(10)

Now again considering a general symmetric monoidal †-category, any pair of

classical structures therein, any corresponding controlled complementary unitaries,

and any fixed-point free permutation, then:
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and:
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6 Conclusion

We provided a graphical axiomatization of the main quantum key distribution pro-

tocols which enabled to very easily prove their correctness as well as their properties

in case of an attack. In fact, in doing, due to the abstraction level of our approach,

we proved this also for a far more general class of quantum protocols, and also a

far more general class of mathematical models.

Key was the axiomatization of controlled complementary unitaries. These obvi-

ously have many important applications and also are of foundational importance.

Hence we expect many more results to emerge from ours.

A remarkable observation was that the topology of the diagrams expressing ‘the

same’ (= specialness of the Frobenius structure) and ‘complementary’ for bases di-

rectly translates into the cases ‘same choice’ and ‘different (complementary) choice’

for Alice and Bob in quantum key distribution:

axiom BB84 Ekert 91

same:

comp:

This reveals the crucial role played by the ‘one wire vs. two wires’ manner of dis-

tinguishing ‘classical vs. quantum’. It enables using (7) of Definition 3.3 to show

correctness in the case of different choices of measurement by Alice and Bob of

the quantum key distribution protocols. In turns, the ‘one wire vs. two wires’ in

equation (7) is a direct consequence of the ‘Hopf-law’ (1) which asserts complemen-

tarity. This points at a new structural connection between the classical-quantum

distinction (i.e. decoherence) and complementarity.

One technical issue is that our abstract definition of fixed-point free, while per-

fectly adequate for our purposes here, may not lift to other models where classical

structures may have too few classical points, e.g. the category of finite sets and re-

lations FRel. Since the classical structures in FRel are meanwhile well understood

[5,20,13], and have proven to far more richer than expected, it would be worth to
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also study cryptographic phenomena in this realm. One possible alternative account

would be to ask for the permutation to have a zero trace, which involves assuming

that there is a zero scalar.

A different issue, already considered by Heunen in [14], is an explicit account on

unbounded bit strings, which could be blended in here.
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