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Abstract: Security is an essential component for mobile ad hoc network (MANET). In order to provide security 
against attacker, researchers are working specifically on the security challenges in MANETs, and many techniques 
are proposed for secure routing protocols within the networks. Our proposed work presents a more efficient solution 
for detecting a black hole attack with less communication cost in the MANET, which is particularly vulnerable 
compared to infrastructure-based networks due to its mobility and shared broadcast nature. As an adversary can 
successfully deploy black hole attack in the network. It can be seen that proposed work is more secure than the 
existing solutions. We also compared its performance to standard AODV routing protocol. The experimental results 
show that the proposed approach is better than standard AODV. 

Keywords:  Black hole attack, Secure AODV, Mobile Ad hoc network 

1. Introduction 

Mobile ad hoc network is a collection of nodes that do not depend on any infrastructure to maintain the network 
connection. They may act as a source, destination or as a router. It also avoids a single point of failure due to its 
nature of dynamic topology. The routing protocol in a mobile ad hoc network (MANET) can be categorized into 
three categories, namely, table-driven/proactive, on-demand/reactive and hybrid one. They provide various 
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applications that includes, military application, disaster relief, collaborative and distributed computing, wireless 
sensor network (WSN), networks of visitors at airport, health and business. Development of a security protocol in ad 
hoc network is not an easy task due to its unique characteristics of ad hoc wireless network, namely, shared 
broadcast channel, insecure operational environment, lack of central administration, lack of association between 
nodes, limited availability of resource and physical vulnerability. An attacker can easily deploy the security attacks 
due to security breaches in the network [1, 2, 3, 4]. This paper is organized in the following four sections. Section 2 
presents an overview of AODV routing protocol and blackhole attack. In sections 3, we discuss related work in the 
area. In Section 4, we propose the detection scheme for a black hole attack. In Section 5, we describe the 
performance evaluation. Finally, we conclude our proposed work in Section 6. 

2. Background  

2.1 AODV Overview: AODV is an on-demand/reactive routing protocol. In AODV, when a route to new 
destination needed, a source node broadcast a route request (RREQ) packet to find a route to the destination node. A 
valid route can discover when a RREQ reaches a destination node either itself, or an intermediate node with a fresh 
route to the destination node. A fresh route is a valid route entry for the destination node whose associated sequence 
number is greater than sequence number of RREQ packet. A route is made available by unicast a route reply 
(RREP) packet to a source node. A RREP packet is unicast by a destination or an intermediate node.  When a link 
break in a route is detected, a route error (RERR) packet is used to notify other participating nodes [5]. 

 
2.2 Blackhole Attack:  A malicious node uses the routing protocol (such as AODV) to advertise itself as having the 
shortest path to the destination node whose packets it wants to discard/replay packets. When an attacker receives 
RREQ packet, then they create a reply where an extremely short route is advertised. If the malicious reply reaches to 
a source node before the reply from a legitimate node, a forged route has been created. Once the attacker has been 
able to insert itself between source and destination node, it is able to do discard/replay packets passing between 
them [6] 
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3. Related Work 

Mistry et al. [7] gave a solution, which provides security to against black hole attacks by modifying standard AODV 
routing protocol. It uses two main parameters, namely MOS_WAIT_TIME and Cmg_RREP_Tab table to counter  
blackhole attack.  From the experimental results show proposed solution achieves a very good rise in packet delivery 
ratio (PDR) with acceptable rise in throughput. 

Saetang et al. [8] proposed an approach to eliminate black hole attack by using Credit based on Ad hoc On-demand 
Distance Vector (CAODV) routing protocol. Experimental results show that proposed solution achieves throughput 
improvement at about 47 %. 

Sen et al. [9] gave a solution to detect a black hole attack in standard AODV protocol. One of the main advantages 
of proposed mechanism does not apply any cryptographic metrics. Instead, it protects ad hoc network by detecting 
and reacting to malicious activities of the intermediate nodes. Simulation results show that the technique has a 
significantly high detection rate with moderate network traffic hidden overhead and computation overhead. 

Banerjee et al. [10] proposed an approach to protecting the mobile ad-hoc network from gray hole and black hole 
attack. They provide a technique to discover cooperating malicious nodes, which drop a significant fraction of 
packets. 

Sharma et al. [11] tried to investigate the effects of blackhole attacks on mobile ad hoc network performance. 
Experimental results show network performance in the presence of a black hole is reduced up to 26%. 

 
4. Proposed Methodology: The proposed solution is an enhancement of standard AODV routing protocol, which 
will be able to detect a black hole node in the network. In proposed approach, a coming route reply table (CRRT) 
added at the source node. A CRRT stores the RREP packet, which contains information about destination sequence 
number, next hop, hop count, originator IP address, destination IP address and lifetime. A source (S) node wants to 

communicate with destination (D) node, they broadcast route request (RREQ) packet in the entire network.     
 
 

Figure 1:  RREQ packet and their corresponding RREP packets 
 

Figure 1 shows two horizontal timelines:  top line shows the times of a RREQ packet arrivals and bottom line shows 
the corresponding RREP packet arrivals. Time is slotted into fixed-length “observation intervals, “T1, 
T2,...........................Tn.  The corresponding observation intervals of RREP packet, T1`, T2'..................Tn' are shifted 
to the right.  
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Collecting Route Replies:  All incoming route replies are collected in a table namely, coming route reply table 
(CRRT). The entries will have fields like, source address, destination address, hop count, next hop, lifetime and 
destination sequence number. The route replies will be collected until an expiry time of RREP packet. This is shown 
in Figure 2. 
 
 
 

 
 
 
                                                             Figure 2: Collecting Route Reply 
 
 
 
 
 
 
 
Detection Algorithm: The various notations used in the proposed algorithm is given in Table 1 while algorithm 
presents detection of black hole attack. 
 

Table 1:  Notations 
 

RREQi Destination sequence number of  RREO packet arrivals in the ith observation interval 

RREPj Destination sequence number of RREP packet  arrivals in the jth observation interval 

D Difference between destination sequence number of  RREO packet arrival in the ith and destination 
sequence number of RREP packet arrival in the jth interval  

DS_RREQi Destination sequence number of  RREO packet  at ith interval 

DS_ RREPj Destination sequence number of RREP packet  at jth interval 

Th Threshold value 

CRRT Coming  route reply table 
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n  Number of replies 
 
 
Algorithm: Detection of black hole attack  
                     Sum = 0 
                    for each reply[ j ] do  
                            All incoming route replies are stored in a CRRT 
                           if  (  DS_RREQ <  DS_ RREPj) 
                                 Dj =   (DS_RREQ) – (DS_ RREPj) 
                                 Sum= Sum + Dj 
                      
                          end if  
                    end for  
                   Th = Sum / n 
                   for ( j =1;  j< = n;  j++) do 
                           if ( Th < DS_ RREPj) then 
                                 Discard RREPj form CRRT  /* RREPj packet is generated by  black hole node */ 
                          else                        
                                 h_count [ ] = h-countj          /*  choosing  route  for data transmission       */ 
                                  sort array h_count[] in increasing order  
                                    hop_value  =  h_count[0] 
                                 Select a route corresponding to their hop_value 
                            end if 
                 end for 
 
 
  
 
Source (S) node must use defined threshold (Th) value to verify the selected destination sequence number of 
replying node. If the destination sequence number is greater than or equal to defined threshold value, it is treated as 
black hole node. Otherwise, it is legitimate node and it establishes a route to destination node using this destination 
sequence number. When it generates a RREP. The proposed algorithm provides better performance and high 
accuracy for detecting a black hole attacks in MANETs. 

5. Performance Evaluation and Simulation Results 

To evaluate the performance of proposed algorithm, we used NS-2 (v-2.34) network simulator. The simulations 
were conducted on Intel (R) Core (TM) I5 processor at 2.40 GHz, 3 GB of RAM running Ubuntu 12.04 Linux. We 
use the IEEE 802.11 algorithm at the physical/data link layer. We use standard AODV reactive routing algorithm at 
network layer. Finally, user datagram protocol (connection-less) is used at the transport layer. The terrain area is 
800m X 501m with 21 numbers of nodes varying from 10 to maximum 90 with varying speed from 10 m/s to 90 
m/s.  

Performance Metrics: The metrics used to evaluate  performance of proposed approach: 

Packet Delivery Ratio (PDR): It is defined as the total  number of packets received by the  destination node and 
total  number of packets originated by source node. 

Throughput: It is defined as the total number of packets or data bits successfully delivered at the destination in a 
given simulation time.  
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Simulation Results: We used the performance metrics to validate the proposed algorithm against black hole attack 
and the results obtained are 
shown in Figures 3-6. 
 
 
                       
 
 
 
 
 
                                                         
 
                                               
                                                                    
 
 
 
 
                                                             
                                                      Figure 3: PDR (%) Vs Mobility (m/s) 
 
Figure 3 shows the effect to the Packet Delivery Ratio (PDR) measured for the standard AODV protocol when node 
mobility is varying.  It is measured  that  Packet Delivery Ratio  of  standard  AODV is dramatically drop  by 94.1 % 
when  there is black hole nodes in the network, but Packet delivery Ratio increases by  96.3 % when our proposed  
algorithm is used in the 
presence of  a black hole 
node. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                Figure 4: PDR (%) Vs Number of nodes 
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Figure 4 shows the 
effect to PDR measured for 
the standard AODV 
protocol when number of 
nodes are varying in 
the network. It is measured 
that PDR drops by 
95.2 in the presence of a 
black hole node in the 
network, but proposed 
algorithm increases by 97.4. 

 
 
 
 
 
 

 

 

 

 

                                                      

Figure 5: 
Throughput   (kbps) Vs 

Mobility (m/s) 

Figure 5 shows the effect 
to Throughput of 
standard AODV 
protocol when node 
mobility is varying 
in the network. It is 
measured that 
Throughput of standard 
AODV is dramatically drop by 310.13 kbps when there is a black hole node in the network, but Throughput 
increases by 333.9 kbps when our proposed algorithm is used in the presence of a black hole node. 
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Figure 6: Throughput (kbps) Vs Number of Nodes 

Figure 6 shows the effect to Throughput of standard AODV protocol when number of nodes is varying in the 
network. It is measured that Throughput of standard AODV drops by 314.32 kbps   in the presence of black hole 
node in the network, but Throughput increases by 336.14 kbps when our proposed algorithms used in the presence 
of a black hole node. 
 

6. Conclusion  

Black hole attack is one of most important issues in mobile ad hoc networks (MANETs). It can be seen that Packet 
Delivery Ratio and Throughput of standard AODV protocol decreases due to the presence of black hole node in the 
network. However, the overall performance of standard AODV protocol can vary dramatically when the network 
conditions change. Experimental results show that the proposed algorithm achieves a very good rise in Packet 
Delivery Ratio and Throughput. , we believe that proposed algorithm is an efficient solution for detection the black 
hole node in the network. 
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