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Abstract

As we know user profile matching with privacy-preservation in mobile social networks (MSNs) and bring in a family of novel
profile matching protocols. We first intend an explicit Comparison-based Profile Matching protocol (eCPM), that runs between
parties, initiator, and aresponder. It is to propose modified an implicit Comparison-based Profile Matching protocol (iCPM) which
allowsthe initiator to obtain directly some messages instead of the comparison result from the responder. The messages unrel ated
to user profile can be divided into multiple categories by the responder. The initiator implicitly chooses the open category that is
unknown to the responder. The responder prepares two messages in each category, and the initiator can obtain only one message
according to the similarity result on a single attribute. Then further, generalize the iCPM to an implicit Predicate-based Profile
Matching protocol (iPPM) which allows complex similarity criteria spanning multiple attributes. The secrecy anaysis shows all
these protocols achieve the privacy of user profiles. Also, the eCPM reveals the similarity result to theinitiator, and provides only
relative anonymity; theiCPM and the iPPM do not disclose the outcome at all and provide full anonymity (secrecy). It isto analyze
the communication overhead and the anonymity strength of the protocols. Then present an enhanced version of the eCPM, called
eCPM+, by combining the eCPM with a novel prediction-based adaptive pseudonym change strategy. The performance of the
eCPM and the eCPM+ are comparatively studied through extensive trace-based simulations. Simulation results show that the
eCPM+ achieves significantly higher anonymity strength with a slightly larger number of pseudonyms than the eCPM.
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1. Introduction

Mobile Social cvNetworking is where those with similar interests connect with each other through their mobile/tablet.
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They form near communities. For, e.g., Twitter, Facebook, Linkedin. Social network sites are unique in alowing
individuals to connect strangers, but rather that they enable users to clear and make visible their social networks [1].
On many of the large SNSs, participants are not necessarily networking or looking to meet new people; as an
aternative, they are primarily communicating with people who are already a part of their absolute social network.
Mobile Social Networks (MSN) is a means of transmitting information using a proper mix of voice, and data devices
over networks including cellular technology, private and public IP communications. Mobile Social Networking
(MSN) refers to the entire enable elements necessary for the involvement (posting and uploading) and consumption
(appearancel experience) of social media across a mobile network [12]. The key to the definition isthe user’simplicit
or explicit choice of network technologies. If the user accesses acommunity service policy by way of any device; that
uses a cellular network, alone or in combination with a commercially accessible wireless network that has access to
cellular network operator-owned resources. Mobile community operators and participant are, and can be, prejudiced
by the platforms, trends and members of Communities on the Internet [12], [15].

Nomenclature

MSN  Mobile Social Networks

SN: - Social Networking Sites.

OSN: - Online Social Network.

ECPM: - explicit Comparison-based Profile Matching
ICPM: - implicit Comparison-based Profile Matching
IPPM: - Implicit predicate-based Profile Matching
TCA: - Trusted Central Authority

2. Related Work

Mobile socia networks as up-and-coming social communication platforms have concerned considerable attention
recently, and their mobile applications are developed and implemented pervasively. In mobile social networking
applications, profile matching acts as a critical step to help users, especially strangers, initialize exchange with each
other in a distributed manner. Yang et al. introduced a distributed mobile communication system, called E-Small
Taker, whichfacilitates social networking in physical proximity. E-Small Talker automatically discovers and suggests
common topics between users for easy conversation. Deliberate e-healthcare cases by proposing a suggestion
matching scheme for mobile health social networks. They considered that such matching scheme isimportant to the
patients who have the same symptom to exchange their experiences, mutual support, and motivation with each
other[13]. In general, the profile matching can be considered based on the formats of profiles and the types of
matching operations. A public profile matching is the FNP scheme [12], where a client and a server computer their
connection set such that the client getsthe result while the server learns nothing. Later, Kissner et al. [13] implemented
profile matching with more operations including set intersection, union, cardinality and over-threshold operations. On
the other hand, Ye et al.[4] further extended the FNP scheme to a distributed private matching scheme and Dachman-
Soled et a. [5] It isaimed at reducing the protocol complexity. All the above solutions to the set intersection rely on
homomorphic encryption operation. In the meantime, other works [7],[8] employed an oblivious simulated arbitrary
purpose of implementing their profile matching protocol, where computational & communication effectiveness are
enhanced [ 3] implemented profile matching according to three enhanced privacy levels:

i) Informative the same attribute group of the two users;
ii) Enlightening the size of the same attribute set, and
iii) Revealing the size rank of the common attribute sets between a user and its neighbors.

They consider an honest-but-curious (HBC) opponent model, which assume that users try to study more in order than
allowed by inferring from the profile matching results, but directly following the protocol. They apply secure
multiparty computation, the Shamir secret sharing scheme, and the homomorphic encryption system to achieve the
confidentiality of user profiles.
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3. Profile Matching

Profile matching means; two users are comparing their personal profiles and is often the first step towards supportive
PMSN. However, it conflicts with users growing privacy concerns about disclosing their personal profilesto complete
strangers before deciding to interact with them.[1] The Concept of Profile Matching is as Follows:

Other
Profile

Profile Matching Process

Conte xt

Threshold

Matching Result

Fig. 1: Process of profile matching

4. Proposal Primitives
A. User Privacy Preservation

The confidentiality isthe right to be let alone & it isthe right to stay the discovery of personal information safe from
others. Privacy implication associated with online social networking depend on the level of identifiability of the
information provided; it promises recipient and its possible useg[1][3]. It is comparatively easy for everyone to gain
access to it. By joining the network, hacking the site, or impersonate a user by stealing his password. Annoyance to
identity theft. Personal data are generoudly provided and limiting privacy preferenceis carefully used [12].

B. Homomor phic Encryption

There is severa existing homomorphic encryption system that support different operations such as addition and
multiplication on ciphertexts. By using these schemes, a user can process the encrypted plaintext, not including
meaningful the secret keys. Due to this property, the homomorphic encryption scheme is broadly used in data
aggregation and computation purposely for privacy-sensitive content. Here the homomorphic encryption scheme that
serve abuilding block of our future profile matching protocolsis reviewed [3,12].
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5. Modular Description

After careful examination the system has been identified to have the following modules[8]:

Mobile Social Networking Module

Explicite Comparison-based Profile Matching{eCPM) Module

Implicite Comparison-based Profile Matching(iCPM) Module

Privacy Preserving Module

Fig. 2. Modules Of Profile Matching
A.EXPLICIT COMPARISON BASED APPROACH (eCPM)

eCPM protocol allowstwo usersto comparetheir attribute values on a particular attribute without disclosing the values
to each other. However, the protocol reveals the similarity result to the initiator and, therefore, offers relative secrecy
(anonymity) [1]. The protocol has afundamental bootstrapping stage, where the TCA generatesall system parameters,
user pseudonyms, and key resources.

B. IMPLICIT COMPARISON BASED PROFILE MATCHING (iCPM)

Theimplicitly based profile matching (iCPM) is proposed by adopting the oblivious transfer cryptographic technique.
It is measured that users have separate values for any given attribute. The iCPM consists of three main steps. In the
first step, an open category by setting element to 1 and above elementsto O in alength, vector; Then encrypt the vector
by using the homomorphic encryption and send the encrypted vector but still can process the ciphertext. In the second
step, computes the cipher texts with the input of self-defined messages for one message length [14].

C.IMPLICIT PREDICTABLE APPROACH (iPPM)

TheeCPM & iCPM perform profile matching on a private attribute. For a matching involving multiple attributes, they
have to be executing numerous times, each time on one attribute. In this section, the iCPM is complete to the multi-
attribute cases, without put at risk its secrecy property, and obtain an implicit Predicate-based Profile Matching

protocal, i.e., iPPM. This protocol relies on a predicate that is a logical expression made of multiple comparisons
spanning distinct attributes and thus supports various matching criteria within a single protocol run.

6. Three Classes Of Secrecy (Anonymity)
Consider auser has possible instance of the profile
A. Non- Secrecy

A profile matching protocol provides non-secrecy if after executing multiple runs of the protocol with any user, the
chance of correctly guessing the profile of the user is equal to 1.[1]

B. Conditional Secrecy

A profile matching protocol achieves relative secrecy if after executing multiple runs of the protocol with some user,
the chance of correctly guessing the profile of the user is larger than.[1]
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C. Full Secrecy

A profile matching protocol achieves complete anonymity if after executing several runs of the protocol with any user,
the likelihood of correctly guess the profile of the user is always[12].

7. The Working Scenario of eCPM isasfollows:

i ali.x) = af)x)
Initiator Responder
ufil ulj)

afix) = alj.x)

ali,x) = 0.8 . E aljx) =05
alLx) < ai).x)
I
|
L

e -~

Fig. 3. eCPM working Scenario

Above picture (Scenario) shows:. (a) Attribute value ai;x and attribute value g;x will not be disclosed to uj and ui,
respectively. Theinitiator obtainsthe comparison result at the end of the protocol. (b) ai;x and aj;x will not be disclosed
touj and ui, inthat order. Also, category Ty will not be disclosed to uj , and the comparison result will not be disclosed
to any of ui and uj . The initiate or obtains either s1;y or sO;y depending on the similarity result between ai;x and
aj;x[14].

Scenario: Theinitiator wants to know the eval uation outcome, i.e., whether it hasavaluelarger, equal, or smaller than
the responder on a specified attribute. For example, as shown in the figure:1, the initiator ui expects to know if ai;x
a;X, a;x = a;X, or ai;x a;x.[8] i.e., eCPM. This protocol allows two users to compare their attribute values on a

specified attribute without disclosing the valuesto each other. However, the protocol reveals the comparison result to
the initiator, and, therefore, offers conditional secrecy[12].

8. Flowchart And Algorithm Of Proposed M odel [12]:
A. Algorithm:

Step 1: The new user will create a profile.

Step 2: Creating attribute values for the newly created user.

Step 3: Profile creation done.

Step4:
casel: When the user browsed other user’s profile, That profile is completely visible to him only when;
the majority attribute values match.



Kundan Shewale and Sachin D. Babar / Procedia Computer Science 79 (2016) 922 — 931 927

case2: If Attribute values do not match the Profile is not completely shown.

[ Profile Creation ]

h 4

[Creaﬁng Attribute \-’alues]

h 4

[ Profile Created ]

h 4

[\-’iew Existed User Pmﬁle]

Attributes
Matched

¥
Personal details not shuwtﬂ

E’ersunal Details are Shuw%

Fig. 4. Flowchart

9. Proposed Framework:

Our goal isto find out the biggest possible number of socia profiles that refer to the same person in social networks.
To do that, we examine three main areas. socia network profile heterogeneity, similarity measuring between attribute
values, and decision-making about whether two profilesrefer to the same person or not. Here, we propose aframework
composed of 4 main components as shown in below figure [8]:

| FOAF Middleware I

Eﬁssingment of Similarity functiorﬂ

| Assingment of Attribute weight I
| Profile Matcher I

Fig. 5. Framework Proposed



928 Kundan Shewale and Sachin D. Babar / Procedia Computer Science 79 (2016) 922 — 931

A. FOAF Middleware:

Today’s social networks do not accept the same user profile version. It is pinpointed by the “W C Workshop 7’ and
concluded that most of the technology required to create decentralized social networks exist, such as “RDFa8,
Microformats9, XHTML Friends Network (XFN), and Friend of aFriend (FOAF).” Nowadays, FOAF admitsto being
one of the real sensation stories of the semantic web and is becoming a de facto standard for more and more social
networks and kit that agree to generate FOAF profiles. Inveracity, it is a machine-readable semantic vocabulary
describing user attributes like people, relationships, and activities. It is write in XML and adopts the conventions of
the Resource Description Framework (RDF) to define a set of attributes. A mere example FOAF is provided in Figure
4. We opted to FOAF as acommon representation of social profiles and devoted this component to transform the input
profilesinto FOAF [11,12].

B. Similarity Assignment Function:

Comparing two profiles comes down to compare (a set of) their attributes. To obtain correct results adapted similarity
function(s) must be correlated to each attribute (e.g. compare emails must be computed in a different way than
comparing interests). A range of techniques can be used to measure the similarity score between two textual/string
values and can be group into two broad categories: Syntactic-based similarity approaches: Provide exact or estimated
lexical matching of two values. Using exact similarity technique can lead to poor similarity results since numerous
variations of aword exist and typing errors are common. Thus, estimated string matching techniques can be used to
compute the distance between two values that have a limited instance of different characters. Semantic-based
similarity approaches. Used to measure how two values, lexically different, are semantically similar[8]. They can be:
Knowledge-based: Computing similarity between values with the usage of predefined (or external) knowledge
resources (taxonomies, ontology’s, etc.) such as WorldNet, Wikipedia, etc. The similarity can be edge-based
(computed following the distance separating values to be compared in the external knowledge) or node based
(calculated following the amount of information that a concept contains). Corpus-based: Computing the similarity
between two concepts using large corpora only without external knowledge resources. The comparison can be based
on vector-space model, statistical such as Pointwise Mutual Information Retrieval, or Latent Semantic Analysis
(8][11][12].

C. Assignment Attribute Weight:

This component principally aims to assign a weight to each attribute in the FOAF expressions. It allows expressive
the attribute importance within a defined context. In our structure, the weight can be assigned manually or computed
without human intervention. Manual task enables users to include their preferences, and input in the matching process
like homepage attributes are more important on LinkedIn than on Facebook) but, the user can use both can start with
the automatic assignment and tune it manually after having received the results. |n the Automatic assignment; the user
gives the framework as input either the list of related social networks or the list of accounts on each social network
with the list of 1FP attributes12].

D. ProfileMatcher:
This module aimsto provide achoice whether two input profiles refer to the samereal person or not. Here, two profiles

are measured as indicating the same user if their profile match score is higher than a threshold is called the profile
matching threshold[15].
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10. Resultsand Graphs:

0.5 T T T T "
== S5AR =5 SimBst SF=PROPHET-1=H= PROPHET-2
1 1
o 0.4 = o
™
i
=
a Da. ........... ?
=
a
= DE RN SN ST !
o
=t
[~}
fia}
& a1 ]

125

150

Packet Delivery Ratio

50 75 100 125
Packet TTL (Day)

25 150

(¢) Performance

0.5

B 554 [l SimEst [T FROFPHET-1[_]FROPHET-2

Facket Delivery Ratio
=] =] [}
1] ] S

[ ]
"

1 2 3
Packet Generation Rate (Packet/Mode/Day)

(e) Performance

Total Number of Transmissions (x1000)

Total Number of Transmissions (x1000)

= =
o o [=] i)
[=] =] =] (=]

]
=

Total Number of Trans missions (x1000)
a1
=]

40 r T T " T

—-55AR S SimBst SF-FROFHET—{-B-FROPHET-2
N — TR ST
25 -- -
20} : e

L=

25

100 125

50 75 150
Packet TTL (Day)

——554R S SimBet == FPROPHET 1B PROPHET 2]

P
5]

]
=
T

=
n
T

=i
=
T

[5)]

SIEI TIE 1 [IIIEI
Packet TTL (Day)

(d) Cost

125 150

ElcsaR Il simBst [ JPROPHET-1[_]PROPHET-2

[=]

1 2 3
Packet Generation Hate (Packet/Mode/Day)

() Cost

929



930

Kundan Shewale and Sachin D. Babar / Procedia Computer Science 79 (2016) 922 — 931

05 - ; -
B =sAR [l simBst []PROPHET-1[JPROPHET -2 05 :
B ==AR [l SimEst []PROPHET—1[_]PROPHET-2
o D_4 e —
£ o 04t -
2 =
- (i
2 0.3 . - i
=03
2 e
g T
a a
3 0.2 502 —
:
%y . 0.1 T
= 0

o 0.1 0.2 sy Mispriion o Snck A T3 TNod

Willingness for Node without Social Tie o
o) Performance

(h) Performance =

11. Conclusion:

A distinctive comparison-based profile matching dilemma in Mobile Social Networks (MSNSs) is discovered, and
original protocols are projected to solveit; The explicit Comparison based Profile Matching (eCPM) protocol provides
relative secrecy. It reveals the evaluation result to the initiator. Allowing for the k-anonymity as a user necessity; the
anonymity risk level about the pseudonym change for consecutive eCPM is analyzed. Further, an enhanced eCPM+
is introduced, by exploiting the prediction-based plan and adopting the adaptive pseudonym change. The useful ness
of the eCPM+ is validated through extensive simulation using real trace data. Two protocols with full anonymity, i.e.,
implicit Comparison-based Profile Matching (iCPM), and implied Predicate-based Profile Matching (iPPM) is
implemented. The iCPM handles profile matching based on a single comparison of an attribute; while the iPPM is
implemented with alogical phrase made of multiple comparisons across multiple attributes.
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