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Abstract 

This paper describes a method for achieving strong, low cost multi-factor authentication on the Internet of Things that is 
convenient for people to use. Authentication relies on tagged objects functioning with biometric sensors connected to a 
telecommunications network. Access control systems based on these telebiometric authentication objects do not require users to 
carry individually assigned security tokens, remember complex passwords, or possess and manage cryptographic keys and public 
key certificates. Authentication decisions are based on previously registered person-object associations created using 
cryptographic techniques that bind the biometric reference template of an individual to one or more tagged objects. Trusted 
person-object bindings are formed using digital signature or signcryption techniques based on certificates in a public key 
infrastructure. Cryptographic message syntax is defined that can be used to provide data integrity and origin authenticity services 
for telebiometric authentication objects and messages, and to protect the confidentiality of personally identifiable and other 
sensitive information. 
© 2014 The Authors. Published by Elsevier B.V. 
Selection and peer-review under responsibility of scientific committee of Missouri University of Science and Technology. 
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1. Identification 

Individuals can be uniquely identified by their distinctive biometric traits. A biometric is a "measurable biological 
or behavioral characteristic, which reliably distinguishes one person from another"1. Biometric characteristics are 
used to identify an individual or to verify their claimed identity by matching a biometric sample against previously 
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stored biometric reference information. Biometric matching can be performed using technologies such as 
fingerprints, speaker recognition, iris scans, and facial recognition. In an access control system, a biometric sample 
can serve as a something-you-are authentication factor. 

A biometric reference template is created when an individual enrolls in a biometric system. Reference templates 
can be stored in a database to support subsequent biometric matching. Each template contains biometric data created 
with information extracted from biometric samples provided by an individual during enrollment. 

When a biometric reference template is created, it is assigned a unique identifier and may be populated with other 
information that further identifies an enrollee. The ISO/IEC 19785 biometric information exchange standard defines 
a common reference template format. This standard template format contains an index field whose value uniquely 
identifies a specific instance of enrollment data for an individual2. The value of an index field indirectly identifies 
the person whose biometric sample matches the enrollment data in a given biometric reference template. 

A value of the template index field can serve as a template database key in a biometric system. This key can be 
used to speed up the verification process when an individual asserts an identity claim, such as a claim on an account 
name or number. Any unique identifier can be used as the reference template index or database search key, including 
a fixed length cryptographic hash of a template, a Uniform Resource Locator (URL), or an information object 
identifier defined using Abstract Syntax Notation One (ASN.1). The value of a template index field is a constant that 
could be used to track or monitor an individual over time, and access to the value should be restricted and its 
confidentiality protected1. 

Physical objects in the Internet of Things (IoT) can be uniquely identified using Radio Frequency Identification 
(RFID) tags. Each RFID tag "transmits a unique serial number via radio waves to an interrogator, or reader"3. The 
tag allows identification of an object to which the RFID is attached or embedded. RFID tags are wireless computing 
devices "based on a microprocessor containing a data memory space"3, making them suitable for use in a wide range 
of applications. A physical object in the IoT that is registered to an individual can "serve as a possession factor"4 and 
can be used in an access control system as a low cost something-you-have authentication factor that eliminates the 
need for expensive individual tokens. 

When an individual is enrolled in a biometric system, they can be associated with a set of physical objects using 
their unique biometric reference template identifier and one or more unique RFID serial numbers. These registered 
person-object associations can be used by that individual for multi-factor authentication. The list of registered 
physical objects associated with an individual can be modified over time to adapt to changing user access 
permissions. Modifications to the list of objects do not require that the individual reenroll in the biometric system. 

2. Attributes 

People have relationships with physical objects. They may own, lease, or rent objects, such as houses, 
automobiles, or hotel rooms. They may interact with objects around them based on their role, such as the role of a 
vehicle driver or passenger. 

Groups of individuals may share relationships with the same object in the IoT. Some objects may be associated 
with a small finite list of people, such as the family members of a household who are allowed entry into a vehicle or 
home. A larger list of people might include those who share the role of employee, and who are authorized to enter a 
factory or office building. Some objects may be associated with a public role and shared more generally, perhaps by 
everyone who enters an airport or shopping center. 

Roles can be represented in an access control system as signed attributes that are bound to a person-object 
association under a digital signature. A role attribute value might confer specific rights or privileges of an individual 
with respect to access to an object and its use (e.g., as object owner, lessor, lessee, guest, etc.). 

Data privacy and information security management attributes may also be bound to a person-object association. 
Such attributes could include a privacy policy, "the number of authentication factors required for access, the number 
of biometric match attempts allowed, or time of day usage restrictions"5. Other attributes might include the expected 
geographic location of an object or its security and safety configuration settings6. 
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3.  Association 

A biometric reference template identifier and an RFID tag can be used to associate a particular person with a 
physical object6, as shown in Fig. 1. 
 

 

Fig. 1. Person-object association. 

Person-object associations can be specified using a schema definition language such as Abstract Syntax Notation 
One (ASN.1)7. Formal schema definitions support automated processing by syntax checking and programming 
language code generation tools. Standardized schema definitions for information exchange can improve the 
likelihood of standards adopters creating solutions that interoperate. 

Values based on ASN.1 schema types can be represented both in a compact binary format and in a verbose, 
human-readable Extensible Markup Language (XML) format. ASN.1 values can be readily converted between these 
formats. This feature allows information exchange applications to enjoy efficient binary transfer and compact 
storage of information without sacrificing the benefits of XML when needed. 

A simple person-object association information object can be defined as an ASN.1 schema5 as shown in Fig. 2. 
 

 

Fig. 2. Person-object association schema. 

A value of ASN.1 type SimpleAssociation is defined as a pair of components, an individual associated 
with a series of one or more physicalObjects. Each physical object is identified as a value of type RFID. A 
biometric reference template of an individual is identified as a value of type BiometricTemplateID.  

Applications can be expected to use person-object association objects in different ways. The association may be 
stored in the memory of an RFID tag or within a biometric reference template. Person-object associations may be 
stored in a database that is separate from the reference templates in the matching system of a biometric service 
provider6. 

A digital signature can cryptographically bind the identifier value of an RFID tag to a biometric reference 
template identifier6. Attributes of any kind or format needed by an application can be protected under this signature 
and bound to a person-object association. Verification of the binding can provide assurance to a relying party of the 
integrity and authenticity of a person-object association and any signed attributes bound to the object. 

Digital signatures tied to certificates in a public key infrastructure can offer both data integrity and origin 
authenticity, and may allow applications to provide non-repudiation and other information security services. 
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Biometric samples contain personally identifiable information whose confidentiality should be protected using 
security controls such as limited access and data encryption. 

The ISO 19092 standard requires that the confidentiality of biometric information be protected. ISO 19092 
recommends digitally signing biometric information to ensure its integrity and authenticity, and to allow accidental 
or intentional modifications to be detected. This suggests that a sign-then-encrypt scheme is required to provide end-
to-end protection of biometric reference template information and person-object associations. As an alternative to 
this approach, the SigncryptedData cryptographic message described in this paper can provide efficient, field level 
data confidentiality, integrity, and authenticity8. 

4. Signcryption 

Signcryption is a hybrid cryptographic technique that provides an efficient means for both signing and encrypting 
information in a single operation. This combination of a digital signature with encryption is similar to the 
authenticated encryption (AE) mechanisms widely used in network security protocols on the Internet today. The use 
of AE includes a variant of the “MAC-then-encrypt (MtE)” mechanism used in the Secure Sockets Layer (SSL) 
protocol, the “Encrypt-then-MAC (EtM)” mechanism used in the Encapsulating Security Payload (ESP) protocol of 
Internet Protocol Security (IPsec), and the “Encrypt-and-MAC (E&M)” mechanism used in the transport layer of the 
Secure Shell protocol (SSH) 9. 

Application of a signcryption cryptographic safeguard can help to ensure the “availability, confidentiality, 
integrity, authentication, unforgeability and non-repudiation”10 of information assets. Unlike security safeguards that 
"rely on symmetric keys, the reliance of signcryption on asymmetric cryptography makes non-repudiation 
possible"11. Security services that provide non-repudiation can give a relying party reasonable certainty of the 
integrity and origin of information. 

Efficient signcryption schemes “fulfill both the functions of digital signature and public key encryption in a 
single step, and with a cost, both in terms of modular exponentiation and message overhead, significantly smaller 
than that required by” traditional sign-then-encrypt techniques12. These efficiencies make signcryption ideal for use 
in the IoT where environments may be constrained by bandwidth limitations (e.g., wireless and mobile devices), 
high volumes of transactions (e.g., systems with large numbers of devices or users), or size or cost of storage (e.g., 
small devices, smart cards, etc.). 

Signcryption schemes “achieve confidentiality and authentication simultaneously by combining public-key 
encryption and digital signatures, offering better overall performance and security” with lower computational cost 
and a smaller resulting cipher text13. This technique can replace the use of digital signature combined with 
encryption schemes, to make cryptographic protection feasible in environments where the use of such protection 
may have been prohibitive in the past. When a signcryption scheme is used, “encryption and signature are performed 
in a single logical step in order to obtain confidentiality, integrity, authentication and non-repudiation more 
efficiently than the sign-then-encrypt approach” 14. Signcryption can be used in the IoT as a safeguard to mitigate the 
risks of unauthorized access, loss of trust in data sources, and undetected modifications of stored associations and 
authentication data transferred across open networks. 

The ISO/IEC 29150 Signcryption information security standard provides a schema for signcryption mechanisms 
and cryptographic algorithm identification. However, no schema is provided for using signcryption in the secure 
messages and protocols needed to protect authentication data and person-object associations. Recently, a secure 
message schema for supporting signcryption techniques was proposed for standardization by the International 
Telecommunications Union (ITU) 11. Subsequently, a new work item to develop a Cryptographic Message Syntax 
(CMS) standard was approved and assigned to ITU-T Study Group 17. This new joint ITU-T recommendation and 
ISO/IEC 24824-4 standard will include a new CMS type to support signcrypted data. 

There are a “wide variety of signcryption schemes” with different sets of security properties and “relative 
advantages and disadvantages” 15. One important advantage is that many “signcryption schemes require only a single 
key pair for each user”, which lowers implementation cost, while traditional sign-then-encrypt schemes require two: 
"one for encrypting and one for signing” 15. Using a signcryption approach can minimize the cryptographic key 
management requirements needed to provide strong data protection in resource constrained environments. Properties 
of signcryption schemes can be useful in protecting personally identifiable biometric information or the identifiers of 
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objects tied to permanent locations. Signcryption can minimize exposure of plaintext tagged identifiers to prevent 
data aggregation that might be used for the tracking of individuals. 

5. Secure message schema 

A message schema for the secure exchange of signcrypted data has been proposed for standardization11. The 
proposed schema is defined as ASN.1 type SigncryptedData. The schema definition is based on the familiar 
SignedData type used to protect biometric information in the ISO 19092 biometric information management and 
security standard and several other international biometric and information security standards. 

A secure signcryption message can exchange information in both XML markup and in a compact binary format 
using a single schema defined as an abstract syntax. A proposed schema was first presented at the ID360 Global 
Forum on Identity conference8 in Austin at the University of Texas in 2012. An improved version of that schema, 
shown in Fig. 3, was presented to ITU-T Study Group 17 in January 2014 for inclusion in their draft CMS standard.   

 

 

Fig. 3. SigncryptedData schema. 

A value of ASN.1 type SigncryptedData is defined as a sequence of components. These components include 
the version of the syntax, the digestAlgorithms used in cryptographic operations, an encapContentInfo 
field for signcrypted content, optional digital certificates and certificate revocation lists (crls), and a 
signcrypterInfos field. The signcrypterInfos field contains one value of type SigncrypterInfo for each 
of one or more information exchange participants. 

Each value of type SigncrypterInfos identifies the public-private key pairs of the message sender and 
recipient in a value of type SigncrypterIDs. A message sender uses his or her own public and private keys along 
with the public key of the recipient to encrypt and sign plaintext content. The message recipient uses the public key 
of the sender with his or her own public and private keys to verify the signature and recover the encrypted plaintext. 
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Three modes of processing for a secure SigncryptedData type have been proposed that can be useful in a 
telebiometric authentication system: "signcrypted-content, signcrypted-attributes, and signcrypted-components"16. 
The signcrypted-components mode of SigncryptedData supports "signcryption of selected components of a 
biometric transaction or reference template"16 and the field level signcryption of other types of information. Using 
the signcrypted-components mode, one or more components of an information object of any type or format are 
signcrypted, then "the resulting object is bound to one or more attributes under a digital signature"16. 

Attributes of any type or format can be bound to a person-object association using the SigncryptedData type. The 
X.509 attribute certificate standard defines an ASN.1 schema for roles. This schema has been widely adopted and is 
used to specify digital signature policies in the European Telecommunications Standards Institute (ETSI) Electronic 
Signatures and Infrastructures (ESI) standard. X.509 style roles can be bound to person-object associations as 
SigncryptedData attributes and used in role-based access control (RBAC), and in attribute-based access control 
(ABAC) systems, which “require no advanced knowledge of requestors” and allow an individual’s attributes to be 
“correlated from multiple sources” 17. 

6. Implementation 

Many access control architectures could make use of biometric associated objects. Though not a complete 
architecture, the access control system context diagram shown in Fig. 4 provides a black box view as an example of 
one possible approach. This view depicts at a high level the interactions between an access control system and its 
external components, and illustrates the control and information flows between the system and these components. 
 

 

Fig. 4. Access control system context. 

Four components interact within the access control system: Certificate Authority (CA), Biometric Service 
Provider (BSP), Person-object Associations, and Telebiometric Authentication Object System. The CA provides 
certificate management services and securely maintains the cryptographic keys needed to provide its services. The 
CA publishes revocation lists, and may provide certificate validation services. 

The BSP maintains a database of biometric reference templates and performs biometric matching services by 
comparing biometric match data provided by a user during an authentication attempt. The BSP returns a Yes/No 
response to the access control system that indicates whether the biometric match was successful. 

There is one person-object association record for each user enrolled in the biometric system. Each record contains 
a list of RFID-identified objects. This list is associated with the unique biometric reference template identifier of an 
enrollee in a reference template database. After a successful biometric authentication attempt has been indicated by 
the BSP, the association record for the matched user is located, then searched for the RFID tag values provided in an 
authentication request sent from a telebiometric authentication object system. A list of matching tags is returned to 
the access control system. 
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The telebiometric authentication object system collects biometric samples from a person using one or more 
biometric sensors. These samples and a list of the unique identifiers from one or more nearby tagged objects are 
used to create an authentication request message. Prior to sending the request message, the telebiometric 
authentication object system may mutually authenticate the recipient server using a protocol such as Transport Layer 
Security (TLS). The telebiometric authentication object system receives a response message containing the user 
authentication results. This message contains a list of zero or more tagged objects the user is permitted to access. 

During enrollment in a biometric system, a user provides biometric samples to a BSP who creates a biometric 
reference template and stores the template securely for subsequent biometric matching. Reference templates should 
be signed and their personally identifiable information should be encrypted. Three modes of processing can be used 
with the SigncryptedData type. The signcrypted-components mode can be used to protect biometric reference 
templates and to ensure their "authenticity and integrity, as well as the confidentiality of their biometric data"11. 

Authentication request messages are sent from the telebiometric authentication object system to an access control 
service that manages the authentication process. The authentication process relies on a BSP for biometric matching 
and a person-object association registry for tagged object matching. This message can be defined using the ASN.1 
schema in Fig. 5:  

 

 

Fig. 5. Authentication request schema. 

Authentication requests contain personally identifiable and other sensitive information. The matchingMessages 
component contains control information to allow pairing of request response messages and to prevent message 
replay attacks. The biometricSamples and associatedThings components contain information that can 
identity a user and the physical objects they may intend to access. The confidentiality of these components should be 
protected. The somethingYouKnow component contains an optional value of type OCTET STRING. When present, 
this value contains a personal identification number (PIN), a password, or a passphrase. Component 
assertedIdentity contains an optional value of type OCTET STRING, which can contain an account name or 
other indication of a claimed identity. 

Values of type AuthenticationRequest should be signed and encrypted to ensure their integrity, authenticity, 
and confidentiality. The signcrypted-content mode of SigncryptedData can be used to protect an authentication 
request message when there are no attributes that require protection. When protected attributes are required, the 
message sender can use the signcrypted-attributes mode. 

An authentication response message can be defined using the following ASN.1 schema:  
 

 

Fig. 6. Authentication response schema. 
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The matchingMessages component is used to pair the response message to a specific authentication request. If 
present, the optional authorizedThings field contains a list of one or more RFID tag values that the user is 
authorized to access. There may be more or less objects in the list than sent in the authentication request to eliminate 
the need for subsequent requests. 

Values of type AuthenticationResponse should be signed and encrypted to ensure their integrity, 
authenticity, and confidentiality. Either the signcrypted-content mode or the signcrypted-attributes mode of 
SigncryptedData can be used to protect an authentication response message. 

6. Conclusion 

A biometric sample matched to a biometric reference template is a something-you-are authentication factor that 
can uniquely identify an individual. An RFID tag can uniquely identify a physical object. Tagged objects registered 
to an individual can be used by that individual as a something-you-have authentication factor. When coupled with a 
something-you-are biometric sample and a something-you-know secret value, two and three factor authentication 
solutions are possible. 

Tagged objects functioning with biometric sensors connected to a telecommunications network can be used to 
provide multi-factor access control systems in the Internet of Things. A tagged object can serve as a something-you-
have authentication factor that need not be kept strictly in the possession of a user or uniquely assigned to a single 
individual. Tagged authentication objects can be shared by multiple individuals and provide an easy to use, low cost 
substitute for systems based on expensive, individually assigned tokens. 

The end-to-end data integrity, origin authenticity, and confidentiality of biometric information and RFID tag data 
can be provided using efficient signcryption techniques. Signcryption can provide secure data transfer and storage 
for biometric reference templates, person-object associations, and for the sensitive information in authentication 
request and response messages. 
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