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Abstract 

In 2007, Liu proposed an improvement of Shieh et al. multi-signature scheme in mobile code system. There exist 
forgery attacks of multiplicative algebra method in his scheme. It is therefore insecure for his improvement. In this 
paper, we pointed out who do a forge attack successfully. 
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1. Introduction 

People tend to communicate with each other on the internet through common but insecure channels. 
Because of this, proving the source and confirming the integrity of transmitted messages becomes an 
important issue. Making digital signatures is more significant than ever. Most internet applications require 
the help of digital signatures for authentication purposes, such as authenticating electronic tax reports, 
stock transactions, and electronic commerce deals. This is the major reason why digital signatures have 
become so valuable in the modern digital data processing world. Several important works dealing with 
digital signatures have been proposed in [1] [2] [3] [4] [5] [6]. In Shieh et al. scheme [7], the required 
memory for local devices is greatly abridged. They do not use message redundancy or one-way hash 
functions. However, Hwang pointed out the underlying signature from the forgery attack [8]. Wu [9] 
demonstrated some insider forgery attacks. Recently, Chang and Chang [10] presented a new digital 
signature without using one-way hash functions or message redundancy and claimed that their scheme 
modified the properties of Shieh et al. scheme. Afterward, Zhang [11] showed that Chang et al.’s version 
was still vulnerable to forgery attacks. Liu [12] improved the signature which is based on Shieh’s scheme 
using neither one-way hash functions nor message redundancy. In this paper, we point out a leak in Liu’s 
                                                           
* Corresponding Author: Mr. Liu is an associate professor with Fuqing Branch of Fujian Normal University. 
Email:chenglian.liu@gmail.com ;Tel:+86-13960971195.

Available online at www.sciencedirect.com

© 2012 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of Hainan University.
Open access under CC BY-NC-ND license.

Open access under CC BY-NC-ND license.

http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-nd/3.0/


656   Shaoka Zhao and Chenglian Liu  /  Energy Procedia   17  ( 2012 )  655 – 658 

 

signature scheme that shows it is not secure. Section 2 briefly reviews Liu’s improvement signature 
scheme. Section 3 is our attack method. A conclusion will be drawn in Section 4. 

2.  Review of Liu’S Signature Scheme 

2.1 Liu’s Scheme 

There are two public system parameters, p and g, where p is a large prime and g is a primitive element 
in GF(p). Each user selects his private key xi and computes his public key 

 
 x

iy g mod p .i  (1) 
with gcd(xi,p - 1) = 1. Each user agrees upon the same system parameters p and g. Liu’s underlying 
digital signature scheme is composed of two phases: the signature generation phase and the verification 
phase. Here, we use the same notation as in [12]. 

2.2 Signature Generation Phase: 

Step 1. Ui computes 
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Step 2. Ui randomly selects an integer number ki in [1, p 1] and computes 
i i-k s

i ir m g  (mod p).  (3) 
Step 3. Ui computes ti, where 
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Step 4. Ui sends the signature (si; ri; ti) of mi to the verifier V . 

2.3 Verification Phase: 
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Step 2. V checks whether 
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If it holds, V can be convinced that (si; ri; ti) is indeed the signature generated by Ui in the recovered 
message m i . 

3. Our Attack 
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In this section, we assume that si is relatively prime to (p-1). Then the equation for the signature 
generation can be modified as the new equation 

i i i i ix t s k r mod p-1- - .  (7) 
A universal forgery attack by chosen message attack is given below. Suppose that an attack has a 

signature (si; ri; ti) on some chosen message mi, where mi is relatively prime to (p-1). Now the attacker 
Eve wants to forge a signature (s i , ri ,t i ) on some message m i . 
Step 1. Eve computes 

iim / m mod p 1 .    (8) 

Here assume that is relative prime to (p-1). Cause (p-1) contains a large prime factor, it is possible 
that is relative prime to (p-1). 
Step 2. Eve computes 

i ir r    (9) 

i i

1s s     (10) 
And 

i i iit (t s  s ) (mod 1).p     (11) 
The following shows why this attack can work successfully. 
Proof:
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4. Conclusion 

We proposed an forgery attack to Liu’s signature scheme which it existed an algebra construction 
leakage of multiplicative. In our method, we successfully forged a valid signature to cheat Liu’s scheme. 
It is therefore that the Liu’s scheme cannot against forgery attack. 
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