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Chapter at a glance

- This chapter gives an overview of Germany's elec-
tric power system, its physical infrastructure, the
regulatory environment, and the vision for smart
grid development. The main topics presented were
selected with the intention of providing examples
of lessons learned and of sharing the German ex-
perience in the area of the main technological and
regulatory challenges presented in the previous
chapter.

- The chapter contains a detailed description of the
historical development and current design of Ger-
man electricity markets with a special emphasis
on market liberalization policies. It also focuses on
the effects of aggressively expanding RES genera-
tion capacities in the context of such markets. The
evidence presented here might be insightful for
Chinese policy-makers given their will to promote
the establishment of electricity markets and to in-
crease RES generation capacities.

4.1 Historical perspective

Reliability and affordability as the first policy
goals In the first decades of the electrification
process, Germany’s electricity system developed
rather independently from governmental regula-
tion. Power generation units and electric power
grids were built up in a decentralized manner and
operated by a variety of local and regional compa-
nies. After World War I, 220-kV transmission grids
were constructed to interconnect local and regional
power grids. The trend towards a nationally inte-
grated electric power grid contributed to increasing
competition between companies from different re-
gions which in turn resulted in a pronounced mar-
ket consolidation.

The time of little government interference ended
in 1935, when the German government issued the
Energy Industry Act (EnWG). The main objective
of this law was to pave the way for the effective and
efficient development of a nationally integrated and
reliable electricity grid. This goal was supposed to
be achieved by incentivizing investments in genera-
tion units and in the grid infrastructure by formally
assigning monopoly rights to predominant compa-
nies. Monopolistic structures were deemed more

suitable to guarantee a reliable power grid and to
operate the grid in a cost-efficient manner taking
advantage of economies of scale.

As a result of regional monopoly rights, EnWG
created an electricity system with a high degree of
vertical integration and a low degree of competition.
Electricity generation and transmission assets were
owned and operated by integrated utilities, while
electricity distribution and retail was in the hand of
integrated municipal utilities. The municipal utili-
ties were owned either by local governments or by
the integrated utilities responsible for generation
and transmission, which then combined all stages
of the electricity supply chain into a single company.
To protect consumers against the market power of
the newly installed monopolies, EnWG obliged
the companies to provide electricity to every end
consumer; the Act also regulated construction and
expansion of power plants in order to ensure system
stability.

Sustainability as a more recent policy goal One
important shift in Germany’s electricity market
regulation regime had its origin in the 19705, when
environmental protection gained momentum as a
new policy goal [1]. Due to high levels of local and
regional air pollution caused by the combustion of
fossil fuels for electricity generation, the German
government issued the Federal Pollution Control
Act (BIMSchG) in 1974. This law and its ordinances
obliged power plants to install filter technology in
order to reduce, for instance, sulfur dioxide (SO,) or
nitrogen oxides (NO ) emissions. In the 1990s, the
German government further strengthened the role
of environmental protection:
The 1991 Act on the Feed-In of Electricity from
Renewable Sources into the Public Grid and
its more prominent successor, the Renewable
Energy Act (EEG) of 2000, had the objective to
incentivize investments in renewable energies
by guaranteeing investors financially attractive
feed-in tariffs.
Another example of Germany’s regime shift to
environmental protection is the Electricity Tax
Act (StromStG) of 1999 which, amongst other
objectives, had the aim of inducing consumers
to consume less electricity by raising electricity
prices.
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Public acceptance - towards a fourth energy pol-
icy goal The increasing importance of sustainabil-
ity is generally supported by the German popula-
tion. However, citizens are more frequently opposed
to new energy infrastructures near residential areas
if these infrastructures are related to visible, audible,
or olfactory effects. In the light of Germany’s rather
high population density, the build-up of distributed
and renewable energy sources has of late entailed
rising public opposition. An increasing number
of citizens disapprove of investments in new wind
farms, biomass power plants or transmission lines
[2]. During the last few years, a certain number of
energy projects — for instance new transmission
lines or demonstration sites for carbon capture and
storage — have failed to be realized owing to public
opposition against them [3], [4]. As a consequence,
public acceptance has recently gained prominence
in the discussion as a fourth general energy policy
goal in Germany, since it is only with a high level
of public acceptance that the government and the
companies are able to realize their investment plans
[2]. Experiences in Germany reveal that three ele-
ments are important to ensure the support of the
population for investments in energy infrastructure:
There has to be transparency on costs, benefits,
and risks of new investments and technolo-
gies while the underlying motivations of the
stakeholders involved in a project have to be
communicated to the public.
The public has to be included in the entire
planning process of new projects. Private
citizens and other public stakeholders must be
able to communicate their position and may
also be allowed to invest financial funds of
their own in the project.
Given that some conflicts cannot be solved
unanimously, specific institutions or proce-
dures for mediation and reconcialiation of
interest are necessary to reduce number of
court-cases [2].

A short summary of market liberalization tenden-
cies since 1996 For along time, Germany’s electric
power system was characterized by a high degree of
vertical integration and a low degree of competi-
tion. Today, the different stages in the supply chain
are in a state of far-reaching unbundling, and com-
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petition has been established in the generation and
retail sectors.

The market liberalization process on the Euro-
pean level began in 1996 with the First Electricity Di-
rective [5], which was issued by the European Union
(EU) and motivated by two main objectives [6]:

To open the electric power sector for third

parties and to prevent discriminatory behavior

towards generation companies by grid opera-
tors.

To allow end consumers to choose their

retailer in an effort to increase the affordability

of electricity through more competition. Thus,
the protected supply areas (regional monopo-
lies) of the incumbent retail companies were
abandoned in favor of retail competition.

Based on this directive, the German government in
1998 revised EnWG and started to liberalize Ger-
many’s electricity sector. After a short period of
promising results with market entries of indepen-
dent retail companies and decreasing retail prices,
retail prices increased again. In addition, the market
concentration did not decline significantly. Ques-
tions emerged regarding whether competition in
generation and retail could be achieved as long as
grid operators still had ownership in generation. Ac-
cordingly, the Second Electricity Directive issued by
the European Union in 2003 contained a package
of requirements to achieve legal unbundling. Legal
unbundling can be described as an unbundling of
accounts, operations, and information. It requires
that transmission and distribution grid operators
are independent from each other, as well as from
generation and retail. In practice, legal unbundling
requires a functional unbundling by guaranteeing
independence in terms of legal form, organization/
management and decision-making.

Based on the 2007 inquiry into the energy sec-
tor, the European Commission (EC) stated that, in
spite of legal unbundling, the level of competition
in the European energy market was still too low
[7]. Major challenges were identified with respect
to market concentration and vertical foreclosure.!

1 Vertical foreclosure refers to a situation in which a company
buys a supplier that supplies both the company and its com-
petitors in order to discriminate against the competitors.
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This document criticized the fact that with legal
unbundling, a utility might still be able to discrimi-
nate against competitors or even restrict access of
new market actors to the infrastructure. In addition,
the Commission Paper stated that a grid operator
involved in competitive sectors might be able to
cross-subsidize its activities in the market with the
revenues generated from the monopoly part of its
business [8]. Furthermore, the European Commis-
sion was concerned about insufficient incentives
for network investments, especially across borders.
Generally speaking, markets for electricity were or-
ganized on a national basis and there was only a
weak relation between the various national markets,
as shown by grid congestions at most borders. The
Commission argued that incumbents might post-
pone investments into interconnector capacities in
order to protect their own market against cheaper
electricity imports. This behavior is known as stra-
tegic investment withholding by locally integrated
utilities [9].

In 2009, the EU’s Third Electricity Directive in-
troduced a compromise with three different options
for unbundling on the transmission level. Basically,
the aim of this rule was to separate the transmission
grid from the other stages of the supply chain. The
three options were:

Full ownership unbundling prohibits owner-
ship of network and generation or retail assets
by one and the same firm.

A model based on an Independent System
Operator requires that an entity independent
from the transmission grid owner takes over
grid operation. With an independent system
operator, network ownership can remain
within an integrated company which also owns
generation assets.

A model based on an Independent Transmis-
sion Operator (ITO) allows companies to retain
both network ownership and management,
but it puts strong limitations on cross involve-
ment of employees in order to ensure network
independence (please refer to [10] for further
explanations on this model). In effect, the ITO
model is similar to legal unbundling, though
in a stronger form.

In Germany, the ITO model was applied. It had to be
ensured that the transmission system was owned and
operated by the ITO, which is legally independent
from the commercial businesses of electricity genera-
tion and retail. Currently three out of the four trans-
mission system operators (TSO) in Germany apply full
ownership unbundling; the fourth is a genuine ITO.
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Distribution grids are currently subject to legal un-
bundling requiring administrative separation similar
to the ITO model though in a less restrictive form.
The objective is to ensure that no commercially sen-
sitive information is exchanged between the power
grid and other parts of the supply chain within one
integrated company. Note that administrative unbun-
dling is only applied for distribution system operators
(DSO) with more than 100,000 customers. DSO with
fewer customers do not have to unbundle and can
remain an integrated part of a utility. This exception
is known as the de-minimis rule.

4.2 Today’s power system and
its most pressing challenges
4.2.1 Power generation

In 2013, Germany’s gross electricity generation
amounted to roughly 634 TWh. Coal is currently
Germany’s predominant primary energy source, ac-
counting for more than 45 % of total electricity gen-
eration.? Nuclear power and gas are the second and

2 In the German context, coal refers to both hard coal and
lignite. These two fuels are used in roughly equal amounts.

third most important generation sources, accounting
for approximately 15 % and 11 % of overall electricity
generation respectively. Roughly 24 % of total elec-
tricity generation comes from RES, with wind ac-
counting for 8.4 %, biomass for 6.7 %, solar for 4.7 %,
hydro for 3.2 %, and household waste for 0.8 % [11].

During the last 20 years, overall electricity gener-
ation increased only slightly (see @ Fig. 4.1). However,
the composition of the electricity mix has changed
significantly owing to two specific governmental
policies: the promotion of RES initiated in the 1990
and the nuclear phase-out promulgated in 2002. As
a consequence, there has been a steady decline in
the proportion of electricity generated by means of
nuclear power from 29.2 % in 1993 to 15.4 % in 2013,
and coal, from 55.7 % in 1993 to 45.2 % in 2013, while
the share of RES in the electricity mix has increased
from 4.0 % in 1993 to 23.9% in 2013 [11].

The rise in the share of RES generation went
along with a considerable shift of the importance
of different RES generation sources. While hydro
power was by far the most important RES generation
source in 1993, it plays no more than a minor part
in 2013. Wind, biomass, and solar power, virtually
non-existent in 1993, are the most important RES
generation sources in 2013 (see @ Fig. 4.2). Elec-
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O Table 4.1 Electricity consumption in Germany in
2013, data from [14]

Consumer Electricity in % of
Consumptionin  Total
TWhin 2013

Mining and Industry 241 45.6

Residential Sector 139 26.3

Wholesale, Retail, 76 14.4

Trade

Public Sector 51 9.7

Transport 12 2.3

Agriculture 9 1.7

tricity generation from PV has seen large growth
in recent years (from 4.4 TWh in 2008 to 30 TWh
in 2013).

A large part of Germany’s RES installations are
distributed generation sources such as small rooftop
PV installations, single wind turbines, or biomass
plants. A look at PV installations, for example, re-
veals that more than 60 % of all installations feed
in electricity in a decentralized manner at the level
of low voltage grids [12]. The focus on distributed
energy sources is reflected in a diverse ownership
structure. More than 40 % of all RES installations
in Germany are owned by private investors, with
project developers and financial institutions follow-
ing with 14 % and 13 % respectively [13]. Note that
only roughly 12 % of RES installations are owned by
power generation companies [13].

4.2.2 Power consumption

Germany’s electric power consumption amounted
to about 528 TWh in 2013 [14]. The difference be-
tween gross electricity generation and consumption
results from power plants’ own consumption, from
electricity exports to other countries, and from line
losses. Industry is the main consumer of electric-
ity and is responsible for approximately 46 % of na-
tional electricity consumption (see 8 Table 4.1). The
residential sector follows with 26 % while the com-
mercial and public sectors consume about 14 % and
10% respectively. The transport and agricultural

sectors play no more than minor roles with shares
of roughly 2% [14].

In comparison to China, the shares of residen-
tial and commercial loads are significantly higher
in Germany. This results in a load curve with more
pronounced peaks and valleys. The ancillary ser-
vices necessary to cope with this pronounced load
curve are mainly offered by gas-fired power plants
in Germany. Neither total electricity consump-
tion nor the relative importance of different types
of consumers has changed significantly in recent
years.

The increasing share of electricity generated
from intermittent sources like wind and PV led
to the question of how power consumption can
adapt to fluctuating generation. The potential for
load shifting, which is relatively easily accessible at
reasonable costs, lies in Germany’s industrial sec-
tor with its large electricity consumers. @ Table 4.2
presents the maximum power which can be discon-
nected (neg.) or connected (pos.) for a short period
of time in the residential, commercial, or industrial
sectors according to different studies. The numbers
have to been seen in relation to the German overall
peak load of 80 GW.

4.2.3 Power logistics

Disparity between generation and consump-
tion Power generation and consumption are not
equally distributed in Germany. The load centers
are situated in western and southern Germany,
both regions with strong industrial bases. Since
the amount of electricity generated in nuclear and
coal-fired power plants in these regions is generally
not sufficient, they often have to import electricity
from other parts of Germany or from neighboring
countries. In contrast, Germany’s north and east,
with their significant wind capacities, quite regu-
larly generate more electricity than they consume.
Thus, both regions frequently transfer electricity to
southern and western Germany.

Grid infrastructure Germany’s electric power grids

can be classified into four different categories:
Extra high voltage grids (220-kV to 380-kV)
form the German transmission grids. In ad-
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B Table 4.2 Demand side management potential according to German studies and sector

Study Residential

Stadler [15] —68 GW (pos.)/28 GW (neg.)
Klobasa [16] 20GW

Dena ll [17] 7-32GW

TU Dortmund University ~ 5.0GW (pos.)

[18] 6.3GW (neg.)

dition to the transmission of electricity, they
are responsible for the electricity feed-in of
large generators such as nuclear and coal-fired
power plants, or offshore wind farms. The
transmission grid is mainly characterized by
suspended above-surface cables with visible
electricity pylons. There are currently approxi-
mately 35,000 km of transmission grids with
1,100 electricity transformers in Germany [19],
[20].

High voltage grids (35-kV to 110-kV) are the
highest voltage level of distribution grids. They
act as a redistribution system at the regional
level. Furthermore, high voltage grids provide
electricity to large industrial consumers and
are also employed to feed in electricity from
smaller power plants, wind farms, and large
PV parks. There are approximately 95,000 km
of high voltage grids and 7,500 electricity
transformers at this level [19] [20].

Medium voltage grids (10-kV to 30-kV) repre-
sent the subordinate level of distribution grids.
They distribute electricity to the connected low
voltage levels, provide electricity to connected
bulk consumers, and feed in electricity from
small PV parks or single wind turbines. The
medium voltage level is characterized by un-
derground cables; it is roughly 507,000 km in
length and contains 560,000 local substations
[19] [20].

Low voltage grids (230-V to 400-V) are typi-
cally also characterized by underground cables
and distribute electricity from local substations
to households and collect electricity from roof-
top PV modules. It has an approximate length
of 1,150,000 km [19].

Commercial Industrial

- 2.8GW
2.4GW (pos.) 3.9GW (pos.)
14.3GW (neg.) 6.5GW (neg.)
3.0GW (pos.) 0.9GW (pos.)
18.1GW (neg.) 11.2GW (neg.)

An increasing amount of network congestion at
times of peak generation is caused by small distrib-
uted rooftop PV installations on the low voltage
level and rising feed-in from large wind farms at
the high voltage level [21]. Due to the rapid build-
up of RES generation capacities, grid capacities are
not always sufficient to absorb RES-E. As a result,
grid curtailment rates of solar and wind power have
increased significantly within the last few years. In
Schleswig-Holstein, a windy region in the north of
Germany, 3.5 % of the total wind generation had to
be curtailed in 2012 [22].

The curtailment of RES-E at times of peak gen-
eration can reduce the need for network invest-
ments. A recent study suggests that curtailing 30 %
of PV peak production and 20 % of wind peak pro-
duction could reduce infrastructure investments by
10 % between now and 2030 while a total of only 2 %
of the annual electricity production from RES would
be curtailed [23].

Through the transmission grid, Germany’s elec-
tric power system is well interconnected with those
of neighboring countries (please refer to 8 Fig. A.1
in the appendix for a snapshot of Germany’s trans-
mission grids). All German TSO are members of the
European Network of Transmission System Operators
for Electricity (ENTSO-E), which was established in
2011 in order to

» promote the completion and functioning of the
internal market in electricity and cross-border
trade and to ensure the optimal management,
coordinated operation and sound technical
evolution of the European electricity transmission
network [24].
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B Table 4.3 Frequently used measures to maintain supply security in the presence of RES, data from [27]

Supply Security Issue

Measure

Direct connection of RES to a substation

Upgrade of grid circuit conductors X
Upgrade of upstream transformer capacity X
Reduction of the grid circuit length

Set point adjustment of transformer automatic
voltage control

Using reactive power capabilities of RES

Construction of a new substation X

Supply security in Germany In comparison with
other European countries, Germany’s electric power
system is characterized by a very high level of secu-
rity of supply with, on average, only about 15 min-
utes of annual interruptions on the household level
[25] [26].

The increasing feed-in of RES generation im-
poses challenges for the stability and reliability of
Germany’s distribution grids. Three technical chal-
lenges for network stability caused by RES integra-
tion into distribution grids in Germany are pre-
sented in @ Table 4.3, together with the measures
most frequently used to overcome them.

Investment needs in the grid infrastructure Se-
curing a high level of supply security in spite of the
increasing share of electricity generated by variable
RES requires significant investments in transmission
and distribution grids. On the transmission grid
level, it is estimated that roughly 3,600 km of 380-KV
AC overhead lines will have to be installed between
now and 2023 [23]. This represents a total invest-
ment of EUR 21 billion [28]. On the distribution grid
level, the pressure is even higher: between 135,000
and 193,000 km will have to be added to the existing
network by 2030. In addition, between 21,000 and
25,000km of the existing distribution grid will have
to be modernized in the same period of time. Ac-
cording to a recent study, these numbers add up to
a total investment need of roughly EUR 42.5 billion
on the distribution grid level [18].

Grid Overload

Critical Voltage
Variation

Power Quality

X X X X

X
X
X
X
X

43 Smart grid development
in Germany
43.1 Motivation for smart grids

in Germany

The rising importance of intermittent RES gen-
eration is the main smart grid driver in Germany.
Today, the general opinion of most energy market
experts in Germany is that building a smart grid, es-
pecially a smart distribution grid, is a cost-efficient
way of ensuring security of supply in the presence
of large-scale integration of intermittent RES [29],
[30].

The challenge of fluctuating RES in extra high
voltage grids Germany’s transmission grids
(380-kV/220-kV grid) have already achieved a
high degree of smartness and are equipped with
sophisticated real-time monitoring and control
technologies. The increasing amount of wind power
from large wind farms creates a need for more grid
control. Sophisticated generation forecasts, for ex-
ample, are needed to adequately react to the pools
of fluctuating generators and maintain the 50 Hz
grid frequency within its narrow tolerance range of
+0.2Hz.

The challenge of fluctuating RES in high voltage
grids The 110-kV high voltage grid also requires
high availability and near-real-time monitoring and
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control. The main challenge within high voltage
grids is to maintain voltage levels and loads within
a technically viable band. In the event of overloads,
for example arising from a high volume of RES-E,
electricity has to be transferred to the higher voltage
level. Bidirectional flows of electrical power are an
additional challenge at the level of 110-kV high volt-
age grids. If overloads cannot be transferred to the
higher voltage level, generation has to be curtailed
or additional loads have to be activiated.

The challenge of fluctuating RES in medium volt-
age grids Supply quality, specifically with regard to
voltage maintenance, constitutes a major technical
challenge in medium voltage grids due to the fluc-
tuating and distributed generation from RES. The
degree of utilization of ICT in medium voltage grids
is limited. Continuous load measurement, for ex-
ample, is used only for customers with consumption
levels exceeding 100 MWh/a. As prescribed by the
Electricity Network Access Ordinance (StromNZV),
these customers’ average power consumption must
be measured in periods of 15 minutes and this infor-
mation delivered to the distribution grid operator
which then uses the measurement data to compute
a specific load profile. The measurement equipment
is operated by the DSO or by the metering system
operator. Like at the 110-kV level, wind and PV
plants may result in inverted flows of electricity to
the higher voltage level in order to avoid an overload
of grid assets, especially in rural areas with a more
limited infrastructure.

The challenge of fluctuating RES in low voltage
grids Today, ICT-based grid operation is very
rarely installed at the level of low voltage grids,
where rooftop PV represents a major challenge in
terms of voltage maintenance and can cause a more
rapid aging of grid assets. Grid operators currently
handle these challenges by expanding the grid in-
frastructure with new cables or local substations.
In the future, electric mobility may further increase
the necessity for active control of low voltage grids.
It should be noted that the control of assets in low
voltage grids is especially difficult due to the large
number and high heterogeneity of the connected
assets (e.g. households, rooftop PV modules, local
substations, electric vehicles). Thus, standardization
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of control interfaces is viewed as one of the key is-
sues for assets being installed in low voltage grids
[31].

4.3.2 Germany’s technological view
of the smart grid

The development of smart grids in Germany In
Germany, smart grid technologies have been de-
scribed, combined, tested, and implemented in a
bottom-up process by research institutions, com-
panies from the electric power sector, component
suppliers, and ICT companies.

The primary driver for smart grid development
was the integration of RES into the operational
environments of grid operators. Their integration
mainly relies on large monolithic supervisory con-
trol and data acquisition (SCADA) systems. Small
amounts of renewables were controlled in parallel
to the overall grid operations, often in so-called
distributed energy management systems (DEMS). In
terms of communications, the systems used existing
communication infrastructure and heterogeneous
proprietary data models and protocols. The need
to integrate RES in daily grid operations led to a
change in the paradigms on how to design and con-
trol RES. Aspects relating to the connection between
different assets were the first to be focused upon
— general packet radio service (GPRS), GSM, uni-
versal mobile telecommunications system (UMTS),
and currently long term evolution (LTE) or IP-based
open networks such as the internet have been used.
After this initial focus on connectivity, more empha-
sis was put on the semantics and syntactical aspects
of communication.

The government’s view on smart grids As in
China, different stakeholders in Germany have de-
veloped different views on smart grids. The primary
goal of the German government, especially via the
Federal Ministry for Economic Affairs and Energy
(BMWi) and BNetzA, is to guide the debate and
support convergence of the various stakeholders’
smart grid visions. BNetzA, in late 2011, published
a position paper called Smart Grid and Smart Mar-
ket [32] (see [33] for an English summary of this
document).
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The main objective of this document was to
introduce a clear-cut criterion on how smart grids
and so-called smart markets can be differenti-
ated and to discuss the regulatory consequences.
BNetzA points out that electricity volumes and
related services have traditionally been traded on
electricity markets independently from the avail-
able grid capacity.® In a power system based on
smart grids, however, information on current grid
status can be taken into account in market trans-
actions. Markets allowing the trade of electricity
volumes and related services based on available
grid capacities are referred to as smart markets.
Depending on the available grid capacity, smart
markets can either operate without restriction -
in case of sufficient grid capacity, or - in case of
grid congestion - the grid operator has the right to
intervene in the market to ensure grid stability and
e.g. shut down power plants or cut off consumers
[33]. One example for smart markets are regional
energy market places.* Within a specific region,
industrial, commercial, and domestic customers
are given the option of trading electricity volumes
and/or ancillary services in a market place. By
trading ancillary services, power consumption
schedules, and power generation (feed-in) sched-
ules, market participants are exposed to price sig-
nals serving as an economic incentive to balance
electricity supply and demand and thus stabilize
the grid.

The position paper Smart Grid and Smart Mar-
ket discusses relevant topics along six key concepts:

The first key concept, named Grid capacity and

energy volumes as distinguishing criteria for

grid and market, explains how grids and mar-
kets can be separated by identifying the main
topics involved. All aspects relating to grid
capacity (as measured in kW, MW, GW, etc.)
refer to the grid whereas all topics relating to

3 However, system operators have the possibility of correct-
ing market outcomes in the case of insufficient grid ca-
pacities. Nonetheless, grid capacity itself is not taken into
account in the decisions of the market participants.

4 Regional energy markets have been tested in several dem-
onstration projects in Germany, e.g. in the eTelligence proj-
ect. A detailed overview of the results from eTelligence can
be found in [62].

energy volumes (as measured in kWh, MWHh,
GWh, etc.) refer to the market.

The second key concept, Clarification of the
discussion about the energy future through the
terms of smart grid and smart market, follows-
up on the first key concept. It clarifies that

the term smart grid can be related to network
issues while the term smart market can be
related to energy volume issues.

The third key concept has the somewhat
cumbersome title The energy future requires
more responsibility on the market and more
negotiated solutions. The grid should play a pre-
dominantly service role and should be separated
from competitive activities as far as possible.

It discusses the importance of new market
actors in smart markets and underlines that
competitive functions, especially those in
smart markets, should not be attributed to
grid operators. Grid operators are considered
responsible only for the (smart) grid itself.
Smart grids are seen as a platform for smart
markets. Grid operators are consequently
viewed as playing a supporting role for smart
markets.

The fourth key concept, entitled Smart meters
are part of, but not an absolute prerequisite for,
the energy future, states that grids can be made
smart without a widespread rollout of smart
meters. The main argument is that it is suf-
ficient to measure data on grid conditions in
local substations or to install only some smart
meters at potentially critical junctures in the
grid.

The fifth key concept, named The smart grid
is a part of an evolutionary, not a revolution-
ary, process, emphasizes that smart grids are
not built from scratch but evolve in a gradual
process. In the light of the heterogeneity of the
various grid operators in Germany, BNetzA
consequently stresses that a kind of uniform
smart grid concept applicable to every grid
operator does not exist and should not be
promoted by means of regulation.

The sixth key concept is named If targets for
the use of renewable energy are to be met it is
essential that these producers, too, respond to
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market signals and grid exigencies. It under-
lines the importance of integrating RES more
effectively in wholesale markets, potentially by
redesigning the feed-in priority for RES.

Smart grids according to a recent study by the
German Academy of Science and Engineer-
ing In 2012, under the guidance of the German
Academy of Science and Engineering (acatech),
representatives of the electric power sector, equip-
ment manufacturers sector, ICT sector, and from
academia and research institutions developed a
smart grid model for Germany: the Future Energy
Grid (FEG) model [30]. The model complements
the BNetzA view on smart grids by developing a
conceptual and technological foundation for the
separation of smart grids and smart markets. In
particular, FEG can serve as a best practice ex-
ample of how to develop and formulate a com-
prehensive smart grid vision. FEG is a systematic
and comprehensive top-down approach that can
be used to evaluate the current smartness of grids
and to define a smart grid vision. It systematically
addresses specific problems and challenges in
Germany’s electric power system and introduces
amodel of system layers (see B Fig. 4.3) and tech-
nology areas (see B Fig. 4.4). The system layers
represent different functions and requirements
regarding the application of ICT in the power
system. They were chosen in reference to a model
adapted by the European Electricity Grid Initiative
(see [34]).
In total, FEG comprises the following three sys-
tem layers (see @ Fig. 4.3):
The innermost layer, referred to as the closed
system layer, contains the critical infrastructure
and power system equipment that serves as
the backbone of the system and requires a high
level of security and safety. Therefore, exter-
nal access to the resources within this layer is
restricted and may be limited to the grid op-
erator or to an equivalent actor. Central (bulk)
power generation, transmission and distribu-
tion grids, and the corresponding ICT-based
control systems are components of this layer.
The outermost layer is referred to as the net-
worked system layer. It contains heterogeneous
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power system components (distributed power
generators, power storage units, consumers,
marketplaces, meters, control applications,
etc.) which are characterized by a high level of
communication and information exchange. In
contrast to the closed system layer, much of the
value within this layer is created by interac-
tions between the different participants on
smart markets. As the exchange of sensitive
power system information, e.g. real-time data
on power generation and consumption, is of
particular importance in this context, strict
ICT and data security protocols have to be
applied to ensure individual privacy rights are
respected and overall power system security is
guaranteed.

The ICT infrastructure layer enables com-
munication within and between the two

other layers. It contains the communication
networks and associated components that
provide ICT interface functionalities. In order
to ensure that different components of each
layer can communicate with each other, in-
teroperability is a key factor. Interoperability
is achieved with the help of standardization of
system interfaces and communication proto-
cols.

In the study Future Energy Grid, a smart grid vi-
sion based on the three system layers described
above and nineteen technology areas is outlined
(see B Fig. 4.4, for a detailed description refer to ap-
pendix D).
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4.4 Theregulation of Germany’s
electric power system
4.4.1 Policy setting and fundamental

institutions

Policy setting The Federal Governments Energy
concept for an environmentally friendly, reliable and
affordable energy supply of September 2010 and The
road to the energy of the future - safe, affordable and
environmentally friendly (Key Elements of an energy
policy concept) of June 2011 [35] contain guidelines
and objectives relating to Germany’s future energy
system. In particular, the trend towards more envi-
ronmental protection is explicitly expressed by gov-
ernment plans to reduce CO, emissions to 60 % of
the 1990-level by 2020. It is planned to further reduce
emissions to 20 % of the level of 1990 until 2050 [35].

These cuts in CO, emissions are to be achieved
by reduced energy use for transport and heating (see

O Fig. 4.5): e. g. energy consumption for room heating
purposes should be reduced by 20 % between 2008
and 2020 and 80 % by 2050. For the power sector, the
government’s objective is to generate 35 % of electric-
ity with RES in 2020 and to increase the share to 80 %
by 2050 [35] as shown in B Fig. 4.5. At the same time,
in the aftermath of the nuclear disaster in Fukushima,
the German government decided to completely phase
out nuclear power generation by 2022 [35].

Many specific objectives with regard to the
development of Germany’s power system are sub-
ordinated to the general goal of achieving more
sustainability and the specific goal of increasing
the importance of RES: for instance, the German
government wants to expand transmission grids in
the north-south direction, thus allowing a more ef-
fective transport of wind power from the north to
the load centers in the south of the country. Other
government goals such as improving energy effi-
ciency and promoting energy storage technologies
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German energy transition: high certainty with long-term targets
Long-term, comprehensive energy and climate targets set by the German government in 2010
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and electric vehicles are also related to the broad
government plan of increasing the sustainability of
Germany’s power system.

General governance structure The governance
structure of Germany’s energy system comprises
several ministries and independent institutions.
The ministries are responsible for enacting laws
and ordinances that then have to be applied by in-
dependent institutions. This means that the ministry
concerned can neither interfere in day-to-day busi-
ness nor expand or restrict the competences of the
institutions. Nonetheless, these institutions and the
ministries cooperate closely.

Ministries responsible for Germany’s energy pol-
icy There are currently two ministries at the core of
the governance structure of the German electricity
system:

The Federal Ministry for Economic Affairs and
Energy (BMWi) has the main responsibility for
formulating and implementing energy policy,
including renewable energy, and is responsible
for issues related to security of supply and
competition policy.

The Federal Ministry for the Environment, Na-
ture Conservation, Building and Nuclear Safety
(BMUB) is responsible for those energy policy
issues which are directly related to environ-
mental protection, e.g. CO, reduction, and
energy efficiency in the building sector.

The market design of the electricity sector is a re-
sponsibility shared by BMWi and BMUB. Other
relevant ministries in the context of energy and
electricity sector policy and smart grids are:
The Federal Ministry of Transport and Digital
Infrastructure (BMVI) takes responsibility for
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transportation and mobility issues as well as
for the expansion of digital communication
infrastructure, which is especially important as
a backbone for smart grids.

The Federal Ministry of Labor, Social Affairs
and Consumer Protection (BMAS) focuses on
social issues related to energy.

Institutions responsible for Germany’s energy
policy The following three government authorities
are of particular relevance with regard to the regula-
tion of Germany’s electric power system:
The Federal Network Agency for Electricity,
Gas, Telecommunications, Post and Railway
(BNetzA) is responsible for regulation of
the networks which are natural monopolies,
including the electricity grid (see @ Fig. 4.6).
The existence and competences of BNetzA
are laid down in laws such as EnWG and the
Grid Expansion Acceleration Act for Transmis-
sion Networks (NABEG).> While BNetzA is in
charge of national and interstate regulation it
cooperates closely with regulatory counterparts
on the level of the federal states. State regula-
tors are responsible for DSO with less than
100,000 customers and BNetzA for all TSO and
for DSO with more than 100,000 customers or
with operations in more than one state.

5 The NABEG describes the precise steps and more impor-
tantly the timing of these steps to be fulfilled after a con-
nection request. With this, it avoids unjustified delays with
network connection. The role of BNetzA within this process
is specified, for example, in paragraphs 5, 7, 8, and 9 of this
law.

The Federal Cartel Office is responsible for
general competition matters (see B Fig. 4.6).
If competition problems are related to natural
monopoly networks, the Federal Cartel Office
can authorize BNetzA to handle the issue.

The existence and competences of the Federal
Cartel Office are laid down in the Act Against
Restraints of Competition (GWB).

The Monopoly Commission advises on com-
petition and monopoly issues. Its advice is
non-binding and it does not have decision-
making powers. Nonetheless, the Monopoly
Commission plays a vital role in checking and
evaluating the regulator’s work. The tasks of
the Monopoly Commission are also laid down
in GWB.

A brief history of BNetzA The liberalization of Eu-
ropean electricity markets began with the EU’s First
Electricity Directive of 1996. A so-called negotiated
Third Party Access (NTPA) was allowed as an option
alongside regulated Third Party Access (rTPA). nTPA
meant that access to the electricity networks, includ-
ing network charges, had to be negotiated between
network owners (grid operators) and network users
(power companies). The directive did not explicitly
prescribe a regulator and ultimately this approach
failed to secure non-discriminatory network access
and to deliver fair and reasonable network charges (cf.
e.g. [37], [38] for an analysis and further literature).

The EU’s Second Electricity Directive of 2003
contained significant changes: rTPA became the
only option making non-discriminatory network
access conditions a requirement by law. The Direc-
tive also demanded the establishment of an electric-
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ity sector regulator and the creation of a regulatory
framework for fair and reasonable network charges.
In Germany, EnWG was amended to satisfy these
demands, resulting in the establishment of BNetzA
as a federal regulator for monopolistic networks
and the development of incentive regulation (see
> Sect. 4.4.4 for more information on incentive
regulation). The regulatory competences of BNetzA
were based on the competences of its predecessor,
which was the Regulatory Agency for Telecommuni-
cations and Post Services. Competences relating to
electricity and gas were added, and the agency was
renamed to BNetzA. Later on, the task of regulating
the railway infrastructure was added as well.

The EU’s Third Electricity Directive of 2009 did
not change the arrangements on rTPA or regulation.
Instead, it strengthened the arrangements relating
to unbundling rules. For the TSO, this led to the
ITO approach while for DSO the unbundling rules
stayed as they were in the Second Electricity Direc-
tive (see P Sect. 4.1). BNetzA is also responsible for
implementing the unbundling rules and monitoring

Telecommunication
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compliance with them. Lastly, the Third Electricity
Directive led to the creation of an Agency for the
Cooperation of Energy Regulators (ACER). In a nut-
shell, ACER is responsible for cross-border issues
and provides a platform for cooperation between
various European regulators.

Main tasks and competences of BNetzA The mis-
sion of BNetzA is to regulate the monopolistic part
of the supply chain - the grid or network infrastruc-
ture by:

== guaranteeing an affordable, consumer-friendly,
efficient and environmentally friendly supply
of electricity and gas,

ensuring an effective and undistorted competi-
tion in the supply of electricity and gas as well
as securing a reliable operation of electricity
and gas grids,

transposing and implement EU law in the field
of grid-bound energy supply and

facilitating efficient approval processes to adapt
the German high-voltage transmission grid to
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the needs of a rising share of renewable energy
[39].

In this context, the two main tasks of the BNetzA are:
to secure non-discriminatory access to the
network and
to regulate network charges.

This is reflected by the organizational structure of
BNetzA (see @ Fig. 4.7). BNetzA consists of several
departments. Two of them (Department 6 and De-
partment N) focus on energy and network regu-
lation. The decision process within BNetzA takes
place within so-called ruling chambers. BNetzA has
nine ruling chambers with decision-making pow-
ers, with five of these relating to electricity and gas:

network development and approval of indi-

vidual network charges (ruling chamber 4 in

O Fig. 4.7),

access to electricity networks (ruling cham-

ber 6 in B Fig. 4.7),

access to gas networks (ruling chamber 7 in

O Fig. 4.7),

regulation of electricity networks (ruling

chamber 8 in B Fig. 4.7), and

regulation of gas networks (ruling chamber 9

in B Fig. 4.7).

Note the focus on and restriction to networks as the
core monopoly part of the supply chain. BNetzA is
not responsible for the markets, where these are not
related to the networks. Strictly speaking, BNetzA is
not responsible for general competitive conditions,
for example merger policy, which is one of the tasks
of the Federal Cartel Office. In practice, however,
the Federal Cartel Office and BNetzA cooperate
closely. Moreover, BNetzA monitors market devel-
opment in a so-called Monitoring Report, which is
published on an annual basis.

Additional tasks of BNetzA In addition to securing
non-discriminatory access to the network and regu-
lating network charges, further BNetzA tasks are:
ensuring consumer protection in retail issues
(e.g. rules for switching the power retail com-
pany),
implementing and monitoring unbundling rules,
evaluating the network development plan (NDP),

approving network expansion plans and
helping to accelerate licensing procedures for
network expansion, as arranged by NABEG,
exchanging information with other European
regulators, formally or informally, and cross-
border issues (e. g. the interconnectors),
providing support for technical standards, and
providing data on power plants and electricity
networks to the public.

Competences of BNetzA Itis of critical importance
for the regulator to be powerful enough to impose
sanctions on the grid operators. In Germany, this is
regulated in § 29 to § 33 EnWG, which define the
competences of BNetzA and the possible range of
penalties it can impose:
§ 29 EnWG lists all discriminating behaviors
of grid operators which can be penalized by
BNetzA.
According to § 30 EnWG, BNetzA can force
grid operators to stop any discriminating
behavior against other market participants.
According to § 31 EnWG, information on
discriminatory behavior of a grid operator can
be provided to BNetzA by any legal or natural
person.
§ 32 and § 33 EnWG specify how fines and
compensation payments are to be settled in
case of misconduct by a grid operator.

4.4.2 Market structure

Vertical and horizontal market structure As de-
scribed in P Sect. 4.1, the stages in the supply chain
of Germany’s electric power sector are in a state of
far-reaching unbundling: transmission grids, for ex-
ample, are owned and operated by fully unbundled
companies that are independent from other parts
of the supply chain. Distribution grid operators are
legally unbundled from generation and retail com-
panies so as to ensure that, within the same utility,
no commercially sensitive information is exchanged
between the power grid and other parts of the sup-
ply chain.

Competition in power generation has been in-
creasing significantly in Germany since the EU’s First
Electricity Directive. Before 1996, generation was mo-
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O Fig. 4.8 Number of companies active in the German energy sector, data from [43]

nopolized by four major companies (RWE, E.ON,
Vattenfall Europe, and EnBW). Meanwhile, these
four companies together represent a market share of
no more than roughly 44 % of total installed electric-
ity generation capacities [41]. The decreasing market
share of the former monopolists is also a result of the
nuclear phase-out and the increasing share of distrib-
uted generation from RES. The growing importance of
RES in particular has served as a key driver for com-
petition in the generation sector. While investments
into conventional power plants are a capital-intensive
business, investments into RES have become profit-
able for small investors due to the guaranteed feed-in
tariffs for renewables. As a result, there are currently
some 300 smaller generation companies with capaci-
ties starting at 1 MW up to hundreds of MW.

The situation is similar in the retail sector. The
market share of the four former monopolists has
been continuously decreasing from 50 % in 2008
to 45% in 2011 [19]. Most German retail compa-
nies have a regional focus with a high market share
within their established service areas. Consumer
switching rates to other retailers are still quite low
due to the end consumers’ tendency to remain with
the incumbent regional suppliers. In 2012, for ex-
ample, only about 7.8 % of all households in Ger-
many changed their electricity supplier [19].

The ownership structure on the transmission
and distribution level is as follows: on the transmis-

sion level, four TSO own the infrastructure while
roughly 900 DSO own parts of the distribution grid.
Since electricity networks are a natural monopoly
with network charges regulated by BNetzA, there is
no competition for markets and customers between
the different grid operators.

The emergence of new market actors The un-
bundling process, the legally enforced trend to-
wards more competition, as well as the migration
towards smart grids and RES have contributed to
the emergence of new market actors in Germany.
Their growing importance can be considered as the
most profound change in Germany’s electricity mar-
ket structure during the last few years. A consider-
able number of new players have entered the sup-
ply chain of the electric power system: @ Figure 4.8
shows that the number of companies active in the
German energy sector (including electricity, gas,
heat, etc.) increased from 15,666 in 2006 to 48,292
in 2011 [42]. This represents an increase of more
than 200 % within five years. Especially companies
with less than nine employees, often innovative
start-ups and energy service providers, have con-
tributed to this increase. Their number increased
from 14,545 in 2006 to 46,967 in 2013 [43].

O Figure 4.9 presents an exemplary overview of
established and new market actors in smart grids,
as they are present or emerging in Germany, classi-



63

4.4 . The regulation of Germany’s electric power system

ﬁ SOILE PAIYL / SIOPY 1OYIEN MON = TdAL OITVLI w ﬁ SI0J0Y 193}4B|N PAYSIeIST = 3dAL 108 Q

uondwnsuo) Jamod

SIepINOIH
90IM8S BuLisepy

siojelbajul
wejsAs Abrsuzg siojesadQ ainjonsisespu]
uoledIUNWWO23|a L

siojeiadO
wejsAs bunsiop

SIapINOId 9IRS
SIBPINOIH 8INIBS slojesadQ uoledIuUNWWOo3|9 L

$18pinoid aoinies suonesado puo wajsAs uonnquisig

uoneuuojul Abisug

siojerado siojesado
abeiols wa)sAg uoissjwisues e
Juspuadapuy

sopsibo Jamod

sio|leley
pajesbajul-Auinn

siojes8do H

o]

seAjeladoo)
ABioug maN

uoljelauay) Jamod soe(djoB pozieoeds

Ileray
siojeiedo ddA | g aped) Jomod
siojesado

1ue|d Jamod Ying

siojesado

si0jeIadQ JUBld JOMO PaINquUisId ece|dieiEn 8GOS

B Fig. 4.9 Examples of established and new market actors in smart grids in Germany



64

Chapter 4 - Germany's way from conventional power grids towards smart grids

fied into the different smart grid supply chain areas
Power Generation, Power Logistics, Power Trade and
Retail, Power Consumption, and Information and
Communication. In the following, some examples
of new market actors depicted in @ Fig. 4.9 are de-
scribed together with a brief explanation on their
role in the smart grid development process:

Power Generation:

RES operators:

Traditionally, power plants in Germany were
exclusively owned and operated by large utili-
ties. Due to the financial support codified in
EEG (see » Sect. 4.4.3), a number of more than
1,500,000 RES plants, especially onshore wind,
PV and biomass plants, has been installed so
far. The largest part of these plants is operated
by households as well as small and medium-
sized companies: in 2013 for example, 6 % of all
German households had their own RES genera-
tion units, especially small rooftop PV installa-
tions [44]. Companies in the manufacturing in-
dustry have also long since started to build their
own RES generation units. By 2005, roughly 5 %
of all German manufacturing companies owned
RES. This number has more than tripled since,
reaching roughly 18 % in 2012 [45].

New energy cooperatives:

In the tradition of cooperatives founded in
Germany in the beginning of the 20" century to
develop the first power supply systems, new en-
ergy cooperatives have emerged in recent years.
These associations allow individual citizens or
civil society to pool their financial resources
and jointly invest in power system components
otherwise exceeding the financial resources of
their individual members. In Germany, 650 en-
ergy cooperatives with roughly 130,000 mem-
bers invested more than one billion euros in
power plants based on RES until 2012 [46].

Power Logistics:

Grid operations service providers:

This type of company specializes in offering
services to operate smart grids for small-sized
or municipally owned German DSO. The busi-
ness model of grid operation service providers
works out, since the small DSO often do not

have the highly specialized personnel required
for smart grid operation (i. e. with deep knowl-
edge of ICT capabilities and with the required
level of grid automation knowledge). A single
grid operation service provider may operate
the smart grids of several small DSO.

Power Trade & Retail:

VPP operators:

A virtual power plant is a network of decentral-
ized, small to medium-scale power generating
units such as biomass plants, combined heat and
power (CHP) units, wind farms and solar parks.
The interconnected units are partly operated
through central control of the virtual power
plant but nevertheless remain independent in
their operation and ownership. Virtual power
plants (VPP) deliver electricity products, such as
balancing power, that can be traded on electric-
ity market places. Product requirements, e. g. the
minimum volume of the delivered power, are
restrictive and usually cannot be met by single
small scale power plants, like e. g. a single wind
farm. VPP therefore bundle (aggregate) several
small scale power plants and often even add
other generation capacities and/or flexible loads,
to fulfil the product requirements of the energy
market places. Thus, the power generation of the
units in the virtual power plant is bundled - or
aggregated — and sold by a single trader on the
energy exchange or other energy market places
(e.g. market for balancing power). As a result,
VPP can gradually take over the role of tradi-
tional power plants - selling their output in the
wholesale markets. Today, in Germany, about

20 medium sized companies operate VPP.
Specialized marketplace operators:

These market actors operate market places e.g.
for ancillary services or for electricity from
well-defined sources. The concept of special-
ized market places has been piloted in several
research projects of the German E-Energy
program (see P Sect. 4.4.6 for more informa-
tion on the E-Energy program).

Power traders:

A person or entity that buys and sells energy
goods and services in an organized electricity
market (electricity or power exchange) or over-
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the-counter (OTC). Power traders offer dedi-
cated electricity wholesale services to other
market actors, e. g. industry companies or
power retailers companies or larger end-users
(like energy-intensive industry). Due to the
complex nature of electricity markets, trading
requires specialist knowledge and expertise,
comparable to financial service providers. In
Germany, power trading services are offered by
some 50 companies [19].

Independent retailers:

Liberalization of the energy market in Europe
led to the establishment of mostly medium-sized
power retail companies that are independent
from the established utilities. These companies
offer their customers heterogeneous energy-
based retail products, e. g. regional tariffs, time-
of-use pricing or electricity with a low CO,-
footprint. These products are widely accepted
both by the population and by enterprises.

Power Consumption:

Smart appliance contractors:

Households as well as enterprises operate a
growing multitude of power-consuming appli-
ances like heating equipment, cooling devices
or home electricity storage (so-called smart
appliances). For these clients, smart appliance
contractors offer individual services such as fi-
nancing, installation, operation, maintenance,
support and appliance replacement. Other
contractors act as full-service providers and
offer volume-based heating, cooling or load
management services.

Prosumers:

The term prosumer is merged from the terms
producer and consumer. Besides consuming
power, these new market actors deliver surplus
power to the grid, e.g. through small-scale
rooftop PV or combined heat and power (CHP)
plants.

Energy management service providers:

Energy management service providers deliver
energy monitoring and controlling services

to industry and large commercial companies.
With their service portfolio they contribute to
continuous improvement of energy procure-
ment and use in smart grids.

. z

Energy efficiency consultants:

These typically small-sized companies analyze
the energy consumption of private households,
enterprises, industry and municipalities in
order to identify potentials for energy sav-

ings and energy efficiency improvements and
consult the clients in efficient power usage. In

a typical business model the advisory is paid
for with a share of the savings generated from
energy efficiency improvements. In Germany, a
number of nearly 12,500 companies carried out
more than 400,000 consulting projects in 2011
[47].

E-Vehicle infrastructure operators:

Electric vehicles need charging stations. These
are built and/or operated by a growing number
of infrastructure operators.

E-Vehicle service providers:

These new market actors are typically big-sized
or mid-sized companies. E-Vehicle service
providers operate pools of electric vehicles and
rent them to companies and private consumers.

Information & Communication:

Metering system operators:

These companies install and operate electricity
metering equipment. Metering system opera-
tors are an example for a new market role that
has been created by the German government.
Their role is described by EnWG (§ 21) and
the Metering Access Ordinance (MessZV).
Metering service providers:

Metering service providers offer the service of
reading out meter systems and delivering the
gathered data to power retailers as a basis for
billing. Their role is also described by EnWG
(§ 21) and the Metering Access Ordinance.
Energy information service providers:

All market actors in smart grids require
energy-related information to carry out their
tasks and businesses, e.g. current or histori-
cal grid status data, metering data or weather
data. Energy information service providers
collect raw data from multiple sources, analyze
and refine the data and then offer specialized
information services to their customers. One
example of an energy information service

is wind and PV power generation forecasts,
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which are typically derived from a multitude of
different weather data sources.

Energy system integrators:

Energy system integrators are established or new
companies which develop ICT-based system
solutions in all segments of the smart grid
supply chain for their customers, e. g. solutions
for advanced distribution system management
and grid maintenance solutions for DSO, smart
metering solutions for metering service provid-
ers or virtual power plant management solutions
for VPP operators. The ICT sector in Europe has
increasingly been participating in the develop-
ment of smart grids and is involved in approxi-
mately 60 % of all related research projects [48].
The ICT-related smart grid concepts developed
by energy system integrators contribute to the
general understanding of smart grids among
established and new market actors, public
decision-makers, and the general public.

4.4.3 Market design

and RES integration

General market design German electricity whole-
sale markets bring together roughly 300 power gen-

Over-the-Counter (OTC)

Spot Market Futures Market

short term
(intraday, day-ahead)
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(1 week up to several
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physical fulfilment
standardized

both physical and
financial fulfilment
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eration companies, about 50 power trading compa-
nies, and approximately 1,110 power retail companies
[19]. A high level of liquidity indicates that electric-
ity wholesale markets are functioning well [19]. The
German wholesale market is currently separated into
two major energy-only markets (see @ Fig. 4.10):

== The European Energy Exchange (EEX) with

two products: spot (short-term) and future
(long-term) markets for electricity. In contrast
to China, there is only one uniform wholesale
price for electricity in Germany irrespective
of the power source, production technology,
or age of the power plant under consideration.
The market price - for all generators — at any
given time is determined by the marginal costs
of the last power plant required to satisfy total
electricity demand. This nationally integrated
market leads to a situation in which, at any
point in time, only those power plants with the
lowest marginal costs of production are able to
sell their electricity on the market.

The over-the-counter (OTC) market gives sup-
pliers and buyers of electricity the opportunity
to bilaterally trade electricity and to negotiate
contracts and prices irrespective of standard-
ized contracts or prices at the power exchange.
Like the EEX, OTC contracts offer the pos-
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sibility for spot and future trades. Products on
both markets can be the same, e. g. short-term
contracts with direct physical fulfillment can
be either traded via the exchange or negotiated
directly with another party on the OTC spot
market.

Most of Germany’s electricity is traded bilaterally
between generation and retail companies. In 2012
for example, 7,000 TWh of electricity were traded
in OTC transactions, whereas only approximately
1,200 TWh were traded at the EEX [19].° The attrac-
tiveness of OTC trading results from the fact that
OTC products can be designed more flexibly ac-
cording to the specific needs of the parties involved.
Nonetheless, EEX prices are very important because
they serve as a reference value for OTC trading.

While generation and retail companies use the
power exchange to trade electricity especially for
short-term contracts (physical fulfillment), most of
the trade at the power exchange is focused on the
exchange of futures. Here electricity traders focus
on financial exchanges. Traders expect to gain ben-
efits through the arbitrage between different future
periods. Retail companies have to pay the generators
for the electricity produced and the grid operator
for the transport of the electricity. The generation
company needs to inform TSO in advance about the
exact electricity volume that its facility will produce
within a certain period of time and to which cus-
tomer (e.g. power retail companies) the electricity
needs to be transported.

Promotion and integration of RES To subsidize the
development of RES, a fixed feed-in tariff which is
significantly above market prices is paid to RES own-
ers. The EEG, which regulates the promotion of RES,
was enacted in 2000 on the basis of the former Act on
the Feed-In of Electricity from RES into the Public Grid,
itself enacted in December 1990. The EEG regulates
a feed-in system that comprises four key elements:
Fixed feed-in tariff: for each kWh produced
and fed into the grid, a fixed price is paid

6  Note that the quantity of electricity virtually traded either
via OTC or EEX is considerably higher than the physical
quantity of electricity generation and consumption. This is
due to hedging or arbitrage activities of market participants.
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which is higher than the wholesale market
price for electricity.

Take-up obligation: grid operators must buy
the electricity from RES at all times and pay
the feed-in tariff independently from current
market prices.

RES priority: RES has priority over non-RES in
case of network congestion.

RES curtailment in last resort: in case of
network congestion, conventional power sup-
ply needs to be curtailed as much as possible
before RES can be curtailed as well.

Feed-in tariffs at a glance The feed-in tariffs are
usually paid for electricity stemming from hydro
power, landfill gas, gas from purification plants,
mine gas, biomass, biogas, geothermal power, on-
shore wind, offshore wind, small-sized rooftop PV
installations, and large-scale PV parks. With regard
to the specific design of the feed-in tariffs, three as-
pects must be considered:

First, feed-in tariffs differ depending on the

power source under consideration.

Second, feed-in tariffs for installations using

the same power source often depend on the

installed capacity with higher feed-in tariffs

applying to smaller installations.

Third, feed-in tariffs are paid for a period of

20 years and the feed-in tariff paid for each

installation at the moment of its commission-

ing is guaranteed over the whole period.”

Feed-in tariffs for new installations have been
steadily adjusted downwards since the implemen-
tation of the EEG in 2000, reflecting technical prog-
ress and the declining costs of RES. However, feed-in
tariffs for installations that went into service before
the adjustments remain at their originally guaran-
teed level. To facilitate planning for RES investors,
future reductions of the feed-in tariffs are already
known today and recorded in specific reduction
schemes that are part of governmental supplements

7 Wind power represents an exception to this general frame-
work: tariffs for wind farms are not constant over the whole
period but are slightly elevated during the first years of
the operation. Also, feed-in tariffs for wind farms do not
decrease with the size of the wind farm.



68 Chapter 4 - Germany'’s way from conventional power grids towards smart grids

to the EEG. Depending on the capacity and some
other characteristics of the installations, the follow-
ing ranges of feed-in tariffs for the power sources
with the highest relevance were paid in 2012 [49]:
Hydro: 0.034 €/kWh-0.127 €/kWh
Onshore wind: 0.0893 €/kWh-0.0991 €/kWh
Offshore wind: 0.15€/kWh-0.19 €/kWh
Biomass: 0.06 €/kWh-0.143 €/kWh
PV: 0.1794 €/kWh-0.2443 €/kWh

Financial burden caused by feed-in tariffs Elec-
tricity generated by means of RES (RES-E) is traded
on wholesale markets irrespectively of the feed-in
tariffs. RES-E enters Germany’s wholesale markets
in the following way:
Generators of RES-E receive the feed-in tariff
from their respective distribution grid opera-
tor, who in turn gets an equivalent compensa-
tion from the transmission grid operator.
The transmission grid operator sells RES-E
on a wholesale market, frequently receiving a
price considerably lower than the governmen-
tally fixed feed-in tariff.
To avoid financial burdens for transmission
grid operators as a result of this practice,
the difference between the fixed feed-in
tariffs and the market prices for electricity
is refunded in full to the transmission grid
operator.
The financial capital for this compensation
stems from the electricity consumers, who have
to pay a surcharge for the promotion of RES on
their electricity bill (renewable energy sur-
charge). The amount of the surcharge depends
on the type of consumer (with high discounts
for industrial consumers) but does not depend
on the consumer’s geographic location.

The financial burden caused by this compensation
has increased significantly in the course of the past
years. In 2000, approximately one billion euros was
necessary to cover the difference costs of RES feed-
in tariffs.® This figure increased to approximately
EUR 16 billion in 2012 and is projected to amount

8  Difference costs refer to the total amount of feed-in tariffs
paid to investors minus the revenues from RES-E on whole-
sale markets.
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to roughly EUR 20 billion in 2014 [50]. Owing to
the increasing share of RES in Germany’s elec-
tricity mix, the renewable energy surcharge rose
from 0.0008 €/kWh in 2000 to 0.0528 €/kWh in
2013 [51]. Germany has made the experience that
setting up a system with feed-in tariffs financed by
means of a surcharge that does not vary in differ-
ent regions redirects purchasing power from re-
gions with high loads towards regions with high
RES capacities. Berlin, with its more than 3 mil-
lion inhabitants (roughly 4.1 % of Germany’s total
population), received only 0.1 % of all RES con-
nected payments, whereas Schleswig-Holstein, a
federal state in Northern Germany with less than
3 million inhabitants (about 3.5 % of the popula-
tion), received 7.0 % of all RES connected pay-
ments [51]. However, Berlin’s population did not
pay less than the population in Schleswig-Holstein
to finance the RES funds. This means that purchas-
ing power was implicitly redirected from Berlin
to Schleswig-Holstein owing to the RES financing
mechanism.

The effects of RES on wholesale electricity
prices The price on the wholesale electricity mar-
ket is determined by the marginal costs of the last
power plant required to satisfy total electricity de-
mand setting the price which is applied to all gen-
erators at that point in time. The power plants are
ranked according to their marginal costs of electric-
ity generation (merit order), with the plants with
the lowest marginal costs necessary to meet demand
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dispatched first and the ones with the highest mar-
ginal costs brought online last.

TSO are mandated by law to prioritize the
feed-in of RES before other conventional genera-
tion technologies. Once installed and connected
to the grid, wind and PV installations can produce
electricity with almost zero marginal costs, while
costs of electricity generation from fossil fuel-fired
power plants depends on the price of the combus-
tibles used (fuel costs). Thus, electricity generated
from RES enters the wholesale markets at the be-
ginning of the merit order (at zero marginal costs)
and is dispatched first. As a consequence, average
wholesale prices decrease as the generation tech-
nologies with higher marginal costs are displaced
by an increasing volume of RES-E. Thus, large-scale
integration of RES-E suppresses wholesale electric-
ity prices. This is known as the so-called merit order
effect (see B Fig. 4.11). With large amounts of RES-
E traded on the wholesale markets (on windy and
sunny days), wholesale prices are rather low. When
high feed-in of RES-E corresponds to low demand
on the consumption side (typically on Sundays),
prices for electricity can even reach negative val-
ues. On these days, Germany sometimes exports
electricity to foreign countries and has to remu-
nerate these countries for absorbing the German
electricity. There were negative spot market prices
for almost 80 hours in 2013. Such negative prices
occurred in ten of twelve months [52]. In conclu-
sion, it can be said that the increasing share of RES
leads to decreasing but much more volatile prices
on the wholesale markets.

As wholesale market prices decrease, gas-fired
power plants, which have high marginal costs, are
dispatched less and less frequently making an eco-
nomically viable operation difficult and deterring
investors. However, with their flexibility and fast
ramp times gas-fired power plants are considered a
necessary part of a power system with a high share
of variable RES. Due to these developments, discus-
sions on a revision of the EEG and alternative sup-
port schemes and incentive mechanisms for invest-
ments in conventional power plants are currently
taking place in Germany.

Electricity retail markets and prices Electricity
retail markets are based on bilateral standardized
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contracts without any interactions on market-
places. They are less complex than wholesale mar-
kets. In both Germany and China, households and
industrial consumers pay different retail prices. In
contrast to China, German households have to
pay significantly more than industrial consumers.
In 2012, the price amounted to roughly 0.13 €/
kWh for industrial consumers, whereas the price
for household consumers amounted to approxi-
mately 0.26 €/kWh [53]. These privileges for in-
dustrial consumers were introduced to increase
the competitiveness of Germany’s industry on
world markets.
The retail price for electricity can be subdivided
into three main categories:
Taxes (electricity tax and value-added-tax)
and fees (mainly concessional duties and the
renewable energy surcharge) currently make
up approximately 50 % of the electricity price.
Costs of power generation and retail amount
to approximately 30 % of the price. Be-
tween 1998 and 2000, these costs decreased
from 0.1291 €/kWh to 0.0858 €/kWh as a
result of the market liberalization of 1998,
which created more market competition in all
areas of the power sector supply chain. In the
following years, the size of this price compo-
nent increased slowly but steadily until 2009
and has remained rather stable since then
[53].
Governmentally regulated network charges
compensating grid operators for electric-
ity transmission and distribution. Network
charges make up roughly 20 % of the retail
price paid by household consumers [3]

O Figure 4.12 illustrates the development of electric-
ity prices for private households and its composition
in Germany since 2006. The electricity retail price
has increased due to rising costs of power genera-
tion and retail as well as rising taxes and surcharges
(fees), which increased from 0.0714 €/kWh in 2006
to 0.1163 €/kWh by 2012 [53]. The increase of the
renewable energy surcharge from 0.008 €/kWh in
2006 to 0.0528 €/kWh in 2013 contributed to this
development. In the same timeframe, the network
charges decreased slightly.
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4.4.4 Development of infrastructure
and network regulation

Coordination of network expansion In Ger-
many, many different stakeholders are involved in
grid expansion planning. Even if planning activity
is mainly in the hands of TSO and BNetzA, other
established power sector companies, third parties
and the public can also influence network expan-
sion planning. From a legal point of view, the expan-
sion of the electric power grid is mainly regulated
by EnWG, by the Energy Network Development Act
(EnLAG), and by NABEG:

§ 12 EnWG states that transmission grid

operators are responsible for elaborating and

issuing a coordinated network expansion plan

each year. This plan is supposed to describe

which upgrades of the transmission grids will

be necessary during the following ten years.

The process of network expansion planning

is monitored by BNetzA. It allows for public

participation and is open to comments from

various stakeholders.

EnLAG defines specific investment projects

in single transmission lines with the intention

of facilitating the integration of RES, improv-
ing the interconnection with neighboring
countries, easing the connection of new power
plants, and reducing network congestions.
NABEG further specifies procedures relat-

ing to the network expansion plan. Its main
motivation is to accelerate the planning and
approval procedures of network expansion.

Cost pass-through regulation until 2009 The costs
of investments in the grid infrastructure are shared
by all electricity consumers via network charges.
Until 2009, investment into the grid infrastructure
was regulated using a so-called cost pass-through
regulation which was also applied in many European
countries and the United States. Cost pass-through
regulation adjusts permissible revenues according to
the grid operator’s accounting and capital costs. The
primary advantage of this system is that it lowers in-
vestment risks as practically all costs can be passed
on to the end-user (via network charges), thus en-
couraging investment in the infrastructure. However,
this regulation does not set incentives for efficient
grid operation especially important in power systems
with a limited need for grid expansion and upgrade.
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Incentive-based regulation after 2009 Today,
network charges in Germany are regulated using
incentive-based regulation in the form of a so-called
revenue cap. This solution relates to a model pro-
posed by the former UK Treasury economist Ste-
phen Littlechild in 1983. He criticized the lack of
efficiency incentives of cost pass-through regulation
and proposed the price-based regulation, which is
known as RPI-X [54]. Apart from Germany, similar
systems exist across Europe (e.g. the UK) and in
some areas of the United States as well.

For Germany, the details of revenue cap regu-
lation are defined in the Incentive Regulation Or-
dinance (ARegV). With price-based regulation,
the future revenue cap is defined ex-ante for the
coming regulation period (five years in Germany).
Within the regulation period, the formula used to
calculate the precise level of the revenue cap re-
mains unchanged. Permissible revenues therefore
follow a predetermined path during the regula-
tion period. The revenue cap is mainly based on
previous-year revenues minus the so-called RPI-X
Factor. This factor consists of the retail price index
(RPI) and an anticipated increase in productiv-
ity (the so-called X-Factor). The X-Factor is an
important element of incentive-based regulation.
It is determined individually for each grid opera-
tor. If a grid operator reaches a higher increase in
productivity than anticipated by the regulator, ad-
ditional cost savings need not be passed through
to the consumer and thus remain as additional
profit for the company. This mechanism there-
fore represents an incentive to improve efficiency.
The disadvantage of incentive-based regulation is
that cost-saving pressure may be at the expense of
network investment. In Germany, with its large
network investment requirements, a reform of the
regulatory system to facilitate efficient investment
is therefore currently being discussed.

Regulation of supply security Network regulation
relates not only to network charges but also to moni-
toring supply security. EnNWG contains several para-
graphs on this aspect. § 13 and § 14 EnWG assign
responsibility for stable grid operation to transmis-
sion grid operators and distribution grid operators
respectively. In urgent situations with a national rel-
evance (for example situations of network conges-
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tions), grid operators must contact BNetzA without
any delays (§ 13, section 6, EnWG). With regard to
less urgent and more local situations, grid opera-
tors are obliged to issue a yearly report listing all
supply interruptions within their respective grid
area (§ 52 EnWG). This report must be submitted
to BNetzA every year by the end of April via an
internet-based process (see [55]).

The description of each supply interruption
must include the time, duration, scope, and cause
of the interruption. Grid operators are also obliged
to describe the preventive measures taken to avoid
such interruptions in the future. A document en-
titled Guidelines of BNetzA concerning reporting du-
ties for supply interruptions in electric power grids
according to § 52 EnWG (see [56]) specifies the in-
formation to be transmitted to the regulator.

4.4.5 Coordination of generation
and consumption

Long-term coordination vs. short-term balancing
of generation and consumption Neither elec-
tricity generation nor electricity consumption has
changed dramatically in Germany during the last
two decades. Thus, policies focusing on facilitating
the long-term coordination of electricity generation
capacities with the development of electricity con-
sumption are not a primary concern in Germany.
However, due to the increasing intermittency of
Germany’s electricity generation caused by RES
integration, policies aiming at balancing electricity
generation and consumption in the short-term have
become more and more important.

The role of TSO in balancing generation and con-
sumption in the short-term Before the beginning
of the unbundling process, decisions such as the dis-
patching of power plants were coordinated within
the firms themselves. Today, these decisions are
coordinated in the wholesale and retail markets de-
scribed in P Sect. 4.4.3. In some cases, however, the
balancing of generation and consumption and re-
spective dispatching of power plants as determined
by the market cannot be realized due to physical
restrictions with regard to power grid infrastructure
capacities. In these cases, the TSO are responsible
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for balancing generation and consumption in or-
der to secure system stability. Specifically, German
TSO are allowed to take the following measures and
make the following adjustments:
So-called balancing markets are independent
from EEX and OTC trading and allow genera-
tion and consumption to be adjusted in the very
short term: according to § 12 EnWG, TSO can
tender the required balancing power through
a common internet platform.’ Three different
reserves are tendered: primary, secondary, and
tertiary reserve. Primary reserve needs to be
available within 30 seconds and is tendered on a
monthly basis. Secondary reserve must be avail-
able within 5 minutes and is also tendered on
a monthly basis. Tertiary reserve has to replace
the secondary reserve after 15 minutes. Tertiary
reserve is tendered on a daily basis.
An Ordinance on Disconnectable Loads
(AbLaV) was issued in 2013. It allows TSO to
tender, on a monthly basis, loads of up to 3GW
that can be disconnected within 15 minutes if
there is an urgent need to adjust consumption
downwards. Like in the balancing markets, the
loads are tendered on an internet platform.
If generation and consumption cannot be bal-
anced in balancing markets or by disconnecting
loads according to AbLaV, TSO are entitled to
overrule market outcomes by forcing power gen-
erators to adjust their generation. In that case,
the affected generation companies have to be
compensated for financial losses and BNetzA has
to be informed immediately on such measures.

The role of electricity tariffs in balancing genera-
tion and consumption in the short term Tradi-
tionally, the main function of electricity prices was
the coordination of electricity generation and con-
sumption in the long-run by incentivizing invest-
ments in generation capacities, grid capacities, and
end-use-devices. Currently, there is a trend towards
tariff structures on retail markets being designed
to take over the balancing of generation and con-
sumption even in the short term. The widespread
introduction of such time-of-use pricing critically

9  Please refer to » http://www.regelleistung.net for more
information on this internet platform.

depends on a successful rollout of smart meters.
Currently, only few households in Germany are
equipped with smart meters. According to a recent
survey among German energy market experts, the
widespread rollout of smart meters is not expected
to be completed before 2029 [57].

As a consequence, the German tariff system cur-
rently has less time-of-use pricing elements than
the Chinese tariff system. The following elements
provide examples for time-of-use pricing elements
included in the German tariff system:

For more than 20 years, electricity prices for

industrial consumers have been separated into

a peak load price and a base load price. This

offers users an incentive to keep peak demand

as low as possible. Technically, energy manage-
ment systems within factories supervise and
control the processes within certain ranges

to effectively reduce peak demand. In recent

times, more differentiated time-of-use pricing

has been introduced to take advantage of the
flexibility within the industrial production
process for load shifting.

Since 2011, EnWG has obliged each power

retail company to offer at least one electric-

ity tariff for residential consumers with price

levels differentiating at least between times

of peak and base load. However, only few

German households have chosen such a tarift

because the potential financial savings it offers

are rather low [58].

4.4.6 Therole of information
and communication

The role of government in promoting smart grid-
related ICT In addition to guiding the German
debate on smart grid developments and including
third parties in the smart grid development process,
the German government promotes the development
of smart grid technologies by means of innovation
policies. The smart grid innovation policies of the
German government currently focus on the pro-
motion of R&D and are embedded into the govern-
ment’s broader energy research policy.

The first objective of Germany’s energy re-

search policy is to contribute to achieving the
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targets set by the government in relation to the
energy sector and climate policy by supporting
the early-stage development of new technolo-
gies, concepts and business models.

The second target is to enhance the position
of German companies in the field of modern
energy technologies.

The third objective is to secure and enhance
technological options. This objective seeks

to help improve the flexibility of Germany’s
energy supply and is consequently directly
related to smart grid technologies.

In general, smart grid research projects are co-
funded by the German government with a govern-
ment grant amounting to 50 % of the total project
costs being paid to industrial project members.
Public research institutes and universities often get
100 % government funding. Mainly large consortia
of industrial companies (utilities, manufacturers,
telcos, innovative small and medium-sized enter-
prises, and energy service companies) and R&D
institutions such as universities or independent in-
stitutes compete among each other for government
funds. Their research proposals are evaluated by
independent evaluators or government bodies and
the best concepts are recommended for funding.

Some results from early R&D projects Germany’s
main funding program for smart grid and smart
market policies so far was the so-called E-Energy
funding scheme set up by BMWi and supported by
BMUB. Extended demonstration projects were car-
ried out in six German regions to validate the in-
tegration and balancing of renewables and the in-
clusion of third parties and smart markets such as
regional energy marketplaces. The development of
new ICT solutions for smart grids and smart markets
was an additional key target. The overall volume of
this program was roughly EUR 140 million [59].

The main motivations behind the E-Energy
funding scheme were

to establish a lead market in developing smart

grid technologies,

to integrate smart grid developments into the

European context, and

to guarantee the security of supply in the

future power system.
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The results of one of the E-Energy projects called E-
DeMa show that in today’s market conditions there
are not enough incentives for residential consum-
ers to apply DSM or demand response (DR) [60].
However, it is expected that the projected expan-
sion of RES generation capacities will increase the
demand and the corresponding business opportu-
nity for DSM. Therefore, numerous German retail-
ers have projects promoting consumers” commit-
ment to shift electricity consumption to off-peak
times and to use electricity more efficiently (e. g.
by visualizing end users’ electricity consumption).
One important result in this context is that new
market concepts are necessary to efficiently explore
the load shifting potential of customers. An elec-
tronic marketplace developed in the framework
of the E-Energy projects could, for example, serve
as a communication and interaction platform for
residential consumers.

Selected findings and lessons learned

from E-Energy

== Household customers with detailed informa-
tion on their load behavior are able to reduce
electricity consumption by roughly 5 %.

== Saving potentials are higher for commercial
and industrial enterprises. These consumers
were able to save up to 20 % with detailed
information on their electricity consumption.

== Electricity consumption needs to be made
transparent with feedback instruments indi-
cating current and historical consumption.

== An illustration of historical consumption
provided with the monthly electricity bill can
sometimes constitute sufficient feedback
for household consumers. In general, more
sophisticated feedback instruments are
necessary, especially for companies.

== Transparent electricity consumption pat-
terns are not sufficient to save on electric
power. Consumers must also be empowered
to assess the relevant information and de-
cide on possible options. Advisory measures,
efficiency indicators, and analytic tools are
necessary in this context.

Source: B.A.U.M. Consult G.m.b.H. [59]
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In the wake of the E-Energy funding scheme, the
call for project proposals for the Future Proof Power
Grids research program took place in early 2013.
The aim of the program is to improve cooperation
between industry and academia throughout the
value chain and facilitate international research co-
operation. Another goal is to improve the environ-
mental, economic, and resource efficiency of elec-
tricity networks as well as the security of electricity
supply research under this program is supported
with a total of EUR 150 million provided by three
different ministries [61]. More than 400 companies
and 300 academic and research institutions formed
research consortia and submitted 171 project pro-
posals. The large majority of project proposals deals
with issues related to distribution grids, with pro-
posed research on transmission grids also attracting
a significant amount of proposals and wind power
integration trailing behind [61]. The focus of most
proposals is on the management of grid operations,
followed by technical challenges of transmission
and distribution grids as well as network planning.

The role of the ICT industry in promoting smart
grids The ICT industry has developed a promi-
nent view on Germany’s smart grid issues. Repre-
sentatives of the ICT industry contributed to the
creation of the comprehensive German smart grid
vision elaborated in FEG. Germany’s ICT industry
is focusing less on basic aspects of communications
but more on general services to end consumers,
e.g. value-added services at residential level, apps
for energy efficiency, and big data aspects relating
to power grid data exchange, data processing, and
archiving. While smart grid funding and lobbying
is strongly influenced by the ICT industry, aspects
related to distribution grids are still dominated by
companies from the energy sector.

The Federation of German Industries (BDI) and
the Federal Association for Information Technology,
Telecommunications and New Media (BITKOM),
which focus on the ICT point of view, can be re-
garded as important players to address the view of
the ICT industry in the smart grid debate: the for-
mer is a large general industrial association commu-
nicating the interests of German industry to those
in positions of political responsibility. The latter is a
large association dedicated to information technol-

ogy, telecommunications, and new media industry.
In addition to the promotion of the business devel-
opment, these associations focus on the aspect of
data privacy. Therefore, important legislation and
regulatory topics covered by both associations are
smart metering (private consumption data), smart
home gateways (also private data and service inter-
ruptions), and certain aspects of controllable local
systems and communication requirements of the
German Forum Network Technology/Network Op-
eration in the VDE (FNN).

Information security in Germany’s smart
grid environment

Besides system operation, information security
in Germany strongly focuses on the aspect of
user acceptance, e.g. in the domain of smart
metering. In that context, data privacy is a very
important issue. The standards discussed in

the context of information security in Ger-
many include the IEC Technical Committee (TC)
57 family, ISA 99 and the North American Electric
Reliability Corporation’s (NERC) Critical Infrastruc-
ture Protection Committee (CIPC). Furthermore,
studies for the BMWi have been carried out to
provide an overview of previous attacks in the
energy domain, existing solutions and security
standards, and also insights on security metrics
and patterns [63].

Standardization in the information security sec-
tor seeks to unify the implementation of ICT se-
curity measures. The ultimate aim is to improve
the common security level in the power system.
An overview of common security standards in
Germany is given by BITKOM and DIN, although
it does not cover the energy domain directly
[64]. An evaluation of security standards and
guidelines for the energy domain was con-
ducted in the European project European
Network for the Security of Control and Real

Time Systems (ESCoRTS). This topic is also ad-
dressed by the Smart Grid Information Security
(SGIS) working group, which is partly respon-
sible for carrying out the European Mandate
M/490 as well as the corresponding DKE Group
STD 1911.11 in Germany (see [65]).
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The requirements stated in the white paper on
Requirements for Secure Control and Telecommu-
nication Systems [66] by the German Association
of Energy and Water Industries (BDEW) aim to
support the acquisition, development, and
revision of control and telecommunications
systems in the energy sector to minimize the
consequences of threats.

Key findings

Germany has a stable and nationwide integrated
electric power system. The power sector is in an ad-
vanced state of unbundling, featuring widely used
markets for power exchange. Retail prices are rather
high in Germany due to taxes and levies imposed to
finance the modernization of the power system.
An important goal of the German government is
to increase the sustainability of the electric power
system. RES generation capacities have therefore
been strongly built up in recent years and are likely
to further increase in importance during the next
decades. The increasing feed-in of intermittent RES
generation puts more and more stress on grid op-
eration in Germany. In this context, Germany has
gathered significant experience on topics relating
to grid integration and curtailment of RES.

In Germany, smart grids are seen as a means to
enhance the electric power grid so that it can
cope with the increasing feed-in of RES and to
avoid investments in the conventional (primary)
grid infrastructure. New market concepts such as
regional energy marketplaces, business services,
and VPP also play an important role in the German
smart grid concept. They are expected to increase
business activities, integrate new market actors in
the power sector, and facilitate the involvement of
power consumers.

Representatives from the electric power sector,
manufacturing sector, ICT sector, and from the sci-
ence and research community recently developed
a comprehensive smart grid vision for Germany
that uses a systematic and comprehensive top-
down approach. This approach can serve as a best
practice example of how to develop and formulate
a smart grid vision.

e 4

The government plays a strong role in Germany'’s
energy sector regulation: it published credible
long-term goals for the development of the power
sector until 2050. There is also strong coordination
between the different governmental institutions
involved in energy policy. Finally, the regulatory
authority is independent from the government
and can be seen as a powerful player in Germa-
ny’s power system. The government is very active
in the smart grid development process as well:
BNetzA has issued a widely acknowledged govern-
ment position on smart grids and smart markets
while BMWi aims at including new market actors
in the smart grid development process.

The unbundling process, the legally enforced
trend towards more competition, as well as the
migration towards smart grids and RES have con-
tributed to the emergence of new market actors
in Germany. Their growing importance can be
considered as the most profound change in Ger-
many'’s market structure during the last few years:
new market actors introduced innovative products
and services and contributed to the moderniza-
tion of Germany’s energy power sector. The ICT
industry for example, has developed a prominent
view on Germany’s smart grid topics and places
a special emphasis on services being provided to
end consumers.
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