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TRUSTWORTHINESS OF DIGITAL 

GOVERNMENT SERVICES: DERIVING A 

COMPREHENSIVE THEORY THROUGH 

INTERPRETIVE STRUCTURAL MODELLING 

ABSTRACT 

Having its origin in public administration, trustworthiness is a significant concept in digital 

government research, influencing the relationships between citizens and governments. 

However, the interrelationships between the facets of trustworthiness are given inadequate 

attention. Therefore, the aim of this research was to develop a theory detailing the factors 

affecting citizens’ perceptions of e-government trustworthiness. A comprehensive review of 

public administration and information systems literature highlighted 20 pertinent variables. 

The interrelationships of these variables were identified and categorised according to their 

driving and dependence power by employing Interpretive Structural Modelling. The proposed 

model was then drawn based on the level partitioning of variables and interrelationships of 

the variables determined using the final reachability matrix. The findings reveal that current 

conceptualizations of digital government trustworthiness take a too narrow view. The 

findings can help government policy makers with understanding the interrelated factors 

associated with trustworthiness in the context of digital government services and implement 

them in effective strategic planning. 

Keywords: Trustworthiness, Trust, Electronic Government, Digital Government, ISM, 

Theory, Citizens 

INTRODUCTION 

Governments are struggling with their relationships with the public. Studies have shown that 

the trust of citizens in government has declined dramatically over recent decades (e.g. 

Hibbing and Theiss-Morse, 2001; Rosenstone and Hansen, 1993). Digital government – or e-

government – technologies are regarded as key to improving relationships between 

government and the public (Morgeson III et al., 2011; Ravishankar, 2013; Shareef et al., 

2016a). Some regard e-government as a powerful tool for improving the internal efficiency of 

the government, the quality of service delivery, and public participation and engagement 

(Dwivedi et al., 2016a; Dawes, 2008; Gil-García and Pardo, 2005; Parent et al., 2005; Rana 

and Dwivedi, 2015; Rana et al., 2015a; 2016). Others find e-government to be a means of 

helping to establish trustworthy institutions and building or restoring citizen’s trust in 

government (Bellamy and Taylor, 1998; Tolbert and Mossberger, 2006; West, 2005; Sandeep 

and Ravishankar, 2014).  
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Trust is important in the e-services context to help users overcome perceptions of uncertainty 

and risk (McKnight et al., 2002), which may inhibit citizens’ use of e-government 

technologies. Although scholars in the public administration field have discussed the 

significance of trust (e.g. Behn, 1995; Nachmias, 1985; Ruscio, 1996), not much empirical 

research on this subject is yet found (Cho and Poister, 2013). Originating in the public 

administration literature, trustworthiness has become central to e-government research 

(Carter and Belanger, 2005; Welch et al., 2005). The concept of trustworthiness refers to the 

properties through which a trusted entity (whether another person or an institution) serves the 

interests of the trustor (citizen or business) (Levi and Stoker, 2000). Belanger et al. (2002) 

defined trustworthiness as the perception of conviction in the trusted entity’s reliability and 

integrity. This perception usually involves concerns related to security and privacy.  

Despite its importance for the e-government context (Das et al., 2009) causality of trust in 

governance remains an under-investigated area (Vigoda-Gadot and Yuval, 2003). Carter and 

Belanger (2005) recommend further research into the specific components of e-government 

trustworthiness. Although Yang and Anguelov (2013) provide comprehensive preliminary 

discussions of factors contributing to the trustworthiness of public services, public sector 

literature has not yet holistically considered the factors affecting citizens’ perceptions of e-

government trustworthiness.  

The Interpretive Structural Modelling (ISM) method helps to impose order and direction on 

the complexity of the relationships among the variables of a system (Sage, 1977). Therefore, 

the aim of this research is to conduct ISM to develop a theory detailing the factors affecting 

citizens’ perceptions of e-government trustworthiness. By doing so this work will attempt to 

answer the following research question: which factors affect citizens’ perceptions of e-

government trustworthiness and how are they related to each other? The research endeavours 

to make a cross-disciplinary contribution through application of knowledge from public 

sector, e-government and information systems literature. We limit the scope of e-government 

to government-to-citizen e-government transactional and interactional services in accordance 

with other researchers (e.g. Lee and Rao, 2009; Shareef et al., 2011). 

The remainder of the paper is as follows. First, a literature review of public administration 

and information systems research uncovers a variety of factors linked to e-government 

trustworthiness. In the next section the ISM method employed to determine the power of the 

antecedents is described. In the further sections the results and their implications are 
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discussed. Finally, the paper is concluded, outlining limitations and suggestions for future 

research.  

LITERATURE REVIEW 

Trust and trustworthiness are fundamentally distinct but closely related concepts (Yang and 

Anguelov, 2013). Cho and Lee (2011) discuss the differences between trust and 

trustworthiness at length, determining that trustworthiness centres around the characteristics 

of a trustee whereas trust concerns a trustor’s psychological state. Therefore, trust is an 

individual’s perception of the trustworthiness owned or displayed by another 

(Grimmelikhuijsen and Meijer, 2014; Yang and Anguelov, 2013).  

In contrast to the context of e-commerce there are unlikely to be competing e-government 

services, making trust even more vital to prevent citizens reverting to traditional offline 

interactions with government (Teo et al., 2008). Cho and Lee (2011) argue that focussing on 

the trustworthiness rather than on trust is more practically useful in order to guide public 

managers’ trust building activities. In a similar vein, Yang and Anguelov (2013) argue that 

trustworthiness can be directly controlled or influenced by public sector managers and 

decision makers.  

There have been two overarching focal points in terms of trustors in public administration 

research: public sector servants and citizens. Considering the former, existing research has 

explored the role of perceived trustworthiness as a managerial resource within US federal 

agencies (Cho and Lee, 2011), the role of trust in public servants’ organizational 

identification (Campbell and Im, 2015), and the effects of different types of trust on 

employee satisfaction and organizational commitment (Cho and Park, 2011). Focussing on 

citizens as the trustors, public sector research has explored the effect of e-government 

adoption and/or satisfaction on citizens’ trust in government (e.g. Hong, 2013; Morgeson III 

et al., 2011; Welch et al., 2005), the effect of transparency on citizens’ perceptions of 

trustworthiness (Grimmelikhuijsen and Meijer, 2014), and the role of organizational politics 

and ethics as predictors of citizens’ trust in governance (Vigoda-Gadot, 2007).  

Even though gaining citizens’ trust is a high priority for public organizations (Park and 

Blenkinsopp, 2011), Robinson et al. (2013) argue that limited work has been conducted to 

examine the factors contributing to citizens’ perceptions of trustworthiness of specific 

agencies, programs, or services and find that models of trust need to be specific to the 
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context. Most theory and empirical research on the impact of e-government on citizens’ trust 

in government remains at the macro-level and misses out on the deeper understanding of the 

interaction between the factors directly or indirectly influencing the trustworthiness of e-

government (Smith, 2010; Smith, 2011). This lack of empirical data is partially due to the 

relatively contemporary nature of e-government implementation that has meant limited time 

and opportunities to study the wider social, economic, and political implications of e-

government projects (Weare, 2002).  

Trustworthiness of e-government and associated variables  

Trustworthiness of e-government is based on characteristics of e-government that may 

generate citizens’ trust. Mayer et al. (1995) identified three core dimensions of 

trustworthiness: ability, benevolence, and integrity. These three principles are associated with 

competence, good intentions, and honesty and consistency, respectively (see McKnight et al., 

2002; Yang and Anguelov, 2013). A number of public sector studies have employed these 

dimensions of trustworthiness in government and e-government (e.g. Cho and Lee, 2011; 

Grimmelikhuijsen and Meijer, 2014; Shareef et al., 2015; Yang and Anguelov, 2013). 

Despite criticisms of adopting unidimensional scales of trust, other studies have captured 

trustworthiness as a unidimensional scale (e.g. Park and Blenkinsopp, 2011), sometimes even 

using just one of the three aforementioned dimensions as a measure of trustworthiness (e.g. 

Robinson et al., 2013). Lee and Rao (2009) focus on ‘trust in e-government agent’, measuring 

benevolence, integrity, and competence beliefs as reflective indicators of a second order 

construct whereas Tan et al. (2008) model competence, integrity and benevolence as 

predictors of customer trust. Dashti et al. (2009) argue that citizens’ trust in e-government 

reflects their evaluation of the officials responsible for developing, maintaining, and 

monitoring the system rather than the system itself. This suggests that the dimensions of 

trustworthiness, i.e. ability, benevolence, and integrity are relevant for e-government. 

However, Dashti et al. (2009) include trustworthiness as a measurement item of the latent 

variable ‘trust in e-government’. Teo et al. (2008) modelled trust in government and trust in 

Internet as predictors of trust in e-government website. Carter and Belanger (2005) proposed 

a model of e-government trustworthiness comprised of trust of the Internet and trust of 

government, but cross-loading led to the combination of the observed variables to form one 

trustworthiness construct. These various measurements and conceptualisations demonstrate 
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the inconsistency in the use of ‘trust’ and ‘trustworthiness’ as constructs in e-government 

research.  

Given that citizens hold the government accountable when services provided by third parties 

go wrong, Yang and Anguelov (2013) argue that trust in government is inextricably linked to 

trustworthiness of public services, which implies that trust in government is linked to 

trustworthiness of e-government. Dashti et al. (2009) differentiate trust in government and 

trust in e-government by the visibility of the public servants and their direct contact with the 

public. They found support for their hypothesis that trust in government would positively 

affect trust in e-government, suggesting that citizens' rely partly on their offline experience 

with public servants to evaluate their less visible counterparts who operate e-government; if 

government behaves sincerely offline then it appears that citizens are more likely to believe 

that e-government will behave similarly. These findings are in line with Vigoda-Gadot & 

Yuval’s (2003, p.504) arguments that “as customers of public services, citizens tend to 

generalize their attitudes”.  

In addition to trust in government, Belanger and Carter (2008) propose that initial trust in e-

government is composed of trust of the Internet as the enabling technology of e-government 

services, and find that both of these constructs significantly affect intention to use e-

government services. However, when modelled as predictors of trust in e-government 

website, trust in technology was only found to be a significant predictor for active users (Teo 

et al., 2008), evidencing a contextual effect of trust of the Internet. 

E-government provides a vehicle for increased dissemination of information and hence 

improved transparency. Transparency has been found to increase citizens’ trust in local 

government (e.g. Tolbert and Mossberger, 2006) as well as being a predictor of trust and 

satisfaction (Park and Blenkinsopp, 2011). However, Grimmelikhuijsen and Meijer (2014) 

found that prior knowledge and disposition to trust government moderated the relationship 

between transparency and perceived trustworthiness, suggesting that the link between 

transparency and trustworthiness is more complicated. Although much of the empirical 

evidence suggests transparency is an antecedent of trustworthiness, Margetts (2011) makes an 

interesting point about the limits of transparency and potential detrimental effects of 

highlighting incompetence as a result of transparency. This suggests that presenting wrong or 

inaccurate information as a result of transparency may negatively affect trustworthiness of e-

government.  
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Citizens want to know that public servants are listening and will respond to their needs 

(Ravishankar, 2013; Yang and Anguelov, 2013) and interaction between two parties helps to 

develop trust (see Welch et al., 2005). Responsiveness relates to perceptions about the 

willingness of a service provider to help the customer and can positively affect customer trust 

(Gefen, 2002). E-government websites create opportunities for convenient and quick 

interactions between citizens and public servants (Tolbert & Mossberger, 2006). 

Responsiveness of public servants behind the e-government system may make a citizen feel 

cared about by the government, which may increase perceptions of trustworthiness. Tolbert 

and Mossberger (2006) found that responsiveness was directly linked to increased trust of 

local government. Tan et al. (2008) found responsiveness to be a core attribute of service 

quality, concluding that such a feature is central to e-government service design. Welch et 

al.’s (2005) finding - that individuals with more concern about the responsiveness of 

government are less satisfied - suggests an important relationship between responsiveness 

and satisfaction with e-government. 

Welch et al. (2005) argue that factors such as accountability may be just as important as 

concerns over the technical systems enabling e-government services. ‘To be accountable is to 

provide information about one’s performance, to take corrective action as necessary, and to 

be responsible for one’s performance’ (Wang and Wan Wart, 2007, p.270), suggesting that 

transparency and responsiveness are inextricably linked to accountability. Although 

accountability is influenced by information quality, information asymmetry blurs insight. 

Baldwin et al. (2012) explored public servant attitudes towards ICT and e-government in 

New Zealand. Using a mixture of closed- and open-ended questions it was revealed that 

while some of the 240 respondents saw increased accountability as a result of e-government, 

others envisaged the opposite. From the citizen perspective, accountability as a result of e-

government may precede trustworthiness of e-government (see Sandeep and Ravishankar, 

2014). 

Privacy and security relate to the safety of information (Shareef et al., 2016b; Teo et al., 

2008). Transactional services require citizens to disclose personal information before a 

transaction can be completed (Beldad et al., 2011), thus ‘privacy and security are reoccurring 

issues in e-commerce and e-government research’ (Carter and Belanger, 2005, p.9). 

Perceived privacy and security of information is critical to instil users’ confidence. 

Asgarkhani’s (2005) report on a pilot study of a digital government project in New Zealand 
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documented concerns about data security and confidentiality with regard to online 

government services. For both experienced and inexperienced users, confidence in online 

privacy statements has been found to be very important in predicting trust in e-government 

(Beldad et al., 2011). Shareef et al. (2011) also found that beliefs in security contribute to 

developing trust in e-government.  

Spatial separation when conducting transactions via e-government also involves an element 

of risk from sources of attack such as third party hacking. Perceived risk is related to the 

uncertain outcome of a behaviour  (Lee & Rao, 2009). Evidence of the relationship between 

perceived risk and trust in e-government remains largely convoluted. Belanger and Carter 

(2008) found trust of the government, but not trust of the Internet, to have a significant 

negative effect on perceived risk of e-government services, and that perceived risk had a 

negative effect on intention to use e-government. Horst et al. (2007) found perceived risk of 

e-services to negatively affect trust in e-government. Unusually, Shareef et al. (2011) found 

perceived uncertainty to have a positive effect on trust, which they argued was a result of the 

respondents’ enjoyment of the virtual characteristics of e-government in the presence of 

security and technical ability. 

In the context of e-government services, system quality is a subjective assessment of the e-

government website. Lee and Rao (2009) found that website quality has a significant effect 

on citizens’ confidence in the competence of an e-government service provider. Among 

respondents with e-government experience it has been found that the quality of previous 

online government transactions plays an important role in shaping trust in government 

(Beldad et al., 2011). Another measure of perceived quality, service quality is a subjective 

assessment of a service received against expectations of that service (Parasuraman et al., 

1988; Shareef et al., 2014). Carter and Belanger (2005) argue that those who have a positive 

experience of e-government services will be more likely to use the service again. Parent et al. 

(2005) found e-government service quality to have a significant effect on trust in government. 

Tan et al. (2008) also found service quality to highly influence the three core constructs of 

trustworthiness. In the opposite direction Teo et al. (2008) found trust in e-government 

website to significantly predict both system quality and service quality. Rana et al.’s (2015b) 

meta-analysis found support of the significant effects of system and service quality on 

satisfaction, which has also been confirmed in public administration literature (e.g. van Ryzin 

et al., 2004).  
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Citizen satisfaction with e-government results from a number of factors (Welch et al., 2005). 

Van Ryzin et al. (2004) found that overall satisfaction drives trust in local government 

officials and research by Vigoda-Gadot (2007) found satisfaction to be the strongest predictor 

of trust in governance. It has also been found that those individuals who are more satisfied 

with e-government and government Web sites also trust the government more, and those 

individuals who trust government more are also more likely to be satisfied with e-government 

(Welch et al., 2005). The effect of trust in e-government website on satisfaction was found to 

be partially mediated by system quality and service quality in Teo et al.’s (2008) study, with 

service quality having a slightly stronger influence than system quality. 

Robinson et al. (2013) found various individual factors such as political attitude to have 

substantive impacts on trust in administrative agencies and argue that although these are 

seldom measured in public administration research, their significant influence makes their 

inclusion in further research important. Shareef et al. (2011) found perceived ability to use to 

have substantial effects on both trust in e-government and adoption intentions. 

Grimmelikhuijsen and Meijer (2014) found that prior knowledge and disposition to trust 

government moderated the relationship between transparency and perceived trustworthiness. 

Disposition to trust is based on characteristics of the trustor (Belanger and Carter, 2008) - the 

extent to which an individual displays an inclination to trust others and depend on them 

(McKnight et al., 2002). Therefore, disposition to trust is personality-based (Mayer et al., 

1995) rather than context specific and so cannot be manipulated by government agencies 

(Belanger & Carter, 2008). Disposition to trust is especially pivotal when the situation is 

ambiguous and/or there is little information about the trustee’s ability, benevolence, and 

integrity. Belanger and Carter (2008) found disposition to trust to significantly influence trust 

of the Internet and trust of the government. Lee and Rao (2009) also found disposition to trust 

to increase trust in e-government, whereas Beldad et al. (2011) did not find support for this. 

‘While e-government has the potential to improve government transparency, responsiveness, 

and accountability, e-services will only be adopted if citizens deem them trustworthy’ 

(Belanger and Carter, 2008, p.166). Use of e-government has been found to be related to a 

number of factors already highlighted. Morgeson III et al. (2011) found that e-government 

adoption may lead to improved citizen confidence in the future performance of that e-

government agency and Welch et al. (2005) found that e-government website use is 

positively related to e-government satisfaction. Teo et al. (2008) found trust in e-government 
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website to have a direct effect on intention to continue using e-government and Tolbert and 

Mossberger (2006) found a significant relationship between trust and use of a local 

government website. On the other hand, Parent et al. (2005) found that e-government usage is 

not sufficient to induce trust in government but intensifies existing levels of trust if these are 

already positive. 

METHOD 

The previous section highlighted how trustworthiness of e-government services is impacted 

by a number of variables. However, the direct and indirect relationships between the 

variables describe the situation far more precisely than when they are considered in isolation. 

Interpretive Structural Modelling (ISM) is an interactive learning process: a group’s 

adjudication decides whether and how a number of variables are related, an overall structure 

is extracted from the complex set of variables based on the relationships interpreted by the 

group, and then the specific relationships and overall structure are portrayed in a directed 

graph (digraph) model through a hierarchical configuration. ISM has been used by other 

researchers in the area to explore e-governance service delivery based on its critical success 

factors (Lal and Haleem, 2009). ISM is a sound method for this research in order to develop 

insight into the collective understanding of the relationships between trustworthiness of e-

government and the various variables identified in the literature review. The steps involved in 

the ISM technique are shown in Figure 1.  

Structural Self-Interaction Matrix (SSIM) (Steps 2, 3, 4 and 5) 

For analysing the criteria a contextual relationship of ‘helps achieve’ or ‘influences’ is 

chosen. In this exercise, seven experts - three public sector professionals and four academics - 

whom have a mixed experience of information systems, e-government, and public 

administration were chosen to provide their expert views on the interrelationships of the 

twenty constructs selected through the review of literature (see Appendix for construct 

definitions and table used for the expert survey). To express the relationships between 

different factors of e-government trustworthiness, four symbols were used to denote the 

direction of a relationship between the parameters i and j (here i < j): 

[1] V – construct i helps achieve or influences j; [2] A – construct j helps achieve or 

influences i; [3] X – constructs i and j help achieve or influence each other; [4] O – constructs 

i and j are unrelated.  
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By collating the contextual relationships decided by each expert the SSIM is developed 

(Table 1). The following statements explain the use of symbols V, A, X, O in SSIM: [1] 

Privacy concerns (Variable 5) help achieve or influence trustworthiness of e-government 

(Variable 20) (V); [2] system quality (Variable 14) helps achieve or influences trust in 

technology (Variable 2) (A); [3] satisfaction (Variable 13) and use (Variable 16) help achieve 

or influence each other (X); [4] transparency (Variable 8) and competence (Variable 19) are 

unrelated (O).  

Table 1. Structural Self-Interactional Matrix (SSIM) 

VR[i/j] 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 

1 X A A X V O O X A A A A A A A A X X X  

2  X A O O V X A X X A X A A O X X X X    

3 X O X O V O O V A O O O A O A V V      

4 V A A O V A A X A A O A A O X X        

5 V O A A V A A V A A A A A O X          

6 X A A A V A A X A A A A A O            

7  V O V V O O O O O O O O O              

8 V O X O V O X V O O X X                

9 V V V O V X O V V O O                  

10 V X V V V O O V O X                    

11 V O O V V O V V V                      

12 V A X V V V X V                        

13 V A O O X X A                          

14 V V V O V V                            

15 V O O O V                              

16 X A A A                                

17 V O A                                  

18 V O                                    

19 V                                      

20                     

[Legend: 1 = Trust in Government, 2 = Trust in Technology, 3 = Disposition to Trust, 4 = Perceived Risk, 5 = 

Privacy Concerns, 6 = Perceived Security, 7 = Political Attitudes, 8 = Transparency, 9 = Perceived Prior 

Knowledge, 10 = Accountability, 11 = Responsiveness, 12 = Service Quality, 13 = Satisfaction, 14 = System 

Quality, 15 = Perceived Ability to Use, 16 = Use, 17 = Benevolence, 18 = Integrity, 19 = Competence, 20 = 

Trustworthiness of E-Government, VR[i/j] = Variable i/Variable j] 
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Figure 1. Flow Chart for ISM Method 
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Reachability Matrix (Steps 6, 7 and 8) 

Next, the SSIM was converted into a binary matrix, called the initial reachability matrix, by 

substituting V, A, X, and O with 1 and 0 as per the case. The substitution of 1s and 0s are as 

per the following rules: [1] if the (i, j) entry in the SSIM is V, the (i, j) entry in the 

reachability matrix becomes 1 and the (j, i) entry becomes 0; [2] if the (i, j) entry in the SSIM 

is A, the (i, j) entry in the reachability matrix becomes 0 and the (j, i) entry becomes 1; [3] if 

the (i, j) entry in the SSIM is X, both the (i, j) entry and (j, i) entry in the reachability matrix 

become 1; [4] if the (i, j) entry in the SSIM is O, both the (i, j) entry and (j, i) entry in the 

reachability matrix become 0. Following these rules, the initial reachability matrix for the 

trustworthiness factors of e-government is shown in Table 2.  

Table 2. Initial Reachability Matrix 

VR 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

1 1 1 1 1 0 0 0 0 0 0 0 0 1 0 0 1 1 0 0 1 

2 1 1 1 1 1 1 0 0 0 1 0 1 1 0 1 1 0 0 0 1 

3 1 1 1 1 1 0 0 0 0 0 0 0 1 0 0 1 0 1 0 1 

4 1 1 0 1 1 1 0 0 0 0 0 0 1 0 0 1 0 0 0 1 

5 1 1 0 1 1 1 0 0 0 0 0 0 1 0 0 1 0 0 0 1 

6 1 1 1 1 1 1 0 0 0 0 0 0 1 0 0 1 0 0 0 1 

7 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 1 1 0 1 

8 1 1 1 1 1 1 0 1 1 1 0 0 1 1 0 1 0 1 0 1 

9 1 1 0 1 1 1 0 1 1 0 0 1 1 0 1 1 0 1 1 1 

10 1 1 0 0 1 1 0 1 0 1 1 0 1 0 0 1 1 1 1 1 

11 1 1 0 1 1 1 0 0 0 1 1 1 1 1 0 1 1 0 0 1 

12 1 1 1 1 1 1 0 0 0 0 0 1 1 1 1 1 1 1 0 1 

13 1 1 0 1 0 1 0 0 0 0 0 0 1 0 1 1 0 0 0 1 

14 0 1 0 1 1 1 0 1 0 0 0 1 1 1 1 1 0 1 1 1 

15 0 1 0 1 1 1 0 0 1 0 0 0 1 0 1 1 0 0 0 1 

16 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 1 0 0 0 1 

17 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 1 0 0 1 

18 1 0 1 1 1 1 0 1 0 0 0 1 0 0 0 1 1 1 0 1 

19 1 1 0 1 0 1 0 0 0 1 0 1 1 0 0 1 0 0 1 1 

20 1 1 1 0 0 1 0 0 0 0 0 0 0 0 0 1 0 0 0 1 

[Legend: 1 = Trust in Government, 2 = Trust in Technology, 3 = Disposition to Trust, 4 = Perceived Risk, 5 = 

Privacy Concerns, 6 = Perceived Security, 7 = Political Attitudes, 8 = Transparency, 9 = Perceived Prior 

Knowledge, 10 = Accountability, 11 = Responsiveness, 12 = Service Quality, 13 = Satisfaction, 14 = System 

Quality, 15 = Perceived Ability to Use, 16 = Use, 17 = Benevolence, 18 = Integrity, 19 = Competence, 20 = 

Trustworthiness of E-Government, VR = Variable] 

 
After including transitivity, the final reachability matrix is shown in Table 3. Table 3 also 

shows the driving and dependence power of each variable. The driving power for each 

variable is the total number of variables, including itself, which it may help to achieve. On 

the other hand, dependence power is the total number of variables, including itself, which 

may help in achieving it. These driving powers and dependence powers will be used later in 
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the classification of variables into the four groups including autonomous, dependent, linkage, 

and drivers.     

Table 3. Final Reachability Matrix 

 
 

Level Partitions (Steps 9 and 10) 

The matrix is partitioned by assessing the reachability and antecedent sets for each variable 

(Warfield, 1974). The final reachability matrix leads to the reachability and antecedent set for 

each factor relating to trustworthiness of e-government. The reachability set R(si) of the 

variable si is the set of variables defined in the columns that contained 1 in row si. Similarly, 

the antecedent set A(si) of the variable si is the set of variables defined in the rows, which 

contain 1 in the column si. Then, the interaction of these sets is derived for all the variables. 

The variables for which the intersection of reachability and intersection sets results into 

reachability sets (i.e. R(si) ∩ A(si) = R(si)) are the top-level variables of the ISM hierarchy. 

The top-level variables of the hierarchy would not help to achieve any other variable above 

their own level in the hierarchy.  

Once the top-level variables are identified, they are separated out from the rest of the 

variables. Then, the same process is repeated to find out the next level of variables, and so on. 

These identified levels help in building the diagraph and the final ISM model (Agarwal et al., 
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2007; Dwivedi et al., 2016b; Hughes et al., 2016; Singh et al., 2007). In the present context, 

the variables along with their reachability set, antecedent set, and the top level is shown in 

Table 4. The process is completed in five iterations (Tables 4-8) documented below. In Table 

4, nine variables namely 1 (trust in government), 2 (trust in technology), 3 (disposition to 

trust), 4 (perceived risk), 6 (perceived security), 13 (satisfaction), 15 (perceived ability to 

use), 16 (use) and 20 (trustworthiness of e-government) are found at level I, as the elements 

for these variables at reachability and intersection set are the same. So, they will be 

positioned at the top of the hierarchy (i.e. Level I) of the ISM model. As a result, the rows 

corresponding to variables 1, 2, 3, 4, 6, 13, 15, 16 and 20 are removed from further inclusion 

(see Table 5). The same process of deleting the rows corresponding to the previous level and 

marking the next level position to the new table is repeated until the final variable in the table 

is reached.  

Table 4. Partition on Reachability Matrix: Interaction 1 

 

In Table 5, the variables 5 (privacy concerns) and 17 (benevolence) are put at level II, as the 

elements (i.e. elements 5, 10, 12 and 17 for variable 5 and elements 5 and 17 for variable 17) 

for these variables at reachability and intersection set are the same. Thus, they will be 

positioned at Level II in the ISM model.  

Table 5. Partition on Reachability Matrix: Interaction 2 
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In Table 6, variables 8 (transparency), 10 (accountability), 12 (service quality), 14 (system 

quality) and 18 (integrity) are put at level III as, the elements (i.e. 8, 10, 12, 14 and 18) at 

reachability set and intersection set for these variables are the same. Thus, they will be 

positioned at Level III in the ISM model. 

Table 6. Partition on Reachability Matrix: Interaction 3 

 

In Table 7, variables 7 (political attitude), 11 (responsiveness) and 19 (competence) are put at 

level IV as the elements at reachability set and intersection set for these variables are the 

same. Thus, they will be positioned at Level IV in the ISM model. 

Table 7. Partition on Reachability Matrix: Interaction 4 

 

In Table 8, variable 9 (perceived prior knowledge) is put at level V, as the element (i.e. 9) at 

reachability set and intersection set for this variable is the same. Thus, it will be positioned at 

Level V in the ISM model. 

     Table 8. Partition on Reachability Matrix: Interaction 5 

 

Developing Canonical Matrix (Step 11) 

A canonical matrix is developed by clustering variables in the same level, across the rows and 

columns of the final reachability matrix as shown in Table 9. This matrix is another more 

convenient form of the final reachability matrix (i.e. Table 3) as far as drawing the ISM 

model is concerned. This matrix helps in the generation of the digraph and later on structural 

model. 
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Table 9. Canonical Form of Final Reachability Matrix 

 
[Legend: LVL = Level, VR = Variable] 

Classification of e-Government Trustworthiness Factors (Step 12) 

The trustworthiness factors are classified into four categories based on driving power and 

dependence power. They include autonomous, dependent, linkage, and drivers (Mandal and 

Deshmukh, 1994). The driving power and dependence power of each of these trustworthiness 

factors is shown in Table 3. Thereafter, the driver power–dependence power diagram is 

shown in Figure 2.  

This figure has four quadrants that represent the autonomous, dependent, linkage, and drivers 

sections. For example, a factor (i.e. 16) that has a driving power of 9 and dependence power 

of 20 is positioned at a place with dependence power of 20 in the X-axis and driving power of 

9 on the Y-axis. Based on its position it can be defined as a strong dependent variable. 

Similarly, a factor (i.e. 11) having a driving power of 18 and a dependence power of 5 can be 

positioned at dependence power of 5 at the X-axis and driving power of 18 on the Y-axis. 

Based on its position it can be defined as a driving variable.  

The objective behind the classification is to analyse the driver power and dependency of the 

trustworthiness factors. The first cluster includes autonomous trustworthiness factors that 

have weak driver power and weak dependence. These factors are relatively disconnected 

from the system. In the context of the current research, no factors belong to this cluster. The 
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second cluster consists of the dependent variables that have weak driver power but strong 

dependence. Use (variable 16) and benevolence (variable 17) belong to this cluster. 

 
            

Figure 2. Driving Power and Dependence Diagram 
 

The third cluster has the linkage variables that have strong driver power and strong 

dependence. Any action on these variables will have an effect on the others and also a 

feedback effect on themselves (Talib et al., 2011a). Most of the variables including 1 (trust in 

government), 2 (trust in technology), 3 (disposition to trust), 4 (perceived risk), 5 (privacy 

concerns), 6 (perceived security), 8 (transparency), 10 (accountability), 12 (service quality), 

13 (satisfaction), 15 (perceived ability to use), 18 (integrity) and 20 (trustworthiness of e-

government) belong to this cluster. Though the lower level variables induce or influence 

these variables, these also have significant driving power to influence some other variables, 

which are at the top of the model. In fact, most of the variables on the top level of the ISM 

model (see Figure 3) are linkage variables interrelated to each other, which clearly indicate 

that they have strong driving powers to influence other linkage variables at the same top 

level.  The fourth cluster includes drivers or independent variables with strong driving power 

and weak dependence. The variables including 7 (political attitude), 9 (perceived prior 

knowledge), 11 (responsiveness), 14 (system quality) and 19 (competence) belong to this 

cluster.  
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Formation of ISM (Steps 13, 14 and 15) 

From the canonical form of the reachability matrix (see Table 9), the structural model is 

generated by means of vertices and nodes and lines of edges. If there is a relationship 

between the e-government trustworthiness factors i and j, this is shown by an arrow that 

points from i to j. This graph is called directed graph or digraph. After removing the indirect 

links as presented in the ISM method, the digraph is finally converted into an ISM-based 

model as shown in Figure 3.  

From Figure 3, it is observed that perceived prior knowledge (variable 9) plays a significant 

driving role in improving e-government trustworthiness and so it comes at the base of the 

ISM hierarchy (i.e. level V). The variables such as trust in government (variable 1), trust in 

technology (variable 2), disposition to trust (variable 3), perceived risk (variable 4), perceived 

security (variable 6), satisfaction (variable 13), perceived ability to use (variable 15), use 

(variable 16) and trustworthiness of e-government (variable 20) depend on the other variables 

for improving them for the effective implementation of the e-government services. These 

variables have appeared at the top of the hierarchy (i.e. level I).  

Perceived prior knowledge (variable 9), political attitude (variable 7), responsiveness 

(variable 11) and competence (variable 19) provide the basis for successful e-government 

services. The level of convenience or the degree of immediate feedback provided by the 

government (i.e. responsiveness), as well as the degree to which e-government possesses the 

skills needed to enable it to perform tasks in serving the public (i.e. competence), lead to 

improved transparency, accountability, service quality, system quality and integrity of the e-

government system providing services to citizens. Prior studies on e-government have shown 

responsiveness as the core attribute to improve service quality (e.g. Tan et al., 2008; Tolbert 

and Mossberger, 2006).  

Transparency (variable 8), accountability (variable 10), service quality (variable 12), system 

quality (variable 14) and integrity (variable 18) will influence privacy concerns and 

benevolence (i.e. degree to which citizens believe that e-government cares about them and 

wants to help them). The strong relationship of service quality with benevolence at the next 

upper level is also supported by prior research (e.g. Tan et al., 2008). 
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Figure 3. ISM-based Model for Examining E-Government Trustworthiness 

Privacy concerns (variable 5) and benevolence (variable 17) impact trust in government 

(variable 1), trust in technology (variable 2), disposition to trust (variable 3), perceived risk 

(variable 4), perceived security (variable 6), satisfaction (variable 13), perceived ability to use 

(variable 15), use (variable 16) and trustworthiness of e-government (variable 20) at the next, 

and final, level of the ISM model. Privacy concerns may play an even more important role 

when individuals’ personal information is used for exploring and availing certain 

transactional e-government services. This is the reason why such services are more directly 

linked to individual’s trust, risk, and satisfaction aspects. This also implies that privacy 

concerns are prerequisites to predisposition to trust, trust, risk, security, satisfaction, 

perceived ability to use, use and lastly to trustworthiness of e-government.  

The strong interrelationships between trust and satisfaction in the ISM model are also 

supported by Welch et al. (2005) who argued that higher levels of individuals’ trust in 

government leads to their satisfaction with e-government services and Web sites, and that the 

more satisfied individuals are with e-government or government Web sites leads to greater 

trust in the government. The relationships between trust and risk, risk and security, security 

and satisfaction, and use and trustworthiness have also been highlighted by the previous 
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literature on e-government (e.g. Belanger and Carter, 2008; Chan et al., 2010; Karavasilis et 

al., 2010; Schaupp and Carter, 2010).  

FINDINGS AND DISCUSSION 

Trustworthiness of e-government plays a vital role as far as citizens’ use of e-government 

services is concerned. To be able to effectively design and implement the framework for e-

government trustworthiness, we need to know the factors that significantly influence it, 

whether directly or indirectly. Using ISM, the interrelationships between the wide-variety of 

variables associated with e-government trustworthiness identified in the literature review 

were revealed to provide a comprehensive conceptualisation that was lacking in the existing 

research. The major findings of this study are as follows: 

[I] Autonomous variables generally appear as weak drivers and weak dependents and are 

relatively disconnected from the system. These variables do not have much influence on the 

other variables of the system (Singh et al., 2007). The driving power-dependence power 

diagram indicates that there are no autonomous variables. 

[II] Use (variable 16) and benevolence (variable 17) are weak drivers but strong dependent 

variables. They are situated further up the ISM hierarchy (see Figure 3). These variables 

represent the desired objectives for any successful e-government implementation and 

adoption and are classified largely as dependent variables. Hence, practitioners, policy 

makers, and managers should take special care to handle these (Talib et al., 2011b). 

[III] The largest number of variables falls in the quadrant of linkage variables in context of 

the current driving power-dependence power diagram. These variables include trust in 

government (variable 1), trust in technology (variable 2), disposition to trust (variable 3), 

perceived risk (variable 4), perceived security (variable 6), transparency (variable 8), 

accountability (variable 10), service quality (variable 12), satisfaction (variable 13), 

perceived ability to use (variable 15), integrity (variable 18) and trustworthiness of e-

government (variable 20). This quadrant is primarily known for strong driving power and 

strong dependence power. Therefore, it can be inferred that among all twenty variables 

chosen in this research, 13 variables identified for e-government trustworthiness are unstable 

(see Singh et al., 2007; Talib et al., 2011b).   
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[IV] The variables in the driving power-dependence power diagram including political 

attitude (variable 7), perceived prior knowledge (variable 9), responsiveness (variable 11) and 

competence (variable 19) are almost at the bottom of the ISM model with strong driving 

power. These variables will help the e-government implementation agencies to achieve their 

desired objectives and are classified as independent variables or drivers (Agarwal et al., 

2007). Therefore, these variables need consistent attention from management focussed on 

improving e-government trustworthiness. 

[V] The ISM-based model (see Figure 3) indicates that the variables trust in government, 

trust in technology, disposition to trust, perceived risk, perceived security, satisfaction, 

perceived ability to use, use and trustworthiness of e-government are at the top of the model 

and hence indicate the most significant set of dependent variables of the developed 

framework. Similarly, perceived prior knowledge falls as the bottom-most variable of the 

ISM model with one of the highest driving powers. This indicates that perceived prior 

knowledge would drive other variables to achieve the desired objectives. 

The findings of this study provide both theoretical and practical contributions. Considering 

theoretical contributions, the study has integrated the literature related to trustworthiness from 

both public management and e-government domains. Very few previous studies have 

examined factors contributing to trustworthiness of public services and those that have (e.g. 

Yang and Anguelov, 2013) did not consider a wide-range of associated variables nor did they 

focus on citizen’s trustworthiness of e-government services. Therefore, this is the first study 

to provide a comprehensive framework of e-government in the citizen context. Additionally, 

this is the first study to utilise the ISM method in this area, thus also offering a 

methodological contribution.  

Reflecting on practical contributions, the proposed ISM-based model for identification and 

ranking of factors influencing e-government trustworthiness provides decision makers and 

practitioners a more realistic representation of the problem in the course of implementing e-

government. The utility of the proposed ISM method lies in imposing order and direction on 

the complexity of relationships among these factors, which would help decision makers and 

practitioners of e-government to better utilise their available resources for maximising the 

trustworthiness of their e-government services. The framework allows government policy 

makers to effectively incorporate these factors at the implementation (i.e. supply-side 

perspective of e-government services) and adoption (i.e. demand-side perspective of e-
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government services) phases, which can help avoid failure of emerging digital government 

projects (Dwivedi et al., 2015).  

The findings of this study can serve as an eye opener for those government organisations that 

implement e-government services and lack prior perceived knowledge about e-government to 

its stakeholders, responsiveness demonstrated by its providers, its competence and service 

and system quality as some of those prominent factors, which are found to be the basic 

factors of e-government trustworthiness. ISM also helps in classifying variables into 

autonomous, dependent, linkage and driver categories. Management may use their resources 

towards the identified factors among these categories to accomplish the optimization of 

resources. Moreover, the systematic framework proposed in this research has a widespread 

application and can be used to improve government’s effectiveness, performance and 

managing abilities toward generating citizens’ trust in e-government services. 

CONCLUSION 

Most research that considers the impact of e-government on citizens’ trust in government 

remains at the macro-level and misses out on the deeper understanding of the interaction 

between the factors that directly or indirectly influence trustworthiness of e-government. The 

key objective of the present study was to identify and develop a hierarchy of factors 

influencing trustworthiness of e-government services in the citizen context. Based on a 

comprehensive literature review, nineteen factors were found to be associated with 

trustworthiness of e-government, identified as benevolence, integrity, trust in government, 

trust in technology, transparency, responsiveness, competence, accountability, privacy 

concerns, perceived security, perceived risk, system quality, service quality, satisfaction, 

political attitude, perceived ability to use, perceived prior knowledge, disposition to trust, and 

use. The review highlighted that the relationships between these factors was ill-understood 

and there was no single work addressing all these factors. Furthermore, there was a lack of 

model testing and framework development in the area of public administration research. 

Utilising ISM the interrelationships between the twenty constructs were analysed. The 

findings indicated that trustworthiness of e-government and its use were considered as the 

ultimate dependent variables, clearly implying that higher levels of trustworthiness can lead 

to improved use and vice-versa. The driving power and dependence diagram also indicates 

that the factors such as political attitude (variable 7), perceived prior knowledge (variable 9), 

responsiveness (variable 11), system quality (variable 14) and competence (variable 19) are 
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factors with relatively weak dependence but strong driving power whereas factors such as use 

(variable 16) and benevolence (variable 17) are factors with relatively weak driving but 

strong dependence power. All other factors were found to demonstrate strong driving as well 

as dependence power. These findings can be helpful for managers, practitioners, and policy 

makers in framing their further strategies for effectively and successfully implementing e-

government services for citizens. 

The most prominent contribution of this research lies in the development of contextual 

relationships among various identified factors influencing e-government trustworthiness 

through a single multi-level framework. . However, like any other research, this study is not 

without limitations. First, the present model has not been statistically tested and validated. It 

is likely that relationships are context dependent. Second, this paper is limited only to 

implication of ISM methodology in modelling the practices of trustworthiness in e-

government. Future research should extend this work with empirical validation of the 

proposed framework across different e-government services in various other contexts.   
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