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THE EUROPEAN HEALTHCARD: THE TIME
TO LEGISLATE IS NOW

ROSEMARY E. LIBERA

Abstract: The European Union for years has considered introducing
a healthcard that citizens of all Member States could carry to help
facilitate the provision of health care throughout the EU. Such a
card would ensure that care providers in all Member States could
access the medical information of those patients who do not reside
in the country where care is being provided. In the wake of the EU’s
failure to introduce such a card, many Member States have
developed their own incompatible healthcard technologies. The EU
must implement a universal healthcard in the near future in order to
prevent the further development of technologically advanced but
functionally incompatible healthcard systems.

INTRODUCTION

After almost two decades of debate, the European Union (EU)
still has not reached an agreement on the implementation of a Euro-
pean healthcard,! a card containing computer-readable data that
Member States would use to facilitate the provision of health care.?
The healthcard would contain administrative and medical data, iden-
tify the patient and the entitlement to care, and provide access to vital

1 E.g., Parliament Resolution on the European Health Card, 1996 O]. (C 141) 104
[hereinafter 1996 Parliament Resolution]; Resolution of the Council and of the Represen-
tatives of the Governments the Member States, Meeting Within the Council, of 29 May
1986 Concerning the Adoption of a European Emergency Health Card, 1986 O.J. (C 184)
4 [hereinafter 1986 Council Resolution]; Draft Council Recommendation Concerning the
Adoption of a European Emergency Card, 1984 O . (C 337) 449 [hereinafter 1984 Draft
Council Recommendation]; Resolution Closing the Procedure for Consultations of the
European Parliament on the Proposal from the Commission of the European Communi-
ties to the Council for a Recommendation Concerning the Adoption of a European Emer-
gency Card, 1984 OJ. (C 337) 450 [hereinafter 1984 Parliament Resolution]; Parliament
Resolution on a European Healthcard, 1981 O ]. (C 287) 32 [hereinafter 1981 Parliament
Resolution]. The relevant literature uses the terminology “healthcard” and “health card.”
This Note employs the former.

2 The Clinical Information Consultancy, Healthcards, at http://www.cix.co.uk/~cic/
euhci.htm (last modified Mar. 12, 1998).

177
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medical information.? As recently as mid-1999, the European Com-
mission (Commission) indicated that the long awaited healthcards
would not be introduced anytime in the foreseeable future.* The
Commission blamed “major legal, political, and technical obstacles”
for the hold-up.® The EU can and must overcome these obstacles and
move forward with implementation of the healthcard.

The EU’s failure to reach consensus on the implementation of
this card has two detrimental effects within the European community.
First, failure to reach consensus encourages individual Member States
to continue forging ahead with their own healthcard technologies.b
The efforts of individual Member States in the development of
healthcards are to be commended, but if the EU does not step in with
healthcard legislation in the near future, individual Member States
may develop technology that is not compatible with that of other
Member States.” The EU is the only body that can prevent the devel-
opment of technologically advanced but functionally incompatible
healthcard systems.®

Second, failure to reach consensus compromises the health and
safety of European citizens who are traveling in Member States other
than their own, thereby frustrating the Maastricht Treaty’s goals of
protecting the health of European citizens and enhancing their free-
dom of movement.? In 1993 alone, for example, at least ninety million

3 Hervé Doare, Data Cards in Healthcare, Parallel Session: Healthcare Telematics, at
http://www.echo.lu/ (Apr. 4, 1997).

* Arthur Rogers, Plans for European Union Healthcards Flounde;, THE LANCET, Jun. 12,
1999, available at 1999 WL 9763575.

51d.

6 See, e.g., Daniel L. Maloney, Cards Technology in Healthcare, Conference Proceedings
Paper, Department of Veterans Affairs (discussing German and French projects), at
http:/ /www.va.gov/card/presentations.htin (May 14, 1999); Daniel L. Maloney, Healthcare
Applications, Slide Presentation, Department of Veterans Affairs (discussing same), at
http:/ /www.va.gov/card/presentations.htm (May 14, 1999); Otfrid P. Schaefer, Evolution of
Health Care Cards & Networks in Europe, PowerPoint Presentation, Central Research Insti-
tute of Ambulatory Health Care in Germany (discussing projects or proposed projects in
Germany, Austria, Belgium, Finland, France, Greece, Ireland, Italy, the Netherlands,
Spain, Sweden, and the United Kingdom, as well as eight Eastern European card propos-
als), at http:/ /www.va.gov/card/presentations.htm (1997).

7 See Schaefer, supra note 6 (“Many European smart health card projects have been
running within the last ten years, have demonstrated functional and organizational
benefits in health care, have been researched and teste[d] for administrativie] as well as
for specific medical applications. None of them have been compatible with each other.”).

8 See, e.g., 1996 Parliament Resolution, supra note 1, at 104; 1986 Council Resolution,
supranote 1, at 4.

9 See The Legislative Observatory, Decision of Committee Responsible, http://www. euro-
parleu.int/oeil (Mar. 20, 1996).
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guests from Member States arrived at hotels, camp sites, and related
establishments in other Member States.!® These “[c]itizens will only
feel that they have genuine freedom to move from one Member State
to another if they have ready access to health care.™!

Currently, European citizens who find themselves in need of
emergency medical treatment while traveling in other Member States
may discover that treatinent is delayed or inadequate because the doc-
tors in the host country have difficulty obtaining information about
the medical histories of the patients.!?> Without this data, the treating
doctor may perform tests that have already been performed, render
unnecessary or harmful treatment, or prescribe medication to which
the traveler is allergic.!®* A European healthcard, one that can be read
in all Member States, would improve significantly a European trav-
eler’s prospects for receiving prompt and effective medical treat-
ment.14

Part I of this Note reviews the history of the European health-
card, beginning with a 1981 resolution of the European Parliament
(Parliament), examines the current vision and purpose of the health-
card, emphasizing the metamorphosis of the healthcard from a stand-
alone element to a component of an information and communication
system and, finally, addresses the virtues of “smart card” technology.
Part II briefly sets forth the technical, legal, and political difficulties
that have slowed the development of EU healthcard legislation and
pays particular attention to the concerns about transnational
interoperability and the protection of privacy and confidential data.
Part II also discusses the various healthcard pilot programs involving
the EU and those that are taking place in Europe independent of EU
involvement. Part III analyzes the obstacles discussed in Part II and
suggests that they have been addressed adequately through a combi-
nation of pilot programs, the already implemented data protection
directive, and the inherent protections of the healthcard itself. This
Note concludes by arguing that now is the time for the EU to legislate
in this field.

10 Herbert EGM Hermans & Philip C. Berman, Access to Health Care and Health Services
in the European Union: Regulation 1408/71 and the E111 Process, in HEALTH CARE AND ITS
FINANCING IN THE SINGLE EUROPEAN MARKET 324, 331 (R. Leidl ed., 1998).

1 Id. at 326.

121981 Parliament Resolution, supra note 1, at 32.

131996 Parliament Resolution, supra note 1, at 105.

14 See, e.g., 1996 Parliament Resolution, supra note 1, at 104; 1986 Council Resolution,
supra note 1, at 4; 1984 Draft Council Recommendation, supra note 1, at 449; 1981 Parlia-
ment Resolution, supra note 1, at 32.



180 Boston College International & Comparative Law Review [Vol. 24:177

I. THE METAMORPHOSIS OF THE EUROPEAN HEALTHCARD

In 1981, after two years of preparatory work, Parliament adopted
a resolution on a European healthcard.!® This resolution recognized
that a healthcard could facilitate the movement of European citizens
among Member States and could improve a European citizen’s
chances for receiving prompt and accurate medical treatment upon
becoming sick or injured while traveling in another Member State.16
Parliament determined, however, that conditions at the time did not
favor the introduction of a healthcard.!” It nonetheless recommended
that the EU continue communication regarding the card and sug-
gested that the EU introduce the healthcard, as a first step, for those
citizens who were particularly at risk, such as those suffering from se-
rious or chronic diseases.!® In 1984, the EU adopted another, almost
identical, resolution on the European healthcard but expanded the
introduction of the card to encompass any citizen who wished to carry
such a card, regardless of whether that citizen was particularly at risk
of needing health care in another Member State.1?

Substantial advancement on the implementation of a healthcard
came in 1986 with a resolution of the European Council (Council)
and an annex of a model card.?® The Council determined that the
healthcard should be completed by a doctor, be the size of the Euro-
pean driver’s license, contain a photograph of the holder, and set
forth the following information relating to the holder: name, sex,
date and place of birth, address and country, the name, address and
telephone of the person to inform in an emergency, medical com-
ments on health problems, and any necessary explanations.?! The
model card also displayed boxes that a doctor could check if the
holder of the card, for example, had allergies, incompatibilities to
drugs or anesthetics, chronic organ diseases, heart disease, diabetes,
glaucoma, required dialysis treatment, had a missing organ, a trans-
plant, a pacemaker, or a removable prostheses.?? Finally, the Council
determined that the card should list any medications that the holder

151981 Parliament Resolution, supra note 1, at 32-33.

16 Id. at 32.

17 Id. The European Parliament did not indicate why conditions did not favor the in-
troduction of such a card. See id.

18 Id. at 33.

19 1984 Draft Council Recommendation, supra note 1, at 449.

20 See 1986 Council Resolution, supra note 1, at 4-14.

2V Id. at 4-7.

22 Id. at 7-11.



2000] The European Healthcard 181

was taking, the holder’s blood type and prior vaccinations, and the
name and address of the doctor who completed the card.?®> A 1996
resolution again addressed the implementation of the healthcard with
few changes.?* This resolution called for the EU to establish a Euro-
pean healthcard system by January 1, 1999, a deadline that went un-
met.?

The vision of the healthcard promulgated by the 1986 resolution
has changed dramatically during the past few years with the emer-
gence of new technologies.?6 Most notably, the healthcard no longer is
viewed as a stand-alone element but is seen instead as part of a
healthcard information and communication system.?’” This informa-
tion and communication system would have at least three compo-
nents: (1) an international emergency healthcard that would provide
the essential medical information that is vital in an emergency situa-
tion; (2) an international harmonized administrative data set; and (3)
an international professional card that would allow the secure
identification of health care professionals when accessing medical
data and network services.22 A remote database, or telematic infra-
structure, containing extensive electronic patient records is being
contemplated as well.2® Authorized medical personnel could access
this remote database in order to obtain more thorough medical in-
formation than that contained on the card itself.30

Within this system, the healthcard has four primary purposes: (1)
to identify the patient and the entitlement to care; (2) to identify the
medical professional and the right to access the patient’s data; (3) to
make an electronic patient record available as a portable medical file
carried by the patient; and (4) to allow medical professionals to access
detailed information in a remote database.® Within this system, a
healthcard would serve as a means and an end3?—a means because
the card would provide health professionals with a way to access a re-

2 Id. at 10-14.

24 1996 Parliament Resolution, supra note 1, at 104-106.

% Jd.

% See Doare, supranote 3.

27 Id.

2 Department of Vetrans Affairs, Overview of the G-8 Healthcare Data Card Project, at
hup:/ /www.va.gov/card/g7card.htm (last visited Sept. 24, 2000).

2 G-7 Global Healthcare Applications Project: 5th Progress Report, at hitp://www.ispo.cec.
be/ (May 1996).

% Doare, supra note 3.

3 Jd.

2 Id.
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mote database containing extensive electronic patient records,? and
an end because, where access to the database is unavailable, the in-
formation contained in the card itself would assist medical profes-
sionals in emergency situations.3*

Another difference between the earlier vision and the current
vision of the healthcard is that the card now contemplated is a “smart
card.”® Although many different technologies could be used in the
development of a healthcard, such as bar codes, magnetic stripes, or
integrated circuit memory cards,® “smart card” technology is viewed
as the best technology for the healthcard.?” A “smart card” is a micro-
chip card that has a microprocessor, enabling it to store, manage,
process, and exchange data with readers.3® “Smart cards” are an at-
tractive technology because they are superior to other types of tech-
nologies in reliability, security, memory size, and versatility of applica-
tion.39

Additional benefits of using a “smart card” health system include
decreased paper work and administrative costs, decreased data entry
errors, easier and faster retrieval of information, increased patient
convenience, and a reduction in health care fraud.40

II. THE PROBLEMS AND THE PILOTS

A. Legal, Technical, and Political Obstacles to Implementation

In November 1996 and in June 1999, the Commission indicated
that legal, technical, and political obstacles prevented the EU from
introducing healthcard-related legislation.#! The primary technical
obstacle is ensuring transnational interoperability.#2 Transnational
interoperability between healthcard systems is the ability of one sys-
tem to read, use, and update the data on the healthcards issued by

3 See id.; G-7 Global Healthcare Applications Project: 5th Progress Report, supra note 29.

3 See Doare, supra note 3.

35 See id.

% The Clinical Information Consultancy, supra note 2.

37 See Doare, supra note 3.

% Ina Bauer, Israeli Card Firm Gears Up To Take a Swipe at Europe, WALL ST. J. EUR.,
Aug. 24, 1999, available at 1999 WL-WSJE 18412162.

3 Id.

40 Maloney, Cards Technology in Healthcare, supra note 0.

1 Rogers, supra note 4; Europe Information Service, Health Ministers Discuss Disease
Network and EU Health Card, EUR. REP., Nov. 11, 1996, available at 1996 WL 1107503 4.

2 Doare, supra note 3.



2000] The European Healthcard 183

another system.?3 A healthcard system is “the sum of the [h]ealthcards
issued and all [of] the hardware and software used in a particular im-
plementation.™* Without transnational interoperability, the purpose
of a healthcard system is defeated.*> The primary legal concerns are
protecting the privacy of the European citizens who carry healthcards
and protecting the data those cards contain and are able to access.%6
Finally, although the Commission has said that political obstacles to
the implementation of healthcard legislation exist, no independent
evidence that political concerns are holding up legislation is avail-
able.?

B. The Pilots

The EU has been involved with a number of pilot programs that
are considering or have considered the development and implemen-
tation of healthcards and that attempt to address the obstacles to
healthcard legislation.#® These pilots include Eurocards, CardLink,
DiabCard, NetLink, and TrustHealth.%

The most significant of these projects, Eurocards, was a frame-
work project completed in 1995.50 A framework project does not re-
sult in a card system but instead results in a set of guidelines for card
implementation.’! Eurocards was organized by the EU and was a con-
certed action among its Member States.’?> The program produced
three reports: Technology Assessment and Health Professional Cards,
Administrative Uses of Patient Data Cards, and Emergency Health-
cards.?® Together, these reports presented a comprehensive approach
to the use of healthcards for administrative, emergency, and clinical
purposes.> The Emergency Healthcards report paid particular atten-
tion to the ethical and legal aspects of healthcard implementation

43 The Clinical Information Consultancy, supra note 2.

M d.

45 See Doare, supra note 3.

46 See id.

47 See Rogers, supra note 4; Europe Information Service, supra note 41.

4 The Clinical Information Consultancy, supra note 2.

49 Maloney, Cards Technology in Healthcare, supra note 6 (CardLink, NetLink, and
TrustHealth); Schaefer, supra note 6 (CardLink, DiabCard, TrustHealth).

50 See Maloney, Cards Technology in Healthcare, supra note 6.

5.

52 G-7 Global Healthcard Applications Project: 3rd Progress Report, at http://www.echo.lu/
(Nov. 1995). '

% The Clinical Information Consultancy, supra note 2 (providing links to the reports,
which can be downloaded).

5t Doare, supra note 3.
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and to security requirements.®> The Eurocards project suggested that
a European wide healthcard was feasible® and served as a catalyst for
many of the functional pilot programs.>’

One such pilot is CardLink, a three-year project that began in
March 1996 and that endeavors to implement a patient-held emer-
gency medical “smart card.”® Approximately 200,000 cards have been
issued® to citizens of nine countries: France, Ireland, Germany, Italy,
Spain, the Netherlands, Greece, Portugal, and Finland.®® Each card
functions as an identifier and as a data carrier, containing not only
emergency data and information about medications but also pointers
to locations where additional patient medical data can be obtained.®!
The cards use an interoperable emergency data set that is translated
into the language of the country where the card is being read.6? This
project, for which the Commission provided approximately one-third
of the funds, is scheduled to demonstrate user and service provider
acceptability of “smart cards.”s® Evaluations began in mid-1999.64

The goal of DiabCard, another pilot, was to test and implement a
“smart card”™based medical information system for chronic diseases,
such as diabetes, in ambulatory and hospital care.®> The “smart cards”
served as portable computer-based medical records®® and were ex-
pected to improve the quality and effectiveness of diabetes care and
control the costs of that care.’” The Commission provided approxi-
mately fifty percent of the funds for this pilot,%® which began in July

5 See AIM DG XIII “Eurocards” Concerted Action, Final Report, 15-22 (ethical and
legal aspects), 24-26 (security requirements), at http://www.cix.co.uk/~cic/euhci.htm
(Apr. 28, 1995).

56 See generally id.

57 Doare, supra note 3.

58 CardLink 2: A Patient Held Portable Record for Use in Cases of Medical Emergency, at
http://www.ehto.org/ht_projects/html/dynamic/19.html (last modified Aug. 26, 1998)
[hereinafter CardLink 2].

59 Maloney, Cards Technology in Healthcare, supra note 6.

50 Maloney, Healthcare Applications, supra note 6; Schaefer, supra note 6.

61 Maloney, Cards Technology in Healthcare, supra note 6.

62 [d.

63 CardLink 2, supra note 58.

64 Maloney, Cards Technology in Healthcare, supra note 6.

% DiabCard-3: Improved Communication in Diabetes Care Based on Chip Card Technology, at
http://www.ehto.org/ht_projects/html/dynamic/26.hunl (last modified Aug. 26, 1998)
[hereinafter DiabCard-3].

66 Jd.

87 Telematics for Healthcare: DiabCard 3 Project Fact Sheet, at http:/ /www.echo.lu/ (last vis-
ited Oct. 2, 1999).

% DiabCard-3, supra note 65.
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1996 and which included six countries: Germany, France, Spain, Aus-
tria, Greece, and Italy.?® Although this pilot was scheduled to be com-
pleted within two years, the results are not yet available.” CardLink
and DiabCard, as a condition of their funding, agreed to demonstrate
interoperability between their systems.” This demonstration, however,
will be limited to the reading of administrative and emergency data.”

NetLink, which began in June 1998, is a two-year project funded
in part by the Commission involving France, Germany, Italy, and Can-
ada.” Its goal is to make information systems in the health care sector
interoperable,” and one of its primary concerns is ensuring secure
system access by health care professionals.” TrustHealth, a framework
project similar to Eurocards, began in 1998 and is devoted to security
issues such as encryption, user authentication, and digital signa-
tures.’® It is expected to result in a set of guidelines for card imple-
mentation that will lead to interoperability.”” The EU is also involved
with a G-878 project, the International Harmonization of the Use of
Data Cards in Healthcare.” The goal of this project is to develop an
international emergency card and professional card.8

In addition to projects involving the EU, Members States, most
notably France and Germany, are testing internal healthcard pro-
grams.8! France has a number of card projects underway.8? Carte Vi-

69 Schaefer, supra note 6.

 DiabCard-3, supra note 65.

1 The Clinical Information Consultancy, supra note 2.

2 Id.

B EHTO, NetLink: Validation and Co-ordination of Implementation of Interoperable Data Card
Systems and Intranet Solutions Before Nation Wide Implementation, http://www.ehto.org/ht_
projects/html/dynamic/89.htin (last modified Dec. 29, 1999) [hereinafter NetLink].

74 GIE Sesam-Vitale, International Projects, at http://www.sesam-vitale.fr/ (last modified
Aug. 31, 1999).

7 NetLink, supra note 73.

6 EHTO, TrustHealth: Trustworthy health telematics, at http://www.ehto.org/ht_ proj-
ects/html/dynamic/130.html (last modified Aug. 26, 1998).

7 Id.

8 The G-8 countries are Canada, France, Germany, Italy, Japan, the United States, the
United Kingdom, and Russia. Maloney, Healthcare Applications, supra note 6.

7 For information on the G-8 Global Healthcare Applications Project, see, e.g., The G-8
Groups, at http:/ /www.sesam-vitale.fr/ (last visited Oct. 19, 1999); Telematics for Healthcare:
G7-Healthcards Project Fact Sheet at http:/ /www.echo.lu/ (last visited Oct. 2, 1999); G-7 Global
Healthcare Applications Project: 6th Project Report, at http://www.ipso.cec.org/g7/projects/
g7heal6.html (Dec. 1996); G-7 Global Healthcare Applications Project: 5th Project Report, supra
note 29.

‘80 Maloney, Healthcare Applications, supra note 6.

81 Maloney, Cards Technology in Healthcare, supra note 6.

82 JId.
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tale, for example, is a project that provides for the distribution of
“smart cards” to all insurance policy holders and health care provid-
ers.8® As of May 1999, approximately forty-two million of these insur-
ance cards had been issued.8* The cards work in coordination with the
French Healthcare Network, activated in November 1998.85 The
French government also has implemented a Health Professional Card
that is used to securely access the Healthcare Network.8¢ Carte Vitale 2
will provide for the distribution of cards containing not only insur-
ance information but also medical data.®” Distribution was expected
to begin in 2000.88

Like France, Germany has experimented with internal health-
card programs.®® For example, it has distributed eighty million insur-
ance cards to all of its citizens.? These cards, however, are strictly ad-
ministrative.! Germany is also the home of QuasiNiere, a card
program focusing on quality management in kidney replacement
therapy.?2 The project is expected to involve at least 50,000 patients
and 3,000 doctors.?® As of March 1997, 35,000 cards had been is-
sued.* Other German pilots include a card for patients with im-
planted defibrillators, a card for dental treatment, a patient history
and electronic drug prescription card, and a card for patients with
cancer.% Finland is piloting a healthcard as well.%

Austria and Belgium currently have cards for social security and
for some access to care; Austria had issued eight million cards by 1997
and Belgium had issued ten million cards by 1996.97 As of 1997, Bel-
gium also had issued 500,000 health care Professional Cards.% Italy,
too, is experimenting with many projects, such as cards for primary

83 Id.

8 Id.

8 Id.

8 Maloney, Cards Technology in Healthcare, supra note 6.

87 Id.

8 Id.

8 Schaefer, supra note 6.

9 Maloney, Cards Technology in Healthcare, supra note 6.

9 Schaefer, supra note 6. The cards contain only the name and identification number
of the insurance, the name, title, address, and birthday of the holder, the insurance status
and identification number of the holder, and the expiration date of the card. See id.

92 1d.

9 Maloney, Cards Technology in Healthcare, supra note 6.

M Id.

% Schaefer, supra note 6.

96 Id.

97 Id.

98 Id.
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care, chronic diseases, and prescriptions, and the Netherlands, as of
1997, had issued one million insurance cards for private insurance.*?
Spain also has distributed health care and emergency cards, as well as
a social security card.1%0

Finally, many Eastern European countries have implemented or
are considering implementing healthcard systems.!1 These countries
include Bulgaria, Slovakia, and Slovenia (health insurance cards), the
Czech Republic (health care and insurance cards), Estonia and Po-
land (health care cards), Hungary (cards for selected diagnoses), and
Lithunia (social security cards).!12 Although these countries are not
EU members, the EU should stay abreast of their technologies be-
cause of the potential development of incompatible healthcard sys-
tems between Western and Eastern Europe.

III. ANnaLysis

The EU should be lauded for its work to date on the develop-
ment of an EU healthcard. The time has come, however, to leave the
pilot phase and to implement a directive creating and funding an EU-
wide, standardized healthcard.

A. Interoperability

The difficulty in achieving transnational interoperability of
healthcard systems in the EU no longer is a technical problem.1% The
existing healthcard programs and the pilots have shown that technical
interoperability is possible.1% In 1995, Eurocards presented its final
report on interoperability and outlined how to achieve it.1% In 1996,
the Core Technical Group of the EU Healthcards Interoperability
Feasibility Study presented findings on achieving interoperability,1%
and France and Germany already have fully functional card systems.!9?
Instead, the problem now is the EU’s failure to move ahead with stan-
dardization. Before all individual Member States develop their own

9 Schaefer, supra note 6.

100 Id

101 14,

102 J4.

103 See, e.g., AIM DG XIII “Eurocards” Concerted Action, Final Report, supra note 55.

104 See, e.g., id.

105 7.

106 David Markwell, Interoperability of Healthcard Systems: Part 2, Achieving Interoperability,
at http:/ /www.cix.co.uk/~cic/euhci.htm (Aug. 26, 1996).

107 Maloney, Cards Technology in Healthcare, supra note 6; Schaefer, supra note 6.
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healthcard systems and technologies,!% the EU needs to choose a sys-
tems provider that will serve as a common medium.!® Then, a Mem-
ber State that wishes to provide the EU healthcard to its citizens could
contract with the provider to connect that Member State to the
healthcard system.

If the EU does not ensure interoperability by choosing a systems
provider, or two or three compatible providers, interoperability will
become more difficult with every passing day.!'® Without a common
system and a common provider, individual Member States will con-
tinue developing healthcard programs independently.!!! It will be
difficult and costly to alter these already operable systems so that they
may become compatible with one another.

B. Privacy, Confidentiality, and Data Protection

There are a number of features, both internal and external to a
healthcard, that will ensure that patient records contained in and
available to be accessed by the cards remain confidential and se-
cure.!’?2 Thus, the issues of privacy, confidentiality, and data protection
need not delay EU healthcard legislation any longer.

First, there are protections inherent in the card programs.!!® For
instance, use of healthcards will be voluntary: Member States that of-
fer healthcards will be unable to mandate that their citizens carry
those cards.11* Citizens who do carry healthcards will be able to review
the data stored in their cards,!® will be able to prevent certain data
from being stored in their cards, and may be able to omit data from
the cards.116

108 See generally Hervé Doare, International Harmonization of Health Cards—EU and G7
Initiatives, at http://concord.cscde.be/conference/abstract/3_1030_5_4.htm (last visited
Oct. 20, 1999) [hereinafter Doare, International Harmonization of Health Cards].

199 See, e.g., Smartcards: Motorola Wins Two European Smartcard Contracts; More Than 40
Million Cards to be Issued Eventually in Spanish Social Security & Czech Trial Healthcard Projects,
EDpGE: WORK-GrOUP COMPUTING REPORT, Feb. 26, 1996, available at 1996 WL 7977311.

110 See, e.g., Doare, International Harmonization of Health Cards, supra note 108. At least
100 million cards have already been distributed. See id.

111 See Schaefer, supra note 6.

112 See Doare, supra note 3.

13 74,

14 Jd,

115 ATM DG XIII “Eurocards” Concerted Action, Final Report, supra note 55, at 21.

116 Doare, supra note 3.
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“Smart card” technology itself also provides many protections.!’
The French cards, for instance, have built-in encryption and elec-
tronic signature abilities.!’® Proponents of “smart cards” note that the
technology has been used in banking for many years without security
breaches of electronic records.!® In addition, “smart cards” use a lay-
ered data structure.!? This structure arranges the information con-
tained in the card and accessible by the card in classes of sensitivity.12!
The first layer, for instance, would be administrative and would have
the lowest level of protection.!?? The next level would contain a basic
medical data set.1?® It would be accessible by all health care profes-
sionals in case of an emergency.!?* Additional layers would be avail-
able to hold information that only physicians could access, informa-
tion necessary to access data in remote databases, and other extended
medical information.!?> “Smart card” technology provides for this lay-
ered structure by “identifying different memory segment[s] that can
be accessed independently within the card, and—where necessary—
protected by different access rules and protection schemes.”1%6

In addition to the protections inherent in the card or its technol-
ogy, there are external protections such as Directive 95/46/EC of the
European Parliament and of the Council On the Protection of Indi-
viduals With Regard to the Processing of Personal Data and On the
Free Movement of Such Data.!?” This extensive directive provides
guidance for Member States in a number of areas including data qual-
ity and processing, the data subject’s right to access the data, and the
confidentiality and security of data processing.1?® Directive 95/46/EC
also provides for judicial remedies, liabilities, and sanctions for
breaches of the directive.!?® Finally, Member States will have the ability
to prosecute those who abuse healthcard technology in the same way

117 Health Card Technologies, Inc., Answers to Frequently Asked Questions About Medical
Smart Cards, at http:/ /www.hct.com/faq.htm (1999).

118 4.

19 4.

120 Doare, supra note 3.

121 Id.; AIM DG XIII “Eurocards” Concerted Action, Final Report, supra note 55, at 15.

122 Doare, supra note 3.

123 4.

124 [,

125 [,

126 J4.

1271995 O J. (L 281) 31.

128 Id. at 40, 42, 43.

129 Id. at 45.
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that they are able to prosecute those who commit credit card fraud or
medical malpractice.

CONCLUSION

The EU has contemplated healthcard legislation for two dec-
ades.!®® Meanwhile, individual Member States like France and Ger-
many have developed their own advanced healthcard systems and
health networks.!3! Other Member States are following suit.!132 If the
EU postpones legislation in this field any longer, it will face the nearly
impossible task of reconciling many technologically advanced but
functionally incompatible systems. The existence of numerous in-
compatible systems within the Member States frustrates the Maastricht
Treaty’s goals of protecting the health of European citizens and en-
hancing their freedom of movement just as much as having no
healthcard system at all frustrates those goals.

130 See, e.g., 1996 Parliament Resolution, supra note 1; 1986 Council Resolution, supra
note 1; 1984 Draft Council Recommendation, supra note 1; 1981 Parliament Resolution,
supranote 1.

131 Schaefer, supra note 6.

132 [d,
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