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ABSTRACT

Six simulation professionals present their views on the
directions that they believe that verification, validation,
and accreditation research should take. Two of the six are
active verification, validation, and accreditation research-
ers from academia, two develop industry simulation mod-
els, and two work in verification, validation, and accredita-
tion of military simulation models. A number of areas and
topics for research in verification, validation, and accredi-
tation are identified. It appears that application domains of
simulation models affect what topics need verification,
validation, and accreditation research.

1 INTRODUCTION

The purpose of this panel is to discuss the strategic direc-
tions in Verification, Validation, and Accreditation
(VV&A) research. Six simulation professionals were se-
lected for the panel consisting of two individuals (Law and
McGregor) who develop industrial simulations, two people
(Glasow and Y oungblood) who work in the VV&A area of
military (DoD) simulations, and two faculty members
(Kleijnen and Sargent) who are active in VV&A research.
Each individual was asked to write between one and one
and one-half pages for the proceedings expressing their
view of what they believe the strategic directions of
VV&A research should be. Sections 2 through 7 contain
these individual views. Section 8 isthe summary.
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2 VIEW OF PRISCILLA A. GLASOW

The question of what direction future VV&A research
should take presupposes that some research has aready
been done and that there is a basis for promoting a particu-
lar direction for the future. Although academic institutions
have made significant advances in VV&A research, as
evidenced by the work of Drs. Sargent and Balci, little
research, in the academic sense of that word, has been
undertaken within the Department of Defense. | contend
that the focus has, instead, been on establishing a baseline
for VV&A practice across DoD, in the form of policies
and procedures, rather than the conduct of scientifically
rigorous research.

Research in the academic sense suggests either the de-
velopment of new theory or the testing of hypotheses. For
those of us trained in the quantitative tradition, research
implies a systematic generation of new knowledge through
the use of replicable methods. Research isaform of scien-
tific inquiry that seeks new knowledge so that the conclu-
sions that are drawn can be generalized to alarger context.

Although VV&A is certainly amenable to scientific
inquiry, little research has been done within DoD to accu-
rately describe the phenomena associated with VV&A,
determine its contributing variables, or suggest plausible
explanations why the phenomena occur or identify their
causal origins. The confirmation of causality, testing of
theory, and establishing of predictability as elements of
scientific inquiry are not generally addressed by the DoD
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VV&A community. Although reams of “technical papers’
have been written, many merely offer unsubstantiated
opinions. Those that report on real world VV&A efforts
are enlightening, but do not necessarily further the science
by developing new theory or testing hypotheses using the
tenets of scientific inquiry and methodological research.
In short, VV&A, in the context of DoD, has primarily been
an administrative and educational exercise, rather than a
scientific endeavor.

There is considerable opportunity, however, for useful
research to be undertaken, particularly in the study and
application of rigorous verification and validation tech-
niques. My first-hand experience in recent years reveas
that reliance has too often been placed on leveraging the
model developer’s verification activities, rather than inde-
pendent assessment of the model’s code and logic. Simi-
larly, validation efforts have often been limited to the use
of less rigorous techniques, such as face validation and
traceability assessment. Although these methods can pro-
vide useful insights, they are generally, in and of them-
selves, insufficient for assessing amodel’s validity.

My premise is that the DoD VV&A community can
benefit from scientific research, in the purest sense of that
term, into the study and application of rigorous V&V tech-
niques. One approach for undertaking this research re-
quires a refocusing of modeling and simulation endeavors
on the users of models and simulations, rather than the
developers, who often reflect a computer engineering per-
spective. In particular, the DoD analytical community
must assume a stronger role in the development and use of
models and simulations, and must serve as staunch advo-
cates for the use of more rigorous techniques in assessing
the credibility of those models and simulations. This ad-
vocacy must be enacted so that less reliance is placed upon
subjective techniques and methods that do not involve rig-
orous data analysis. Research is specifically needed to
evauate how the practice of VV&A can benefit from a
greater use of statistical methods, as well as examine the
reasons why such methods have not been widely used to
date.

3 VIEW OF JACK P.C. KLEIJNEN

VV&A has many facets, including philosophica and
mathematical-statistical problems.

(i) Philosophical problems: What is the truth; if it ex-
ists, can human beings recognize it? Since | am not edu-
cated in philosophy, | simply refer to Plato as a starter,
continuing with Kant, then on to Wittgenstein, Russell,
and Popper; aso see Naylor, Bdintfy, Burdick, and Chu
(1966, pp. 310-320).

(ii) Satistical problems: In practice, even quite sim-
ple simulations are not validated through correct statistical
techniques. For example, at WSC ‘99 | discussed several
case studies of trace-driven simulations that use a scatter

plot of simulated versus rea outputs (see Kleijnen 1999).
These studies test whether this scatter plot has unit slope
and zero intercept. However, Kleijnen, Bettonvil, and Van
Groenendaal (1998) prove that such a test rejects a true
simulation model ‘too often’, that is, more frequently than
the prespecified type | error rate (say) a.

These examples demonstrate that VV&A of simula-
tion models is a major challenge indeed! Currently, com-
plex simulations are usually not validated at all, or are only
subjectively validated; for example, animated output is
eyeballed for a short while. A recent example seems the
detailed ‘microscopic’ traffic simulations reported by Bar-
celo (2000).

The military are ahead of the civilian industry. For
example, Balci (1999) presents a methodology for
accreditation of simulation applications, which he
developed over the last decade while working as a
consultant to the US defense industry. He bases this
methodology on Saaty’s Analytical Hierarchical Process
(AHP). Another example is the validation study performed
for the Dutch navy, reported in Kleijnen (1995). That
study applies a number of simple statistical techniques,
which were novel for the simulation modelers and their
clientm the remainder of this short personal statement |
will limit myself to those facets for which | have some
expertise. That expertise is limited to statistical aspects of
VV&A.

| claim that there is an abyss between validation prac-
tice and statistical theory! A challenge is to bridge that
abyss. A start is needed: let us begin with the validation of
relatively simple but practical simulations, and report on
their results. A recent exampleis a case study by Halachmi
et a. (2000) on the validation of a simulation model for a
cow-milking robot developed in the Netherlands. This case
study illustrates the many statistical problems arising when
trying to validate a simulation model that is to be used in
practice.

| further claim that most simulationists lack a sound
statistical training. Many simulationists have good model-
ing and programming skills. Fortunately, modern simula-
tion software simplifies the programming effort, including
verification (debugging); see Swain (1999a)’s fourth sur-
vey on simulation software. Unfortunately, mastering the
basic modules of such modern software still takes many
hours of the students' time (this claim is based on my ex-
perience with teaching Arena - after many years of Pascal -
to undergraduate students in Operations Research, using
Kelton, Sadowski, and Sadowski, 1998).

But, suppose the model has finally been programmed
(I do not discuss the stages that proceed this programming,
that is, | skip collecting data from the real system, etc.).
Then the animation is watched for a little while. All that
effort may be a waste if the resulting simulation model is
not validated. The simulation’s conclusions - to be imple-
mented in the next stage - might as well have been based



on throwing a coin - apart from the political gain that
might be realized when management or the government
can ‘sell’ its decision because ‘ the computer showed so'.

At WSC 99, | discussed which statistical techniques
can be used to validate smulation models, depending on
which real-life data are available, namely (i) no data, (ii)
only output data, and (iii) both input and output data. Of
course, as the data improve from (i) to (iii), the power of
these statistical techniques increases. Simulationists should
be aware of these techniques, which include Student’s t-
statistic, linear regression analysis, and basic design of
experiments (DOE).

However, next these simulationists should be warned
that in practice the assumptions of these statistical tech-
niques might not hold! (That fact should not be interpreted
as ‘forget about statistics': first we should learn to walk,
before we try to run.) So, we should pay much more atten-
tion to tests for checking whether the simulated and real
data are indeed normal, independent, identically distributed
(NIID).

If these assumptions do not hold, then the simulation-
ists may apply either non-parametric techniques or boot-
strapping. An excellent textbook on distribution-free tech-
niques is Conover (1980). The bootstrap is a simple form
of simulation that allows distribution-free, data-driven sta-
tistical analysis; see Efron and Tibshirani (1993). Indeed,
bootstrapping for validation of simulation models is ap-
plied in a WSC ‘00 paper, namely Kleijnen, Cheng, and
Bettonvil (2000).

For all these analyses we need user-friendly statisti-
cal software, possibly combined with expert systems and
artificial intelligence. Also see Swain (1999b).

Concerning verification, | point out that a basic mod-
ule of any simulation program is the pseudorandom nurm-
ber generator (PNG). Typicaly, however, simulation
software is developed by computer experts who are un-
awvare of PNG pitfals. For example, modern hardware
allows simulationists to make longer runs, so a necessary
(but certainly not sufficient) requirement is very long PNG
cycles.

Concerning PNGs and software, my experience is
limited to two simulation software products. One supplier
claims that PNGs are no problem anymore, so they do not
deserve any attention. The other does provide some facili-
ties, but the basic PNG is obsolete, and the facilities do not
work properly (common and antithetic seeds do not work).
For solutions | refer to L'Ecuyer (1999).
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4 VIEW OF AVERILL M.LAW

| have been interested in practical techniques for validat-
ing discrete-event simulation models since 1977, in the
context of performing numerous real-world simulation
studies, developing materials for simulation short courses,
and doing funded research for the Office of Nava Re-
search and the Defense Modeling and Simulation Office.
In the past twenty years, | have seen very few new tech-
niques developed that can actually be used to “validate” a
wide variety of simulation models. Validation is inher-
ently difficult because the systems under study are either
proposed modifications of an existing system or represent



completely new systems. Thus, it is difficult, if not impos-
sible, to obtain performance measures from the actual sys-
tems of interest to use for validation purposes. In this
sense, | do not see model validation as a particularly fertile
areafor future simulation research.

The most definitive technique for validating a simula-
tion model of a proposed modification of an existing sys-
tem is to simulate first the current system and to compare
the model performance measures with the corresponding
system measures. In the case of a manufacturing system,
the performance measure of interest might be the average
timein system of a part. Performing this comparison using
aformal statistical technique such as a confidence interval
is typically impossible since the available output data are
not independent and identically distributed (I11D), which is
a requirement of classical statistical procedures. In the
manufacturing example, neither times in system from a
single smulation run nor times in system from the actual
existing system are [1D. One possible way of circumvent-
ing this problem is to collect several independent sets of
data from the actual system and to compute a performance
measure from each data set — the resulting performance
measures are 11D provided that the different data sets are
collected under similar conditions [see Law and Kelton
(2000, Chapter 5) for a more detailed discussion]. How-
ever, the problem with applying thisideain practice is that
one is usually fortunate to have even one good set of data
from the existing system. As a matter of fact, | have only
seen one simulation project (either my own or published
by someone else) where there was more than one set of
system data available and where this idea was actualy
applied. Thus, in practice the comparison of the model
and system performance measures is typicaly done in an
informal manner.

| therefore believe that it would be desirable for some-
one to develop a general-purpose, confidence-interval pro-
cedure (rather than a hypothesis test) based on one set of
real-world data that could be used for validation purposes.

4.1 Reference
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5 VIEW OF IAN MCGREGOR

Additional research in verification, validation and accredi-
tation is not needed. What is needed is to put VV&A into
practice. The two ingredients often missing in simulation
projects are (a) awareness on the part of the client of the
importance of a close involvement in the VV&A process
throughout the project and (b) awareness of simulation
practitioners of the following ideas based on Balci (1998),
Sargent (1999), and Banks, et al. (2000):

10.

VV&A isnot adiscrete step in the simulation process.
It needs to be applied continuously from the formula-
tion of the problem to the implementation of the study
findings. There is no such thing as a totally validated
and verified model. Validation and verification of
models is never complete. Even textbook models with
50 lines of logic often have errors; increase that by a
factor of 100 to get a redlistic sized model of a me-
dium manufacturing and materials handling system to
be further persuaded that total VV&A isimpossible.

The cost of VV&A increases exponentially with the
level of verification. To obtain a model that is 50%
verified and validated may cost $5,000. To get 80% of
the way may cost $25,000, 90% of the way may cost
$50,000, and so on. Decision makers have to decide
the point at which they will accept the model results.
More planning for VV&A needs to be done prior to
launching a simulation study. Part of this planning is
how much of the total resources should be expended
for VV&A and how VV&A will be accomplished.
This is analogous to a test plan in software engineer-
ing.

VV&A should congtitute from 20% to 30% of the
resources expended for a simulation study. The actual
modeling constitutes 30% to 40%, so VV&A should
be alarge component of the investigation.

The model developer may not be the best person to
ascertain VV&A. Model developers are unavoidably
biased, looking for the good and overlooking the bad
parts of their models. Adding further members to the
team for this step is likely to increase the price of the
study, which is not always popular with the client.
There is no one best way to perform VV&A. Every
model is different, with different circumstances. Even
two models of the same system may have different
VV&A procedures since the objectives of the studies
might be entirely different.

Beware of the Type Ill error (solving the wrong
model). This can be caused by lack of involvement
with the decision makers or an inadequate list of as-
sumptions. In any caseg, it isamajor catastrophe when
it occurs.

Statistical techniques such as t-tests are not easily used
when it comes to VV&A. In order to use a t-test of
differences, for example, multiple sets of historical
data have to be available, and these rarely exist.

Naylor and Finger (1967), many years ago, advocated
the building of models with high face validity. If prac-
titioners would just use a test of reasonability, VV&A
would benefit greatly. Many times, simulation analysts
fail ‘to see the forests for the trees.’

Most simulation products provide animation support.
Take advantage of it when verifying and validating a
model.



11. The debugger, interactive run controller, or whatever
eseit is caled in the smulation software that you use
can provide great help in verifying amodel.

In conclusion, what we need is more practice of
VV&A, more involvement between the analyst and the
client, and more awareness of the concepts of VV&A such
as those presented above. We do not need additional re-
search.
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6 VIEW OF ROBERT G. SARGENT

| believe there are severa areas that are in need of VV&A
research. These areas identify different directions that
VV&A research can pursue.

One area is how should VV&A be handled with re-
spect to the “size” and “type” of a simulation study. Con-
sider the ranges that simulation studies cover: from small
simulation models that have a few lines of simulation lan-
guage code to very large-scale simulation models that have
thousands of lines of general purpose computer language
code, and from models of simple existing systems which
can have experiments performed on them to models of
large-scale systems which do not yet exist. Research is
needed to determine with respect to the size and type of
simulation study (i) which VV&A approach should be
used, (ii) how should VV&A be managed, (iii) what type
of software support system for VV&A is needed, etc.

A second area is the numerous VV&A issues in per-
forming large-scale simulations that combine different
simulation (sub) models and use different types of com-
puter hardware such as in currently being done in HLA
(Higher Level Architecture). A number of these VV&A
issues need research. Consider, for example, how does
one verify that the simulation clocks and event (message)
times (timestamps) have the same representation (floating
point, word size, etc.) and validate that events having time
ties are handled properly.

A number of simulation professionals, including my-
self, believe that it is impossible to verify and validate
large-scale simulation models to a reasonable confidence
level. In addition, it is extremely costly to even attempt to
obtain a reasonable conference level in such models.
Thus, | believe another area of research is to investigate
how and when a set of smaller of simulation models
should be used instead of one large-scale simulation
model.

A fourth area for VV&A research is to develop a set
of cost models to predict how much it will cost to conduct
VV&A. Such models should consider the size and type of
simulation models, the different approaches to VV&A, the
amount of confidence that could be expected, etc. These
cost models should be validated with real world data.

Another area for VV&A research is to develop new
ways to convince sponsors and users of models that
VV&A isrequired.

A sixth area is to develop fundamental new ap-
proaches of conducting VV&A.

Lastly, there is the area of developing new VV&A
methods and techniques. These should have practical
value.

7 VIEW OF SIMONE YOUNGBLOOD

In March 2000 the Defense Modeling and Simulation Of-
fice (DMSO) underwent a change in course, pointing to-
ward a “new vector” with a newly focused mission to
“Lead, Integrate, and Leverage M& S (Modeling and Simu-
lation) for the Warfighter.” Reorganized to support the
“new vector”, DMSO currently has two programs that
have direct bearing on a discussion related to strategic di-
rections in VV&A research. The first is the VV&A Pro-
gram which serves as the focal point for Department of
Defense (DoD) VV&A policy and guidance development.
The second is the M&S Science and Technology (S&T)
Initiatives Program which is charged with the difficult task
of anticipating those science and technology innovations
which can be leveraged to best serve future Warfighters.
This paper focuses on the convergence of these two pro-
grams, namely the identification of S& T focal areas which
would support more effective and efficient VV&A imple-
mentation which in turn would lead to more credible M& S
to support the warfighter. These VV&A S&T foca areas
would serve as the new direction or “new vector” for
VV&A.

In order to define any vector, one must understand the
starting point, the point of origin. For DaoD this starting
point has been the definition and ingtitutionalization of
basic VV&A terminology, concepts, and technology.
Policy and guidance documents currently in place provide
a solid foundation for DoD VV&A activities, with policy
describing the ‘who’ and the ‘when’ and guidance defining
the ‘what’ and the *how’. Working from this foundation,



the DMSO VV&A Program has made initial inroads into
addressing some of the technical challenges which are
critical to effective and efficient VV&A implementation,
including: clarification of the relationship of M&S and
data V&V, the definition of the conceptual model, and the
development of a fidelity framework. These technical
challenges are considered “near” term challenges, not be-
cause they are easy to solve or because they can be solved
in arelatively short time, but because a solution is required
to be able address the next phase of technical challenges.
The DMSO VV&A Program currently projects that the
next phase of technical challenges include the following
topical areas. specifications for reuse, substantive interop-
erability, and human behavior representation validation.
These topical areas focus on three of DoD’s “hot-buttons’,
namely reuse, interoperability, and human behavior repre-
sentation (HBR).

7.1 Specification for Reuse

The concept of reuse within the DoD M&S community is
predicated on the belief that a simulation can be used to
support different applications and be used in ways not
originaly conceived of when the simulation was built.
However, without documentation which identifies an
M& S's capabilities, domain of applicability, and its under-
lying assumption, it becomes difficult, if not impossible, to
assess whether or not a simulation is capable of meeting
user requirements. The idea behind “Specification for
Reuse” isto identify and formalize the core set of informa-
tion necessary to perform an assessment regarding the ca-
pability of an M& Sto credibly support a given application.
The near term goal of a conceptual model description
playsacrucia rolein defining a specification for reuse.

7.2 Substantive | nter oper ability

In any distributed simulation (e.g., HLA, DIS), there are
two aspects of interoperability that must be addressed.
The first labeled technical interoperability, is defined as
the “capability of federates [simulations] to physically
connect and exchange data (Dahmann 1999).” Thisisthe
aspect of interoperability which most people are familiar
with and which the HLA framework addresses.

The second aspect of interoperability is referred to as
substantive interoperability and it is focused on “fair fight”
and representational issues. As Dr. Dahmann statesin her
SIW paper (Dahmann 1999) on interoperability chal-
lenges: “Resolving technical interoperability issues insures
that the federation will run, but says nothing about the
adequacy of the federation to accomplish its mission.” Dr.
Dahmann goes on to say that: “In essence, building a fed-
eration that incorporates representations appropriate to the
needs of a the federation application is the heart of the
VV&A problem.” While High Level Architecture (HLA)

technologies support simulation inter-communication, they
do not yet achieve substantive interoperability. These es-
sentially VV&A problems are presently tackled by engi-
neering judgment, but as the level of federation complexity
grows this approach quickly becomes less tenable. VV&A
must mature to support substantive interoperability.

The near term goa of an established fidelity frame-
work plays a crucia role in addressing substantive interop-
erability issues.

7.3 Human Behavior Representation Validation

One of the mgjor thrusts in DoD today is the development
of credible human behavior representations. Representa-
tions are needed at multiple levels including that of indi-
vidual combatants and non-combatants, teams, platforms,
military and non-military organizations, groups and
crowds. The human element can be represented in simula-
tion by rea humans (e.g., trained controllers), humans
supported by tools (semi-automated), or by models (auto-
mated).

Several key initiatives, including the DMSO HBR
Program and the NATO Long Term Scientific Study on
Human Behaviour Representation (LTSS SAS-017) have
identified HBR validation as one of the arend's key chal-
lenges. Their Validation Roadmap includes the develop-
ment of: a systematized best practices; informal methods
and tools to support HBR validation; and formal methods
and tools to support HBR validation. The VV&A commu-
nity must work to support this validation roadmap.

The near term goal of an established fidelity frame-
work plays a crucia role in addressing human behavior
representation validation.

The challenges outlined in this paper have not simple
solutions. They are, however, critical to the advancement
of VV&A.

7.4 Reference
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8 SUMMARY

Apparently there are different VV&A needs in the differ-
ent application domains; at least as expressed in the views
of the panelists. In the industrial domain, apparently the
two major VV&A issues are obtaining support in simula-
tion studies for VV&A and having analysts who have suf-
ficient knowledge of VV&A. In the military domain, there
is avariety of VV&A issues needing research; in particu-
lar, for large-scale simulations. Academic people see the
need for VV&A research in a broad sense. Severa VV&A
areas, topics, and issues needing research were identified.
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