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Banki ng confidentiality and state control of currency transac-
tions and related crimnal activities

- (p. 2) ad art. 192 Sr

According to art. 192 Sr a bank violates the crimnal |aw when
summoned as a witness or as an expert, it refuses to perform
its legal duties in that capacity. The |egal obligations of
wi t nesses and experts are the follow ng:

- to appear in court at the right tine

- to give evidence

- to undertake the required research activities

- to wite an expert opinion

- to take a vow or nmake a pledge to tell the truth

- (p. 5) ad art. 272 Sr

In art. 272 Sr the circunstances are elaborated in which it is
a crime to divulge secrets to people not entitled to that

information. One of the main elenents in question is the
situation where soneone is by way of statutory obligation bound
to keep the secret. It should be noted, however, that the
provision in art. 11 WPR does not create the kind of |egal

obligation required for the applicability of art. 272 Sr on
i ndi screte behavi our by banks.

- (p.6) ad inbesl agnem ng

O course, financial institutions - including banks - are also
subject to the ordinary powers of seasure. Art. 94 Sv spells
out that goods may be seized when they can be usefull for
attaining the truth in the fact finding process or when they
can be forfeited by the court. The details of this arrangenment
(which officials have this power, the conditions for exercising
the power, etc.) are stated in artt. 95 -114 Sv and in special
sections of the Code such as art. 539p Sv. For present
pur poses, suffice it to nmention only art. 105 Sv (the exam ning
magi strate can order anyone who is reasonably expected to be
t he keeper of goods that can be seized, to hand them over or to
deposit them at the court) and art. 107 Sv (limting the power
of art. 105 Sv in as nuch letters and other docunents can only
be ordered to be handed over if they belong to the suspect, are
adressed to the suspect, and when these papers have been the
obj ect or the instrunment of the crine).

- (p. 7) ad invoering 23008 en 23009

This new legislation was designed to take effect at january
1st, 1994. Due to sone slight delay in the latter stages of the
| egi sl ative process, both bills in the end got the force of |aw
starting februari 1st, 1994.

- (p. 8) ad indicatoren voor 6 rmaanden

The limtation for a period of six nonths is intended to keep
the system a flexible one. Since the techniques enployed by
nmoney |launderers are likely to change frequently, the | atest
devel opnents will continually have to be nmet by appropriate
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count erneasures on the part of the governnent.

- (p. 10) ad functie Mel dpunt

The job of this unit is to collect all the reports and then to
anal yse and interpret all the information that comes in. The
objective is to look for clues which can be used in either
solving past crinmes or preventing new crinmes to occur. In both

instances, the unit wll supply the relevant material to the
conpetent investigative authorities and/or to the public
prosecut or.

It is expected that unit will pass on information elicited from

the reports in three categories of cases:

a. data which are sufficient for a ’'probable cause’ that a
crime has been commtted;

b. data which are by their very nature suitable for incorpora-
tion in a so-called CDregistration (this is a data-base of
the crimnal intelligence service);

c. data which are relevant for the detection or prevention of
crime, with special enphasis on possible future crinme posing a
wei ghty threat to the |egal order because of the seriousness of
the crine, the frquency thereof, or the fact that the
violations are commtted within the framework of an organi sa-
tion (see M/T p. 13-14 and D.R Doorenbos DD 1993, p. 773).

The central wunit thus serves in the capacity of a buffer
bet ween those who have the obligation to report unusual trans-
actions on the one side and the agents of the crimnal justice
system on the other. The idea underlying this arrangenent is
that processing of information and evaluating the results
thereof in terns of crimnal conduct, is not a matter that
should be left to ordinary citizens.

- (p. 11) Aanpassing strafwetgeving c.a.

In the introduction to the present section of our paper, we
mentioned the EC directive 91/308 on noneyl aundering. W have
already explained that the requirenents of this directive have
chiefly been met by the introduction of two new bills in
february 1994 (MOT & Wf '94). There is, however, a third and
nmost inportant vehicle for conbatting noneyl aundering, consis-
ting of several provisions concerning handling of and profiting
from crimnally obtained property. Basically, the relevant
articles of the Crimnal Code read as foll ows.

Art. 416 Sr deals with intentional conduct:

"A person shall be guilty of know ngly handling stolen property
and liable to inprisonnent for a term not exceeding for
years or to a fine of the fifth category where:

- he acquires, possesses or transmts property, or asserts or
transmts a personal or proprietary right in property,
and, at the time of acquisition or possession of the
property or of the assertion of the right, he knows that
the property was stol en

- where, intentionally and with a view to profit, he possesses
or transfers stolen property or transfers a personal or
proprietary right in stolen property.

The same liability shall be incurred by a person who
intentionally profits from the fruits of sale of stolen




property."

Art. 417 Sr covers the question of multiple offences:

"A person who is repeatedly found guilty of know ngly handling
stolen property shall be liable to inprisonnent for a term
not exceeding six years or to a fine of the fifth
category".

And, finally, art. 417bis Sr crimnalizes the unintentional

vari ety, based on negligence:

"A person shall be guilty of handling stolen property and
liable to inprisonment for a term not exceeding one year
or to a fine of the fifth category where:

- he acquires, possessesor transmts property or asserts or
transmts a personal or proprietary right in property and,
at the time of acquisition or possession of the property
or of the assertion of the right, he could reasonably have
expected that the property was stol en;

-where, with a viewto profit, he possesses or transfers stol en
property or transfers a personal or proprietary right in
stolen property and coul d reasonably have expected that it
was stolen. "’

These - rather broad - provisions got their current wording in
1989. They were the end product of an innovation intended to
have a firmer repression of property crine. It was reasoned
that this type of crine will be effectively discouraged when it
is made nore difficult to get rid of illegally obtained
property. In the official explanation of the objectives of the
new wording of these articles, the Mnister of Justice stated
that this also net the international desire to take action
agai nst the laundering of noney acquired by drug trafficking.
Ever since, the governnent has held the opinion that it is not
necessary - nor desirable - to introduce a separate section of
the Crimnal Code specifically dealing with the phenonenon of
money | aundering.?

As is evident in the quoted contents of art. 416 Sr, handling
stolen goods (identical with noney laundering in so far as the
illegal property consists of noney) is punishable when the
perpetrator acts intentionally (question 3.1.4.).

The elenment of intent first has to be centered on the act of
handling itself. Secondly, the intention should extent to the
fact that the property was stolen or otherwi se obtained by
nmeans of crimnal behaviour. The handler does not necessarily
have to know by which specific crine the property was acquired,
however, conviction is only possible if the judge can give

"Vide art. 437 Sr inposing an obligation on certain branches
of trade to keep a register of the nmerchandise in order to be
abl e to distinguish between bona fide and mala fide busi nesses.

‘These remarks answer points 3.1.1. and 3.1.2. of the
questionnaire. See on this matter also, C D. Schaap, Wtwassen
van geld strafbaar als plegen van heling, Tijdschrift voor de
politie 1993, p. 141-142.



these details in his verdict.

The Dutch case-law has given a wide interpretation to the
concept of intent. Consequently, it not only covers situations
in which the offender acts deliberately with the proscribed
obj ective. Under the label of ’'conditional intent’ the Suprene
Court of the Netherlands extended this concept to cases in
which the accused consciously accepted a substantial chance
that the property was in fact stolen.® This fornula in which a
certain risk-taking is essential, is also applicable when the
words of the crimnal law require (or: seemto require) posi-
tive knowl edge on the part of the perpetrator (as in art. 416
Sr: "he knows that the property was stolen").*

If the perpetrator had to presunme the illicit origin of the
assets or if he acted recklessly in this respect, he falls
under the scope of art. 417bis Sr. The difference with the
construction of ’'conditional intent’ is that art. 417bis Sr
deals with situations in which the offender had not consciously
accepted the risk that the property was illegally obtained. The
core of his fault here is that he should have thought (and
should have nade inquiries as to the origin of the property)
were he actually didn't.

The Dutch |aw puni shes the crinme of handling stol en goods/ noney
| aundering in case the offence is committed abroad, dependi ng
primarily on the nationality of the perpetrator (question
3.1.5.). If the offender is a Dutch citizen and the offence is
al so punishable according to the |law of the nation where the
act took place, then the Dutch crimnal |aw can be applied (see
art. 5 section 1 sub 2 Sr). The sanme holds true for the
foreigner who begets the Dutch nationality after having com
mtted the crine el swhere.”®

Then there is the case of the so-called derived or subsidiary
jurisdiction, nentioned in art. 4a Sr. This principle applies
when the Dutch government takes over the prosecution of an
offender from the country on whose territory the crine was
conmtted, on the basis of treaty establishing the conpetence
to do so. The procedure - and the conditions for granting or
refusing a request to take over the prosecution from another
country - is described in art. 552x Sv ff.

The provisions of admnistrative law for conbatting noney
| aundering are limted in nunmber as well as in scope and
i nportance (question 3.2.1.). Currency inports and exports are
covered by the “Wet fTinanciéle betrekkingen buitenland® (the
law on Tfinancial relations with foreigners and foreign coun-

*Vide the famous decision by the Supreme Court on november
9th 1954, published in Nederlandse Jurisprudentie 1955, no. 55.

‘D.R. Doorenbos, Het criminaliseren van money laundering als
communautaire verplichting, Delikt en Delinkwent
1993, p. 353. The opposite judgement by the Appelate
Court of Den Bosch d.d. april 14th 1992, NJ 1992, 432
was overturned by the Supreme Court in ...

°See Hazewinkel-Suringa-Remmelink, p. 493.



tries)® The main point of reference is to | eave as nuch freedom
of action to the people as is possible. In this so-called
"positive systenmi any cross border transfer of currency is
allowed wunless it is specifically prohibited by law The
restrictive neasures which can be inposed by nonetary authori-
ties are strictly governed by two objectives: protection of the
domestic capital mnarket and donestic restictions of credit.
Art. 4 of the law ains to protect de Dutch capital market in
case of disturbances caused by excessive demand by foreigners.
Articles 5, 6 and 8 provide neasures to protect the nonetary
policies of the government. Art. 7 allows for restrictions in
the transfer of currency when this is necessary to preserve
m)ngtgry reserves. Articles 7 and 8 have so far never been
used.

The infringenent of the exchange and crimnal provisions can
lead to very serious sanctions inflicted upon the bank itself
(question 3.2.2.).

Violation of the just nentioned admnistrative provisions is
classified as an economc crine. The Wt Econom sche Delicten
(Economic Crime Bill) contains a catal ogue of special sanctions
(articles 5-10). O course, a legal person could never be
sentenced to prison; hence nobnetary sanctions are exclusive.
According to art. 7 sub ¢ the bank can be closed - either
conpletely or partly. Art. 8 opens the possibility of putting a
trustee in charge of the bank. W do like to add inmediately,
however, that these far reaching sanctions are very unlikely to
be levied in cases of noney |aundering. From a practical point
of view, they therefore constitute nerely hypothetical options
for the judge. More realistic are the measures of forfeiture,
confiscation and withdrawal fromcirculation (art. 8).

The earlier mentioned obligations in the Wt inzake Spaarbe-
Wjzen, the Wt MOI and the Wf 1994 are also enforced by
classifying violations as econom c cri nes.

In the Netherlands there is also a general crimnal liability
for legal persons (art. 51 Sr). In case of conviction for
violating rules on handling stolen property/noney |aundering
(articles 416 and 417bis Sr, discussed above), the maxinmm
penalty the bank could face is Dfl 1.000.000 (see art. 23
sections 3 and 7 Sr).

The question of profiting from the proceeds of a tax crineg,
particularly of tax fraud, leads us to point out a basic
problemin the Dutch crimnal law (question 3.3.1.). If soneone
fails to report incone to the tax authorities, he wll conmt
the crinme foreseen in art. 68 AWR or art. 225 Sr. H s financial
position wll be better than it would have been had he

*This |l aw was adopted on May 28th, 1980, Stb. 321 and went
into force on May 1st, 1981.

" De Nederlandse Bank’ (the Central Bank of the Netherl ands)
has issued a number of general admnistrative provisions
concerning the data and information which nust be supplied to
the Bank in the event of transnational currency transactions
(sources: AAV 1989/1; UV 1986/1; and UV 1986/ 2).



fulfilled his legal obligations. But it is hard to say that the
amount of nmoney he would have had to pay in taxes is now
acquired by crine. Instead, the perpetrator had the noney in
his possession previous to the fraud, so it can be argued
persuasi vely that the provisions on handling stolen goods/ noney
| aundering are not applicable.

The situation is different when the fraud | eads the tax autho-
rities to pay an undeserved sum of noney to the offender. In
that case a third party obtaining the proceeds while know ng
its origin, falls under the scope of article 416 Sr.

In the preparatory docunents leading up to the Wt MOI, the
governnent asserted the desirability of financial institutions
which in the course of their business conme accross crimnal
acts, make a full report to the police. O course this may be
desirable, but in the Netherlands there is no general duty to
report crines to the officials in the crimnal justice system
An exeption to this rule is laid dow in art. 162 Sv: in
certain circunstances civil servants are required to report
crinme. The obligation concerns crime outside the scope of their
conpetence to investigate, but which they nevertheless
encounter while fulfilling their duties. On the other hand
there is an article in de fiscal |law containing an obligation
to secrecy for the authorities with regard to the information
they receive when enforcing the fiscal law (art. 67 AWR). The
reasoni ng behind this, is that the citizen who is under so nany
obligations to supply all sorts of docunents, should be able to
be confident that the information he delivered will not get out
of the system of fiscal law enforcenent. In what way are the
conflicting rules of art. 162 Sv and art. 67 AWR bal anced? The
solution is that the fiscal inspector is only allowed to report
a crine he has conme across, when this is permtted by the so-
called 'Instruction on supplying information': art. 48 of this
instruction demands an eval uation of the case by the director
of tax collection before any report can be fil ed.

The Dutch legislator recently created probative facilities and
a de facto reversenent of the burden of evidence in order to
allow the authorities to order the confiscation of the assets
whi ch are suspected to be of crimnal origin (question 5.3.).
These neasures are part of a larger schene to conbat various
forms of lucrative crinme. The features of this schene are as
foll ows.

On decenber 10th 1992 the dutch parlianent approved Bill 21504
concerning the measure for the confiscation of the profits of
crinme (confiscation order). The bill went into effect on apri
1st 1993. The object of the bill is to nodify the dutch pena
code and the code of crimnal procedure in order to deal effec-
tively with highly profitable crime such as drugsdealing and
fraud (especially E C -fraud). The general idea is to hit the
crimnal where it hurts nost, that is in his finances. To
achieve this goal the legal possibilities for the seizure and
confiscation of ill-gained assets are w dened.

The neasure of confiscation is borrowed from the financial

°See Vakstudies, art. 67 AWR p. 41.



penal |egislation and was introduced in the penal code in 1983.
The measure neans that a judge can order a convicted person to
pay a sum of noney to the state which has the effect of taking
away the estimated financial rewards he has obtained from the
crine he has comitted. This neasure can be inposed in
conjunction with penalties (for exanple inprisonnent) and other
nmeasures. The failure to pay the anount owed will result in the
imposition of default detention (for a maxinum period of 6
years). The Bill of decenber 10th 1992 nodifies the existing
nmeasure in the follow ng respects:

- The confiscation order is now separated from the ordinary
crimnal proceedings. There is a nandatory provision to the
effect that the confiscation order nust be nade in a separate
proceeding upon a specific application by the public pros-
ecutor. As a result, extraordinary procedural rules can apply
for the confiscation order. The investigation of the volunme of
the unlawfully acquired property will be primrily financial
and technical in nature, and it has been recomended that it be
led by a specialized section of court. The establishnent of a
separate procedure has the further advantage that the financia

investigation, which is by definition a conplex matter, need no
| onger unnecessarily delay the investigation and prosecution of
the offence itself.

- A confiscation order may be nade not only of the offence for
whi ch the accused is being prosecuted but also for "conparable
of fenses", where there is adequate evidence that the person
concerned actually conmmtted them (article 36e, section 2 Sr).°

- According to the third section of article 36e Sr, where an
accused is sentenced to a fine of the fifth category, a deci-
sion may be taken to deprive him of such assets as may have
been acquired by any unlawful neans. A confiscation order in
this context does not have to be based on a causal relationship
between the offence of which the accused is convicted and the
specific assets. Any property that can be shown to have been
acquired directly or indirectly by any unlawful neans qualifies
for withdrawal under the anmended third section of article 36e
Sr.

- In the code of crimnal procedure a new form of pretrial
investigation is introduced. This so called ’'crimnal financia

investigation is secret in nature and is neant to establish
what illegal gains the suspect has nade. The public prosecutor
is in charge of the crimnal financial investigation. This is a
remar kabl e change to the standard pretrial stage where the
investigating judge is usually the domnant authority. In the
crimnal financial investigation the role of the pretrial judge
is limted to allowing the investigation to comence and to
deciding on the application of a nunber of coercive neasures.
Conmpared to the prelimnary judicial investigation the rights
of the defence are restricted in the crimnal financial inves-
tigation.

- A second change in the code of crimnal procedure is the

°See re the notion of ’'conparable offences’: J. Woretshofer,
Pluk ze - Nieuwe mogelijkheden tot ontneming van crimineel
vermogen, in: P.C. van Duyne a.o. (eds.), Misdaadgeld, Arnhem
1993, p. 36 ff.



introduction of interim seizure nmneasures to guarantee the
execution of confiscation orders. There are also rules for the
seizure of real estate, other registrated property and regi-
strated shares and securities.

Up untill this nonent (the end of 1993) the results of the new
| egislation are not encouraging. Only an anount of approxim-
tely DfI 11.000.000,- has been confiscated since april 1st.
This may be caused by either a |ack of manpower and/or igno-
rance of the new | egal provisions.

The schene to fight the nore lucrative areas of crine also has
an international dinmension. [...]

Concl usi on

In the past decade there has been a grow ng awareness of the
probl ens caused by the phenonenon of lucrative types of crine.
One of the responses to the challenge posed by this devel op-
ment, has been to initiate changes of the crimnal law in order
to conbat noney | aundering. Three innovations stand out. First,
there is the new article in the Cimnal Code on handling of
stolen property (art. 416 Sr ff.). Secondly, parlianent adopted

the MOT (the Bill on reporting unusual financial transactions).
And finally, the renovated Wf went into effect early 1994 (the
Bill on checking identities while providing financial
services).

The Dutch government is convinced that these key pieces of
| egislation conply with every basic requirement in the EC
gui del i nes on noney |aundering ((91/308/EEG."™ Hence there is
no intention of further reviewing the system shortly (question
6.1.). Nevertheless, it is of course unclear at present how the
judiciary will operate on the basis of all the new provisions.
It is equally difficult to predict what direction the academc
debate on these issues wll take. Consequently, there is a
chance that jurisprudential devel opnents and/or academ c
reflexion will show major shortcomngs in the present system
which will then have to be renedi ed.

Adressing the question of criticism of the existing system
(question 6.2.), we would first like to point out the inherent
limtations of an approach relying so heavily on the articles
on handling stolen goods (artt. 416 Sr ff.). W feel that it
woul d be appropriate to add separate offences dealing with the
speci fic phenonenon of noney |aundering. The follow ng argu-
nments may be invoked to support this position

- the articles on handling stolen assets were primarily desig-
ned to di scourage property crine; the explicit and preponderant
objective was to dimnish the incidence of theft, breaking and
entering, and the like, noney laundering only came in as a
conveni ent afterthought.

- the articles under consideration are very broadly worded,
thus carrying the risk of capricious application.

- a separate provision dealing with noney |aundering would be

“See the table in the parlianentary proceedi ngs concerning
the Wf *94: 23008, no. 3, p. 11.



consistent with the popular view that this is a crine with a
character different fromthat of handling stol en goods.

- introducing a new and specific article would al so convey an
i mportant synbolic nmessage to society that the legal community
expressly condens noney |aundering; this could have a certain
preventive effect.

- Last but not least: the noney |aunderer cannot be tackled by
the articles on handling stolen property if he hinself also
perpetrated the crimes which led to the illegally obtained
proceeds.

As far as the MOT is concerned, there are at |least two critica
areas of interest. The first one is the insoluble problem of
the list of indicators to recognise ’'unusual’ transactions.

Here we are faced with a dilemma. It is inportant - indeed
vital - to have a flexible system Hence the upgrading of the
list of indicators at six nmonths intervals. The backside of
this arrangenent, however, is that the admnistration is by

definition always just a little late in pursuing the |atest
techni ques enpl oyed by noney |aunderers. And by publishing the
l[ist of indicators periodically, the crimnals are given the
opportunity to adjust their strategy accordingly.™

The second crucial question that can be raised is whether the

reports of wunusual transactions will in actual practice also
lead to succesful crimnal investigations.” This will depend
to a substantial degree, on the nunber of reports which will be

filed. Experience el sewhere has shown that reports could becone
virtually useless if the central agency is flooded with to
large a pile of wunstructured data suggesting some possible
wr ongdoi ng. *

Cimnal law intrinsically strikes a balance between the
general interest of preserving the |legal order on the one hand
and the principle of individual liberty on the other.”™ It is

undeni able that the neasures taken in order to conmbat noney
laundering are alnost exclusively designed from the forner
point of view Because noney |aundering is systematically
linked with the phenonenon of organised crime, the government
feels justified in taking 'strong action’. This entails an
al nost non existent mitigating effect by the usally restraining

“C.D. Schaap, J.M Reijntjes, Wtwassen van geld strafbaar
als heling, in: P.C. van Duyne a.o. (eds.), M sdaadgeld, Arnhem
1993, p. 121-122.

“J.P. van Soest, FEuropees w twassen, in: P.C van Duyne
a.o. (eds.), op. cit., p. 158-159.

“J.M Reijntjes, Mt de dader ook de buit!, in: P.C.  van
Duyne a.o. (eds.), op. cit. p. 84-85.

“These observations on handling stolen property, MOT and
WTf ’94 also suffice to answer question 6. 3.

“See the 1impressive account in A.C. "t Hart, R. Foqué,
Instrumentaliteit en rechtsbescherming, Arnhem/Antwerpen 1990.



general legal principles, such as the presunption of innocence,
the right to privacy, etc. (question 6.4.)."(ne can understand
the pressing need to take appropriate action against those who

strife by illegal financial means to gain wundue power and
influence in a civilised society. But one would al so hope that
the neasures adopted to repress this, wll not be of such a

nature as to deteriorate the quality of the crimnal justice
system by abandoning its underlying val ues and standards.

A HJ. Kuus, De privacy in de verdrukking bij de be-
strijding van wi twassen, Conputerrecht 1992, p. 152-155.



