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ABSTRACT Recent advancements in vehicle-to-everything (V2X) communication have notably improved
existing transport systems by enabling increased connectivity and driving autonomy levels. The remarkable
benefits of V2X connectivity come inadvertently with challenges which involve security vulnerabilities
and breaches. Addressing security concerns is essential for seamless and safe operation of mission-critical
V2X use cases. This paper surveys current literature on V2X security and provides a systematic and
comprehensive review of the most relevant security enhancements to date. An in-depth classification of V2X
attacks is first performed according to key security and privacy requirements. Our methodology resumes
with a taxonomy of security mechanisms based on their proactive/reactive defensive approach, which
helps identify strengths and limitations of state-of-the-art countermeasures for V2X attacks. In addition,
this paper delves into the potential of emerging security approaches leveraging artificial intelligence tools
to meet security objectives. Promising data-driven solutions tailored to tackle security, privacy and trust
issues are thoroughly discussed along with new threat vectors introduced inevitably by these enablers.
The lessons learned from the detailed review of existing works are also compiled and highlighted. We
conclude this survey with a structured synthesis of open challenges and future research directions to foster
contributions in this prominent field.

INDEX TERMS Artificial intelligence, Attack classification, Cybersecurity solutions, Machine learning,
Misbehavior detection, Privacy preservation, Proactive/reactive security, Security threats, Trust manage-
ment, V2X communication

I. INTRODUCTION

ODERN vehicles are progressively transforming into

sophisticated computing units able to gather, process,
and exchange information with each other and with relevant
entities. The deployment of ultra-high-definition cameras,
radars, LiDARs, ultrasonic range finders and positioning
sensors allow vehicles to become increasingly aware of
their local surroundings. In addition, vehicles are gradu-
ally equipped with an on-board unit (OBU), which in-
cludes a vehicle-to-everything (V2X) communication stack
and allows on-board sensor data interactions with neigh-

boring vehicles, roadside units (RSUs) and cloud appli-
cations, over wireless connectivity [1], [2]. V2X involves
various connectivity modes, e.g., vehicle-to-vehicle (V2V),
vehicle-to-infrastructure (V2I), vehicle-to-pedestrians (V2P)
and vehicle-to-network (V2N) communication.

In principle, the exchange of information facilitated by
V2X connectivity allows extending the perception range
of a vehicle beyond the limits of its on-board sensors
and enables the realization of connected and automated
mobility (CAM) services. Such services aim at improving
traffic efficiency and road safety for intelligent transport
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systems (ITS). However, despite the multitude of benefits
offered by V2X communication, vulnerabilities and security
breaches are not uncommon in vehicular networks [3]. The
peculiar characteristics of V2X systems, in conjunction with
the increased levels of connectivity and driving autonomy,
introduce entirely new security concerns and issues that have
not been addressed in a similar context before. As a result,
evolving security requirements are expected to be more strin-
gent as services and applications for the automotive sector
will be often mission-critical [4]. Emerging CAM use cases,
such as cooperative collision avoidance, advanced vehicle
platooning and dynamic map sharing, exhibit idiosyncrasies
in terms of functionalities and deployment scenarios, with
several security threats lurking.

This complex V2X connectivity landscape renders the
attack surface sufficiently large with expanded threat vectors,
which an adversary may maliciously exploit to intrude into
the system. For example, a vehicle platoon disruption attack
can be realized by simply replaying certain critical informa-
tion in a short time-period, without any need for message
alteration [5]. While V2X accommodates multiple relevant
entities in a multi-domain cooperative ITS environment,
there exist various security threats which may destabilize
system operation and degrade network performance [6]—
[10]. As safety and security are tightly coupled in V2X,
security attacks may compromise the safety of road users and
lead to serious accidents. Novel security and privacy-aware
mechanisms are thus essential to address vulnerabilities in
safety-critical vehicular scenarios and reduce the extent of
their detrimental effects.

A. Scope and Target Audience

The flourishing field of vehicular communication currently
calls for an increasing attention to the prominent area of V2X
cybersecurity research. Therefore, this paper is motivated
by the anticipated growing importance of cybersecurity in
V2X technology and the ever-evolving threat landscape in
the emerging Internet-of-Vehicles (IoV) paradigm. Recent
advancements in V2X communication and the introduction
of unprecedented vehicular use cases need a continuous
threat assessment and call for a diverse set of novel secu-
rity solutions to address vulnerabilities. In recent years, a
plethora of research contributions have attempted to cope
with the new V2X security demands and deliver actionable
results for a safer and smarter V2X ecosystem. However,
addressing V2X security concerns is still far from being
completely resolved. The ubiquitous vehicular connectivity
in conjunction with the increased levels of driving autonomy
give rise to finely targeted, stealthier, and scalable attacks
which exploit the inherent vulnerabilities of IoV systems. In
addition, the progressive penetration of artificial intelligence
and machine learning (AI/ML) tools in various aspects of
V2X communication may also detrimentally affect the opera-
tion of vehicular systems. In this context, the primary goal of
this paper is to familiarize the reader with key V2X security

aspects, offering a systematic and comprehensive review of
existing works to date in the field. The identification of
strengths and weaknesses of proposed mechanisms helps
determine their feasibility in preserving fundamental V2X
security and privacy requirements against various attacks.
The contents of this paper can be useful to a variety of
relevant target groups. Researchers may use the conducted
literature review as a basis for gap analysis and a source for
innovative enablers tailored to the foreseen V2X security
evolution. Industry experts working in the telecommuni-
cation sector, such as mobile network operators, vendors
and service providers, may capitalize on the performed
threat analysis to carry out detailed risk assessments and
V2X infrastructure protection plans, in accordance to their
needs. V2X stakeholders not directly involved in the de-
sign and development of communication technologies (e.g.,
road authorities, municipalities or policy-makers) may gain
meaningful insights on emerging V2X threats and respective
mitigation practices and measures to trigger potential policy
actions. Finally, the assessed vulnerabilities and granular
review of V2X security countermeasures may be a valuable
resource for relevant standardization bodies to verify the
completeness of already performed assessments.

B. Existing Surveys

Table 1 highlights the principal aspects covered in this paper
compared to several recent surveys dealing with security
in vehicular communication. We particularly pinpoint key
limitations of existing works, in an effort to motivate the
need for a comprehensive survey in the area of vehicular
communication security. Additionally, we highlight the type
of vehicular network (i.e., scope in Table 1) considered in
each survey. The differentiating aspects of our methodology
are summarized in Table 2, where the coverage of relevant
security topics is compared to existing surveys. It is worth
noting that a holistic and in-depth discussion of proactive,
reactive, and AI/ML-based defense mechanisms in V2X
cybersecurity is still missing [8], [12], [14], [15].

In this work, motivated by the identified shortcomings of
existing surveys, we have followed a systematic approach
to determine the relevance of a taxonomy for proactive,
reactive, and AI/ML-based defense mechanisms in V2X
cybersecurity. Towards this end, we performed a thorough
search in the Scopus database to identify relevant research
works published in the course of recent years. In particular,
keywords-based search queries were carried out to fetch
pertinent publications dealing with proactive, reactive, and
AI/ML-based defense approaches in vehicular communica-
tions security. The Scopus search results in terms of number
of research publications over the recent years are depicted
in Figure 1.

It can be observed that there is a notable escalation in
the number of published works every year for proactive
(Figure la) and reactive (Figure 1b) defense mechanisms.
Similarly, there is a remarkable proliferation of recently pub-
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TABLE 1: Comparison of existing surveys on V2X cybersecurity.

Year

Paper

Scope

Key contributions

Limitations

2014

(10]

VANET

Classification of attacks for VANET. Common crypto-
graphic tools for VANET security.

An early study focusing on traditional VANET commu-
nication. A categorization of countermeasures is not in-
cluded. Lacks approaches for attacks against safety-critical
applications.

2014

(6]

VANET

Attacks description for VANET. Security and privacy
issues for VANET applications.

An early study focusing on traditional VANET security. A
categorization of countermeasures is not included. Lacks
approaches for attacks against safety-critical applications.

2017

(11]

VANET

A taxonomy of VANET authentication schemes.

Cryptography-based authentication schemes.

Study is limited to authentication issues and corresponding
countermeasures.

2017

[91

VANET

Attacks classification. Countermeasures against attacks
based on cryptographic techniques.

A categorization of countermeasures based on analyzed
cryptographic techniques is not included. Lacks ap-
proaches for attacks against safety-critical applications.

2018

(3]

V2X

Attacks description. Security issues and requirements in
C-V2X.

The study is limited to authentication issues in LTE-V2X
systems.

2019

[12]

V2X

Threat analysis of IEEE 802.11p and LTE-V2X com-
munication technologies. Countermeasures categorization
based on cryptography, behavioral and identity-based
techniques.

Lacks discussion on other cryptographic techniques, such
as symmetric and asymmetric based solutions. Discusses
primarily V2V security issues and countermeasures. Lacks
approaches for attacks against safety-critical applications.

2020

(8]

V2X

Attacks classification. Security solutions classification
based on symmetric cryptography, privacy preservation
and message authentication.

Solution analysis is limited to symmetric cryptography.
Lacks discussion on other techniques such as asymmetric
and identity-based cryptography. Lacks approaches for
attacks against safety-critical applications.

2020

[13]

VANET

In-vehicle network attacks classification and potential
countermeasures. Discussion on threats and solutions for
VANET security.

The focus is largely on in-vehicle security issues and coun-
termeasures. A categorization of countermeasures for the
listed attacks at V2V and V2I level is not presented. Lacks
approaches for attacks against safety-critical applications.

2020

[14]

V2X

Standardization efforts for V2X security. Countermea-
sures against DoS, Sybil and false data attacks categories.
A taxonomy of misbehavior detection techniques is pre-
sented.

Discussion of security aspects is limited to LTE-V2X
technology. No categorization for discussed countermea-
sures. Attacks classification is limited to a small set. Lacks
approaches for attacks against safety-critical applications.

2020

[15]

V2X

Discussion on security and privacy issues in V2X. Attacks
classification. Countermeasures categorization based on
cryptography and trust-based techniques. Review of C-
V2X security architectures, i.e., LTE-V2X and 5G V2X.

Lacks security aspects for IEEE 802.11p technology.
Lacks discussion on other cryptographic techniques such
as asymmetric and symmetric. Lacks approaches for at-
tacks against safety-critical applications.

2020

[16]

VANET

Cryptography-based  authentication and  privacy-
preserving methods.

No attacks classification. The study is limited to authenti-
cation and privacy issues.

2021

(17]

Vehicular
networks

Classification of ML-based techniques for security in
vehicular networks. Attacks classification.

The study is limited to ML-based techniques.

2022

(18]

C-ITS

Security issues and recent advancements on vehicular
public-key infrastructure.

The study is limited to security and privacy aspects of
public-key infrastructure.

2022

[19]

ToV

Security and privacy aspects in beyond 5G and 6G for
IoV.

The main focus is on beyond 5G and 6G technological
enablers for IoV.

Communications Society

lished papers, pertaining to AI/ML techniques (Figure 1lc)
for vehicular communications security. The outcome of this
systematic analysis reinforces the importance of a compre-
hensive and timely review of the literature on proactive,
reactive, and AI/ML-based security schemes in V2X.
Several prior surveys ([3], [6], [8]-[10], and [12]-[19])
have reviewed security and privacy issues concerning ve-
hicular communication. In particular, the authors in [12]
review the security capabilities of IEEE 802.11p and LTE
technologies for V2X, including an overview of potential
threats and a coarse-grained classification of solutions into
cryptography-based, behavior-based and identity-based. The
survey in [8] performs a comparative study of V2X attacks,
classifying them into commonly known categories, such
as hardware/software, behavioral, infrastructure, privacy and
trust-based. Security approaches are also grouped in three
categories, i.e., cryptography-based, privacy-preserving and
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message authentication. A similar categorization is proposed
in [15], where the authors review security and privacy
issues and discuss standard cellular V2X (i.e., LTE-V2X
and 5G V2X) security architectures. In contrast, our fine-
grained classification relies on a detailed taxonomy of exist-
ing mechanisms based on their proactive/reactive defensive
approach. In addition, we incorporate in our review a broader
set of security solutions, including physical layer defense
techniques, misbehavior detection methodologies, and mech-
anisms empowered by emerging paradigms (AI/ML), which
are recently gaining momentum by the research community.

In [13], the authors discuss in detail intra-vehicular secu-
rity, focusing mainly on the automotive bus system and in-
vehicle network threats. A classification of attacks based on
inter-vehicle V2V and V2I communications is also proposed,
and pointers for the applicability of ML techniques are pro-
vided. The authors of [17] discuss vehicular network security

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Open Journal of the Communications Society. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/0JCOMS.2023.3239115

TABLE 2: Comparative overview with existing survey papers in terms of security topics covered and respective enhancements.
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[3] X | V| VX X X X v X X X X X X X X X X
[6] X X X X X X v X X X X X X v X X X
[8] VX | VX | VX X X X 4 X X v X X X v X X X
[9] X X X X X X 4 X X X X X X X X X X
[10] X X X X X X 4 X X X X X X X X X X
[11] v X X X X X X v X v v 4 X X X X X X
[12] v/ | VY X X X X v X X X v X X X X X X
[13] K | VX X X X X v X X X X X X X X X X
[14] K | /X X X X X v X X X X X X X (4 X X
[15] VX | V| VY X X X v X X X 4 X X v X X X
[16] X X X X X X v X X X X X X X X X X
[17] X X X X X X v X X X X X X v v X v
[18] X X X X X X v X X X X X X X X X X
[19] X X VX | V|V Y v X X X X X v v X X X
Our | VV/ |V | /W |V |/ |/ v v vV |v |V |V |V |V |V v v
paper
Related
sec- Sec.| Sec.| Sec.| Sec. | Sec. | Sec. | Sec. II-B, Sec. Sec.| Sec.| Sec.| Sec.| Sec.| Sec.| Sec.| Sec.IV,V, Sec.
tions | -BI| T1-B2| 1I-B2| II-C | II-C | TI-C | II-C, I, m IV-A| IV-A| IV-Al IV-A| IV-B| IV-C| V-B VI VI
in our v, v,
paper VI

v Covers the topic X Does not cover the topic

v X Covers the topic without security aspects

only from the perspective of ML-based approaches. Another
survey in [18] focuses solely on security and privacy aspects
of public-key infrastructure regarding vehicular communica-
tion. The authors of [19] present an overview of security and
privacy aspects of beyond-5G and 6G technologies for IoV.
Their focus is generally on the role of new technological
developments towards 5G and beyond technologies for IoV.
A complementary state-of-the-art review on security aspects
of V2X communication platforms is presented in [14], with
a particular focus on standardization activities for V2X

v/ Covers the topic including operational principles and security aspects

security. The authors are essentially oriented in discussing
three major attack types, i.e., denial-of-service (DoS), Sybil
and false data injection, and review existing solutions against
those attacks. On the contrary, we provide a classification
of various types of attacks while describing the practical
feasibility and deployment mechanics for each attack type.
We further extend the considered V2X attack surface to
cover the entire cybersecurity spectrum, while our conducted
review primarily aims to determine the extent to which
existing mechanisms comply with key security and privacy
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FIGURE 1: Number of publications per year for (a) proactive, (b) reactive,

and (c) AI/ML defense mechanisms pertaining to vehicular communications
security [Scopus data, Access month: December 2022].

requirements. In this context, we highlight the important role
of AI/ML in enabling self-managing security functionali-
ties, empowering key privacy functions and delivering trust
enhancements. An elaborate discussion on the applicability
of data-driven techniques against sophisticated attacks in
emerging V2X applications is provided, without overlooking
the introduced risks pertaining to the malevolent use of Al

C. Contributions and Organization
In short, the contributions of this survey paper can be
summarized as follows:

e We describe fundamental principles and building blocks
of V2X communication, including enabling technolo-
gies, emerging V2X applications and associated chal-
lenges which introduce stringent security/privacy re-
quirements.

e We present an in-depth classification of V2X attack
variants, including the practical feasibility and severity
of each attack type, which may hinder the secure and
safe operation of V2X systems.

e We perform an exhaustive and systematic review of
existing V2X security mechanisms that can be found in
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the literature to date. We rely on a taxonomy of state-of-
the-art approaches according to their proactive/reactive
defensive attitude, which helps identify the limitations
of relevant classes of countermeasures for V2X attacks.

e We shed light on advanced capabilities offered by Al
for V2X security, and we compile existing AI/ML-based
solutions aimed to address identified security gaps and
privacy/trust limitations.

e We provide guidelines and promising lines of research
in the field of V2X security, in an effort to advance
security vision and steer future research contributions
towards novel enablers for secure V2X systems.

Figure 2 illustrates the organization of this survey. Sec-
tion II provides an overview of V2X communication fun-
damentals, including core entities with their roles, enabling
technologies and emerging applications, as well as associ-
ated security and privacy requirements. In Section III, the
complex V2X threat landscape is unveiled with a classifica-
tion of attacks which violate security and privacy in V2X
systems. Proactive V2X security mechanisms are reviewed
in-depth in Section IV, by classifying existing solutions
into cryptography-based, physical-layer-based and privacy-
preserving methods. Section V elaborates reactive V2X
security mechanisms, focusing on entity-centric and data-
centric approaches. Promising AI/ML techniques tailored to
address limitations of existing V2X security/privacy solu-
tions are thoroughly discussed in Section VI. Section VII
outlines key open challenges and identifies future research
directions, aiming to foster contributions in the area of V2X
security. Finally, our concluding remarks are presented in
Section VIII. The acronyms included in this survey are
summarized in Table 3.

Il. V2X Communication: An Overview

In this section, we present an overview of the core entities
in a V2X ecosystem with their associated roles (Section II-
A), and two promising and future-proof communication
technologies for V2X (Section II-B). Key enabling tech-
nologies pertaining to the evolution of vehicular systems
are discussed in Section II-C. In addition, we list challenges
naturally posed by emerging V2X applications with stringent
quality-of-service (QoS) constraints in Section II-D. Finally,
we elaborate on fundamental V2X security and privacy
requirements that should be in place to thwart potential cyber
threats and attacks (Section II-E).

A. V2X Ecosystem

The integration of advanced wireless communication tech-
nologies into vehicles paves the way for V2X communica-
tion, enabling real-time connectivity and information sharing
among vehicles (V2V) and between vehicles and other
connected entities, e.g., communication networks (V2N) or
RSUs (V2I). Ubiquitous V2X connectivity is contributing to
the realization of IoV paradigm, a concept which has recently
emerged from the Internet of Things (IoT) [20].
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TABLE 3: List of acronyms and their definitions.

Acronym | Definition

3GPP 3rd Generation Partnership Project

5G Fifth Generation

ABE Attribute-based Encryption

Al Artificial Intelligence

ARPF Authentication credential Repository and Processing Function
AUSF Authentication Server Function

AV Autonomous Vehicle

BSM Basic Safety Message

CA Certificate Authority

CAM Cooperative Awareness Message

CCAM Cooperative, Connected and Automated Mobility
C-ITS Cooperative Intelligent Transport Systems
CRL Certificate Revocation List

C-V2X Cellular Vehicle-to-Everything

DSRC Dedicated Short-Range Communication
DL Deep Learning

DoS Denial-of-Service

DDoS Distributed Denial-of-Service

DENM Decentralized Environmental Notification Message
ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm
ETSI European Telecommunications Standards Institute
FL Federated Learning

HSM Hardware Security Module

IBC Identity-Based Cryptography

ToV Internet-of-Vehicles

ITS Intelligent Transport Systems

LBS Location-based Services

LTE Long Term Evolution

MEC Mobile Edge Computing

ML Machine Learning

MitM Man-in-the-Middle

NFV Network Functions Virtualization

OBU On-board Unit

PKI Public Key Infrastructure

PLS Physical Layer Security

QoS Quality-of-Service

RAN Radio Access Network

RSSI Received-Signal-Strength Indicator

RL Reinforcement Learning

RSU Roadside Unit

SAE Society of Automotive Engineers

SCMS Security Credential Management System
SDN Software-Defined Networking

SDR Software-Defined Radio

SEAF Security Anchor Function

TA Trusted Authority

UAV Unmanned Aerial Vehicle

UDM Unified Data Management

UE User Equipment

V2l Vehicle-to-Infrastructure

V2N Vehicle-to-Network

v2p Vehicle-to-Pedestrian

v2v Vehicle-to-Vehicle

V2X Vehicle-to-Everything

VCF Vehicle-to-Everything Control Function
VNF Virtual Network Function

VANET Vehicular ad hoc Networks

VRU Vulnerable Road User

WAVE Wireless Access in Vehicular Environments

STRUCTURE OF THIS SURVEY

—Section I. Introduction (pp. 1-5) |

—[Section I-A. Scope and Target Audience (pp. 2-2) ]
—{Section 1-B. Existing Surveys (pp. 2-5) ]

—[Section I-C. Contributions and Organization (pp. 5-5) ]

(o]

ection Il. V2X Communication: An Overview (pp. 5-16) ‘

—][Section II-A. V2X Ecosystem (pp. 5-8) |

—{Section 11-B. Enabling Communication Technologies (pp. 8-11) ]

—[Section 1I-C. Other Key Enabling Technologies (pp. 11-14) ]

—[Section 11-D. Emerging V2X Applications and Challenges (pp. 14-15) ]

'—[Section II-E. Security and Privacy Requirements (pp. 15-16) |

(o]

ection IIl. Security Threats and Attacks (pp. 16-24) ‘

—[Section IlI-A. Attack Surface (pp. 16-16) |

|—[Section III-B. Attacker Model (pp. 16-16) |

—[Section IlI-C. Attack Classification (pp. 16-24) |

—[Section 1I-D. Summary (pp. 24-24) ]

(o]

ection IV. Proactive Security in V2X Communication (pp. 24-36) \

—[Sectlon IV-A. Cryptography-based Security (pp. 24-32) ]

|—ISection IV-B. Physical Layer Security (op. 32-34)

|—[Section IV-C. Privacy Preservation (pp. 34-35) |
—[Section IV-D. Lessons Learned (pp. 35-36) ]

Section V. Reactive Security in V2X Communication (pp. 36-44) ‘

_[Section V-A. Threat Model (pp. 36-36) ]

—‘Section V-B. Detecting Misbehavior (pp. 36-44) ]

—[Section V-C. Lessons Learned (pp. 44-44) ]

(o]

ection VI. Artificial Intelligence in V2X Security (pp. 44-54) ‘

—[Section VI-A. Advanced Security Capabilities (pp. 45—45)]

—{Section VI-B. Applicability in V2X Security (pp. 45-52) |
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ection VII. Open Challenges and Future Research Paths (pp. 54-58) \

|_[Section VII-A. Architectural Plane (pp. 54-56) |

|—[Section VII-B. Computational Plane (pp. 56-57) |

—[Section VII-C. Learning Plane (pp. 57-58) ]

—ISection VIIl. Summary (pp. 58-58)|

FIGURE 2: Organization of the survey.

IoV has recently evolved from the conventional vehicular
ad hoc networks (VANETSs) towards a new direction of
intelligence and networking. The conventional VANETS have
been seen as an ITS subsystem, mainly with V2V and
V2I connectivity modes using IEEE 802.11p- and cellular-
based technologies [21]. Internet access is usually not fully
available within VANETs while limiting its support mainly
to safety and traffic efficiency applications. This new IoV
paradigm consists of intelligent vehicles with on-board sens-
ing, computing and storage platforms, being able to interact
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FIGURE 3: V2X connectivity modes composing Internet-of-Vehicle (IoV)
paradigm.

with any entity via multiple V2X connectivity modes [22].
In principle, IoV constitutes an integrated network of three
domains, i.e., intelligent devices, communication network
and service platform, for the support of ITS applications
and Internet services of diverse QoS requirements, via radio
technologies, e.g., ETSI ITS-G5, Dedicated Short-Range
Communication (DSRC), 4G/LTE and 5G [2], [23]. As
shown in Figure 3, IoV comprises vehicles and surrounding
entities in which inter-vehicle, vehicle-infrastructure and
infrastructure-to-infrastructure communications occur. The
following entities can be identified across the three IoV
domains:

e OBU is the integral part of ITS. An OBU of a modern
vehicle is equipped with computational power for pro-
cessing collected data, and it is capable of interacting
with other vehicles’ OBUs and RSUs. Each OBU in-
cludes a networking protocol stack for V2X communi-
cation that enables to effectively exchange information
with neighboring vehicles and infrastructure located in
their vicinity. OBUs use 802.11p/PC5 (described in Sec-
tion II-B) interfaces for direct communication in V2V,
V2I, and V2P connectivity modes. The Uu interface is
used for network-based communication in V2N connec-
tivity mode. In V2N, OBUs can communicate with any
connected entity (e.g., traffic management systems, map
servers) over the network, while in V2I, OBUs com-
municate directly with road infrastructure (e.g., RSUs).
Moreover, an OBU is equipped with a hardware security
module (HSM) to safeguard and manage cryptographic
keys. An HSM is a physical computing device that
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can facilitate security operations such as authentication,
authorization, data confidentiality, and data integrity.

o RSUs constitute part of the transport infrastructure.
They are typically stationary and are deployed at the
roadside as well as at specific locations such as parking
areas or intersections [24]. RSUs are mainly acting
as gateways between OBUs and the communication
infrastructure whilst extending the short-range com-
munication capabilities (e.g., ETSI ITS-G5, DSRC).
Additionally, RSUs contribute in V2X ecosystem by of-
fering various services, such as Internet access, security
keys distribution and real-time traffic data distribution.
To extend such services, RSUs are deployed in IoV
while being interconnected with each other and with
the Internet. The direct communication between RSUs
is often referred to as infrastructure-to-infrastructure
(I2I) communication. Moreover, in LTE- or 5G-V2X
systems, an RSU can be implemented either as a
stationary UE or as part of a cellular base station
(eNodeB/gNodeB) [25]. OBUs and the RSU exchange
messages via the PC5 sidelink interface in the former
case, and via the Uu interface in the latter case.

o Roadside users are typically pedestrians, cyclists and
motorcyclists. These users are considered vulnerable
road users (VRU), as they are at high risk of injury in
the event of vehicular collision. VRU can participate
via V2P communication using intelligent personnel
devices (e.g., mobile terminal systems, apps). In VRU
safety situations, a vehicle can transmit its position and
kinematic parameters to VRUs over the PC5 interface
to avoid accidents.

e Base station constitutes part of the cellular infrastruc-
ture and facilitates V2N connectivity for V2X terminals.
V2X terminals transmit service data using their cellular
interface (Uu) to the base station (eNodeB/gNodeB) on
the uplink. The base station then broadcasts received
data from several V2X terminals using the Uu interface
on the downlink. The Uu interface provides a large
dissemination range for V2X data through the cellular
core network. User traffic in the Uu interface is predom-
inantly unicast communication [26]; however, ongoing
efforts are oriented towards multicast and broadcast
support for V2X services in the future [27].

o Edge/central cloud servers are used to fuse informa-
tion from multiple sources at a central location [28],
[29]. They are able to obtain a holistic view on all
connected entities, traffic information, roads and infras-
tructure.

B. Enabling Communication Technologies

Over the last two decades, several radio technologies have
been proposed to cover all different aspects of vehicular
communication and support the demanding requirements
imposed by diverse V2X use cases. As the design targets
of future V2X services continue to evolve, standardization
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efforts aim at novel and innovative approaches to overcome
the bottlenecks in terms of performance over the radio
interface. In this context, two dominant radio technologies
can be identified for V2X connectivity: i) IEEE 802.11p-
based communication [30] and ii) 3GPP cellular-based com-
munication [31]. In what follows, an overview of these
two communication technologies is presented, together with
associated security aspects.

1) IEEE 802.11p-based V2X Communication

The IEEE has been working since 2004 on amendments of
their well-established 802.11 family of standards to support
wireless access for V2X communication in rapidly-changing
mobile environments. In this context, the IEEE 802.11p stan-
dard defines the data exchange between high-speed vehicles,
and between high-speed vehicles and roadside infrastructure.
It operates in the 5.9 GHz frequency band, which has re-
served for ITS services in Europe and the US, with a special
focus on safety applications. The IEEE 802.11p constitutes
the underlying radio communication basis for two matured
standards: i) DSRC in the US [32], [33] and i) original radio
access technology of ETSI C-ITS in Europe [34], [35].

Both DSRC and ETSI C-ITS operate in the 5.9 GHz
frequency band, and the PHY and MAC layers rely on
the IEEE 802.11p standard [36] and ITS-G5 standard [37],
respectively. The operating range of DSRC is from 5.85
GHz to 5.925 GHz, and wireless channels are separated into
control and service channels. Switching between channels
is instructed by the IEEE 1609.4 standard. The PHY layer
of IEEE 802.11p uses OFDM and, compared to WiFi, it
reduces the 20 MHz channel bandwidth to 10 MHz and
doubles the time parameters of the PHY, to cope with the
rapidly varying channels of vehicular environments. The
original European variant of IEEE 802.11p is sub-divided
into three bands as shown in Figure 4: class A (5.875
GHz to 5.905 GHz) for safety-related applications, class B
(5.855 GHz to 5.875 GHz) for non-safety applications and
class D (5.905 GHz to 5.925 GHz) is reserved for future
applications. In addition, ITS-G5 introduces features for
decentralized congestion control, as specified in [38], aiming
at maintaining network stability, throughput efficiency and
fair resource allocation to ITS stations. Recently, ETSI has
officially standardized the use of C-V2X as an access layer
technology for ETSI C-ITS, and it can be operated at the
5.9 GHz frequency band allocated in Europe [39].

The standards at the application layer of DSRC and ETSI
C-ITS specify a set of requirements and functionalities to
implement V2X applications. These standards include V2X
messaging protocols, position management and data fusion
in local dynamic map, among others. In DSRC, the society
of automotive engineers (SAE) J2735 [40] standard defines
the syntax and semantics of V2X messages, i.e., basic
safety messages (BSMs) which are sent periodically at a
maximum rate of 10 Hz, and convey state information of

ETSIITS-G5B ETSI ITS-G5A ETSI ITS-G5D
Non-safety Safety-related ITS Reserved for Future ITS
ITS Applications Applications Applications
GHz

Class D |
5.925

Class A |
5.905

FIGURE 4: Sub-bands of the original European variant ITS-G5.

| Class B |
5.855 5.875

the vehicle, including position, dynamics, status and size. In
ETSI C-ITS, the cooperative awareness messages (CAMs)
are specified in [41], as equivalent to BSMs in DSRC. CAMs
are periodic messages that provide status information to
neighboring vehicles and RSUs. The rate of CAMs may vary
between 1-10 Hz, depending on vehicle dynamics and the
congestion status of the wireless channel. In addition, the
distributed environmental notification messages (DENMs),
specified in [42], are event-triggered messages controlled by
the application (e.g., for collision avoidance).

Security aspects of IEEE 802.11p: Both DSRC [43] and
ETSI C-ITS [44] standards rely on cryptographic standards
for establishing trust and preserving confidentiality between
communicating parties. The use of cryptographic procedures
helps secure communication by reducing security threats
such as malicious spoofing and eavesdropping. The security
layer of DSRC and ETSI C-ITS protocols is based on the
IEEE 1609.2 security standard [43] and provides message
authentication and encryption based on digital signatures
and certificates. Figure 5 shows the structure of a secured
protocol data unit (SPDU) within a frame. The SPDU encap-
sulates a digitally-signed (BSM/CAM) message with the se-
curity information required for verification. Safety messages
(BSMs and CAMs) are transmitted in a standardized format
to support safety applications; thus, they are non-encrypted.
This allows all other participating vehicles in the network
to read these messages. On the other hand, the content is
encrypted in messages that contain security information (e.g.,
certificates) [44], [45]. Such certificates exchanging mes-
sages are thus trusted and contents are encrypted. Figure 6
illustrates a broadcast of an SPDU via V2X communication.
At the reception, the receiver verifies the sender’s signature
for authenticity. Moreover, there is a provision for restricting
the sender’s certificate to an identified geographical region.
The implementation of such a feature is optional and left to
the appropriate authority for the region where the certificate
is being used. For example, SAE J2945/1 specifies three
countries (US, Canada, and Mexico) as identified regions
for transmitting signed messages with certificate, which may
enable the feasibility of realizing V2X use cases in cross-
border/cross-country scenarios [46].

For cryptographic algorithms, strong elliptic curve cryp-
tographic (ECC) mechanisms, such as elliptic curve digital
signature algorithm (ECDSA) for signing and elliptic curve
integrated encryption scheme (ECIES) for encryption, are
used. To minimize security overhead, the certificate of the
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sender is embedded in the security header of secured mes-
sages as a specialized certificate format for V2X. Specif-
ically, the IEEE 1609.2 certificate format is advantageous
since it is smaller in size compared to the size of con-
ventional X.509 certificates [47], but still capable of lever-
aging strong ECC algorithms (ECDSA and elliptic curve
Diffie-Hellman). Regarding privacy protection, certificates
are pseudonymized (i.e., pseudonym certificates) in order not
to include the identity information of the user or the vehicle,
and only the certificate authority (CA) can link the certificate
to the real user/vehicle identity. In addition, each vehicle can
change its certificate frequently, after using it for a limited
time period, to avoid being tracked by malicious entities [43],
[44]. However, DSRC/WAVE protocols are vulnerable to
various critical attacks, such as malware, black hole, GPS
spoofing and DoS [48]. Furthermore, the limited bandwidth
and channel capacity constraints of existing 802.11p-based
standards hinder the applicability of matured security solu-
tions derived from other communication systems [49].

2) Cellular-based V2X Communication
The 3GPP developed the first set of cellular standards in
Release 14 [50] for V2X communication based on LTE
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technology, which has been recently evolved into the 5G
New Radio V2X (5G NR-V2X) standardized in Release
16 [26]. C-V2X is gaining support from leaders of the
automotive and telecom industries, which has, in turn, led to
worldwide C-V2X trials (e.g., [51], [52]). It has already been
claimed that C-V2X offers superior performance with larger
coverage compared to IEEE 802.11p-based DSRC/ETSI C-
ITS radio technologies [53].

The lower layers of C-V2X protocol are specified by
the 3GPP for radio access, whereas the upper layers (i.e.,
applications, facilities, networking, transport and security)
are reused from DSRC and ETSI C-ITS standards. This
allows an one-to-one mapping of existing applications al-
ready developed on DSRC or ETSI C-ITS, and ensures
interoperability with the emerging C-V2X ITS use cases.
C-V2X standard specified in the 3GPP Release 14 [54]
and Release 15 [55] provides two radio interfaces (i.e., the
Uu interface and the PC5 interface) to support all types of
vehicular use cases.

In general, C-V2X radio supports both infrastructure-
based solutions over the Uu interface and sidelink-based
solutions over the PC5 interface. The Uu interface leverages
the conventional cellular link between the vehicular UE (V-
UE) and the base station (eNodeB/gNodeB) while operating
in commercial licensed cellular spectrum. The Uu interface is
used for V2I and V2N communication. The Uu-based com-
munication requires the V-UE to reside within the coverage
area of the base station, and the base station is responsible
for the radio resource management [56]. The main advantage
of the Uu interface is the long-range dissemination of V2X
messages through the cellular core network. However, due
to the inherent network delays, the Uu interface is expected
to be used for latency-tolerant use cases, such as dynamic
high-definition (HD) maps, software updates, infotainment,
traffic information, and informational safety.

The PCS5 interface supports direct communication between
V-UEs, between V-UEs and RSUs, and between V-UEs and
other road users without routing every message through the
base station. Therefore, the PC5 interface becomes ideal for
time-critical safety use cases that require low latency com-
munication with enhanced range, reliability and non line-
of-sight performance. The PC5-based communication entails
V2V, V2I and V2P communication [50]. The PC5 interface
specified in 3GPP Release 14 and Release 15 evolves from
the device-to-device (D2D) framework standardized in the
previous Release 12 and Release 13 for proximity services
(ProSe) [57], e.g., emergency communication in case of
natural disaster. Ideally, V-UEs can use the PCS interface
to operate both in the presence and absence of a base
station (i.e., with or without cellular coverage). When a V-
UE is in cellular coverage, the base station manages resource
allocation, which is referred to as centralized scheduling
mode (sidelink Mode 3) of the PCS interface. In case of out-
of-coverage, decentralized scheduling mode (sidelink Mode
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4) occurs, and the V-UE itself manages radio resources for
the PCS5 interface in an autonomous manner.

The sidelink Mode 4 of PCS5 interface is capable of
operating without provisioning of a subscriber identity mod-
ule (SIM); thus, subscription to a mobile network oper-
ator (MNO) is not required. As a result, the PC5-based
communication can support mission-critical vehicular safety
services when cellular coverage is not available or when the
vehicle does not have cellular subscription [58]. In order to
support SIM-less operation, automotive original equipment
manufacturers will have to configure the on-board UE in
each vehicle with the required parameters to autonomously
reserve radio resources.

The enhancements introduced in C-V2X were primarily
aimed at handling high relative vehicle speeds and improving
reliability, throughput and latency. In 3GPP Releases 14 and
15, C-V2X provides the support for a basic set of vehicular
use cases that require the exchange of safety messages
ranging from 1-10 Hz periodicity and 50-100 ms end-to-end
latency. However, with the continuous evolvement of C-V2X,
3GPP 5G NR-V2X specification in Release 16 [59] provides
further enhancements to improve short-range sidelink-based
(NR-PCS5) direct communication mode for critical vehicular
use cases. In particular, NR-PCS5 sidelink will provide ultra-
reliability, lower latency, higher throughput and improved
positioning. These new features are expected to support
advanced V2X use cases (e.g., remote driving, vehicle
platooning) that could enhance advanced and autonomous
driving without relying on cellular network [60]. In addition,
NR-PC5 sidelink provides sidelink time synchronization
feature which allows robust V2X operation even without
GPS coverage.

Security aspects of C-V2X: In what follows, we elaborate
key security aspects of LTE V2X and 5G V2X technologies.

1) LTE V2X: Related security aspects for LTE support of
V2X are described in [61] for both PC5- and Uu-based com-
munications. The 3GPP LTE-V2X architecture introduces
two new dedicated network entities ¢) V2X control function
(VCF), and 4i) V2X application server (V2X AS) to manage
V-UEs. The VCF is mainly responsible for configuring V-
UEs to enable both Uu and PC5 interfaces prior to V2X
communication. In addition, the VCF is involved in facilitat-
ing security operations such as authentication, authorization
and revocation of V-UEs. The authorization of V-UEs by
VCF allows the PCS5 interface to directly communicate
with other V-UEs and the Uu interface for conventional
communication with the eNodeB. The authentication and au-
thorization of V-UEs are handled by the VCF through home
subscriber server in the core network. The V2X AS acts
as a group communication system using the 3GPP cellular-
based communication to disseminate application data to a
group of V-UEs. However, there is no normative solution
for the security of V2X application data [61]. Therefore,
security requirements (e.g., authentication, authorization,

integrity protection, replay protection, and confidentiality)
that apply to V2X communications will have to rely on
the application-layer security protocols defined by other
standards-developing organizations [43], [44].

Mutual authentication between the V-UE and the core
network should be established prior to PC5- and Uu-based
communications. LTE-V2X leverages the existing authenti-
cation and key agreement protocol (EPS-AKA) for mutual
authentication, and supports various functions, such as user
identification and key derivation. Security features of ProSe
defined in [62] provision a secure cryptographic channel
for one-to-many ProSe direct communication over PC5 in-
terface. In ProSe direct communication, a group of V-UEs
shares a secret (i.e., ProSe encryption key) which is derived
from the group security key (i.e., ProSe group key). The
derived ProSe encryption key encrypts all data for that group.
Although security requirements for LTE-V2X are specified
in 3GPP Release 17 [61], the specifications do not impose
any mechanisms for PC5 privacy, leaving it to the regional
regulators and operators. The 3GPP suggests pseudonyms
in the PC5-based communication as privacy procedures.
This is achieved by changing and randomizing the V-UE’s
layer-2 ID (i.e., member ID) and source IP address. On
the other hand, the existing evolved packet system (EPS)
security solution is applied for Uu-based communication.
Apparently, there are no specific enhancements on security
and privacy aspects in the LTE-Uu interface within 3GPP
Release 17 [61].

2) 5G V2X: Ideally, 5G-V2X can utilize equivalent security
functionalities that have already been defined in the LTE-
V2X counterpart for NR-PC5 and Uu interfaces. The func-
tionalities of PCF are equivalent to the VCF in LTE-V2X.
Similarly to VCF, the PCF can use the general principle
to authorize and provision both NR-PC5 and Uu interfaces
for V2X communication in 5G-V2X architecture. 3GPP
describes related security aspects in [63] for the 5G system to
support V2X communication. While no additional security
procedures for Uu interface are proposed in [63] beyond
those given in [61], security considerations are expected for
V2X over NR-PC5 due to unicast, groupcast, and broadcast
communications support. According to [63], the V-UE estab-
lishes a security context for each NR-PC5 unicast link using
hierarchical layers of cryptographic keys. They constitute
a shared key (K ygrp) between two communicating V-UEs
derived from long-term credentials of V-UEs, a session
key (KNRpP—sess) per unicast link derived from Kxygrp, an
encryption key (NRPEK), and an integrity key (N RPIK).
The keys NRPEK and NRPIK derived from Knrp—sess
are used in confidentiality and integrity protection algorithms
respectively for protecting signalling (PC5-S and PC5-RRC)
and user-plane data carried over NR-PC5 interface. There
are no any specific security requirements defined in [63] for
groupcast and broadcast modes over NR-PC5. For privacy
protection, a similar approach to LTE-V2X privacy (i.e., a
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periodic change of the layer-2 ID and source IP address) can
be applied in NR-PC5 based communication modes.

5G networks do not aim to replace or change the existing
communication architecture (i.e., LTE) but rather underpin
a unified platform that offers diverse services by leveraging
all existing and envisioned techniques [64]. However, the
integration of key enabling technologies such as software-
defined networking (SDN) and network functions virtualiza-
tion (NFV) into 5G introduces new security challenges for
the application of V2X connectivity [65]. Hence, new appli-
cation layer security protocols can be introduced to enhance
security and privacy of V2X users. The 3GPP has recently
standardized new measures to enhance security and privacy
in several domains that can benefit V2X communication [66].
For example, i) increased home control, ii) security in radio
access network (RAN) and network slicing, iii) enhanced
privacy for international mobile subscriber identity (IMSI)
and iv) authentication and authorization, among others. Yet,
security and performance at large are considered to persist
as issues for the successful deployment of 5G-V2X systems.
Characteristics such as centralized architecture, different au-
thentication types for distinct scenarios (V2V/V2I), V2X UE
privacy, and broadcast message security in one-to-many com-
munication affect security and performance in 5G-V2X [67].
Furthermore, frequent control signaling traffic when authen-
ticating a large number of V-UEs and handover/roaming
authentication for V2V/V2P systems in heterogeneous 5G
scenarios can lead to security and performance issues.

C. Other Key Enabling Technologies

The widespread deployment of V2X systems notably relies
on high performance computing and storage closer to the
end users, resource isolation at multiple levels, and enhanced
security, privacy and trust in message dissemination and data
management [68], among others. In this context, i) mobile
edge computing, ii) network slicing and iii) blockchain
technologies can be identified as key enablers to satisfy
stringent requirements in emerging V2X use cases, such as
autonomous and assisted-driving vehicles. In what follows,
we briefly describe the aforementioned key technologies and
associated security aspects.

1) Mobile edge computing: In emerging V2X use cases,
there is a gradual inclination towards deploying high perfor-
mance computing and storage devices on board of a vehicle;
autonomous driving is expected to transform vehicles into
powerful computing and networking hubs for increased
safety. Besides semi/fully autonomous driving, other use
cases in this category include in-vehicle infotainment and
over-the-air vehicular maintenance. However, such resource-
hungry applications pose a serious challenge on the limited
computation and storing capabilities of vehicle OBUs. It
has been highlighted that a single autonomous test vehicle
produces about 30 TB per day, which is 3,000 times the
scope of Twitter’s daily data [69].
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FIGURE 7: MEC support for connected vehicles.

Cloud-based mobile edge computing (MEC) has recently
been considered as an innovative computing paradigm to
cope with the explosive demands for efficient computation of
large amounts of on-board generated data by vehicles [70].
Particularly, the combination of 5G and MEC technologies
are considered to be the key to drive the widespread adop-
tion of autonomous vehicles (AVs) by enabling constant,
near-instantaneous uploading, processing and downloading
of massive amounts of data [71]. An example of a real-
world deployment of 5G MEC can be found in [72] for
testing vehicular C-V2X and extended reality use cases. It
is apparent that MEC is a key technological enabler for
connected vehicles by deploying computation and geograph-
ically distributed V2X services at roadside base stations.

MEC is seen as a promising approach to effectively push
cloud services to the edge of the RAN and provide cloud-
based resources in the vicinity of the vehicles. Figure 7
illustrates an example of MEC support for connected ve-
hicles. MEC servers usually are small-scale data centers that
can be co-located with wireless access points, e.g., base
stations [73]. The communication between MEC servers and
vehicle UEs is established via the wireless interface with the
possibility of direct D2D communications. The placement of
MEC servers within RAN allows vehicles to offload certain
computation-heavy tasks to a selected MEC server [74].
The co-location of MEC servers with base stations helps
achieve end-to-end low-latency in safety-critical scenar-
ios [75]. Moreover, stringent performance requirements of
mission-critical V2X applications can be achieved using an
optimal application placement strategy based on available
resources on MEC servers [76]. By deploying cloud-based
infrastructure in close proximity of vehicles, efficient content
(e.g., HD maps) caching can be achieved, reducing the data
streams infused to the network while a short response delay
can be provided.

Security aspects of mobile edge computing: MEC envi-
ronments typically encompass a multi-vendor, multi-supplier,
and multi-stakeholder ecosystem of hardware and software
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components. In such complex distributed systems, one can-
not assume that a centralized entity is able to provide system-
wide security; instead, multi-party security mechanisms are
needed to assess the trust of each other. In this context,
ETSI has been involved in standardizing MEC security
(ETSI ISG MEC [77]) with various security proposals for
MEC applications (e.g., MEC service application program-
ming interfaces (APIs) over HTTPS with encrypted traffic,
application level authentication and authorization, use of
trusted computing modules). Furthermore, mature security
techniques, such as firewalls to control data traffic and
intrusion detection systems (IDS) to mitigate distributed
denial-of-service (DDoS) attacks, can be used on the MEC
to protect V2X applications [78]. Zero-trust security con-
cept can be further leveraged to mitigate security risks,
particularly when 5G-based V2X systems are deployed with
untrusted infrastructure [79]. Zero-trust provides protection
for data and services, including assets (devices, infrastructure
components, applications, virtual and cloud components),
end users and applications. Specifically, zero-trust protection
minimizes access to resources and continuously authenti-
cates, authorizes and validates the identity and security pos-
ture of each request [80]. Moreover, computation offloading
from vehicles to MEC servers can be securely performed
using AL/ML techniques; such approaches help minimize
the risk of eavesdropping [81].

2) Network Slicing: 5G systems offer dedicated resource
management through network slicing. Network slicing al-
lows MNOs to split their monolithic network into indepen-
dent slices and support dedicated use cases with different
network resource capacities [82]. Figure 8 illustrates a high-
level overview of the network slicing concept in 5G systems,
a key enabler to flexibly isolate network connections. As
it can be observed, each slice consists of its own logically
isolated network with management and security to support
a specific use case. A set of core network functions are
responsible for access and mobility management (AMF),
session management (SMF), and policy control (PCF). The
user plane function (UPF) forwards V2X traffic between
RAN and Internet (where the V2X AS is deployed). Fur-
thermore, a network slice may span across several domains
including RAN (data plane), core network (control plane),
and service platform on distributed cloud infrastructure. SDN
and NFV are two key technologies that enable the slic-
ing concept. NFV enables dynamic computing and storing
management among different MEC servers, leading to a
scalable architecture. Since SDN control modules in MEC
servers can separate the control plane from the data plane,
multiple RANs can interwork to support the increased traffic
data in IoV scenarios, while various radio resources can be
abstracted and reallocated to base stations [83].
Provisioning of V2X services entails diverse requirements
for latency, data rate and reliability from vehicular networks.
For example, autonomous driving requires an order of few
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FIGURE 8: Network slicing support for V2X services.

milliseconds of latency, higher data rates, and close to 100%
reliability (details in Section II-D). However, infotainment
services can tolerate longer delays and low reliability given
higher data rates. Although LTE technology has enhanced
the support of V2X services [25], existing LTE networks
cannot satisfy such stringent and dynamic requirements.
Network slicing emerges as an effective solution for this
challenge, since diverse V2X applications are supported
by logically separated networks. This helps isolating, for
instance, mission-critical V2X traffic whilst achieving strin-
gent performance requirements. Moreover, the complexity of
service provisioning with network slicing can be minimized
using advanced AL/ML techniques. AL/ML models help
implement intelligent slicing mechanisms for V2X service
provisioning while optimizing QoS performance of each
V2X service request [84].

Security aspects of network slicing: In the slicing context,
isolation is a prerequisite for end-to-end security. End-to-end
security is a natural approach as network slices are end-to-
end logical networks. Slicing constitutes one of the 5G en-
abling technologies, thus a secondary authentication at slice
level is necessary to prevent unauthorized access to slices
by intruders. The 3GPP suggests a secondary authentication
mechanism to implement NSSAA (network slice-specific au-
thentication and authorization) procedure [66]. The NSSAA
procedure authorizes a UE to gain access to a certain network
slice, which is identified by an S-NSSAI (Network Slice
Selection Assistance Information). The NSSAA procedure
is triggered between UEs and the AAA-S (authentication,
authorization, and accounting server) by the AMF. The
AAA-S may be owned by the home network operator or
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a third-party enterprise. As described in [66], the extensible
authentication protocol (EAP) is used for NSSAA between a
UE and the AAA-S using the UE’s ID and credentials which
are different from the 3GPP ones. Once the EAP-based
NSSAA procedure is completed, the AMF sends updates
to update the UE’s subscription database for the requested
S-NSSAIs.

Slice-level security is discussed in [85] at a fine-grained
level under life-cycle, intra-slice, and inter-slice security cat-
egories. The authors highlight that the use of cryptographic
primitives at all those levels is important to fulfill fundamen-
tal security requirements such as confidentiality, integrity,
authenticity of data and mutual authentication between peers
within a slice. It is further suggested to provide secure
access to slice APIs using state-of-the-art TLS or O-Auth
techniques [85]. An application of dedicated security policies
with secure API access is presented in [86] to protect safety-
critical V2X data traffic in an end-to-end fashion. A secure
and privacy-preserving authentication framework is proposed
in [87] to support secure access to service data in slice
selection.

Although 3GPP suggests NSSAA procedure at the slice
level, security and privacy aspects of network slicing still
constitute open issues [67]. Network slices serve different
services that may require contrasting security and privacy
requirements. The realization of differentiated security poli-
cies for contradictory requirements among slices becomes
complex in multi-tenant and multi-domain environments.
Security support for group authentication and group security
management is key to avoiding potential issues when UEs
can access several network slices. The use of external entities
(e.g., a third-party AAA-S) may have trust implications. In
the context of V2X, security in network slicing is a critical
problem to be solved when the majority of V2X traffic is
mission-critical. Lightweight security protection mechanisms
at the slice level are crucial for V2X services to address
low latency, high mobility, frequent authentication and re-
authentication, and ephemeral connectivity requirements.

3) Blockchain: Blockchain is considered a disruptive tech-
nology offering transfer ownership, record of transactions,
asset tracking and security/trust in open environments. It
serves as a decentralized database which stores all transac-
tions encoded, while cryptography applied for each update
in transactions, ensures its immutability [88]. A blockchain
consists of a chain of data packages (i.e., blocks) where each
block comprises multiple transactions, and it is extended
with additional blocks resulting in a complete ledger of
the transaction history. Figure 9 depicts an example of a
blockchain, where each block points to the immediately pre-
vious one through a hash value. The hash value is generated
from the data that was in the previous block, which essen-
tially links all blocks together in the blockchain. Blockchain
technology is widely adopted in cryptography and cybersecu-
rity, ranging from cryptocurrency systems to smart contracts
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FIGURE 9: Structure of a blockchain with a chain of continuous blocks.

and smart grids over IoT. Novel paradigms such as IoT
data collection, AVs, unmanned aerial vehicles (UAVs) and
federated learning (FL) entail new security requirements
(e.g., immutability, decentralization and transparency) for
their successful roll-out in beyond-5G networks [89]. In an
IoV context, several blockchain-based use cases, including
vehicular data security, on-demand transport services and
vehicle management, are discussed in [90].

In emerging V2X use cases, vehicles largely rely on edge
nodes (RSUs, MEC servers) for offloading computation,
utilization of shared data and for storing on-board generated
data. In such scenarios, vehicular data protection and man-
agement are of utmost importance to ensure security, privacy
and trust. Cooperative resource sharing in IoV supports
spare computational and spectrum resources sharing between
nearby entities, latency-sensitive services deployment, and
AI/ML applications. Smart parking and emerging vehicle
platooning are well-known example use cases in vehicle
management. All aforementioned use cases are distributed in
nature with inherent security, privacy and trust challenges.
Blockchain-based systems have been recently adopted to
address such issues in IoV networks [91].

Security aspects of blockchain: From a security per-
spective, the blockchain is constructed to ensure security
attributes such as integrity protection, privacy, anonymity,
trust and resistance to DDoS attacks. Each block of the
blockchain is secured through intelligent and decentralized
utilization of cryptography with crowd computing. A consen-
sus mechanism is used to validate all transactions within the
blocks, and ensures that each transaction is true and correct.

In the context of V2X, authentication is an integral part of
security and thwarts most security attacks that originate from
intruders. Some works have applied well-known authentica-
tion mechanisms in V2X security using blockchain technol-
ogy [91]. Techniques such as mutual authentication between
vehicles and access points (e.g., RSUs), privacy-preserving
anonymous authentication, and certificate-based authentica-
tion are few examples. V2X edge nodes in MEC networks
are usually operated by multiple service providers [92]; thus,
it is often difficult to ensure interoperability among different
actors, by imposing regulations and trust among them while
guaranteeing service continuity. They are also inherently
vulnerable to security and privacy related attacks by being
geographically distributed. Blockchain can be adopted in
V2X data management to address such security and privacy
issues, and for trust management among edge nodes. The
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adoption of blockchain and smart contracts technologies for
secure and distributed data management in vehicular edge
networks is introduced in [93]. Smart contracts ensure secure
data sharing and storage within vehicles and edge nodes, as
well as prevent unauthorized data sharing. In a collaborative
V2X environment, trust establishment among multi-operator
and distributed infrastructure nodes (RSUs) can be achieved
using a blockchain-based system [94]. Proof-of-work and
proof-of-stake consensus mechanisms are utilized in [94] to
stimulate RSUs to become the miner that can add a trust
block to the blockchain. However, there are still security
concerns, €.g., 51% attack, threats/attacks in dynamic vehic-
ular networks, associated with blockchain that need further
investigations [95].

D. Emerging V2X Applications and Challenges

V2X systems present certain peculiarities in terms of de-
ployment options and data traffic characteristics with respect
to traditional network applications. Covering a wide range
of network scenarios, V2X systems accommodate vehicular
services with diverse QoS requirements. There are four
prevalent classes of emerging V2X applications that can be
identified within ITS domain, namely, road safety, traffic
management, comfort and infotainment and autonomous
driving, as defined in [96]. Table 4 presents the main V2X
application categories and a set of example use cases per
category with their service-level requirements. Essentially,
latency, data rate and message transmission reliability are
considered as key performance indicators (KPIs) in the realm
of road safety and mobility applications. Latency refers to
the maximum tolerable end-to-end packet delay across all
processing layers involved, while reliability is defined as the
percentage of expected rate of successful packet deliveries.
The data rate is defined per vehicle on the uplink and
downlink.

Cooperative road safety use cases are based on periodic
message broadcast by vehicles with a typical transmission
rate between 1 and 10 Hz [97]. The payload of each of
these messages ranges from 60 to 1500 Bytes, while data
rate is not a concern due to the dynamic characteristics
of such applications. As shown in Table 4, maximum de-
lay ranges from 50 ms to 100 ms in this category. The
acceptable service-level reliability value is in the range of
90-95% without re-transmission of a single CAM; this is
compatible with the ETSI requirement of <5% probability
that two consecutive CAM transmissions fail [98]. Traffic
management use cases offer various infrastructure-assisted
services (e.g., speed limits and/or traffic flow control via
RSUs) that can enhance traffic efficiency. Both delay and
reliability KPIs are not as critical as in the safety use
cases [99]. Vehicular Internet and infotainment use cases do
not usually impose strict KPIs; thus, latency in the order
of 100 ms for Web surfing and up to 15 Mbps data rate
for high-definition video streaming have been identified as
potential requirements [100].

A set of advanced V2X use cases within autonomous
driving ITS application is also listed in Table 4. Such use
cases entail stringent service-level requirements with ultra-
reliable and ultra-low latency connectivity constraints. The
maximum delay varies from 3 ms to 100 ms in advanced
driving, while reliability is in the range of 90-99.999%
to enable semi or fully automated driving. For vehicle
platooning, the maximum latency is 10 ms with 99.999%
reliability requirement in the case of a high degree of
automation. Remote/tele-operated driving introduces a 5 ms
maximum delay budget with nearly 100% reliability [96].
In remote driving, a remote driver or a V2X application
(via V2N) takes over the operations of a remote vehicle
located in a crash mitigation situation (e.g., icy roads, bad
weather conditions). In such scenario, a large amount of
raw data (25 Mbps) should be transmitted in the uplink
within 5 ms with very high reliability [96]. For instance,
data rate of 25 Mbps is necessary in the case when LiDAR
and sensor data are transmitted. It is worth noting that as
QoS and security guarantees are tightly coupled, security
enhancements should not be incorporated at the expense of
such critical performance requirements. Achieving optimal
trade-off between QoS and security levels becomes therefore
essential for V2X communication systems.

Regarding V2X deployment options, a key consideration
is the highly dense vehicle connectivity in urban areas,
which may require small cell sizes while vehicles move
at high velocity. This, in turn, results in dynamic network
topologies with different mobility patterns, unbounded scal-
ability, intermittent connections, heterogeneous networking
infrastructure, frequent handovers due to network entries/re-
entries, and data priority in case of safety requirements.
Such distinct characteristics of V2X systems provide an ideal
playing field for malicious actors while imposing severe
challenges on security. Furthermore, V2X messages are
transmitted either periodically or in an event-driven manner
by vehicles and/or by other V2X network entities (i.e., RSUs,
VRUs). Exchanged messages are typically small in size [3],
[10]; thus, the addition of security-related payloads (e.g.,
digital certificates, pseudonyms, keys) into V2X messages
inherently introduces extra overhead and increased process-
ing times. In this context, it is important to ensure that
security architectures and solutions are interoperable with
the existing V2X platforms as well as adaptable for upcom-
ing future V2X technologies. The prevention of adversarial
attacks and the preservation of users’ trust in heterogeneous
V2X environments are also major challenges to overcome.
Such diversified characteristics and challenging V2X features
render the fulfillment of security and privacy requirements a
non-trivial task [8].

E. Security and Privacy Requirements

The foremost purpose of V2X communication systems is
to increase road safety and traffic efficiency through in-
formation exchange between vehicles and between vehi-
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TABLE 4: V2X application categories and associated QoS requirements.

Application Use cases Connectivity Maximum Data rate Reliability Reference
mode(s) Delay (ms) (Mbps) (%)

* Collision warning 50

Road safety ¢ Vehicle status warning V2V, V21 100 Not a concern 90-95 [971[99]
* Vehicle type warning 100
* Speed limit notification

Traffic management * Vehicle tracking V2I, V2N 500~1000 Not a concern < 90 [971[99]
e Traffic flow control
¢ In-vehicle Internet access 100 0.5-15

Comfort and infotainment | ¢ Point of interest alerts V2I, V2N >1000 0.01-2 Not a concern [99][100]
 Parking booking >1000 0.01-2
* Advanced driving V2V, V2I 3~100 10-50 90-99.999

Autonomous driving * Remote driving V2N 5 UL:25/DL:1 > 99.999 [96]
* Vehicle platooning V2V, V21 10~500 50-65 90-99.999

cles and road infrastructure. For instance, when a safety-
critical situation occurs, event-based warning messages (e.g.,
DENMSs/BSMs) are initially triggered to notify the driver,
and subsequently the authorized users should not be pre-
vented from accessing such warning messages. In the next
step, the receiving vehicle needs to accept the message
content whilst trusting that it was originated from a legit-
imate entity in the V2X system. These steps directly convey
three fundamental security aspects of V2X information, i.e.,
availability, message integrity and message authenticity [45].

There can be situations where a compromised vehicle
triggers false alarms for non-existent road hazards, such as a
traffic jam or an accident. The messages sent by legitimate
entities can also be fabricated by an attacker to mislead other
V2X participants. Such security threats can severely affect
the overall functionality of the communication system. It
is clear that security attacks and threats come to the fore
largely from V2X use cases in the domain of C-ITS. They
are unique to V2X systems due to the characteristics of
V2X use cases (e.g., vehicle platooning, cooperative colli-
sion avoidance, dynamic map sharing, and remote driving).
Similarly, security attacks and threats specific to V2X com-
munication technologies (i.e., IEEE 802.11p and C-V2X)
are becoming highly effective against V2X systems [12],
[14], [101]. Therefore, it is of utmost importance to satisfy
fundamental security/privacy requirements and guarantee a
safe ITS environment by avoiding/mitigating potential cy-
bersecurity attacks. It is noted that these requirements can
vary depending on the level of security/privacy sensitivity
required for an ITS application [102], as well as on the
adopted approaches to avoid different threats.

In what follows, we provide a concise description of V2X
security and privacy requirements.

Authentication: It implies that legitimate entities are dif-
ferentiated from malicious ones involved in V2X commu-
nication and, at the same time, message recipients are en-
sured that receiving messages are originated from a genuine
sender. Authentication can be considered as one of the
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most significant security features in V2X systems, being
able to uniquely distinguish and verify each participating
entity [103]. Within V2X services, the authentication entails:
i) user authentication, where the legitimacy of a device
is ensured; i) message authentication, which ensures that
messages are authenticated such that each recipient can
verify whether they are originated from a legitimate entity
and that message contents are not tampered.

Authorization: It serves to control access to V2X services
while ensuring the right accessibility to solely legitimate
V2X entities. Authorization is based on a predefined set of
rules and policies, allowing rightful access to V2X services
or denying the rights to use certain V2X services.

Availability: It implies that authorized users are not pre-
vented from accessing the information (i.e., V2X messages).
Availability requirement ensures that V2X services and pro-
tocols remain functional in the presence of attacks, e.g.,
service deniability in DoS attacks. Hence, the V2X system
ensures that authorized V2X entities are able to access the
network at anytime and from anywhere.

Confidentiality: It provides the assurance for non-disclosure
of V2X message contents, allowing them only to be accessed
by the intended recipients. Data confidentiality prevents
accessing the content of messages by adversarial nodes or
unauthorized parties. It can usually be achieved by employ-
ing an encryption mechanism based on shared keys between
communicating parties. There are no specific requirements
for data confidentiality in V2X communication as the infor-
mation exchanged (e.g., periodic beacons or event-triggered
messages) is mostly public [44]. However, it is necessary
to ensure that the data cannot be linked to infer and reveal
private information of vehicle users and their locations.

Integrity and data trust: It ensures that shared information
among V2X entities is accurate and consistent, and should
be able to be verified in a timely manner. V2X systems are
required to introduce integrity-preservation mechanisms in
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order to detect any tampering or manipulation of data by
malicious users or devices.

Privacy: It is necessary to preserve the identity of V2X
users, making it hard (or impossible) to track locations of
vehicles and sensitive information of users. The disclosure
of private information may lead to system-wide attacks
on V2X entities and manipulate personal assets of users.
Anonymization and/or information hiding can be employed
as a way of preserving one’s privacy [16]. As such, vehicles
are assigned pseudo-identities, known as pseudonyms, to
keep real identities hidden within the scope of the V2X
service. Similarly, other key privacy-related requirements
(i.e., anonymity, unlinkability, and unobservability) should
be preserved through necessary security mechanisms and
policies [104].

lll. Security Threats and Attacks

In this section, we describe in detail the security threats
and attacks that may hinder the proper operation of V2X
networks. A thorough classification of various malicious
attacks identified in existing literature is also provided.

A. Attack Surface

The attack surface encompasses all possible vulnerable entry
points that undermine a V2X system’s security, and consti-
tute the source of adversarial attacks and malicious incidents.
For example, in-vehicle user devices (e.g., USB, WiFi, Blue-
tooth) of the infotainment system or vehicle’s sensors can
potentially covert to attack surfaces. As the level of driving
automation in vehicles increases, the available electronics of
in-vehicle networks also escalate whilst expanding the attack
surface for in-vehicle components such as electronic control
units (ECUs) and the control area network [13]. The work
in [105] presents a systematic analysis of different threat
vectors in the vehicle (e.g., Bluetooth, Cellular, WiFi, RFIDs)
by experimentally demonstrating that in-vehicle ECUs can
be compromised using remote attacks. Moreover, the in-
troduction of C-ITS enables the interconnection with the
surrounding environment (e.g., other vehicles, RSUs, and
pedestrians) via V2X technologies. As a result, the in-vehicle
network components are exposed to the outside world even
more.

In IoV environments, attack surfaces can emerge in three
different domains [106], namely i) in-vehicle, ii) V2X access
and iii) infrastructure. Some attack types, e.g., DoS and
flooding, may be common across all three domains, while
others target a single domain, e.g., tampering or physical
damage to in-vehicle units. V2X communication has become
the main target of IoV security attacks, e.g., eavesdropping,
communication hijacking, spoofing, data injection, imper-
sonation, etc. Therefore, in this paper, we focus specifically
on the V2X access domain that comprises all V2X connec-
tivity modes such as V2V, V2I, and V2N.

B. Attacker Model

Attack detectors are often designed to detect certain attacks
and then evaluate the detection performance. Hence, it is
necessary to have an understanding of the behavior/profile of
attackers and associated attack types to implement resilient
defense mechanisms. Apparently, there is no universally
adopted model for classifying V2X attack variants; therefore,
we resort to the attacker’s model proposed in [107], which
consistently defines the capabilities and methods available
for an attacker to access the target asset (e.g., vehicle, RSU
and communication channel). According to [107], the at-
tacker becomes an insider when possessing valid credentials
to communicate with other legitimate members and/or obtain
system-wide access. These authenticated attackers usually
behave according to the underlying system protocol, but can
send false or fabricated information. On the other hand,
when the attacker does not possess valid credentials or
does not have system access, it is ranked as outsider. The
outsider, also referred to as intruder, has limited capabilities
to launch attacks, but is capable of eavesdropping on the
communication link and inferring sensitive information (e.g.,
security keys, user information).

Furthermore, attackers can be classified as either malicious
or rational based on their moral behavior. A malicious
attacker usually seeks no personal benefits but to disrupt
or cause harm to the benign users and destabilize the
functionality of the system (e.g., cause an accident, DoS,
traffic congestion). Such an attacker, therefore, may disregard
any costs and consequences on achieving their objectives.
On the other hand, a rational attacker typically operates on
personal benefits (e.g., financial incentives, insurance fraud);
thus, this type of attacker can be predictable in terms of
methods to launch an attack and target assets. Regarding their
execution mode, V2X attacks can be further distinguished
as active or passive. In case of active attacks, attackers are
actively engaging with the system and can transmit malicious
packets or signals in V2X channels. DoS, message replay,
false data injection, man-in-the-middle (MitM) and Sybil
attacks can be reported as representative active attacks. Such
attacks executed over V2X channels are generally considered
as the most frequent and effective attacks against vehicular
networks [6]-[11]. On the contrary, passive attackers are
likely to eavesdrop on the communication to infer critical
information (e.g., certificates, private keys, user information)
without directly interacting with the system.

C. Attack Classification

A variety of existing works have investigated security threats
in the context of V2X communication [8], [14], [108]. Those
studies provide different classes of attacks (e.g., attacks to
wireless interface, attacks based on the scope of commu-
nication, attacks based on behavior) which are useful for
understanding and developing robust security solutions for
vehicular services. In the following, we elaborate on security
threats and attacks that are common and effective against
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FIGURE 10: Classification of V2X cybersecurity threats based on the affected security and privacy requirements.

V2X networks. A classification (summarized in Figure 10) is
further performed, based on the following key requirements
under impact (described in Section II-E): authentication,
availability, confidentiality, data integrity and privacy. Al-
though the classification of attacks is performed under a
single security requirement, it is worth noting that certain
attacks (e.g., malware) may compromise multiple security
requirements at a time. This is clearly reflected in Table 5,
which summarizes the key characteristics of various attacks
in V2X networks. Table 5 further presents the level of feasi-
bility (i.e., whether it is difficult or not to practically launch
a particular attack) as well as information related to the
severity of an attack, considering the safety-critical aspect of
V2X scenarios. The impact on the operational performance
of the V2X system or private information leakage can have
severe security implications in safety-critical V2X scenarios.
The level of severity for an attack is categorized as low,
moderate, or high [109]. If an attack impacts heavily on
the operational performance of the V2X system or breaches
privacy, the severity of the attack is inferred as high. Relevant
references are also provided to highlight which commu-
nication technologies are susceptible to the corresponding
attacks/threats. Such examples reinforce that many existing
attacks/threats for conventional communication systems are
highly effective against V2X systems.

Attacks on authentication: Attacks of this category can
affect the process of authentication/identification while in-
flicting serious damage to the V2X network (e.g., expose
identities). In what follows, a set of example attacks are
described.

1) Sybil: An attacker forges multiple identities to achieve
personal goals whilst disrupting normal system opera-
tion [149]. Such multiple fake identities could appear as
real unique identities to the outside observers. For example,
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a Sybil node can use multiple pseudonym certificates of
compromised vehicles to fake a congestion or a traffic jam
by sending warnings as if several vehicles are located on the
road. Similarly, a Sybil attacker can use multiple identities
to boost its own reputation/trust score or reduce the reputa-
tion/trust of benign vehicles [150]. Furthermore, joint Sybil
and DoS attacks may be launched to destabilize the overall
network, rendering services unavailable for legitimate users.
The pseudonymization of vehicles inadvertently enables a
new threat vector, through which an adversary may execute
Sybil attacks by pretending as though multiple vehicles are
simultaneously on the road [110]. As shown in Table 5, it
is apparent that malicious actors may exploit such vulnera-
bilities that exist in V2X communication technologies, e.g.,
DSRC [110] [111], ITS-G5 [112], and LTE-V2X [113], to
launch Sybil attacks.

Sybil attack has been identified as a severe security
threat for V2X networks, and can be launched at multiple
layers of the protocol stack (e.g., application, transport,
network, or data link). Its detection becomes challenging
in distributed V2X environments [151]. The lack of CA or
digital signatures’ implementation in many V2X networks,
and/or the absence of tamper-proof devices in vehicles makes
the feasibility of a Sybil attack high [13]. The work in [114]
presents a practical Sybil attack implementation at the net-
work layer protocol in VANETS. In this demonstration, the
normal behavior of a greedy perimeter coordinator routing
protocol used for V2V is disrupted, by deploying Sybil
vehicles on the packet forwarding paths in the network. In
such a way, Sybil vehicles mislead other legitimate vehicles
by modifying or truncating data packets before forwarding
them.

2) Impersonation: This attack occurs when an attacker
usurps the identity of a legitimate node/user to execute
malicious actions [6]. An impersonation attack takes place
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TABLE 5: Key characteristics of V2X attacks.

Attack Attacker Level' of Comp ror}nsed Level of | Connectivity | Communication Practical
type model practical security severity mode(s) technology Layer(s) examples
feasibility | requirement(s)
DSRC ..
[110][111] Application,
. . . . . ? Transport,
Sybil Active, High Authentication High V2v ITS-GS [112], Network [114]
Insider LTE-V2X Data linl;
[113]
Application,
Active, .. Transport,
Impersonation Insider, Low Aut& ?em;?tlon’ High V2V, V21, []ﬁ],;:]_ [\1?5(] Network, [116]
Outsider gty V2N Data link,
Physical
GPS spoofing Active, High Authentication Moderate v2v 1(1:;{5\1]52?(0%11117;]), Physical [118]-[121]
Outsider
Active, Application
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FIGURE 11: False data injection attacks in safety-critical V2X scenarios.

as a single-hop, and it usually targets a particular node.
Each vehicle in the network has a unique identity, which
is used to communicate with others and to verify the sender.
Impersonation is a highly severe attack with the possibility
of expanding to multiple layers in the protocol stack. For
instance, a malicious vehicle may impersonate to make use
of a V2X communication session without authentication,
resulting in IP address spoof or TCP session hijack [152].
In V2V communication, a vehicle may broadcast safety-
critical messages with malicious/selfish intentions to cause
an accident or create a traffic jam, and then deny involvement
in the incident before authorities by changing its identity.
Such types of attack may thus be difficult to detect [151].
Moreover, impersonation can be identified as a realization of
a Sybil attack if a malicious vehicle secretly changes its iden-
tity using the identities of compromised vehicles and causes
an accident [101]. Adversarial V2X entities can threaten the
authenticity of the system by impersonating vehicles, RSUs
or base stations. The authors of [116] demonstrate a practical
example of impersonation attack, by setting up a fake LTE
eNodeB. The fake eNodeB pretends to be a real MNO,
and forces UEs to attach to it. Nonetheless, the feasibility
of launching this type of attack in V2X is low. Similarly,
works in [113] and [115] demonstrate impersonation attacks
through malicious vehicles by exploiting vulnerabilities that
exist in the authentication process in LTE-V2X technology.
The attacker uses the identification and certificate of the
compromised genuine vehicle to launch an impersonation
attack. The feasibility of such impersonation attacks caused
by malicious vehicles in V2X is moderate.

3) GPS spoofing: In this attack, the attacker tries to drag
victim vehicles off to incorrect positions through fabricated
spurious signals. For instance, an attacker may generate false
geolocation information without revealing the actual position
and cause hidden-vehicle attacks [9]. GPS spoofing is also
known as the tunneling attack in which an attacker injects
fake position information using GPS simulators with stronger
signals than weak signals from long-distance satellites. Such
GPS signals may end up being accepted by victim vehi-
cles with detrimental effects [118], [153]. A GPS spoofing
attack is illustrated in Figure 1la where an attacker may
influence the trajectory of a remotely operated automated
vehicle to create a dangerous situation. Reported incidents
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(e.g, [118]-[121], [154]) manifest that this type of attack is
practical with high feasibility. The lack of encryption and
authentication in ordinary GPS signals enables an adversary
to generate malicious GPS signals readily via software-
defined radio platforms. Such malicious GPS signals can
be verified via the location information retrieved from the
base station [155]. However, security vulnerabilities that
exist in IEEE 802.11p and C-V2X technologies can lead to
geolocation data poisoning attacks in cases of verifying valid
GPS satellite information via RSUs or base stations. [117],
[155].

The severity of GPS spoofing attack is generally moderate,
but it can be particularly critical for high-level AVs. The
work in [119] demonstrates GPS spoofing in multi-sensor
fusion algorithms used in AVs’ context, materializing AV-
specific “off-road” and “wrong-way” attacks; such attacks
can cause the AV to drive off road or onto a wrong way,
respectively. In a similar line, the authors in [121] inject
selected fake GPS signals to drag the victim vehicle off to
an incorrect pre-defined location, manipulating victim’s road
navigation system (e.g., Google Maps); such attack becomes
more effective and serious against driver-less AVs. In [120],
cybersecurity researchers experimentally demonstrate a GPS
spoofing attack against Navigate-on-Autopilot (NOA) system
of Tesla’s Model 3 car, forcing the vehicle to exit the
highway at the wrong location or comply with incorrect
speed limit.

4) Free-riding: This type of attack is common in cooper-
ative message authentication schemes, where a selfish user
may exploit other user’s authentication contributions without
having its authentication. This type of attacker generally
tries to benefit from the system without contributing its
fair share, and the severity level of the attack is low. Such
selfish behavior is called free-riding, and it is typically
initiated by an active malicious user with fake authentication
efforts [156]. In the case of passive attack, the attacker is
not making any attempt of authentication; instead passively
listens to the information sent by other nearby vehicles.
Message authentication is the standard tool for ensuring
information reliability, which includes data integrity and au-
thenticity. However, an individual-based authentication ser-
vice becomes inefficient when a vehicle receives numerous
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messages in a short time period and subsequently performs
verification per-message [156], [157].

Attacks on availability: Availability ensures that the net-
work is functional and the services/information are available
at any time for users. A set of example attacks of this
category are given as follows.

1) DoS: In this attack, an attacker tries to prevent legiti-
mate users from accessing the network and services [151].
DoS is a well-known attack that can exploit both vehicle
OBUs and RSUs to jam and compromise the V2X network.
DoS attackers send requests in higher frequency than the
system can handle, resulting in extensive periods of network
unavailability where legitimate users cannot be served. If
DoS attacks are launched from spatially different physical
locations, this results in the distributed DoS (DDoS) variant.
DoS and DDoS attacks are considered severe threats as they
could shut down or destabilize the whole network, causing
harm for the safety of V2X users [9], [101].

Existing incidents (e.g., [112], [122]-[125]) demonstrate
that DoS attacks can lead to real-world exploits with high
feasibility. The study in [112] exhibits a wide range of DoS
attack variants within an ITS-G5 network by combining
various malicious attacks, e.g., DoS Sybil, DoS replay, and
DoS disruptive. All DoS attacks are executed as active
insider attacks, by generating excessive amounts of periodic
beacon messages at a frequency higher than the limit set by
the ETSI ITS standard. Another DoS attack implementation
for ITS-G5 technology is presented in [122]. In this analysis,
the attack is performed as an external jamming attack on
a vehicle platoon resulting in a vehicle platoon disruption
attack. Also, intelligent protocol-aware jamming attacks may
carry out DoS attacks by targeting specific types of mes-
sages. The work in [124] presents protocol-aware stealthy
DoS attacks against C-V2X communication technology. Two
novel protocol-aware DoS attacks (i.e., targeted sidelink
jamming and sidelink resource exhaustion) are demonstrated
and validated by exploiting vulnerabilities of C-V2X slot-
based PHY and MAC layer protocols. In a similar direction,
[125] presents a novel set of DoS attacks against PC5-based
(sidelink Mode 4) C-V2X communication. Three types of
DoS attacks (i.e., oblivious, smart and cooperative) are intro-
duced, exploiting the existing vulnerabilities in autonomous
resource block selection process.

2) Jamming: In this attack, the attacker interferes with the
communication channel using a strong radio frequency signal
with an identical frequency, while occupying the channel
with illegitimate traffic [158]. Jamming attacks are a special
type of DoS attacks where an attacker attempts to disrupt the
availability of the communication channel. For example, the
strength of GPS signals from long-distance satellites is weak;
hence, launching a jamming attack on GPS is easy, using
stronger signals in the same frequency [118]. This attack, al-
though common to any wireless communication system, can
significantly delay mission-critical V2X traffic and degrade
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the network’s reliability [14]. A jamming attack is typically
limited by the communication range of the attacker’s wireless
device. Several existing works ([3], [122], [126], [127])
demonstrate jamming attacks that exploit security issues in
DSRC, ITS-GS5, and LTE-V2X communication technologies.
The findings in [3] state that current LTE systems lack
defense mechanisms to protect from radio frequency spoof-
ing (also known as protocol-aware jamming) attacks. This
attack can be realized by transmitting control signals and
higher layer messages via a rogue LTE eNodeB ([116]) with
relatively higher power levels than the legitimate eNodeB.
Another jamming case is discussed in [122], where the attack
deliberately disrupts a platoon of vehicles that communicate
over ITS-GS5 technology. In a similar direction, the work
in [126] demonstrates testbed-driven experimentation of jam-
ming attacks, exploiting PHY layer vulnerabilities of IEEE
802.11p-based DSRC technology. The work in [127] intro-
duces a novel intelligent jamming attack, coined targeted
discreditation attack, against vehicular misbehavior detection
systems that rely on the IEEE 1609.2 security protocol.
In this attack, the attacker aims to discredit the victim by
corrupting its pseudonym certificates exchanged in periodic
BSM messages in DSRC-based V2V communication, which
results in message verification failures. Consequently, the
victim’s certificate may eventually be revoked from the
network due to the degraded reputation.

Intentional jamming attacks against on-board sensors may
lead to severe safety-critical road incidents. The Tesla Model
S crash against a tractor trailer raises the concern that
existing on-board sensors cannot yet reliably detect neigh-
boring vehicles [159]. Successful jamming attacks against
three essential sensors of AVs (i.e., ultrasonic, millimeter-
wave radars (MMW) and cameras) are shown in [129].
They use ultrasound against ultrasonic sensors, radio against
MMW radars, and laser against cameras to jam and com-
promise the vehicle. In [129], the Tesla Model S’s self-
parking and summon function are jammed by continuously
emitting ultrasound at the parking sensor using off-the-shelf
40kHz transducers; this causes the sensor to lower its signal-
to-noise ratio level and makes objects undetectable. The
ultrasonic noises generated in jamming attacks cause contin-
uous vibration on the sensor membrane, rendering distance
measurements impossible. A similar type of jamming attack
is launched in [128] using off-the-shelf 40kHz transducers.
They validated jamming attacks on 11 standalone ultrasonic
sensors in the laboratory, and on the on-board sensors of 7
vehicles, including the self-parking and summon features of
the Tesla Model S.

3) Flooding: In this attack, an attacker generates bogus
messages to drain network resources, e.g., bandwidth, power
and CPU, out from legitimate users. Although bogus mes-
sages are not considered part of the actual network traffic,
they could be received by V2X nodes (OBUs and RSUs),
rendering them unable to handle a large volume of incoming
data [8], [101]. A flooding attack can be launched at multiple

VOLUME ,

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Open Journal of the Communications Society. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/OJCOMS.2023.323%6&;;50‘

IEEE Open Journal of the

Communications Society

layers of the V2X protocol stack. Flooding attacks on the
control and data planes of 5G SDN networks may create
a large set of forwarding rule requirements and overflow
the limited flow tables of SDN switches, respectively [160].
The work in [130] demonstrates a practical network layer
flooding attack exploiting vulnerabilities in ITS-G5 com-
munication technology. Forwarding parameters of keep-alive
forwarding mechanism are manipulated to flood the network
with malicious DENM messages, triggering neighboring
vehicles to forward DENMs as well. Moreover, the IEEE
802.11p MAC layer is vulnerable to flooding attacks where
an attacker may exploit the binary exponential back-off
scheme to send data constantly to flood the channel [12].
Similarly, LTE-V2X systems are vulnerable to flooding
attacks. Flooding attacks can be launched by targeting the
victim UE in two ways [12]: i) the attacker may use resource
scheduling information to transmit uplink control signals
when the victim UE uses the channel to cause conflicts at the
eNodeB; ii) the attacker may inject packets when the victim
UE is in active mode while the transceiver turned off to save
power. Such incidents may force genuine UEs to detach from
the eNodeB without sufficient network resources.

4) Spamming: In this attack, numerous spam messages
are injected by an attacker into the network, which eventually
becomes prone to resource collisions due to bandwidth con-
sumption [161]. As an example, spamming messages (i.e.,
advertisements) by marketers may inject into the network
with the objective of gaining lucrative benefits [48]. For this
purpose, the marketers who are insiders may acquire RSUs
or OBUs to distribute such content while unnecessarily con-
suming bandwidth and causing transmission delays for the
genuine messages. There is particularly a risk of increasing
the transmission latency of mission-critical V2X traffic, and
the severity level of spamming attacks is high. Spamming
attacks can be often difficult to contain due to the distributed
nature of V2X networks.

5) Malware: An attacker injects malicious software com-
ponents, such as viruses or worms, into OBUs and RSUs.
Such an injection may occur during periodic software and
firmware updates [48]. Malware attacks are more likely
to originate from rogue insiders who may gain access to
software and firmware. A malware attack could lead to
malfunctioning components of the V2X network, inflicting
serious damage to the normal system operation. The objec-
tive of this type of attack is to impede accessing a device, by
compromising the availability security feature. Ransomware
is a type of malware attack that hinders access to the device
or the data stored in the device. For instance, massive distri-
bution of ransomware can take place by injecting malware
in multimedia and Internet traffic [162].

Malware attacks have been identified as serious threats
to V2X security and safety of V2X users. Such attacks are
usually launched at the application layer and are shown to
be practical. In [131], cybersecurity researchers demonstrate
a remote malware injection attack, coined “TBONE”, in the
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Tesla S, 3, X and Y models. They exploit the vulnerabilities
of the Internet connection manager in Tesla cars to load new
Wi-Fi firmware. The attacker becomes capable of controlling
in-vehicle infotainment system, including modifying steering
and acceleration modes, among others. The work in [132]
shows that the boot security of Nvidia system on chip,
used in Tesla’s autopilot and Mercedes-Benz’s infotainment
system, can be circumvented using voltage fault injection
attack. Such an attack can inject and execute malicious
software components and cause safety-threatening situations.

Attacks on confidentiality: Any violation involving disclo-
sure of confidential information to unauthorized entities can
lead to such malicious attacks. A set of attacks falling under
this category are discussed below.

1) Eavesdropping: This attack aims at extracting or infer-
ring sensitive information (e.g., security keys, user identity,
vehicle location) from protected data [10], [163]. Eavesdrop-
ping represents a usual threat to wireless communication
technologies, and it constitutes a simple attack to launch
since the attacker is passively listening to the communica-
tion link between legitimate users. An eavesdropping attack
could compromise privacy in addition to confidentiality.
The attacker could exploit periodic broadcast safety-related
messages [133] or the control signals exchanged between
base stations or RSUs to vehicles via V2N/V2I links [134].
Eavesdropping is difficult to detect, as the victim may
not be aware of the underlying threat. Moreover, passive
eavesdropping may be the initial step towards other more
sophisticated attacks, e.g., black hole and DoS, with severe
impact on the network performance [101].

The realization of eavesdropping attacks reveals serious
vulnerabilities, affecting millions of connected and auto-
mated vehicles worldwide [135]. The authors in [136]
present eavesdropping attacks on the wireless remote keyless
entry (RKE) system used in Volkswagen (VW) Group,
affecting 100 million vehicles. By reverse-engineering the
firmware of the ECUs used in RKE, they show that cryp-
tographic algorithms and keys can be recovered from the
ECUs. Using a clone of VW Group remote control, the
attacker is able to infiltrate a vehicle by eavesdropping a
single signal sent by the original remote of the RKE system.
The study in [137] demonstrates eavesdropping attacks on
a moving car from a 40m distance. They have captured
and analysed raw signal data between sensors and the
ECUs of tire pressure monitoring system (TPMS) using
GNU radio together with a commercial universal software
radio peripheral unit. The performed eavesdropping attacks
reveal that i) the TPMS protocols do not use cryptographic
mechanisms; and ii) TPMS transmits a fixed 32-bit sensor
identifier in each packet that can potentially lead to privacy
attacks (e.g., vehicle tracking). These practical examples
manifest that eavesdropping attacks can lead to severe real-
world exploitation.
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2) Traffic analysis: In this attack, the attacker passively
listens to the transmission of messages and then performs
traffic analysis to infer useful information about vehicles and
communication patterns [163]. This sophisticated attack, also
known as stealth attack, is considered a dangerous threat that
can violate confidentiality requirement [164]. The severity of
this type of passive attack can be considered low in safety-
critical situations.

3) MitM: This attack occurs when a malicious node
listens to the communication between two vehicles (V2V)
or between vehicles and infrastructure (V2I/V2N). The ac-
tive attacker may inject false information into the channel,
drop and/or delay messages [139]. In the case of passive
attacker, the attacker may eavesdrop on the communication
channel between legitimate vehicles (e.g., ambulances, police
vehicles). As the name suggests, the attacker sets up in the
middle and can gain control of the communication link;
however, communicating vehicles would still assume that
their communication remains private [9]. For example, an
attacker may attempt map poisoning, as shown in Figure 11b,
by injecting false content (e.g., alter/remove road signs) into
the map database resulting in unavailability of the necessary
information and/or wrong maneuvers.

In [138], two cybersecurity researchers demonstrate MitM
attacks on the Jeep Cherokee. This attack was realized by
exploiting the cellular network interface of the Jeep, and
was able to seize control of the vehicle (e.g., kill Jeep’s
engine) through the infotainment system. Another set of
MitM attacks are presented in [139] with several active
attack scenarios in VANET. The study demonstrates that
MitM attacks bring severe risks in VANET by intercepting
or tampering messages exchanged between legitimate nodes.
MitM attacks are multi-layer and can target all layers of the
V2X protocol stack. This type of attack is considered to be
moderately feasible, but can cause severe safety-threatening
situations. These examples exhibit that the vulnerabilities
present in DSRC and C-V2X-based communication tech-
nologies may lead to MitM attacks.

Attacks on integrity and data trust: There are several
types of attacks in this category that aim to manipulate the
exchanged information. Representative attack examples are
described in the following.

1) Message modification: This attack is also known as
message fabrication or tampering attack, where an attacker
either tries to modify or alter a part of the original message
to be transmitted [8]. Traffic safety applications are based
on V2X messages (e.g., BSM, CAM) broadcast by vehicles.
These messages are usually in standardized format (with no
encryption) to allow being read by all participating vehicles.
Hence, such V2X applications can easily be a target for
modification attacks based on self-interest or malicious ob-
jectives. For example, an attacker may modify the congestion
data of a clear road to indicate that the road is heavily
congested (i.e., hazard warning), causing other vehicles to
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change their driving paths. In other cases, a rogue insider
may attempt to inject false traffic information into warn-
ing messages, or a MitM attacker may inject false traffic-
safety messages into the network [48]. Another example
of a modification attack is illustrated in Figure 11lc, where
an attacker modifies the message content of a legitimate
vehicle (i.e., “slow-down”) with misleading information (i.e.,
“speed up”). In a similar direction, the works in [111],
[122] demonstrate message fabrication attacks for the IEEE
802.11p-based DSRC and ITS-GS5 technologies, respectively.
In [122], the attacker modifies the acceleration parameter
similar to the scenario presented in Figure 1lc.

The work in [140] demonstrates bogus information attacks
based on false or fabricated data injection. In this type
of attack, the attacker possesses multiple malicious nodes
spread across multiple wireless hops. The attacker sends
several wrong packets with small errors to go undetected
over the security checks, and then, executes the bogus
information attack with the overall accumulation of errors.
Falsified BSM data injection attacks using a traffic signal
control (TSC) system are introduced in [141]. In this type
of attack, the attacker exploits the control logic of the TSC
system (with broadcast BSMs and signal timing messages
of RSUs) to broadcast falsified BSMs via a compromised
OBU. Through GPS spoofing, an attacker can inject fab-
ricated position information using GPS simulators, causing
the victim vehicles to accept bogus information [118]. All
aforementioned examples show that message modifications
are practical attacks and can cause safety-critical issues in
V2X.

2) Replay: As the name suggests, an attacker re-transmits
or replays already transmitted valid data and tries to ex-
ploit the conditions that existed at the time of the original
message transmission [101], [163]. Thus, the attacker’s ob-
jective remains realistic as long as the original data remains
valid. Replay attacks can be either location-based or time-
based [14]. In particular, an attacker stores an authentication
message at location [; and replays it immediately to a
neighboring location [5; similarly, an attacker captures a valid
message at time ¢; and replays it to the same location at
time t2. To execute such replay attacks, an attacker needs
to be located in the communication range of other vehicles.
Furthermore, excessive message replays could also lead to
DoS attacks [165]. Existing works (e.g., [110], [111], [122])
highlight security issues in V2X communication technolo-
gies that can exploit to execute replay attacks. The work
in [110] presents data replay attacks launched by rogue
insiders in a DSRC-based V2V communication setup. It
further demonstrates that replay attacks can be executed in
Sybil mode while frequently changing the attacker’s identity.
Another work in [122] discusses an implementation of a
replay attack on a vehicle platoon for ITS-G5 communication
technology. In this attack, the attacker tries to disrupt a
platoon of vehicles by re-transmitting captured data from
the platoon communication.
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The work in [143] demonstrates replay attacks against a
Mitsubishi Outlander PHEYV, exploiting the unsecured Wi-Fi
access point on the vehicle to extract keys. The attacker then
remotely performs various actions (e.g., drain battery, switch
off theft alarm) by replaying various messages from the
mobile app of the vehicle. Replay attacks could be launched
in conjunction with other attacks, such as eavesdropping,
MitM and jamming. For example, the attacker in [144]
performs a replay attack jointly with a jamming attack. In
particular, the attacker jams radio frequency signals from
the wireless keyfob, and records the latest valid code to
replay and unlock the car. However, this type of attack is
not effective against modern vehicles due to the adoption
of rolling codes for the wireless keyfob. In principle, replay
attacks may target multiple layers in the protocol stack. The
severity of replay attacks is generally moderate, but it can be
safety critical for high-level AVs (e.g., in vehicle platooning).

3) Masquerade: An attacker uses a valid ID of another
vehicle to pretend and get unauthorized access to the re-
sources [163]. For example, an attacker may pretend to be
an emergency vehicle and force other vehicles in front to
change their lanes or reduce their speed. This kind of attack
may be triggered either by an insider or an outsider [8].
In masquerade attacks, message fabrication, alteration and
replay may also be involved, affecting V2X communication
at multiple layers. An outsider may disguise as a legitimate
node (e.g., an OBU) using a valid ID and launch various
other attacks such as black holes or false data injection [48].
Similarly, a rogue insider may masquerade as another OBU
or RSU, and inject fabricated messages to render another
entity responsible. As shown in Table 5, existing studies
(e.g., [3], [48]) reveal that security vulnerabilities that exist
in V2X communication technologies, e.g., DSRC and C-
V2X, may enable real-world exploits to instigate masquerad-
ing attacks. In [145], a successful masquerading attack is
launched on Jeep Cherokee, by controlling the collision
prevention system in the vehicle. These examples show that
masquerading attacks can be practical and cause safety-
critical issues.

4) Ilusion: In this attack, a vehicle adversary could
directly control and trick its own sensors to broadcast
information of a non-existent event, based on self-interest
or malicious objectives. Illusion attacks may harm V2X
applications through malicious behaviors, such as inject-
ing fake information or fabricating exchanged messages,
replaying messages to pretend located at a fake position, or
spoofing IDs of legitimate nodes [166]. Such illusions can
lead to dangerous vehicle collisions, traffic congestion, and
also degrade the actual network performance by consuming
unnecessary radio resources.

The study in [146] presents an illusion attack against
VANET. In this attack, the adversary targets traffic-safety
applications to create favorable traffic conditions for its own
benefits. In the realization of the attack, the adversarial
vehicle first achieves the prerequisite traffic situation (e.g.,
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rush hour or mass traffic in the front). It then broadcasts
fraud messages to convince other vehicles to react to a non-
existent road incident (e.g., accident or dead end) causing
an illusion. Nonetheless, the authors do not provide an
implementation of this attack in a simulator. Illusion attacks
may target multiple layers (e.g., application and data link)
in the V2X protocol stack. This kind of attack may cause
safety-threatening issues in autonomous driving scenarios.

Attacks on privacy: These attacks comprise any violation or
threat exposing the privacy of drivers and other V2X users.
In what follows, two widely identified privacy attacks are
described.

1) Location tracking: This attack aims at tracking the
location of a vehicle and its driving path over a period of
time [167]. Location-based services (e.g., locating the closest
gas station or a restaurant recommendation) offer valuable
information for vehicle users as long as their locations are
shared. Current location-based services (LBS) require users
to continuously send their location information to an edge
server offering a service at a specific area, which, in turn,
may lead to critical issues for users, e.g., physical harm, if the
server is compromised [168]. Furthermore, the works in [3],
[48], and [115] reveal that continuous broadcast messages
from OBUs in cases of safety situations or LBS services
offered over V2X communication (e.g., DSRC, LTE-V2X)
may enable attackers to extract location information. The
work in [147] present privacy attacks by injecting a malware
payload through a Trojan-horse app onto an Android-based
vehicle infotainment system. Using the malicious app, the
attacker is able to connect to the in-vehicle network, granting
access to smart devices (e.g., smartphones) connected to the
infotainment radio system. This, in turn, allows the adversary
access activities of the driver (e.g, sending messages, emails,
surfing the Web) as well as retrieve voice recordings and the
GPS coordinates. Such software vulnerabilities could lead to
real-world exploitation.

In [148], a software vulnerability in Hyundai Motor’s
Blue Link mobile app (compatible also with newer Hyundai
vehicles) is reported. The app is used for remote access
of the vehicle. Security researchers argue that an attacker
could exploit a vulnerability in the Blue Link application
software over an insecure Wi-Fi connection, or via a MitM
attack. Once the exploitation is realized, a remote adversary
could gain access to insecurely transmitted privacy-sensitive
information, and then remotely locate the vehicle. These
examples show that the feasibility of launching adversarial
privacy attacks appears to be high, potentially causing high
security and safety issues.

2) Identity revealing: In this attack, an attacker tries
to disclose the ID information (e.g., name, address, license
number and public-key certificate) which can be linked
to the owner of a vehicle [167]. For example, an IMSI
catching attack can be launched by an eavesdropper re-
questing the long-term subscriber ID of a mobile device in
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the 5G network [169]. As mentioned before, attackers may
exploit location information gathered over time to extract
the identities of certain individuals ([3], [48], [115]). Fur-
thermore, previously described attacks in [147], [148] allow
an adversary to extract private information of the driver.
For example, an adversary may access emails, messages
and voice recordings of the driver using a malicious app
connected to the infotainment system, and disclose sensi-
tive information for additional attacks [147]. Similarly, an
adversary in [148] could capture private information (e.g.,
usernames, passwords and PIN numbers) by exploiting the
Blue Link mobile of the Hyundai vehicle. These practical ex-
amples demonstrate that software vulnerabilities can become
easy-to-exploit interfaces for malicious attacks.

D. Summary

As thoroughly discussed in previous sections, each attack
variant behaves differently while potentially compromising
several security/privacy requirements simultaneously. As an
example, GPS spoofing can be executed in different forms
across different sites in conjunction with jamming or mes-
sage modification attacks [170]. Similarly, DoS and replay
attacks can be executed in Sybil mode resulting in DoS
Sybil and replay Sybil attack variants, respectively [110].
The attack model variability and the non-deterministic nature
of attacks’ execution result in an unprecedented evolving
threat landscape for V2X systems. Multiple layers of secu-
rity are thus necessary for the detection and prevention of
V2X attacks, since one-size-fits-all security approaches are
rendered insufficient.

IV. Proactive Security in V2X Communication
In the context of V2X communication, existing security
solutions can be classified into two categories, i.e., proactive
and reactive defense mechanisms. Proactive approaches tend
to preemptively identify V2X security weaknesses and provi-
sion security measures to identify threats before they occur.
On the other hand, reactive approaches involve responding
to V2X security incidents after their occurrence. Figure 12
illustrates a fine-grained taxonomy of proactive and reactive
defense mechanisms for secure V2X communication pre-
sented in Sections IV and V, respectively. By individually
discussing proactive and reactive defensive schemes, we aim
to reveal the advantages and pitfalls of each approach, as well
as identify limitations which give rise to emerging security
enhancements relying on AI/ML paradigm (Section VI).
This section compiles proactive security solutions from re-
lated literature, which aim at avoiding attacks from outsiders.
V2X applications rely on data exchange between vehicles,
and between vehicles and other road side entities. Besides the
confidentiality of shared information [44], it is also imper-
ative to provide data integrity, sender authenticity and non-
repudiation, for which standardization bodies (i.e., ETSI and
IEEE) mandate proactive security mechanisms, e.g., public-
key infrastructure (PKI) [43], [44]. Proactive approaches
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usually enforce security policies, such as authenticity and
integrity checks, using digital signatures and authorization
for services through access control [201]. Therefore, any
security mechanism using PKI, digital signatures/certificates,
proprietary (non-public) protocols with customized hard-
ware, or tamper-proof hardware modules can be classified
as proactive mechanisms.

We hereinafter provide an extensive overview of proactive
defense mechanisms, by fine-grouping them into three main
classes according to the taxonomy shown in Figure 12: i)
cryptography-based (Section IV-A), ii) physical layer secu-
rity (Section IV-B), and iii) privacy preservation (Section I'V-
C). Table 6 provides a comprehensive summary of the key
characteristics of proactive solutions.

A. Cryptography-based Security

Authentication of network participants and messages is con-
sidered as the first line of defense against various malicious
attacks (e.g., DoS, Sybil, impersonation) which can cause
traffic disruptions and even destabilize the V2X communi-
cation system. Relevant works (e.g., [3], [11], [16]) suggest
that many adversarial attacks (e.g., DoS, impersonation,
MitM, message replay, and Sybil) can be thwarted using
cryptography-based authentication and integrity protection
schemes. A recent survey in [14] reviews key security issues
concerning V2X communication platforms in the scope of
insider and outsider attacker models. Pertinent to other
works [3], [10], [11], the authors of [14] underline that the
majority of authentication schemes for outsider attacks miti-
gation are cryptography-based, and these schemes ensure au-
thenticity, availability, confidentiality, and message integrity
security requirements. It is worth noting that authentication
is an integral part of V2X security and thwarts most security
attacks (Section III-C) that originate from outsiders.

In what follows, we elaborate on the use of different
cryptographic techniques mainly focusing on authentication
and integrity protection, highlighting their characteristics
along with limitations and performance-related issues. The
categorization is performed according to three widely used
types of cryptographic primitives: asymmetric (PKI-based),
symmetric and identity-based cryptography [8], [9], [15].

PKI-based asymmetric cryptography. A PKI is a security
service acting as a trusted third-party for managing public
keys and binding users while guaranteeing C-ITS security.
Typically, a PKI consists of computer systems, policies and
people that create, manage and revoke public-key certifi-
cates [202]. Both ETSI ITS (Europe) [44] and IEEE 1609.2
(US) [43] standards recommend the PKI-based approach to
provide security for all V2X safety applications. In partic-
ular, both standards mandate the use of ECDSA for digital
signatures to achieve fast authentication and non-repudiation
at the cost of computationally expensive operations [203].
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FIGURE 12: A taxonomy of defense mechanisms for state-of-the-art security approaches in V2X communication.

The major standards developing organizations, such
as IEEE, SAE and ETSI, have converged to the
use of V2X security architectures based on PKI for
credential and identity management [44], [204].

The general PKI architecture comprises the following key
elements: i) root CA (RCA), ii) Pseudonym CA (PCA), iii)
Long-Term CA (LTCA) and iv) hardware security module
(HSM). An RCA is the root at top of the certificate chain,
hence, a trust anchor that verifies the identity of V2X
entities (i.e., vehicles, RSUs). The certificate of the RCA
is self-signed and is distributed to users. It contains user’s
public key and additional information such as validity and
permissions. Additionally, the RCA issues certificates for
PCA and LTCA entities. The PCA is responsible for issuing
pseudonym certificates to V2X entities. These short-term
certificates do not contain any user identifiable information,
and are reduced to a minimum size to be efficient. The LTCA
is entrusted to manage long-term certificates of V2X entities,
including user identifiable information. An HSM is used for
in-vehicle certificate storage, and manages the life-cycle of
cryptographic keys while securing the issued certificates and
private keys.

Figure 13 illustrates a high-level vehicular PKI imple-
mented for secure V2X communication within the European
project PRESERVE [205]. V2X nodes (i.e., vehicles and
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RSUs) request certificates from the PKI, and are equipped
with a unique key and a corresponding long-term certificate.
Short-lived pseudonym certificates are used to sign messages
by vehicles. When a vehicle is involved in an accident or
misbehavior, certificate revocation lists (CRLs) are updated
by PCA and LTCA with the status of revoked certificates
(pseudonym and long-term), and CRLs are made publicly
available for V2X entities. The security architecture of
PRESERVE is ECDSA digital signatures-based PKI. The
OpenSSL [206] library is used to implement cryptographic
operations such as ECDSA and transport layer security
(TLS) tunnels. The former are used to secure V2I and
121 communication, while CAs are implemented utilizing
OpenCA framework [207]. In-vehicle HSM storage is real-
ized using physical unclonable functions [208]. In a similar
direction, the works in [45], [209], [210] implement and
evaluate PKI-based approaches for secure vehicular commu-
nication. Furthermore, the authors of [18] present an exten-
sive review of vehicular PKI schemes, including different
architectures adopted (e.g., ETSI ITS and IEEE 1609.2) and
evaluation metrics (e.g., trust, security, privacy, and avail-
ability). Also, the study provides classifications for existing
vehicular PKI schemes (e.g., SCMS [45], PRESERVE [205],
VeSPA [209], SEROSA [210]) based on credentials manage-
ment mechanism and the credential revocation mechanisms
based on different data structures, i.e., CRL-based, online
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TABLE 6: Summary of proactive security mechanisms with their key characteristics

Paper Methodology Attack/Threat Connectivity | Communication Validation Major limitation(s)

type mode(s) technology technique(s)

[45] | PKI with butterfly keys False message V2V, V2I IEEE 802.11p Field trials Overhead of large certificate revo-
cryptography for signing | injection, Identity (DSRC) cation lists. Lacks misbehavior de-
and encryption. revealing, tection mechanisms. Storage issues

Location tracking on OBUs due to large number of
pseudonym certificates.

[171] | PKI with ECDSA and False position, V2V, V2I IEEE 802.11p Testbed Latency overhead at scale in
ECIES cryptographic al- Replay, DoS (ITS-GS) evaluation pseudonym issuance and certificate
gorithms. revocation list distribution. Latency

overthead due to per-message-
verification by recipients.

[172] | PKI  with ECC-based Identity V2V, V2I IEEE 802.11p Design Trusted computing usage on OBUs
DAA cryptography and revealing, (ITS-GS5) framework creates a trust issue.
trusted computing on | Location tracking
OBUs.

[173] | PKI with Bayesian game Replay, Mis- V2V, V2I IEEE 802.11p Theory, Performance bottleneck in dense
theory and learning au- authentication, (DSRC) Simulation V2X scenarios. Trust value ex-
tomata. DoS (NS-2 [174]) ploitation of group members.

[175] | Symmetric cryptography | Computation and V2v IEEE 802.11p Simulation Packet losses and packet reception
(MAC algorithms) with memory-based (DSRC) (NS-2 [174]) delays affect message authentica-
ECDSA signatures and DoS tion and lead to safety issues.
TESLA++ protocol.

[176] | Symmetric cryptography DoS, V2v IEEE 802.11p Simulation Performance limitation in group-
with Bloom filters and Masquerade, (DSRC) (NS-3 [177] ing of neighboring vehicles (for k-
TESLA protocol. Sybil, Message and SUMO anonymity privacy) at moderately

modification [178]) high vehicle speeds with short time
periods.

[179] | Identity-based cryptogra- Identity V2V, V21 IEEE 802.11p Theory, Batch verification overhead at the
phy with batch messages revealing, (DSRC) Simulation RSU at high vehicle density. Vul-
verification using Cuckoo Impersonation, (C++ based nerable to attacks such as DoS and
filter and binary search. Replay simulation) Sybil.

[180] | Identity-based cryptogra- Impersonation, V2v IEEE 802.11p Simulation Vulnerable to side channel attacks
phy with anonymous dy- | Identity revealing (DSRCO), (VanetMo- on smart cards. Communication and
namic identities’ genera- C-V2X biSim [181]) computation overhead at high vehi-
tion via on-board smart cle density.
cards.

[182] | Identity-based Fabrication, V2I IEEE 802.11p Simulation RSU-based message verification
cryptography with MitM, Replay, (N/A) and broadcast incur delays in safety
RSU-assisted message Sybil scenarios.
verification and broadcast.

[183] | Identity-based Impersonation, V2V, V21 N/A Theory Bilinear pairing computation delays
cryptography with | Identity revealing (Empirical affect real-time safety situations.
computation and evaluation on
verification offload to OBUs)

RSUs.

[184] | Identity-based Replay, V2V, V2I IEEE 802.11p Simulation Vulnerable to vehicle tracking when
cryptography with Paillier Modification, (DSRC) (Veins [185]) same pseudonyms are used over
and ECIES encryption | Identity revealing fixed lifetime.
and ECDSA signature.

[186] | Identity-based Modification, V2V, V21 IEEE 802.11p Formal Relies on ideal tamper-proof de-
cryptography with Replay, DoS, (DSRC) analysis vices on OBUs. Batch verification
biological-password- Identity revealing (ProVerif [187]), | of multiple signatures is not consid-
based two-factor Simulation ered.
authentication. (ONE

DTN [188])

Continued on next page.

certificate status protocol-based, tree-based, activation code-
based, and distributed ledger-based.

PKI-based solutions yield strong security while providing
message authentication, data integrity, non-repudiation, and
group-based communication, albeit exhibiting performance
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drawbacks. According to ETSI ITS specifications [44], al-
most every single message is verified by recipients for sender
identification at the expense of communication and com-
putation overhead. Although not ideal for mission-critical
V2X applications, message verification provides additional
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Paper Methodology Attack/Threat Connectivity | Communication Validation Major limitation(s)

type mode(s) technology technique(s)

[189] | Identity-based  message MitM, Replay, V2V, V2I LTE-V2X Cryptographic Lacks mutual authentication. In-
authentication with ECC Modification, analysis (MIR- | creased message delays at high ve-
(batch verification). Impersonation ACL [190]), hicle density scenarios.

Simulation
(NS-3 [177])

[191] | Study effectiveness of Eavesdropping, V2v N/A Simulation Changing pseudonyms at higher
changing pseudonyms | Location tracking (SUMO [178]) | frequencies induces  overhead
based on cryptographic through cryptographic operations.
mix-zones.

[192] | Random change Impersonation, V2V, V21 IEEE 802.11p Simulation Unlinkability between the vehicle
of pseudonyms at Location (MATLAB) and its pseudonyms is low in in-
predetermined  locations tracking, Replay dividual mix-zones. Vulnerable to
of cryptographic — mix- misbehavior attacks from insiders.
zones.

[193] | Pseudonyms change Identity V2V, V2I IEEE 802.11p Simulation Longer chaff traces and active chaff
within cryptographic revealing, (ITS-GS) (Veins [185] pseudonyms outside mix-zones in-
mix-zones, together with Location and SUMO troduce increased overhead.
fictive chaff messages tracking, False [178])
broadcast. data injection,

Replay

[194] | Random silent period be- Impersonation, V2V, V2I IEEE 802.11p Analytical Silent periods negatively impact pe-
tween pseudonyms change False data (DSRC) evaluation, riodically broadcast messages in
and creating groups. injection, Simulation safety applications.

Location tracking (N/A)

[195] | Anonymous group mes- | Vehicle trajectory v2v LTE-V2X Cryptographic Lacks an evaluation to determine
sage authentication using tracking analysis (MIR- | the feasibility of the approach. Ve-
MAC and group signature. ACL [190]) hicles share the common MAC

and Simulation | group key to generate MAC codes
(N/A) within the same group.

[196] | Anonymous batch Password- V2V, V21 IEEE 802.11p Analytical Vehicles receive their private keys
authentication and guessing, MitM, (DSRC) evaluation, offline, which complicates revoca-
integrity preservation Privileged- Simulation tion. Vulnerability to forgery at-
protocol. insider, (N/A) tacks. Pseudo-IDs are not part of the

Impersonation, signature verification.
Replay

[197] | Differential privacy in | Location tracking V2I IEEE 802.11p Theory, Susceptible to edge node vulnera-
location-based  services (DSRCO), Application bilities or eavesdropping attacks.
deployed on the edge LTE-V2X development
node. (custom Java

application)

[198] | ABE scheme using tech- Replay, Forging, VANET N/A Simulation Computation and communication
niques including binary Tampering (CHARM costs are high due to more bi-linear
tree structure, key em- [199]) pairing and ECC operations. Vul-
bedding and signature of nerability to MitM and Sybil at-
knowledge. tacks.

[200] | ABE-based scheme con- False data V2V, V21 IEEE 802.11p Simulation The scheme may suffer from DoS
sidering various road sit- injection, (DSRC) (N/A) attacks. Collusion resistance under
uations as attributes, used Impersonation, strong security requirements, mis-
as encryption keys to se- Replay behavior detection and revocation

cure the transmitted data.

need to be further explored.

security. In this context, PRESERVE proposed the deploy-
ment of a PKI-based V2X security system based on ETSI
ITS architecture and evaluated its performance [171]. The
PRESERVE implementation is compatible with IEEE 1609
and ETSI certificate formats, and both infrastructure and ve-
hicle certificates are based on ECC-256 keys. The evaluation
is focused on pseudonym requests by vehicles, pseudonym
issuance by the CA and CRL distribution. Yet, security
vulnerabilities exist in ETSI ITS security framework [165];
message replay attacks, which can turn into DoS attacks,
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may target the initial communication between a vehicle and
the roadside infrastructure. On the other hand, IEEE 1609.2
standard verifies messages on-demand and only when a
warning is generated [211], as most of the periodic messages
will not result in warnings. However, on-demand verification
may not entirely alleviate overhead since the relevance of a
message is only revealed at the application layer.

Similar to ETSI ITS framework, the security credential
management system (SCMS) has been recently developed
in the US as a proof-of-concept for secure V2X commu-
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FIGURE 13: Schematic of a generic vehicular PKI (source [205]).

nications [45]. SCMS aims at supporting the establishment
of a nationwide system by adopting a PKI-based approach,
which is designed to be scalable with the number of vehicles.
It provides security solutions for V2V and V2I communica-
tions while protecting the content of safety messages through
authentication and encryption mechanisms. In particular,
SCMS is able to issue approximately 300 billion certificates
yearly for 300 million vehicles at its full capacity. The
SAE J2945/1 standard [46] adopts the PKI-based SCMS.
One of the drawbacks of SCMS is that the revocation
mechanism may lead to large CRLs; as a result, it impacts
the bandwidth usage and processing latency. Overall, SCMS
lacks a performance balancing policy, as well as mechanisms
for detecting misbehaving vehicles.

Although the security performance of a PKI system is
strong, its scalability is rather limited due to the inherent cen-
tralized architecture. The existence of interoperability issues
that usually arise in large-scale multi-domain automotive
environments further exacerbates the scalability potential.
To alleviate the limitations of the centralized setup, the
authors in [172] propose a decentralized PKI-based approach
by shifting the trust of PKI systems to the edge of the
network and, at the same time, freeing the need for a
dedicated centralized trust anchor entity. Furthermore, they
propose a trusted computing technology within vehicles as
trust enabler, leveraging direct anonymous attestation (DAA)
cryptographic primitives. In this way, vehicles can become
trusted entities and generate their own pseudonym certifi-
cates independently of a central authority. However, trust on
the edge is still in its early stages; thus, the efficiency and
practical feasibility of such distributed frameworks remain
to be fully validated.

In a similar direction, the work in [173] proposes an
efficient decentralized PKI to handle security in vehicular
networks, leveraging the Bayesian coalition game and learn-
ing automata concepts. The coalition between vehicles is
formed based on the trust value and duration of the stay of
the vehicles in the coalition. If the trust value of a vehicle
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goes beyond a predefined threshold, then the certificate
may be revoked by the CA. The proposed scheme provides
authentication and message integrity while protecting from
replay and internal/external revocation-DoS attacks. Based
on simulation results, the authors demonstrate that their
scheme exhibits superior performances in terms of verifi-
cation, communication cost and packet delivery ratio, com-
pared to benchmark schemes in its category. Nevertheless,
the scheme may suffer from performance bottlenecks due
to the high density of vehicles in urban areas. In addition,
privacy issues could arise causing the certificate owner to be
tracked, while a set of rogue insider attackers may abuse the
trust value scheme by forming a coalition.

V2X communication entails certain authentication require-
ments that need to be satisfied:

e Low computation and communication overhead;

e Strong and scalable authentication;

e Provisions for re-authentication and revocation in the
event of security breaches.

Although PKI systems exhibit robust security perfor-
mance, complex cryptographic operations impose additional
overhead on communication and computation, degrading
network performance [210], [212]. Hence, lightweight au-
thentication schemes have been identified as efficient coun-
termeasures to alleviate computational and communication
complexities [163]. Striking a balance between network
performance and effectiveness of security solutions is partic-
ularly important. In this context, the work in [102] performs
an analysis of the trade-offs among security, safety and
network performance. The results reveal an increased mes-
sage delay and throughput reduction with the introduction
of an authentication scheme. It is noted that not all V2X
messages possess the same level of sensitivity to security and
privacy; therefore, adaptive security models would be needed
to configure different parameters of the security policies
based on the sensitivity of supported V2X services.

Symmetric cryptography. Symmetric cryptographic algo-
rithms are commonly used for data encryption and mes-
sage integrity checks. In particular, symmetric algorithms
exhibit performance advantages over asymmetric ones since
they often require fewer memory resources and incur less
communication and computation overhead [3]. In addition,
symmetric schemes are, in principle, decentralized and do
not depend on the underlying infrastructure. However, they
do not provide equivalent security levels as asymmetric
solutions, while being limited only to pairwise communi-
cation (e.g., V2V/V2I). If the secret key is revealed, the
symmetric cryptosystem becomes compromised due to its
complete reliance on the same shared secret key between
communicating parties.

The 3GPP networks adopt the symmetric-key based
MILENAGE cryptographic algorithm set (detailed in TS
35.205 [213]) to generate message authentication codes
(MAC) and session keys during the subscriber authentication
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FIGURE 14: Signalling flow in standardized 5G-AKA procedure and
proposed extensions (highlighted in red) in [215].

phase. In particular, the 5G authentication and key agreement
(5G-AKA) protocol employs the MILENAGE algorithm set
to mutually authenticate subscribers to the network and the
network to subscribers [214]. The SG-AKA protocol is based
on a symmetric cryptography scheme, where the secure
communication is realized between subscribers and providers
using a long-term pre-shared secret key.

As shown in Figure 14, the key 5G functional elements
involved in the signalling between the vehicle and the
network are the following:

1) Security anchor function (SEAF), which performs au-
thentication at the serving network level, and one of its
roles is to generate a unified anchor key that can be
used by the vehicle and the serving network to protect
the subsequent message exchange.

2) Authentication server function (AUSF), which han-
dles authentication requests in the home network and
implicitly performs serving network authorization via
interaction with the SEAF. It provides authentication
functionalities through message exchange with the uni-
fied data management (UDM), e.g., it notifies UDM for
successful/unsuccessful authentication of a vehicle.

3) Authentication credential repository and processing
function (ARPF), which stores long-term credentials,
e.g., the vehicle’s subscriber key, used to uniquely
identify a subscription and mutually authenticate the
vehicle and the 5G core network.

However, the use of MILENAGE procedure on V2X
terminals, e.g., involving frequent authentication and re-
authentication during handovers, often results in exces-
sive computation and communication overhead. The au-
thors in [215] propose a lightweight vehicular authentication
mechanism to extend the 5G-AKA procedure and address
highly dense V2X connectivity scenarios. The proposed
approach exploits the space-efficient Cuckoo filter properties
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to minimize the control signalling traffic required for security
context establishment between home and serving networks.
The performance analysis in [215], [216] reveals that a
properly designed Cuckoo filter can significantly improve
the authentication efficiency of the standardized 5G-AKA
scheme. Gains in terms of end-to-end latency and protocol
overhead can also be attained, while the introduced space
cost remains close to the information-theoretic lower bound,
even for stringent false positive rate requirements.

Another work in [175] proposes an efficient broadcast
authentication mechanism, named VAST, targeting various
V2X application types. The VAST approach relies on a
modified version of the symmetric key TESLA protocol (i.e.,
TESLA++). In TESLA and TESLA++, the sender attaches
a MAC to each broadcast packet computed with a private
key k, and after a short delay, the sender discloses the
key k. A single MAC is consequently sufficient to provide
broadcast authentication having the receiver synchronized its
clock with the sender ahead of time [217]. Compared to
TESLA, the TESLA++ version offers equivalent authentica-
tion performance in terms of computational efficiency, but
achieves reduced memory usage. The joint use of TESLA++
and ECDSA signatures in VAST offers non-repudiation
and multi-hop authentication features, whilst preventing
computation- and memory-related DoS attacks. The authors
conclude via simulations that VAST is able to authenticate
100% of the received messages while maintaining acceptable
delays. However, TESLA ++ relies on successful reception of
packets with original MAC and keys; thus, in case of packet
losses, the receiver will not obtain the complete data while
the delay of exchanged packets for VAST’s authentication
can be negatively affected.

A scheme based on TESLA symmetric key authentication
protocol and Bloom filter probabilistic data structure is
proposed in [176]. The authors make use of Bloom filter
instead of ECDSA to achieve better performance in verifying
and broadcasting communication keys. The Bloom filter
implementation allows a trusted authority (TA) to efficiently
generate CRLs in terms of space and computation. To
achieve privacy protection, the scheme leverages the k-
anonymity method to create a set of k£ neighboring vehicles
in close vicinity, and performs pseudonym change while
synchronizing via the RSU. In turn, the scheme achieves
both anonymity and unlinkability features. Simulation results
indicate that a superior level of anonymity is achieved with
increasing size of the expected anonymity set. The scheme
is shown to prevent a number of attacks, such as DoS,
masquerade, modification and Sybil. However, it is often
difficult to group/cluster vehicles with similar dynamics
(e.g., in terms of heading angle and speed) in real-world
vehicular scenarios. False positive rate is also shown to
gradually increase with the number of vehicles, revealing
scalability issues in highly dense vehicular scenarios. The
non-negligible delay between message arrival and message
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authentication in TESLA-based protocols needs also to be
taken into consideration.

Identity-based cryptography. Identity-based cryptography
(IBC) constitutes a type of asymmetric cryptography scheme
that uses device/user identities instead of digital certificates
for linking public keys [218].

Unlike PKI approaches, IBC schemes are decen-
tralized, infrastructure-less and with no certificates
involved, since only trusted entities are issued pri-
vate keys.

These characteristics simplify the key management process;
however, such techniques do not yield strong security lev-
els as PKI-based solutions, and are limited to pairwise
communication [3], [8], [11], [15]. The identities are self-
constructed, and are then used as unique identifiers for
vehicles to authenticate them with the network. IBC schemes
generate less cryptographic overhead on communication
since certificates (i.e., credentials) are not sent at the time
of authentication. This, in turn, results in smaller message
sizes and improved transmission efficiency. In particular,
IBC authentication schemes leverage pseudonyms for con-
cealing the actual identity of vehicles, ensuring that the
private information of participants is preserved throughout
the authentication [219]. Such solutions help prevent several
attacks such as impersonation, modification, fake location
and replay.

A software-based authentication scheme, coined SPACF,
is proposed in [179] where the Cuckoo filter data structure
and the binary search method are exploited. SPACF alleviates
heavy dependency on a tamper-proof device (TPD) installed
in each vehicle. The adopted system model follows the
typical vehicular network architecture shown in Figure 15.
The TA acts as a registration center and communicates
with RSUs to distribute shared secrets including pseudo-
identities and passwords for vehicles; vehicles authenticate
with RSUs, and the TA through RSUs. RSUs perform batch
verification when a group of vehicles communicate with
each other using a group key. In batch verification, SPACF
leverages Cuckoo filter properties to verify hash values of
the signature and the message without the need of bilinear
pairings. For signature validation, SPACF employs two filters
(i.e., negative and positive) in an effort to reduce false
positive rate. If signatures are valid, they are stored in
the positive filter; otherwise, signatures are inserted in the
negative filter. Message overhead is thus reduced, and only
valid messages are extracted from a batch without discarding
it entirely. An elaborate assessment reveals that SPACF
attains low communication and computation overhead in
generating pseudonyms and verifying message signatures.
Furthermore, SPACF achieves important security objectives,
such as integrity, authenticity, traceability and revocability,
and also thwarts collusion attacks from a group of col-
luded vehicles and message replay attacks. Nevertheless,
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FIGURE 15: Typical architecture of vehicular networks.

the approach makes strong assumptions; for example, TA
and RSUs are never compromised. SPACF is also prone to
several other attacks, such as DoS, false information and
Sybil.

An anonymous and lightweight authentication protocol
based on smart card is presented in [180], where low-cost
cryptographic operations are employed for authentication
and validation of messages. In the proposed approach, ve-
hicles communicate with each other or with RSUs, and
RSUs communicate with the TA, which is responsible for
provisioning anonymous certificates and keys to all vehicles.
Smart cards generate anonymous credentials for vehicles and
are capable of changing passwords offline without having
to contact the TA. A formal security analysis proves that
unlinkability and anonymity properties can be satisfied while
withstanding several attacks, such as offline password guess-
ing, impersonation and RSUs’ compromise. In terms of per-
formance, the communication and computation overhead of
the protocol increases with the number of vehicles; however,
a low packet loss ratio is maintained with increasing number
of vehicles and communication range.

The work in [182] proposes an infrastructure-assisted
efficient authentication scheme relying on RSUs, which are
used to distribute security keys and pseudonyms for OBUs.
RSUs communicate over wired or wireless links with the
TA which issues vehicle certificates (Figure 15). Each RSU
uses a group key to encrypt and send messages to vehicles
in a specific area, while vehicles send messages to the
RSU for dissemination. In turn, RSUs verify the authenticity
and integrity of receiving messages and avoid propagating
redundant messages. Overall, the scheme prevents a number
of attacks, including Sybil, replay, message modification
and rogue RSU, while reducing computation overhead from
OBUs. Despite the security benefits, relying on RSUs for
multiple operations tends to add extra load on them, which
naturally leads to higher processing delays. In an effort to
relieve the computational load in RSUs, the authors in [196]
introduce a batch authentication scheme where RSUs can
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simultaneously authenticate a group of vehicle users in a
coverage region.

In a similar line, the authors in [183] propose two
lightweight anonymous authentication schemes for V2X
communication, utilizing a dynamic accumulator to manage
membership proofs. The first scheme is tailored to V2V and
employs a computation-outsourcing mechanism to prevent
resource bottleneck on OBUs during credential verifica-
tion. The second scheme is applicable to V2I and offloads
the verification process to the RSU. In both schemes, the
limitations in V2X communication, such as the stringent
latency requirements and resource-constraint features of ve-
hicle OBUs, were considered. The authors provide analytical
and experimental assessment and argue that computation and
verification outsourcing incurs less overhead to communi-
cation. However, both proposed schemes do not eliminate
computation- and communication-expensive bilinear pairing
cryptographic operations.

In [184], the authors introduce a hierarchical pseudonym
structure for V2V and V2I communications without having
to maintain inefficient CRLs. The hierarchical pseudonym
structure comprises primary and secondary pseudonyms. In
particular, Paillier non-deterministic encryption is specifi-
cally used by RSUs and the CA, while the rest of network
entities use ECC tools (i.e., ECIES for encryption and
ECDSA for the signature). The primary pseudonyms are
provided by a CA and then used by RSUs for vehicle au-
thentication. The secondary pseudonyms are issued by RSUs
upon request by a vehicle. Vehicles broadcast messages using
the secondary pseudonyms, and receiving vehicles verify
incoming messages by checking the RSU’s signature in the
sender’s secondary pseudonym. If a vehicle is found to
behave maliciously, then its true identity is revealed to the
revocation authority (RA) to revoke it from the network.
However, this approach does not ensure unlinkability and
requires the involvement of an RSU or CA to generate a
valid pseudonym. Additionally, since most of the processing
is offloaded to CA, a single-point-of-failure problem may
occur.

Related to [184], the work in [186] introduces a two-
factor lightweight privacy-preserving authentication scheme,
named 2FLIP. The 2FLIP scheme decentralizes the functions
of a CA to a local security center to reduce associated
workload. It first requires the driver’s biological password
and passes this information to a TPD embedded in the
OBU. Once authentication is completed, vehicles can use
the TPD to communicate with each other. The TPD per-
forms access revocation upon receiving commands from
the CA on malicious activity, and subsequently stops the
communication by rendering the vehicle unable to send
messages. Although 2FLIP satisfies most of the security
requirements, its heavy reliance on an ideal TPD hardware
requires further verification for its practical feasibility in real
deployments. The scheme also relies on a single system key
from the CA, which weakens the overall security if the CA
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is compromised. Both TPD and CA may potentially result
in single-point-of-failure problems.

Finally, the authors in [189] propose an efficient message
authentication scheme for LTE vehicular networks, which
relies on identity and ECC. The proposed scheme, named
ESMAV, achieves message authentication between a mas-
sive number of OBUs and the RSU, while providing sin-
gle message verification, batch messages verification, non-
repudiation and reduced signalling cost. ESMAV is able to
preserve privacy, and remains robust against various LTE-
based attacks, including impersonation, MitM, modification,
replay and redirection. The authors analytically demonstrate
that the security objectives of ESMAV are guaranteed, while
both communication and computation overhead, related to
batch verification, are kept in lower levels compared to
similar schemes. The overall latency performance of ESMAV
is also evaluated and shown to achieve low values in real
environments. However, ESMAV lacks mutual authentication
and incurs significant storage cost.

Attribute-based encryption. Attribute-based encryption
(ABE) constitutes an extended concept of IBC, where public
keys are defined in terms of attributes. In ABE, a user’s
keys and ciphertexts are labeled with sets of descriptive
attributes and a particular key can decrypt a particular
ciphertext only if there is a match between the attributes
of the ciphertext and the user’s key. This type of public-
key encryption has recently gained research interest in the
field of V2X security due to its characteristics of fine-grained
access control, expressive access policy and one-to-many
encryption [220]. However, decryption in ABE involves
extensive computing overhead, which increases linearly with
the number of considered attributes of the access policy.

A VANET framework based on attribute-based signature
is presented in [198] to ameliorate the overhead caused
by pseudonym/private key change or update in existing
solutions based on symmetric/asymmetric key and IBC prim-
itives. Their proposed scheme enables access control over
attributes and supports vehicle traceability and revocation
by a TA. To alleviate computational load in the vehicular
edge, the authors in [220] propose a parallel outsourced
decryption method for ABE, which can significantly improve
the speed of decryption. The total decryption time can be
reduced while the security level remains equivalent to the
original ABE scheme. An RSU-assisted ABE scheme using
blockchain is proposed in [221], aiming to reduce the com-
putational load at vehicles and achieve fine-grained access
control. A detailed security proof shows that the proposed
outsourced encryption scheme is secure, while transactions
recorded on the blockchain maintained between RSUs can
be used for traceability and auditing. The combination of
ABE with blockchain for IoV is also presented in [222] to
strike a balance between privacy preservation and availability
of information. Finally, an ABE-based security policy en-
forcement method for VANETS is presented in [200] which
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TABLE 7: Overview of physical layer security techniques applied in V2X

Paper Methodology Attack/Threat | Connectivity Key remarks and limitations

type mode(s)

[223] Moving relay concept, Eavesdropping, V2X Moving relay in conjunction with non-orthogonal spectrum shar-
Non-orthogonal spectrum Jamming ing improve the ergodic sum secrecy capacity. The signal-to-noise-

sharing ratio of eavesdroppers is deteriorated due to vehicle penetration loss.
Security|reliability tradeoff needs to be carefully optimized.
[224] Adaptive resource Eavesdropping, V2X The proposed proactive framework chooses adaptively the most-suited
allocation, Artificial noise Jamming, security mechanism by utilizing radio environment, user condition
injection with Spoofing and V2X application requirements information. Sensitivity to channel
multi-antenna approaches, reciprocity and estimation mismatch errors.
interference alignment

[225] Maximal ratio combining Eavesdropping V2l The joint impact of antenna correlation and imperfect channel infor-
mation on the outage and secrecy outage probability reveals that it is
advantageous to have exponentially correlated branches at the legitimate
receiver side and uniformly correlated branches at the eavesdropper side.
Secrecy performance is affected by high velocity values.

[226] Cooperative relaying Eavesdropping V2N, V2V Joint impact of fading parameters and relay positions on the secrecy
outage probability is investigated. Secrecy outage probability perfor-
mance is shown to degrade with increasing vehicle speed.

[227] Secrecy capacity Eavesdropping V2v Average secrecy capacity is evaluated taking into account the effects
performance analysis with of fading, path loss and eavesdropper location uncertainty. The study
unknown exact distance for highlights the importance of considering the location uncertainty of an

the eavesdropper link eavesdropper while designing secure V2V systems.

[228] Cooperative relaying Eavesdropping V2l Better secrecy outage probability is achieved when the predefined
secrecy rate threshold is low. A shorter relay-eavesdropper link degrades
the system secrecy performance.

[229], IRS-based relay, IRS-based Eavesdropping VANET, Secrecy capacity performance is improved with the use of IRS. Average

[230] access point Vv2v secrecy outage probability decreases with increased transmit power or
increased number of IRS elements. Results further show the impact
of the IRS location and size on the relay-based VANET. Doubling
the number of RIS cells results in less impact on the average secrecy
capacity, as compared to the influence of the source power.

[231] Angle-of-arrival estimation Location V2X The scheme makes use of the information contained in beacon messages

to verify the message spoofing, to validate the claimed GPS location information with the angle-of-
originator location Position arrival information obtained at the physical layer. The RSU should
falsification accept beacon messages that are received only when the moving vehicle
is within a threshold from the expected angle-of-arrival. Calibration of
the angular signature matrix based on real measurements is needed to
achieve accurate estimation under dynamic vehicular conditions.
considers various road situations as attributes for access to provide data confidentiality through several mechanisms

control and secure group data transmission. Their scheme
is shown to be adaptable to highly dynamic environments
and ephemeral vehicular connectivity, by properly changing
encryption keys with a dynamic attribute set.

B. Physical Layer Security

The management and maintenance of key-based crypto-
graphic primitives are challenging, particularly in highly
dynamic, decentralized and heterogeneous environments like
those encountered in V2X communication. In addition,
computation/communication overhead and the increasing de-
mand to use longer security keys constitute key concerns
in cryptographic approaches [223]. While security has tra-
ditionally been implemented at the higher, logical layers
of communication networks, physical layer security (PLS)
leverages the innate physical properties of radio propagation
to provide certain types of security. In particular, diffusion
and superposition of transmitted signals can be exploited
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that degrade the ability of potential eavesdroppers to gain
information about confidential messages. In this context, PLS
schemes have been identified as non-cryptographic security
solutions that can complement cryptographic primitives.

The fundamental hallmark of PLS constitutes the
ability to exchange confidential V2X information
over the shared wireless medium in the presence
of unauthorized eavesdroppers, without relying on
higher-layer message encryption.

PLS can be either achieved by properly designing transmit
coding strategies without the need for an encryption key
(key-less PLS) or via the generation of symmetric secret
keys at the physical layer without the overhead of public
key encryption (key-based PLS). Key-less PLS is based on
information theory principles and the pioneering works of
Shannon [232] and Wyner [233]. It leverages the secrecy
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capacity concept, which characterizes the maximum secure
transmission rate between legitimate nodes without leakage
of information to an eavesdropper. On the other hand, key-
based PLS [234], [235] extracts keys from a common source
of randomness (i.e., the wireless channel) which varies
in time, space and frequency. Key-based PLS relies on
channel reciprocity assumption and a common approach to
accomplish it, is by processing the received-signal-strength
indicator (RSSI) [236].

In related literature, PLS mechanisms emerge as an
effective approach that can exploit the dynamic features
of wireless communication to secure V2X links between
legitimate nodes [237]. The inherent random characteris-
tics of the propagation channel, i.e., interference, multi-
path fading and noise, in conjunction with advanced signal
processing techniques can be exploited to limit the amount
of information inferred by a malicious receiver. Various
approaches for achieving PLS have been proposed, including
cooperative relaying [238], artificial noise (AN)-aided beam-
forming [239] and cooperative jamming [240]. An overview
of PLS schemes applied in V2X security is presented in
Table 7. It is worth noting that a common consideration
of these mechanisms is the reliance on accurate channel
modeling, which may be challenging to achieve in practical
V2X setups.

The authors in [224] introduce a proactive V2X secu-
rity framework which utilizes information about the ra-
dio environment and application requirements to provide
diversified PLS solutions via a software-defined platform.
The framework employs AN injection with multi-antenna-
based schemes at the transmitter to protect information from
eavesdropping, and interference-alignment techniques at the
receiver to combat jamming. Considering a legitimate V2I
communication link under the presence of a passive mobile
eavesdropper, the authors in [225] derive analytical expres-
sions for the secrecy outage rate and reveal useful insights on
the joint effect of vehicle mobility and antenna correlation
on the secrecy performance. A detailed assessment of the
impact of mobility on PLS is conducted in [241] where the
authors devise a general analytical framework to evaluate
the secrecy capacity and propose two types of secrecy-
improvement strategies.

A relevant study is performed in [226] for a relay-based
highway scenario. Assuming a fading channel specifically
tailored to a V2X environment, the authors study the joint
impact of fading parameters and relay positions on the
secrecy outage probability. In an effort to highlight the
importance of the eavesdropper’s location uncertainty in the
design of secure V2V systems, the authors in [227] derive
closed-form expressions for the average secrecy capacity
when the exact location of the eavesdropper vehicle is
unknown due to mobility and eavesdropper’s intention to
hide its exact position. The detrimental effect of a mobile
passive eavesdropper vehicle in the PLS performance is
evaluated in [228] for a cooperative vehicular network where
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a mobile amplify-and-forward relay vehicle assists the V2I
legitimate link.

The emerging paradigm of intelligent reflecting surfaces
(IRSs) has recently attracted significant research attention
as a means to achieve PLS through the control of the signal
characteristics [242]. By leveraging the tuning capabilities of
IRS elements (e.g., phase shifts), the reflected signal by IRSs
can be added constructively or destructively with the non-
reflected signal at the legitimate vehicle or eavesdropper for
signal enhancement or cancellation, respectively. Compared
to other PLS techniques, such as jamming with AN and
multi-antenna beamforming [237], [243], [244], IRS-aided
secure communication has been shown to achieve superior
secrecy rate performance when the channel of the legitimate
link and that of the eavesdropping link are spatially highly
correlated [245], [246]. The authors in [229], [230] consider
two different IRS-enabled vehicular scenarios to demonstrate
the applicability of IRS technology: i) a VANET scenario
with an IRS-based relay deployed on a building; and if)
a V2V network model where the source employs an IRS-
based access point (for transmission). Their analysis reveals
the gains in terms of secrecy capacity performance when
employing IRSs as well as the impact of IRSs’ location and
size.

Recent works on IRS-enabled PLS have focused on the
joint optimization of IRSs and conventional approaches, e.g.,
transmit beamforming and AN injection at the BS, to en-
hance the secrecy performance [242], [247]-[250]. In [251],
the authors investigate the joint transmit beamforming with
AN and IRS reflect beamforming in an IRS-assisted secrecy
communication system. Simulation results reveal that in-
corporating jamming or AN can be an effective means to
enhance the secrecy rate performance, especially when the
transmit power is high and/or the number of eavesdroppers
increases.

Since PLS techniques essentially operate independently
of the higher layers, they can be used in conjunction
with already existing security methods to enhance secu-
rity performance. In certain cases, cryptographic primitives
are still required together with PLS schemes to provide
important security properties like traceability, unlinkability
and unobservability. In [236], the authors introduce two
channel-assisted authentication schemes based on RSSI val-
ues which can complement cryptographic mechanisms, e.g.,
hash-based MAC. Both schemes exploit the spatial diversity
and channel reciprocity to identify non-legitimate users. The
work in [231] proposes a physical layer-assisted message
authentication scheme which complements the conventional
PKI authentication procedure in V2X. The proposed scheme
utilizes the receiving signal’s angle-of-arrival (AoA) infor-
mation to cross-verify the reported location information and
mitigate the risk of location spoofing and falsifying attacks.
Experimental results show that security gains come with no
extra communication, bandwidth or transmit power overhead
as opposed to upper-layer security solutions. However, the
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consistency check for location verification at the receiver
could add extra computation overhead in highly dense V2X
scenarios.

C. Privacy Preservation

Ubiquitous vehicle connectivity increases the chances of
compromising privacy and leaking sensitive private informa-
tion to the outsiders. There exist various adversarial attacks,
such as eavesdropping, traffic analysis and location tracking,
which may try to extract the owner’s identity and track
the trajectory of a vehicle [7], [252]. In the scope of V2X
applications, vehicles broadcast safety messages periodically
(typically every 100 ms to 500 ms [34]), including in-
formation about location, speed and direction. A potential
information leakage can thus lead to severe privacy issues,
e.g., location information of a vehicle can be linked to its
driver/owner [253].

Privacy preservation resides in protecting both iden-
tity and location information of vehicles.

To preserve privacy, untraceability and unlinkability proper-
ties need to be satisfied by privacy solutions; untraceability
implies that a vehicle’s actions should not be traced and
unlinkability suggests that linking a vehicle’s identity with
that of its driver/owner should be impossible for an unau-
thorized entity. However, linkability should only be allowed
to authorized parties in case of liability issues.

For privacy protection, the 3GPP TS 33.501 [66], ETSI
ITS [44] and IEEE 1609.2-2016 [43] standards propose to
employ pseudonyms to relate vehicles, i.e., a vehicle is
assigned a base identity while hiding its true identity for ser-
vice access. Such pseudo-identities can be self-constructed
or chosen by a central entity, such as the V2X service
provider or the TA. Pseudonyms are usually short-lived and
often changed by vehicles to prevent being tracked [44],
[45]. A vehicle’s true or permanent identity should only
be observable by properly authorized parties. In addition,
it should not be possible to infer a vehicle’s true identity
from its network traffic. Many V2X security solutions, e.g.,
anonymous authentication schemes [179], [180], [183], have
utilized pseudonyms to preserve privacy of vehicles. The use
of anonymous credentials at the time of authentication helps
withhold any identifying information from the observer, e.g.,
a service provider or an attacker. That, in turn, achieves
unlinkability since different uses of the same credential
cannot be easily linked or distinguished by the observer or
attacker [182].

ETSI ITS and IEEE 1609.2 standards recommend PKI-
based security solutions which employ pseudonyms for pri-
vacy protection. At the time of registration, the PKI system
issues several pseudonym certificates for a vehicle to achieve
a reasonable level of privacy. For example, a registered
vehicle in the SCMS [?] receives a batch of 20 (at minimum)
pseudonym certificates at once from the CA with a validity
of a week per certificate. Vehicles often change certificates
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within the batch, to avoid tracking while communicating.
However, the allocation of a batch of pseudonym certificates
per vehicle has become one of the key challenges for
efficient certificate revocation of malicious vehicles whilst
preserving privacy from internal attackers. The rate at which
pseudonym certificates should change is also questionable.
In this context, the work in [191] studies the effectiveness of
changing pseudonyms based on the mix-zone concept [254].
The authors demonstrate through simulations that frequent
change of pseudonyms results in increased privacy, but a
higher frequency of change adds extra cost to the system
through cryptographic operations.

Although the change of pseudonyms addresses location-
tracking threats, it is still possible to link old and new
pseudonyms of a vehicle. This allows an attacker to trace the
entire trajectory of the vehicle between two locations [255].
On this basis, two solutions can be identified in [192], [194]
which aim at mitigating such movement-tracking attacks. In
particular, [192] proposes a cryptographic mix-zone (CMIX)
protocol to achieve location privacy. All legitimate vehicles
share the same secret key in a mix-zone, but public keys
are changed only when a vehicle switches between zones.
The vehicles obtain the secret key from the RSU of a
mix-zone, and encrypt their messages with this key while
located within the zone. In this way, location privacy can be
preserved. Moreover, the authors show through simulations
that unlinkability of mix-networks is generally high, but
becomes relatively low within individual mix-zones.

In [193], a chaff-based CMIX scheme is introduced to
improve privacy under varying traffic conditions and during
low traffic periods. The chaff-based CMIX introduces fictive
CAMs that are generated and signed with the private keys of
chaff pseudonyms, minimizing the chances of compromising
a legitimate vehicle by linking its old and new pseudonyms.
RSUs are deployed at road intersections to create encrypted
mix-zones for private pseudonym change, and Cuckoo filter
is utilized to preserve the functionality of safety applications
and correctly identify chaff messages. Compared to original
CMIX [192], the authors demonstrate through simulations
that privacy protection can be enhanced up to 76% under
realistic traffic conditions. Even though encryption may
conceal the content of CAMs within CMIX, the physical
layer properties of radio signals cannot be obfuscated using
encryption, and may potentially lead to external eavesdrop-
ping attacks [256].

The authors in [194] propose a solution for location
privacy, where vehicles use a random silent period between
pseudonym update. The vehicle’s anonymity can be further
enhanced by creating groups and applying extended ran-
dom silent period. A vehicle in a group is not allowed to
listen to pseudonyms from another group; thus, location
privacy can be preserved with unlinkability. Nevertheless,
silent periods are undesirable for safety applications which
rely on periodically broadcast messages. A relevant work
in [195] presents an anonymous group message authen-
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tication protocol to achieve trajectory privacy of vehicles
in LTE-based group communication. The incorporation of
batch verification minimizes the overhead on vehicles, with
no need to perform verification for every single message.
In addition, the protocol uses ECC, zero-knowledge and
bilinear pairing cryptographic operations to guarantee the
trajectory privacy of a vehicle. The authors conduct a
theoretical analysis of security objectives and show that
the protocol satisfies confidentiality, integrity, accountability
and trajectory-privacy properties. Higher gains in terms of
computational performance are attained using the batch
verification compared to single verification. However, the
protocol lacks mutual authentication, incurs non-negligible
computational overhead through cryptographic operations,
and poses burdens on managing vehicle groups.

Recent surveys in [15], [108], [257] review the current
advances in privacy-preserving techniques for V2X com-
munication and highlight that anonymous authentication
with anonymous credentials can be widely accepted for use
by V2X actors when accessing V2X services. Anonymous
credentials are initially assigned to vehicles by V2X service
providers at the time of registration. Subsequently, creden-
tials are checked for ownership at the time of access to
services. Existing surveys further discuss that group signa-
tures [258] or pseudonyms can be used as anonymous cre-
dentials during the authentication stage. In group signature-
based schemes, a group of vehicles can sign messages using
their group private-keys while keeping anonymous in the
group. The recipient can then verify the validity of a group
signature using the group public key, but the receiver cannot
trace back to the sender. However, the signature can be
revealed by the group head if necessary. Such anonymous
schemes have been applied to achieve conditional privacy in
V2X; a vehicle’s privacy is protected as long as no malicious
activity is executed by that vehicle. In such case, the real
identity of a vehicle shall be revealed by the authority.

Although identity privacy can be realized by employing
pseudonyms, pseudonyms alone are not sufficient to entirely
preserve location privacy [15]. As a solution, differential-
privacy techniques have been used to effectively achieve
location privacy in location-based services (LBSs). Differ-
ential privacy can be regarded as a method that does not
reveal whether an individual’s record is present or not over an
aggregate dataset. This can be achieved by adding a random
noise into the dataset. The work in [197] propose a privacy-
preserving LBS framework based on differential privacy,
which protects vehicle’s location privacy while still being
able to access V2X services from edge servers. Nevertheless,
offloading data filtering to the edge server can result in
security issues if the server is compromised or eavesdropped
by attackers. Diverse V2X applications also require different
levels of privacy and service quality; thus, the effective-
ness and efficiency of such schemes cannot be entirely
guaranteed. In this setting, k-anonymity, spatial cloaking,
caching, and dummy locations, have been identified as ways
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to preserve location privacy at the expense of location
accuracy [15]. This, in turn, further confirms that there is
always a trade-off between the accepted level of privacy and
achieved service quality.

D. Lessons Learned

As described in Sections IV-A and IV-C, the use of prede-
fined authentication, integrity protection and timestamps ren-
ders V2X technology robust, to efficiently mitigate the sever-
ity of Sybil, spoofing (e.g., replay or MitM) and DoS attacks.
The baseline requirements of V2X information security, e.g.,
availability, authenticity and integrity, can be achieved using
cryptography-based approaches. Although the major stan-
dards developing organizations (e.g., IEEE, SAE and ETSI)
have converged to the use of digital signatures and PKI,
there is a lack of practical evaluations and benchmarking for
V2X applications [18]. We note in related literature several
works [45], [171], [209], [210] on experimental assessment
(e.g., prototype/testbed, simulation) of vehicular PKI; how-
ever, such evaluations have been performed under limited
operating conditions. Particularly, large-scale and real-world
effects cannot sufficiently be modelled on prototype/testbed
or simulation environments.

Fundamental trade-offs among various aspects,
such as per-message-based verification, on-demand
verification and complexity, as well as computation-
heavy operations render PKI vulnerable to threats
and/or not ideal for mission-critical V2X applica-
tions.

Decentralized PKI architectures [172], [173] have been
proposed to address scalability and interoperability issues;
however, such approaches often suffer from trust issues.
Symmetric key protocols have also been introduced to al-
leviate heavy computation operations and infrastructure de-
pendence through broadcast authentication protocols [175],
[176]. Nonetheless, high delays between message arrival and
message authentication limit their applicability in safety-
critical V2X scenarios. The distribution of large CRLs and
pseudonym changing strategies are still open issues that
deserve further investigation [44], [45]. The applicability of
PLS as a complementary solution to cryptographic prim-
itives constitutes an active area of research. As discussed
in Section IV-C, frequent or random pseudonyms changing
strategies may not be sufficient to prevent entirely location
tracking, since the attacker may correlate pseudonyms and
location information [193]. Most of the existing proactive
security solutions studied in Section IV are also prone to high
computation and delay overheads. In addition, cryptography-
based techniques are ineffective against adversarial attacks
from rogue insiders.

An analysis of the energy consumption and computa-
tion cost required by cryptographic solutions constitutes
an important topic for consideration. Deriving qualitative
relationships between cryptographic algorithms and energy
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requirements would offer design guidelines for greener con-
figurations and optimization of resulting tradeoffs. However,
energy consumption models and computational cost anal-
yses are scarce in available literature pertaining to V2X
cryptographic countermeasures. Our thorough review of the
available works reveals that aspects related to the energy
requirements of encryption and hashing algorithms are often
overlooked or neglected, even if the emerging trend is to
explicitly consider their impact as well. Instead, the primary
focus lies on the detection performance of the proposed
methods/models/algorithms, as well as on their impact on
V2X network performance (e.g., latency). On the other
hand, there may be intrinsic difficulties in measuring power
drains in a non-invasive manner and deriving mathematically
tractable models. Achieving precise understanding of how
the different hardware and software components contribute to
energy drains remains an open research problem, especially
due to heterogeneity of V2X implementations.

V. Reactive Security in V2X Communication

Proactive security solutions may fall short in effectively
protecting V2X communication from rogue insiders. There-
fore, reactive approaches are considered an essential second
layer of security that can compensate for the shortcom-
ings of proactive approaches. Reactive security approaches
include signature-based, anomaly-based and context-based
methods [201]. Their common underlying characteristic is
that they verify whether the received information conforms
to normal system/protocol operation. Key characteristics for
each of these reactive methods are briefly described in the
following.

Signature-based approaches detect attacks by comparing
network traffic to known signatures of attacks [259]. Such
detection requires an attack database with a predefined set
of signatures or rules to scan the network traffic and update
signatures/rules if signatures are modified or new attacks
appear. Thus, signature-based schemes are typically limited
to known attacks and are unable to detect zero-day attacks.
As the name implies, zero-day attacks exploit vulnerabilities
that are unknown to the public community [260]. These
attacks are difficult to analyze as information is not available
until an attack is uncovered.

Anomaly-based detection relies on the comparison of re-
ceived information with normal system behavior; any devia-
tion from normal behavior is recognized as an attack [261]—
[263]. Importantly, this type of detection requires the defini-
tion of normal operational behavior. For example, statistics-
based anomaly detection performs a statistical analysis on
the received information to check whether it reaches any
predefined threshold level. If a threshold level is reached,
the detection system triggers a warning signal for an ongo-
ing attack. Anomaly-based techniques can detect previously
unknown (i.e., zero-day) attacks; however, the drawback of
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such approaches resides in the complexity of defining normal
system behavior. In addition, anomaly-based attack detection
usually tends to generate false alarms (false positives).

Context-based techniques leverage intrinsic properties of
V2X communication and safety applications. In these meth-
ods, each vehicle collects information from available sources
in its vicinity and creates an independent view of the current
system status and its local environment [264], [265]. In this
way, a vehicle can autonomously evaluate the content (e.g.,
speed, origin and position) of a received message. Three
context verification types, i.e., position information, timing
information and application context-dependent, are defined
in [201]. Such verification checks allow a fast analysis of
exchanged messages based on their rudimentary and simple-
to-execute principles. However, the lack of a global view
may limit the identification of sophisticated attacks while
autonomous decisions may often be imprecise.

In what follows, we describe the threat model for reactive
security concepts (Section V-A) and we elaborate on the use
of reactive security mechanisms for detecting misbehavior
in V2X communication (Section V-B). An in-depth review
of misbehavior detection methodologies is also provided.
We highlight that even though anomaly-based and context-
based approaches are primarily orthogonal, the combination
of both can be used for misbehavior detection, as shown in
Figure 12.

A. Threat Model

With the wide deployment of V2X systems in the form
of C-ITS or VANETSs, an attacker may exploit system
vulnerabilities and get physical access to a legitimate vehicle.
In other cases, the attacker acquires credentials to interact
with other legitimate entities in the network. Such attackers
are identified as insiders (as defined in Section III-B) and are
capable of launching safety-critical attacks such as false data
injection, DoS, replay and Sybil [146], [266]. For instance,
if the attacker is able to access the key material kept in
a regular storage unit of a vehicle, then the compromised
content can be easily distributed to other devices to generate
arbitrary messages (e.g., false alarms) with valid signatures.

B. Detecting Misbehavior

The widely used definition for misbehavior in the liter-
ature [101], [107], [267], [268] refers to the case when
an entity transmits incorrect or erroneous data while both
hardware and software are functioning as expected. If a
node deviates from the expected behavior and transmits
false information with malicious intent, it is identified as a
malicious node or an attacker. On the other hand, any node
that generates incorrect or erroneous data with no malicious
intent is considered a faulty node [201], [269], [270]. Faulty
behaviors are usually related to sensor malfunction that
could be either attributed to bugs in the software module
or physical damage. For example, a node may transmit -
50 degrees of Celsius as the current temperature due to an
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erroneous temperature sensor [267], or a vehicle may share
incorrect location information because of a malfunctioning
GPS device. However, these definitions have not been consis-
tently used across all works in related literature; thus, in this
paper, we resort to the definition of misbehavior detection
as identifying V2X entities with malicious intent.

This section focuses on security approaches that can
effectively detect behavior of rogue insiders and possible
attacks that may originate from them.

Those approaches are collectively referred to as
misbehavior detection in V2X, and can complement
proactive V2X approaches as an essential second
layer of security.

For example, an authenticated legitimate vehicle can act
selfishly or maliciously to achieve personal objectives (e.g.,
send false messages to create a non-existent traffic jam).
Selfish or malicious behaviors are difficult to detect and
contain, since those nodes may change their behavior in-
telligently in an on-off fashion [267]. Widely used cryp-
tographic security techniques are, in principle, unable to
detect rogue behavior of an insider [271]. In particular, PKI-
based proactive solutions usually provide authentication,
integrity and non-repudiation, which reduce attack surfaces
by restricting outsider attackers. However, such solutions
cannot distinguish dishonest vehicles from honest ones;
thus, the trustworthiness of exchanged information cannot be
guaranteed [272]. In addition, current ETSI ITS and IEEE
1609.2 standards do not support misbehavior detection and
reporting [273].

A taxonomy of misbehavior detection mechanisms into
two main classes, i.e., entity-centric and data-centric, is
shown in Figure 12. Entity-centric mechanisms primarily fo-
cus on identifying misbehaving nodes and typically employ
monitoring over time (e.g., past behavior and interactions
with other participants) in order to ascertain its trustwor-
thiness. The trustworthiness of a node can be measured
by analyzing its forwarding behavior, including checks for
packet transmission rates (e.g., CAM/BSM), checks for cor-
rectly formatted messages (e.g., DENM/BSM warnings), and
checks for send/receive packet ratios. Instead, data-centric
mechanisms specifically focus on verifying the correctness
of received information regardless of the sender and its
associated trustworthiness. Although both entity-centric and
data-centric detection mechanisms are primarily orthogonal,
many researchers often propose the use of a combination of
both. Meanwhile, Table 8 summarizes the key characteristics
of the existing solutions for misbehavior detection.

1) Entity-centric Detection

Entity-centric mechanisms for misbehavior detection can be
further classified into two categories: i) behavioral and i)
trust-based.
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Behavioral schemes, as the name suggests, analyze pat-
terns in the behavior of specific nodes at a protocol level.
These mechanisms specifically focus on node-related as-
pects, including message volumes, send/receive packet ratios,
or correct message formats, among others. For example, the
concept of a watchdog system for intrusion detection in self-
organizing ad-hoc networks has been used in [298], where
each node monitors information at the routing level to verify
whether neighbor nodes forward the messages correctly.

On the other hand, trust-based schemes employ trust-score
assessment to evaluate a node’s trustworthiness, assuming
that the majority of network nodes are honest. Trust-based
mechanisms often use an infrastructure-based CA to remove
malicious nodes, which simplifies the revocation process.
Behavioral schemes generally operate locally on a vehicle,
whereas trust-based schemes operate in a distributed and
collaborative fashion among vehicles and RSUs [299].

In what follows, a literature review on entity-centric
detection mechanisms is presented per category.

a) Behavioral: The work in [274] evaluates the usefulness
of a traditional watchdog mechanism for detecting selfish
nodes and malicious attackers in V2X. Watchdog mecha-
nisms are, in principle, capable of coping with the detection
of routing disruption attacks, such as DoS, black hole and
gray hole. The black hole attack causes packet drops by
distributing forged routing information. The gray hole is a
special case of the black hole attack, in which the attacker
selectively drops packets. The gray hole attacker forwards
control packets but selectively drops only the data pack-
ets of a selected application [10]. The proposed watchdog
mechanism assumes that V2X routing is standardized, and
a vehicle’s behavior is predictable by another neighboring
vehicle. Each vehicle uses a trust level towards a neighbor
to determine malicious behavior. The trust level measures
the ratio between the packets sent to the neighbor and the
packets effectively forwarded by the neighbor. Packets may
be dropped due to a collision and/or an attack; therefore, a
tolerance threshold is used to measure acceptable packet loss
levels. If a vehicle drops packets frequently and exceeds the
watchdog threshold, it is considered malicious. Evaluation of
detection performance reveals that finding a global threshold
for misbehavior detection can be difficult.

Another work presented in [276] aims to detect malicious
vehicles that drop or duplicate packets at application level.
The detection approach uses a cluster-based monitoring
where a set of trusted vehicles in the cluster, called verifiers,
monitor the behavior of every vehicle joining the cluster. All
verifiers monitoring a node reside within the communication
range of the cluster head (the most trusted node within
the cluster) and send monitoring reports. If a vehicle drops
or duplicates packets, its distrust value (trust indicator)
increases. The vehicle is reported to CA by the cluster
head as malicious if its distrust value becomes higher than
a tolerable threshold. Consequently, malicious vehicles are
blocked by CA and remain isolated from other vehicles.
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TABLE 8: Summary of reactive security mechanisms with their key characteristics

Paper Methodology Attack/Threat Connectivity | Communication Validation Major limitation(s)

type mode(s) technology technique(s)

[274]] An IDS  monitoring Routing V2V TEEE 802.11p Testbed Difficulty in finding a global thresh-
all network traffic of | disruptions (DoS, emulation old for detecting misbehaving ve-
neighbors at  routing | Black hole, Gray (Castadiva hicles. False positives due to high
protocol level (network hole) testbed [275]) mobility of nodes and collisions.
layer) in promiscuous
mode (Entity-centric).

[276] | Application-level ~packet MitM (packet V2V, V21 N/A Theory, Vulnerable to colluding Sybil at-
monitoring algorithm via drops, packet Simulation tacks. Lacks trust evaluation under
a set of trusted nodes duplicates) (N/A) high mobility and high density.
(verifiers) in a cluster of
vehicles (Entity-centric).

[277] | Physical Tayer radio in- Jamming, DoS V2V, V2I 1EEE 802.11p Theory, Evaluation Timited to low-speed ve-
ference model based on Simulation hicular scenarios. Detection accu-
computing correlation be- (NS-2 [174], racy decreases at high vehicle den-
tween the reception er- SUMO [178]) sity.
ror and correct reception
times (Entity-centric).

[I58] | Study of the impact of Jamming V2V TEEE 802.11p Field trials Evaluation is under the assumption
radio frequency jamming (WAVE) that the jamming attacker’s pres-
through implementations ence is detectable.
of different jamming pat-
terns under IEEE 802.11p
with an SDR platform
(Entity-centric).

[278] | Statistical network traf- Jamming, DoS V2V TEEE 802.11p Simulation Simulation does not involve realis-
fic analysis with window- (ITS-G5) (MATLAB) tic traffic conditions. Detection ac-
based discrete sequences curacy decreases when platoon ex-
mining (Entity-centric). pands.

[279] | Trust evaluation fusing | MitM, false data V2V, V2I IEEE 802.11p Simulation Prone to trust manipulation by
multiple evidence using injection (Glo- colluding attacks. Communication
theory of belief functions. MoSim [280]) overhead increases with increasing
Recommendation trust number of vehicles.
using collaborative
filtering  (Entity-centric
and Data-centric).

[281] | Reputation update using Tmpersonation, V2V, V2N 5G V2X Simulation Difficulty in finding a threshold
weighted sum. ECC cryp- Identity (N/A) value for reputation score. Reputa-
tography for secure mes- revealing, tion update is exploitable by collud-
sage authentication and Modification, ing attackers.
batch verification (Entity- Replay
centric).

[282] | Multi-source information False data V2V TEEE 802.11p Theory, Difficulty in finding a balance to
filtering for event detec- injection, MitM, (DSRC) Simulation minimize false positives and false
tion with a threshold curve Sybil (NS-2 [174]) negatives. Extra delays from filter-
and certainty of event ing.
curve (Entity-centric and
Data-centric).

[283] [ Trust establishment DoS/DDoS V2V IEEE 802.11p Simulation Stealthy attackers may bypass the
through direct trust and (NS-2 [174], detection and remain undetected by
indirect trust calculation VanetMo- manipulating trust values.
by each vehicle (Entity- biSim [181])
centric).

[284] | Trust evaluation of False data V2V IEEE 802.11p Theory, Privacy is not addressed. Applica-
messages with extended injection (DSRC/WAVE) Simulation bility is limited to highway scenar-
Kalman filter and Chi- (MATLAB) i0s.
square test (Entity-centric
and Data-centric).

[285] | Mobility data verification False data V2V TEEE 802.11p Field trials Allows tracking vehicle
with Kalman filter (Entity- injection (ITS-G5) (sim™[286]) movements. Vulnerable to tracking
centric and Data-centric). pseudonyms.

[287] | Similarity measure of Sybil V2V IEEE 802.11p Field trials, Attacker may bypass the detection
(Z-score normalized) (DSRC) Simulation utilizing more than one radio, or
RSSI time-series using (NS-2 [174]) modifying transmission power.
dynamic time warping
distance (Data-centric).

Continued on next page.
38 VOLUME ,

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Open Journal of the Communications Society. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/OJCOMS.2023.323%&!1; oc
=OM20C  Communications Society

IEEE Open Journal of the

Paper Methodology Attack/Threat Connectivity | Communication Validation Major limitation(s)

type mode(s) technology technique(s)

[288] | Position plausibility Position V2V TEEE 802.11p Simulation Advanced attacker may bypass
checks using RSSI falsification (DSRC) (VeReMi) plausibility checks by obfuscating
information in  BSMs physical layer properties. Real-time
(Data-centric). access to RSSI distributions may

not always be feasible.

[289] | Sensor-based position ver- Position V2V IEEE 802.1Ip Simulation Autonomous standalone detection
ification by calculating a falsification (NS-2 [174]) cannot fully detect falsified location
trust value with weights information.
per observation towards
neighbors (Entity-centric
and Data-centric).

[290] | Physical position Position V2V IEEE 802.11p Simulation Privacy issues in clustering vehi-
verification using  on- falsification, (DSRC) (N/A) cles. High vehicle density and trans-
board radar and GPS Sybil mission range impact detection la-
measurements. Virtual tency.
position-based cells to
cluster vehicles with a
leader to verify positions
(Data-centric).

[T46] | Traffic warning messages TMTusion V2V, V2I N/A Model Lacks network assessment to an-
verification based on plau- validation alyze effectiveness. Limited attack
sibility validation network (PVN) detection with a pre-defined rule
with pre-defined set of set.
rules (Data-centric).

[291] | Behavioral analysis with False data V2V N/A Conceptual Lacks network performance assess-

plausibility checks with injection, Sybil framework ment. Relies on an honest majority.
positive/negative  ratings
and  trust  evaluation.
Exponentially ~ weighted
moving average is used
for categorization (Data-
centric).

[292] | Mobility verification False data V2V IEEE 802.1Ip Simulation Vulnerable to collective perception
based on plausibility injection (ITS-GS) (Veins [185], fabrication and Sybil attacks. Fea-
checks with Kalman filter SUMO [178]) sibility is limited due to collective
and collective perception perception messages.
messages (Data-centric).

[293] | Cooperative position ver- Position V2V IEEE 802.11p Simulation Relies on an honest majority.
ification by exchanging falsification (NS-2 [174])
information with neigh-
bors, including extra ver-
ification such as map-
based and maximum ve-
hicle threshold (Entity-
centric and Data-centric).

[265] | Cooperative position veri- Position V2V IEEE 802.11p Simulation Fixed thresholds vulnerable to
fication with local sensors falsification (NS-2 [174], spoofed location attacks. Spoofed
and exchanged position Daimler- beacons by colluding attackers can
information with neigh- Chrysler reduce trust values of legitimate
bors (Entity-centric and FARSI [294]) vehicles. Relies on an honest
Data-centric). majority.

[295T | Consistency-based infor- Replay, False V2V IEEE 802.11p Simulation Difficulty in finding a threshold du-
mation verification con- data injection, (MMTS [296]) | ration for detection decision. Sybil
structing neighbors’ lo- Sybil attacks with short duration may by-
cation data table based pass the detection.
on time intervals (Data-
centric).

[297] | Behavior analysis  of False data V2V N/A Simulation Execution time and memory con-
neighbors using  rule- injection (N/A) sumption increase at high vehicle
based data mining with density. Lacks an evaluation on de-

Itemset-tree structure and
association rules (Data-
centric).

tection rate and latency.

Moreover, the warning messages from the cluster head to
CA are encrypted using hash-based MAC and the symmetric
cluster key. However, the detection approach is susceptible
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to colluding Sybil attacks, while its feasibility is limited in
high-mobility and high-density V2X scenarios.
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The authors in [277] propose a behavioral mechanism for
the detection of jamming-based DoS attacks. The approach
considers that the attacker selectively transmits jamming
signals to avoid being detected. The proposed model is based
on analyzing patterns in radio interference and statistically
calculating the correlation between the reception error and
correct reception times of transmission. If the resulting corre-
lation coefficient is unusually high, the wireless medium can
be considered jammed. Simulation results confirm that the
correlation coefficient is higher in the presence of jamming
than when regular signal reception occurs. However, the
correlation coefficient gradually decreases in high-density
scenarios, and the evaluation is based on low-speed vehicles;
thus, applicability is limited only to specific V2X scenarios
(e.g., urban areas).

The work in [158] discusses various jamming attack types
and evaluates their impact under different scenarios, such
as an open-space road and a crossroad in dense buildings.
The authors implement various jamming attack patterns
(e.g., constant, random, reactive and pilot) against IEEE
802.11p-based V2V communications on an SDR platform,
and conduct a field measurements campaign. Evaluation
demonstrates that certain jamming attacks may entirely
hinder communication and cause excessive packet drops.
Nonetheless, the assessment is under the assumption of the
jamming attacker being detectable. In a similar direction, the
authors in [278] combine statistical network traffic analysis
with data mining methods to detect random and intelligent
on-off jamming attacks. A platooning C-ITS application is
considered for the evaluation, and vehicles exchange CAM
messages in the platoon. In an on-off jamming attack, CAMs
are not jammed in off state, while a sequence of CAMs are
attacked in on state. Subsequently, the attacker switches back
to off state. Simulation results reveal that an acceptable level
of detection performance can be achieved using the proposed
approach. However, the detection accuracy decreases when
the platoon expands.

b) Trust-based: An attack-resistant trust management
scheme, called ART, is introduced in [279] to model and
evaluate the trustworthiness of vehicular data and nodes. The
proposed scheme leverages the theory of belief functions
(Dempster—Shafer framework) to fuse local evidence of a
vehicle and external evidence shared by other vehicles. A
vehicle’s trust is divided into functional trust and recom-
mendation trust:

e Functional trust directly reflects the trustworthiness of
a vehicle;

e Recommendation trust indicates the trustworthiness of
a vehicle towards neighboring vehicles.

Recommendation trust is built using user-based collaborative
filtering by computing the similarities between vehicles.
Simulation results reveal that ART is able to mitigate active
attacks such as false data injection, bad mouthing and MitM,
originated from an outsider or a rogue insider. It further
achieves superior performance compared to a conventional
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weighted-voting method in trust management. However, ART
scheme may not work well in the case of platooning attack,
where a platoon of attackers collaborates to generate pos-
itive recommendations for each other. The communication
overhead is also shown to increase when the total number of
vehicles increases. Also, false positive rate increases when
the percentage of malicious vehicles becomes high.

In [281], a reputation system-based lightweight message
authentication (RSMA) scheme for 5G-enabled vehicular net-
works is presented. RSMA integrates the trust management
with ECC to achieve secure message authentication with
low computational overhead. Trust management in RSMA is
especially used as a complementary tool to cryptography,
aiming to provide a robust vehicular system. A multi-
weighted reputation method is adopted to update the vehi-
cle’s reputation score; the TA issues a credit reference only
if a vehicle’s reputation score exceeds a threshold value.
The credit reference is only valid for a certain time period,
and it is used to sign and verify messages. The authors
provide formal security analysis on the protocol and eval-
uate message authentication, identity privacy-preservation,
traceability and unlinkability requirements. The selection of
a proper threshold value for reputation score remains an
open issue to be further explored for network performance
maximization.

The authors in [282] propose a multi-source message
filtering mechanism to verify the validity of received mes-
sages. Message validity is determined by comparing the
content against local sensor data, messages from other vehi-
cles, source location, sender reputation, and infrastructure
validation. The combined information is evaluated based
on a threshold curve and a certainty of event (CoE). The
threshold curve defines the importance of an event to a
driver, and the CoE evaluates whether a message report is
a critical event or not. As a result, only relevant and valid
events are presented to the driver. The authors suggest that
a vehicle may prioritize sources of information depending
on the application requirements (e.g., avoid cryptographic
authentication to reduce computation and communication
overhead). However, simulation results show that it is diffi-
cult to strike a balance between minimizing false positive and
false negative rates in the alerts. Furthermore, the filtering
process adds extra delay with increasing distance between
the driver and the event. The requirement for pre-determined
event locations also limits the applicability of the scheme
only to specific V2X scenarios.

A security framework for evaluating vehicles’ trust based
on behavior analysis is proposed in [300]. The framework
uses a hybrid (direct and indirect) trust model to evaluate
vehicles’ behaviors and estimate the corresponding trust
metric values. Each vehicle computes direct and indirect
trust values of other vehicles and transmits all values to a
backend system, i.e., misbehavior authority (MA). Based on
locally received trust values, a vehicle can limit the number
of accepted messages from neighbor vehicles. In case of mis-
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behavior and ensuing violation of a certain trust threshold,
a report is sent to MA to deactivate malicious vehicles. The
lack of implementation details and performance evaluation
of the approach yet limit its feasibility. The framework may
also underperform in case of multiple Sybil attacks, where
attackers collaborate and increase their trustworthiness.

In a similar direction, the authors in [283] introduce a
hybrid trust establishment scheme, called TFDD, to prevent
DoS/DDoS attacks and eliminate misbehaving vehicles in a
distributed manner. In TFDD, each vehicle calculates both
direct and indirect trust values; the direct trust evaluates
the sender (or forwarder) and the indirect trust reflects the
opinion of the last forwarder about the message. Each vehicle
maintains a local blacklist to add neighboring misbehaving
vehicles, and sends this information to the global blacklist
maintained by the TA. If the trust score of a vehicle is
lower than the minimum threshold due to a DoS attack,
the vehicle’s identity is included in the global blacklist
and the TA suspends the vehicle from network operations.
The authors demonstrate that TFDD yields highly accurate
detection under DoS/DDoS attacks with a high ratio of
dishonest vehicles. However, a malicious stealthy attacker
may bypass the proposed detection scheme by manipulating
trust values, and remain undetected.

2) Data-centric Detection

As shown in Figure 12, data-centric mechanisms can be
classified in two categories: (a) plausibility-based and (b)
consistency-based. The operating principle of data-centric
approaches is similar to conventional intrusion detection
systems used in legacy networked systems [301]: received
network traffic is compared against already known historical
information or behavior accumulated over time.

a) Plausibility: Plausibility-based misbehavior detection
exploits real-world data models to validate whether received
information is consistent with the underlying model. Such
plausibility models can vary from a narrowly defined set of
rules to complex models with a wide range of rules capturing
different variations, e.g., driver behavior prediction [267].
Narrowly defined rules can be exploited to check for physi-
cally infeasible content and discard it directly. Speed of 300
km/h for a passenger vehicle, identical position coordinates
shared by two vehicles and reception of messages beyond
the communication range are such physically inconsistent
examples.

Plausibility-based detectors are considered rudi-
mentary as they use packets from individual vehicle
senders, which may often result in imprecise deci-
sions.

Moreover, plausibility checks are typically local and may
fall short of identifying sophisticated attacks due to a lack
of global view. Nonetheless, they allow rapid analysis of
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received packets and their outputs can be used as input
feature vectors in ML models for further verification [302].

A data trust framework is proposed in [284] for tracking
misbehaving vehicles and detecting false data in received
V2X messages. The proposed scheme employs the extended
Kalman filter (EKF) to estimate the behavior of sending
vehicles while leveraging AoA and Doppler speed (DS)
measurements from the received signal. This information
is combined with position data of each received message
to evaluate whether received messages can be trusted or
not. The authors apply the Chi-square test on their own
measurements and the predicted measurements from the
EKF to detect false reported data. However, privacy is not
addressed in this scheme, and its applicability is limited
to highway scenarios. Another relevant work is presented
in [285] for mobility data (CAMs) verification by exploiting
the Kalman filter to analyze the consistency of a vehicle’s
movement. The approach can reliably track movements of a
vehicle in the presence of pseudonym changes, which may
raise privacy issues. It appears that both [284], [285] can be
exploited to track pseudonyms.

A Sybil attack detection method based on RSSI is pre-
sented in [287]. The proposed method evaluates the simi-
larity of RSSI time series between the malicious node and
its Sybil nodes over time. The authors argue that acquiring
two RSSI series of equal time length is not always possible
due to frequent packet losses in V2X. Thus, their proposed
method exploits the dynamic time warping (DTW) distance
to measure the similarity of RSSI time series. Moreover,
Z-score normalization is applied to all RSSI time series to
prevent an attacker from using different transmission power
levels for each Sybil node. The detection method uses linear
discriminant analysis to determine the threshold for DTW
and correctly distinguish Sybil nodes from normal ones.
Nonetheless, the detection method may not work well when
an attacker utilizes more than one radio or when an attacker
modifies its transmission power for Sybil attacks.

In a relevant path, the work in [288] proposes physical
layer plausibility checks based on RSSI information from
BSMs. The authors analyze RSSI distributions of several
location-falsification attacks, considering the distance be-
tween receiver and attacker pairs. The detection mechanism
assumes that when a vehicle enters a new area, it should be
aware of the local RSSI distribution from a trusted RSU or
have it predefined. At the reception of BSMs, each vehicle
classifies the messages as normal or anomalous by com-
paring the computed RSSI with its local RSSI distribution.
Misbehavior detection classifies BSMs as anomalous based
on three plausibility checks (i.e., confidence interval, major-
ity rule and weighted moving average). Yet, the proposed
plausibility checks may not work well for the case of intel-
ligent and advanced attacker models. For instance, advanced
attackers may try to obfuscate physical layer properties and
penetrate plausibility checks. In addition, real-time access to
local RSSI distributions may not be always feasible.
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The authors in [289] propose a trust-based position ver-
ification approach that can operate without the support of
infrastructure or dedicated hardware. The verification system
uses vehicle sensors autonomously to detect false position
claims of neighboring vehicles. Based on sensors’ obser-
vations, each vehicle calculates a trust value by assigning
a weight to each observation, and decides the trustworthi-
ness of neighboring vehicles. The receiving vehicle discards
beacon messages if the claimed position information falls
beyond a maximum-range threshold. In this approach, the
sender’s trust level can be affected by abnormal observations
of the recipient. In the case of position falsification detection,
a malicious vehicle is required to send several correct beacon
messages to recover its trust level. This type of standalone
verification cannot entirely prevent malicious vehicles from
using false location information. To this end, the authors
propose cooperative consistency-based approaches in [265],
[293] to improve position verification.

The joint use of on-board radar and GPS vehicle measure-
ments is suggested in [290] to detect and verify the physical
presence of other neighboring vehicles. In the proposed
approach, vehicles are clustered into position-based cells,
where each cell contains a group of vehicles with a cell
leader. The cell leader verifies GPS positions of all other
vehicles in its cell and informs them. In turn, each vehicle
locally verifies neighbor positions by comparing the received
GPS and on-board radar measurements. In the case of
Sybil attacks, such local verification may not be successful;
thus, the authors perform cosine similarity computation on
a vehicle’s on-board radar data, incoming traffic data and
neighbors’ reports to detect Sybil attacks. Simulation results
reveal that the proposed cell-based message exchange per-
forms better than message flooding; however, detection time
increases when both the number of vehicles and transmission
range increase. Local verification may also be limited when
the radar signal gets blocked by obstacles, while privacy
issues related to vehicle clustering may inevitably occur.

In an effort to resolve illusion attacks in traffic-safety
applications, [146] introduces a plausibility validation net-
work (PVN) model which compares incoming traffic warning
messages based on a predefined set of rules stored in a
database. Traffic comparison includes a series of validation
procedures to determine whether a specific field in a message
is reasonable or not. If all elements in a message are suc-
cessfully verified, the message is considered trustworthy to
the application; otherwise, the message is dropped. The PVN
model is interoperable with existing authentication methods
and cryptography mechanisms. Nevertheless, the approach
is limited to a specific attack type with a predefined set of
plausibility rules. A larger rule set needed to detect additional
attack variants often results in performance degradation due
to extra delay and computational overhead for rigorous mes-
sage analysis. However, the authors do not provide network
assessment to evaluate holistically the effectiveness of their
approach.
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In [291], the authors introduce a vehicle behavior analysis
and evaluation scheme (VEBAS) which entails behavioral,
plausibility and trust-based mechanisms. The combination
of multiple behavior-analysis modules in VEBAS allows the
detection of unusual vehicle behavior. Plausibility checks
in VEBAS help analyze the content of received messages
(e.g., positive/negative rating if the information is cor-
rect/incorrect). For example, when a vehicle exceeds the
maximum beacon frequency threshold, its behavior is con-
sidered as potential attack (i.e., negative rating). The scheme
uses an exponentially weighted moving average (EWMA)
calculation on the ratings derived from plausibility-based
checks to find a continuous average. During the integration of
ratings for EWMA, older information is assigned less weight
than fresh information. Once a vehicle has aggregated all
information about surrounding vehicles’ behavior, it broad-
casts the local trust rating results to its single-hop vicinity.
The lack of network performance assessment as well as the
assumption of honest majority limit the feasibility of VEBAS.
Since the validity of information in received messages is not
verified, vulnerabilities due to data manipulation attacks may
also remain unresolved.

A mechanism to verify the plausibility of mobility data
inside CAMs is proposed in [292]. The authors leverage
collective perception messages (CPM) of ETSI standard
and Kalman filter to validate the content of CAMs. In the
proposed approach, the vehicles maintain a local dynamic
map to fuse the content of receiving CAMs and a Kalman
filter per sender to verify the plausibility of CAMs. In the
case of a CAM reception from a known vehicle, the CAM
is accepted into the map when position and velocity data are
not deviating from the output of the Kalman filter associated
with the corresponding sender. If the CAM is receiving from
a new vehicle outside the communication range, CPM data
is leveraged from surrounding vehicles to verify CAMs sent
by new vehicles. Simulation results show that CPM-based
verification reduces the false positive rate to yield similar
detection performance compared to methods that use only
CAMs. The detection method is, however, vulnerable to
attacks such as CPM falsification and Sybil. The feasibility
of this approach is also limited as CPMs may not be widely
available.

b) Consistency: Consistency-based misbehavior detection
aggregates packets from multiple sending vehicles to deter-
mine the trustworthiness of new data. Alternatively, pairwise
comparison of messages from different vehicles has also
been considered as a way of checking consistency [267].
In this context, raw data comparison can be the simplest
type of consistency-based detection, where message contents
are directly compared for potential conflicts, e.g., position
verification. In addition, a vehicle may use the (previously
calculated) average speed of its neighboring vehicles to
identify speed consistency/deviation in new beacon mes-
sages (CAM/BSM). Consistency-based detection schemes
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typically operate in a distributed or collaborative manner
among vehicles and RSUs [303].

The drawback of such cooperative consistency
schemes is that they often require an honest ma-
Jjority to draw reliable conclusions; otherwise, they
may not effectively detect malicious information of
sophisticated colluding attacks.

A cooperative consistency-based approach is proposed
in [293], where position information is exchanged among
neighbors. Upon reception, beacons are checked against
received neighbor tables for consistency between the claimed
position in the beacon and the table. The authors com-
bine previously discussed autonomous [289] and cooperative
approaches to improve position verification. The proposed
mechanism performs additional checking using: /) maximum
vehicle density threshold, to limit beacons from an area and
minimize possible Sybil attacks; i) map-based verification,
to compare the claimed location in the beacon against
the road map; iii) position claim overhearing, to compare
different overheard packets and their intended destinations
and verify false position indications [265]. However, the
consistency checks have limited detection capabilities while
such cooperative schemes still rely on an honest majority.

The authors in [295] propose a consistency-based ap-
proach to detect Sybil attacks in a distributed way by com-
paring neighboring information from multiple vehicles over
time. In this approach, each vehicle maintains a neighbor
table which includes vehicles located in its transmission
range. The table contains a record of neighboring vehicles
at discrete time intervals, and this information is monitored
over time to detect Sybil nodes. If a set of vehicles persist
in the neighbor table for a substantial duration of time,
those vehicles are classified as Sybil group category. The
proposed approach assumes that Sybil attacks remain active
for a significant amount of time, and consequently leverages
this observation for detection. The authors demonstrate that
the number of neighbors of legitimate nodes increases due to
Sybil-identity creation by an attacker. Moreover, a narrower
monitoring threshold duration improves detection accuracy
for a different number of Sybil attackers at the cost of higher
false positive rates. Evaluation outcomes show equivalent
computation performance compared to benchmark schemes.
However, it is noted that the selection of a threshold duration
is non-trivial due to the dynamic characteristics of V2X
networks. The detection mechanism may also underperform
in the case of Sybil attacks with short duration.

Data mining techniques have been used to extract useful
information from safety messages (e.g., CAM/BSM) and
check the consistency of exchanged information by vehicles.
Such an approach is presented in [297], where the authors
resort to data mining techniques to detect misbehavior. The
proposed method, coined VARM, exploits association rules
to correlate vehicles and communication events; in turn, the
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behavior of surrounding vehicles is analyzed to detect mali-
cious ones. VARM dynamically generates association rules
from data received from neighbors using a tree-based data
structure, called Itemset-tree. By applying association rules,
a vehicle can extract relevant information from received
messages to estimate the expected behavior of senders.
The authors suggest that the representation of correlated
information via association rules renders the method inter-
pretable, and such knowledge may help extract other useful
information, e.g., local road conditions. Simulation results
show that Itemset-tree produces compact storage compared
to relevant schemes. Nevertheless, the resulting execution
time and memory consumption considerably increase with
the number of neighboring vehicles. Besides, the study
lacks the evaluation of key performance indicators such as
detection latency and rate.

3) Standardization and Regulation

Ongoing efforts by standard organizations and regulators
aim at developing specifications and regulations to secure
vehicles against misbehavior attacks. In particular, ETSI is
currently leading activities for specifying a cybersecurity
system against V2X misbehaviors, with a standard under de-
velopment that defines misbehavior detection and reporting
activities for CAM and DENM message types [304]. The
standard is based on the supporting technical report [273]
which defined a V2X misbehavior detection and reporting
system with a basic set of detectors. Future releases of [304]
are expected to include an updated list of detectors for each
new and existing V2X message type. The document also
specifies the structure of the misbehavior report sent by the
vehicle to the MA, following the basic format elements,
data structure and certificate profiles prescribed in [305].
In addition, the United Nations Economic Commission for
Europe has recently imposed new regulations to vehicle man-
ufacturers to implement measures for security risk manage-
ment, remediation of incidents, and software updates without
compromising the vehicle’s safety and security [306], [307].
Finally, [308] specifies a framework to assess the security
risk of misbehavior attacks on V2X systems.

A fair feasibility assessment of the available misbehavior
detectors requires the adoption of a common validation
methodology and a common consideration for the attack
model. The extension of the misbehavior report format to
all V2X message types also remains an open standardization
challenge. The misbehavior report design should be scalable
and extendible for future functionality. Finally, standard-
ization efforts should focus on potential local reactions to
an ITS after detecting a misbehavior attack to allow early
mitigation, while the minimal set of evidence needed by the
MA to detect an attack needs to be properly prescribed.
Establishing well-documented use cases and performance
metrics for the assessment of a set of misbehavior detectors
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could be a starting point for addressing the aforementioned
technical specifications.

C. Lessons Learned

Reactive security mechanisms are considered an essential
second layer of defense to compensate the shortcomings of
proactive mechanisms (i.e., validate exchanged information
and detect misbehavior from malicious insiders). For this
reason, it is worth stressing the need for applying V2X
security solutions using the defense-in-depth principle [309],
which provides multiple layers (i.e., prevention, detection
and deflection) of independent security controls. Several
entity-centric and data-centric security mechanisms are re-
viewed, some of which are statistical and data mining based
techniques.

As discussed in Section V-B1, entity-centric mechanisms
involve behavioral analyses and trustworthiness evaluation.
Behavioral schemes accumulate behavior patterns of specific
nodes over a period of time, focusing on their actions at
a protocol level. These techniques generally operate indi-
vidually and locally on a vehicle. Such characteristics pose
challenges and reliability issues due to ephemeral connec-
tivity, high-density and high-mobility in V2X systems. For
example, the mechanisms used in [274], [276] for detecting
packet drops/duplicate attacks may potentially lead to addi-
tional attacks, while significantly deteriorating the underly-
ing network performance. Trust-based schemes often rely on
the infrastructure assistance (i.e., RSUs) while resorting to
the assumption that the majority of network nodes are honest.
Although trust evaluation mechanisms monitor nodes over a
period of time, this becomes challenging due to the short-
lived connections and mobility patterns.

Trade-offs among false positive rates, threshold lev-
els for detection, RSUs availability, trust issues of
RSUs and CRL size need to be further investigated.

Data-centric mechanisms (i.e., plausibility and consis-
tency) presented in Section V-B2 behave similarly to conven-
tional intrusion detection mechanisms. Plausibility-based de-
tection is autonomous and may often result in imprecise deci-
sions due to the lack of global view. Although such detectors
provide fast responses, the rudimentary rule-based checks
may easily be penetrated by an adversary. Consistency-based
detection fuses data from more than one source to compute
the trustworthiness of new data. While cooperative consis-
tency schemes are more robust than rudimentary plausibility
checks, there is a drawback of requiring an honest majority
in the network to derive reliable conclusions. This type
of cooperative detection typically operates in a distributed
manner among vehicles and RSUs. Solutions relying on
RSUs often assume that RSUs are trusted and not vulnerable
to attacks [14]. RSUs may also be limited to specific places
(e.g., intersections) causing availability issues. We note that
even though data-centric schemes are not robust enough to
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defend against sophisticated attacks, the resulting outputs
can be utilized as inputs to robust AI/ML models for further
verification [302]. Similar to entity-centric approaches, trade-
offs among false positives, detection threshold, trust and
availability of RSUs, deserve further research attention. Most
of the existing reactive security solutions reviewed in Sec-
tion V are complementary tools to cryptographic techniques,
resulting in additional execution and verification delays with
memory consumption.

Given the increasing catalog of available V2X misbehavior
detectors, ongoing standardization efforts aim at prescribing
updated security regulations and specifications. Misbehavior
detection and reporting are already considered by the stan-
dardization bodies from the early stages of the design of
V2X systems. Since local detection only provides limited
information in time and space, which may be insufficient
to identify an attack reliably, global detection that relies on
the backend systems/backbone infrastructure (i.e., the MA)
may be necessary. Misbehavior detection also raises privacy
issues that need to be properly addressed. First, the privacy
of the misbehavior reporter and the reported vehicle should
be preserved. Second, the MA requires means to either link
pseudonym certificates with their real long-term certificate,
or use another mechanism for both investigation and re-
vocation purposes. Finally, it is expected that a promising
standard-related direction would be the incorporation of data-
driven Al techniques for the detection of novel/unknown
attack variants.

VI. Artificial Intelligence in V2X Security
As thoroughly discussed in previous sections, V2X sys-
tems are inherently complex with rapidly evolving dynam-
ics, introducing peculiar security requirements compared to
other wireless systems. Key open issues in existing security
approaches underscore the need for advanced data-driven
techniques for effective protection of V2X communication
links. In this context, the emerging field of Al is foreseen
as a promising paradigm, with wide applicability fueled by
advanced computational methods and tools [310]. Security
approaches based on AI have been lately identified as
key enablers for many safety-critical applications in next-
generation wireless networks [311]. Recent breakthroughs
in Al-based security are continuously gaining momentum,
delivering actionable results for safer and smarter V2X
cybersecurity systems [68], [312], [313].

Data-driven ML approaches provide a fertile ground to-
wards:

e [earning attack patterns and signatures from experience
and generalizing to future threats (supervised learning);

e Automatically identifying traffic patterns deviating from
normal system behavior (unsupervised learning);

e Learning from interactions how to perform detection
and dynamically improve with the detection experience
(reinforcement learning).
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Each of these categories corresponds to different workflows
and data types fed into the learning algorithms. In particular,
supervised learning infers a function from labelled training
data consisting of a set of training examples. On the other
hand, unsupervised learning learns patterns from unlabelled
data, and discovers hidden patterns or data groupings with-
out the need for human intervention. Finally, reinforce-
ment learning (RL) enables the learner to infer optimal
sequential decisions in an interactive environment based on
rewards/penalties received as a result of previous actions and
experiences.

Recent evolution of deep learning (DL) techniques has
gained widespread attention due to their feasibility and
superior performance over traditional ML [314], [315]. DL
relies on a multi-layered representation of the input data
via linear or nonlinear operations, and can perform feature
selection autonomously through a process called representa-
tion learning. By leveraging their ability to learn high-level
features from data in an incremental manner, DL variants
are pervasively used in cyber-threat detection due to their
improved accuracy compared to conventional ML [316].
The rapid emergence of DL is also dictated by the fact
that classical learning-based classification and intrusion de-
tection methods often become inadequate to handle large
data volumes induced by the high number of connected
vehicles in IoV [317]. DL is also preferred over traditional
ML when there is lack of domain understanding for fea-
ture introspection due to unforseen changes in vehicular
scenarios, caused by either naturally drifting traffic mobility
patterns or non-anticipated variability in malicious behavior
of attackers [318].

In the following subsections, the advanced capabilities
introduced by Al are first highlighted, aiming at addressing
limitations of existing V2X security approaches. We further
shed light on the current applicability of Al-based techniques
in V2X security. Finally, the perils introduced by the inte-
gration of AI/ML in V2X systems are pointed out.

A. Advanced Security Capabilities

One of the key elements for secure V2X communication
is cryptography, which is essential to ensure information
security (i.e., authenticity and integrity) for in-vehicle, inter-
vehicle and vehicle-infrastructure communications. However,
the implementation of cryptography mechanisms on low
computing devices, such as vehicle OBUs and RSUs, is
non-trivial. The computation and communication overhead
of cryptographic operations is typically high; thus, authenti-
cation, authorization, access control and privacy-preserving
services become challenging in highly dynamic V2X envi-
ronments. On the other hand, the growing data volume and
real-time nature of V2X applications impose the need for
on-the-fly detection of threats on security and privacy [263].
Several existing misbehavior detection techniques lack the
capability of identifying threats in real-time, and they are
not efficient and robust enough to exploit the staggering
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amount of V2X data. Therefore, future V2X deployments
would highly benefit from:

e Data-driven schemes
security  enforcement  with
prevention/identification/mitigation;

e Automation of security services with zero-touch
workflows and self-managing capabilities (e.g., self-
protection, self-healing and self-optimization);

o Efficient decision-making for security and privacy coun-
termeasures.

offering
real-time

intelligent
threats’

In this context, AI/ML-empowered methods introduce key
assets that can be effectively exploited in V2X security. Such
techniques rely on large-scale datasets for model training and
subsequent knowledge extraction.

With the increasing avalanche of available data gen-
erated by vehicles and V2X infrastructure, AI/ML
models can be trained to derive relationships be-
tween data points and detect threats not previously
identified by traditional approaches.

Specifically, data-driven Al techniques can be used for traffic
classification (e.g., encrypted data [319]) and detection of
novel/unknown attacks by differentiating legitimate from
misbehaving traffic. The analysis of behavioral patterns of
vehicles and other V2X entities can also be facilitated by Al
to determine trustworthiness levels. In principle, data-driven
Al techniques are able to:

e Support automated selection of data features for im-
proving the detection performance;
e Provide agile decision-making and automated response
for adaptation to a dynamic threat landscape;
e Support attack detection and prevention of system-
evasion strategies;
e Manage efficiently alarms (e.g., reducing false positives
and false negatives).
Such capabilities can thus compensate the limitations of ex-
isting security solutions, conforming to V2X characteristics
and providing effective means to achieve stringent security
requirements.

B. Applicability in V2X Security

In this subsection, we elaborate on the applicability of
AI/ML in V2X security, while summary tables synopsize key
aspects of the proposed mechanisms in related literature. As
illustrated in Figure 16, we have classified existing security
enhancements in four different thematic areas, namely intru-
sion detection (Table 9), authentication and access control
(Table 10), privacy preservation (Table 11), and trust man-
agement (Table 12). We provide the details in the following.

1) Intrusion detection
A key application of Al in V2X security is intrusion
detection in heterogeneous environments involving entities
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Model vulnerabilities

Poisoning attacks
Evasion attacks
Data disclosure and model malfunctions

Automation and self-managing capabilities

Al-based attacks

Stealthy botnets and zero-day threats
Sophisticated malware

Data falsification with deep generative models

Intrusion detection
Abnormal traffic classification
Data-driven misbehavior detection
Decentralized models for computation offloading

Online/active learning for evolving threats

Authentication & access control
Fine-grained policies with non-cryptographic attributes
Dynamic identity management with physical layer data

Adaptive access control in time-varying environments

Privacy preservation
Privacy-by-design with federating learning
Reduced dependence on a third-party curator

Game-theoretic incentives addressing heterogeneity

Trust management
Data-centric trust to secure decision-making
Foster liability by managing reputation scores

Content trustworthiness with learning-based credibility

FIGURE 16: Benefits and threats introduced by AI/ML in V2X security. While data-driven techniques hold the promise of addressing highly sophisticated
attacks, their application may expand V2X attack surface giving rise to new threats of escalating severity and complexity.

(i.e., vehicles, RSUs and edge/cloud servers) with asym-
metric computational capabilities [320]. Existing V2X threat
and attack detection approaches mainly depend on reac-
tive mechanisms in order to balance communication cost
and security overhead. The majority of those techniques
employ supervised ML for known attacks using labelled
V2X datasets [321], [323]-[326]. The work in [321] em-
ploys supervised learning algorithms selected in the WEKA
toolset [339] to detect and classify misbehaving vehicles
(e.g., position and identity spoofing and replay attacks)
based on physical properties and message content. Attributes
such as position, range, speed and RSSI, are exploited
for detecting Sybil attacks; other features (i.e., number of
packets transmitted, received, dropped and captured) are used
to detect temporal attacks. Performance evaluation shows
that random forest and J-48 algorithms yield significantly
high classification performance. In [327], an ensemble-based
ML approach is introduced to improve the detection accuracy
of their earlier work [321]. The ensemble method combines
the results of individual classifiers into a single output, and
a majority-voting scheme is then used to decide whether a
behavior is legitimate or malevolent.

The authors in [323] apply supervised learning to detect
false-position information from safety messages sent by
vehicles. In particular, the open-source VeReMi dataset [340]
is used, which simulates several misbehavior attacks (e.g.,
position falsification, sudden stop and traffic congestion).
The study applies support vector machine (SVM) and logistic
regression (LR) algorithms to classify vehicles as attackers or
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non-attackers. Evaluation results show that LR yields higher
detection accuracy with a normalized feature set than without
normalization. Overall, SVM with normalization provides
better accuracy than LR with or without normalization.
A related work in [324] applies ML techniques on the
same dataset to detect location-spoofing misbehavior. The
proposed approach exploits plausibility checks (i.e., location
and movement) to extract feature vectors from the dataset,
and feeds them into two supervised ML models: K-Nearest
Neighbors (KNN) and SVM. Results show that ML models
produce higher accuracy than using a single plausibility
check metric. The authors argue that adding better and more
advanced plausibility checks to feature vectors would further
increase the detection rate of applied ML models.

Supervised ML techniques (e.g., KNN, decision trees and
LR) are also considered in [133] and [329] to quickly detect
vehicles transmitting false alerts and position falsification.
Using an augmented feature set which combines information
from successive BSMs in VeReMi, the authors in [326]
achieve improved detection performance for position falsi-
fication attacks compared to existing ML-based approaches.
Position-related features are also used in [328] to extend
VeReMi for a decentralized detection of position falsification
attacks. Finally, a supervised learning classifier is introduced
in [330] to extract mobility features and distinguish three
types of Sybil attackers from benign vehicles by analyzing
their mobility behavior.

With the continuous advancements of next-generation
networks (e.g., beyond 5G), V2X security solutions are
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TABLE 9: Overview of AI/ML applicability for intrusion detection in V2X

Paper Methodology Attack/Threat Connectivity | Data/Simulator Key remarks and limitations
type mode(s)
[320] Artificial neural Impersonation, VANET GloMoSim Multi-level intrusion detection from malicious RSUs
network, Online Physical 2.03 simulator and vehicles. Accuracy and attack detection rate
support vector vulnerability [280] gains over benchmark ML-based detectors. Local in-
machine trusion detection relies on packet dropping scanning
which may not be always attributed to a security
vulnerability.
[321] Feature extraction, Packet suppres- VANET NCTUns-5.0 Binary and multi-class misbehavior classification.
ML-based classifiers sion/replay/detention, simulator [322] | Random forest and J-48 classifiers perform better
Identity spoofing, compared to benchmark classifiers. Detection may
Position fall short in identifying temporal attacks because of
falsification unavailability of packet transmit/receive information.
[323] Support vector Position VANET VeReMi Support vector machine is shown to outperform
machine, Logistic falsification logistic regression in terms of misbehavior detec-
regression tion performance. Multiple misbehavior detection
remains an open issue.
[324] K-nearest neighbor, Position VANET VeReMi Detection precision improves by over 20%, while
Support vector falsification detection rate heavily depends on the plausibility
machine, Plausibility check performance. Advanced plausibility checks are
checks needed to increase recall and precision performance.
Detection of Sybil attacks remains an open issue.
[325] Support vector Position V2v VeReMi Ensemble learning algorithms outperform all other
machine, K-nearest falsification techniques. The addition of plausibility checks im-
neighbor, Naive proves precision and recall values. Attackers can still
Bayes, Random foul play and manipulate the data without getting
forest, detected due to the high similarity between normal
Ensemble-boosting, and abnormal data.
Ensemble-voting,
Plausibility checks
[326] K-Nearest Position VANET VeReMi An augmented feature set by combining information
Neighbour, Random falsification from successive BSMs allows more accurate attack
Forest, Naive Bayes, detection compared to existing approaches using the
Decision Tree with same dataset and ML algorithms. Need for robust
augmented feature models capable of detecting inconsistencies in other
set BSM parameters (e.g., speed, acceleration, heading).
[327] Ensemble method Packet suppres- VANET NCTUns-5.0 Ensemble method achieves classification gains over
with ML-based sion/replay/detention, simulator [322] | individual classifiers. A voting scheme performed by
classifiers Identity spoofing, all individual classifiers enhances detection accuracy.
Position True positive rate outcomes reveal that the accuracy
falsification of misbehavior detection can be further improved.
[328] Ensemble learning, Position VANET VeReMi Decentralized position falsification attack detection
K-Nearest falsification using an augmented set of features related to the
Neighbour, Random sender position. Evaluation for different traffic densi-
Forest ties and attacker rates. Location-related features may
not always be available, while multiple misbehavior
detection remains an open issue.
[133] K-nearest neighbor, False alert, Position V2X VeReMi Improved detection compared to rule- and threshold-

Decision tree,
Logistic regression,
Bagging, Random

forest

falsification

based detectors. Local misbehavior detection relies
on neighboring information being available in the
detector of each vehicle. Recall performance for
constant offset attack needs to be improved.

Continued on next page.

expected to benefit from proactive exploration-based tech-
niques for enhanced security levels [341]. For example, the
authors of [342] propose a proactive anomaly detection ap-
proach to prevent cyberattacks on connected vehicles. In ad-
dition, supervised ML approaches may be impractical in real-
time V2X scenarios, as the training and detection of labelled
data do not work well when attacks change dynamically. In
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this context, RL and imitative learning methods can be fur-
ther exploited in proactive and context-aware V2X security,
e.g., for enhancement of threat-detection performance [332],
[343]. Detection mechanisms can be dynamically improved
with the accumulation of experience, and learn new V2X
threats and attacks in rapidly changing environments.

47

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Open Journal of the Communications Society. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/0JCOMS.2023.3239115

Paper Methodology Attack/Threat Connectivity | Data/Simulator Key remarks and limitations
type mode(s)
[329] Feature extraction, Position V2V, V21 VeReMi Binary and multi-class misbehavior classification.
Support vector falsification The method provides accurate and real-time de-
machine, Decision tection, leveraging only position features. VeReMi
tree, Random forest, dataset inconsistencies affect the accuracy of the
K-nearest neighbor, multi-class classifier.
Naive Bayes,
Logistic regression
[330] Feature extraction, Sybil, Position V2N GAIA Open Learning-based classification together with location
Naive Bayes, falsification, Dataset [331] certificates and community-detection algorithms are
Decision tree, Collusion able to effectively mitigate three levels of Sybil
Support vector attackers. Sybil attack detection depends on the res-
machine olution of GPS data, while the trust value threshold
affects detection performance.

[332] Q-learning, Game Eavesdropping, Not Customized Enhancement of PLS. The proposed scheme ef-

theory Jamming specified simulator ficiently suppresses the attack rate and improves
network secrecy performance. Location change of
attacker not considered. Learning time is long and
the convergence speed is slow.

[333] RL-based detector Position V2N, V2I VeReMi Detection of multiple misbehaving attacks variants
falsification, Speed from insiders. High accuracy using streaming vehic-
falsification, DoS, ular mobility data. The characteristics of few attacks

Sybil, Replay tend to resemble the genuine behavior, and mislead
the RL model to trigger false positives.

[334] Double deep DDoS V2X Shenzhen A feature-adaption reinforcement learning approach

Q-network, taxicab dataset | is proposed, taking into account the traffic space-time

Q-learning [335] regularities to address unknown DDoS attacks with
unlabeled data and less prior knowledge. Time and
memory consumption of the proposed method needs
to be controlled.

[336] Deep Q-learning Eavesdropping V2X Customized Enhancement of PLS. A deep Q-learning power

simulator allocation strategy is proposed to limit the decoding
capabilities of eavesdroppers and improve secrecy
performance. Cooperation among vehicles may fur-
ther enhance secrecy performance.

[337] Deep multilayer DoS, Command In-vehicle Robotic Prototype implementation of DL-based intrusion de-

perceptron, Recurrent injection, Malware network vehicle testbed | tection for in-vehicle network. Enhanced detection
neural network accuracy against standard ML classifiers. Security
architecture with a of wireless medium not taken into consideration,
long short-term rendering the approach vulnerable to physical avail-
memory hidden layer ability threats.
[317] Convolutional neural DoS, Data replay, V2V, V2I VeReMi A fine-grained classification is able to detect faults,
network, Long Disruptive, attacks and normal behavior more accurate than a
short-term memory Random, Sybil, coarse-grained method.
Traffic congestion
[338] Convolutional neural Disruptive, Data V2N, V2I VeReMi Time-sequence-based and sequence-image-based

network, Long
short-term memory,
4-layer multilayer
perceptron

replay, DoS, Sybil

classification methods are implemented on a real-
environment edge device. Sequence-image-based
classification using convolutional neural networks
is shown to outperform all models considered.
Discrimination among security attacks, sensor
malfunctioning and faulty data transmission remains
an open issue.

In [344], the authors claim that most of the existing
anomaly detection algorithms become less effective in the
presence of high-dimensional data. In principle, V2X mo-
bility data exhibit high dimensionality with multiple fea-
tures, such as speed, location and heading angle, which
are temporally and spatially co-evolving. RL-based detection
mechanisms are identified as highly effective in dealing
with such evolving data, even if labelled anomalous data

48

samples are scarce [334], [345]. More importantly, RL-based
detection can learn new threats and attacks from interac-
tions with unknown environments while improving detection
experience and performance [346]. Such approaches can
practically be applied to V2X misbehavior detection, which
may otherwise be hindered due to the lack of labelled data
and/or the dependence on security threshold values. For
example, an RL-empowered mechanism is proposed in [333]
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for the detection of multiple misbehavior attack variants
in VeReMi dataset. Misbehaving vehicles are shown to be
effectively detected by sequentially analyzing their mobility
patterns (i.e., real-time position coordinates and speed vec-
tors). A deep Q-learning-based power allocation strategy is
introduced in [336] to ensure optimal secrecy performance
under the presence of eavesdroppers while guaranteeing the
QoS requirements.

Given the real-time nature of vehicular applications, infer-
ence methods should be agile enough to perform anomaly
detection and/or incident response in real-time. A centralized
configuration, albeit leveraging the entire set of data fused
from different geographical locations to reduce the risk of
false positives, comes at the cost of higher computational
complexity and extra communication delay. A centralized
intrusion detection method for vehicles using DL is proposed
in [337]. In an effort to enhance detection accuracy against
standard ML classifiers, the authors in [337] resort to cloud-
based computation which, in turn, introduces challenges
related to the availability, cost, and security of the remote
infrastructure used for offloading [347]. This cogently justi-
fies the use of distributed and decentralized V2X setups for
rapid attack detection with localized training and learning.

Two DL-based approaches relying on edge computing are
introduced in [317] for identifying and classifying misbe-
having vehicles. In a similar context, a MEC-based intrusion
detection architecture is proposed in [338], which comprises
DL engines for handling malicious vehicular traffic. Never-
theless, computation offloading at the edge poses significant
challenges in dynamic multi-vehicle environments, which
pose perils to system stability due to uncertain decision-
making [348]. Further, a distributed learning model may not
accurately detect certain attacks due to the lack of global
view. Overall, the advantages of both approaches can be ex-
ploited in hybrid methods which can locally train the model
in a distributed manner, and detect centrally [349]. Anomaly
detection can thus be performed at different levels depending
on the available information and computing capabilities, e.g.,
spatial deployment of MEC/cloud servers [350].

Online learning can also be leveraged for abnormal traffic
detection in time-series V2X mobility data, especially in
cases when training samples are not available all at once
(e.g., in batches) and/or training over the entire dataset is
infeasible, e.g., due to limited computational resources of
vehicle OBUs. For example, an online learning technique is
exploited in [351], to incrementally train a neural network
for in-node anomaly detection with resource-constrained
devices. Similarly, an online anomaly detection approach is
presented in [352], where the model is sequentially updated
while detecting anomalous data not conforming to normal
behavior. However, normal behavior often tends to change
across different geographical sites in V2X environments,
while attacks may in parallel evolve. Hence, V2X threat-
detection algorithms need to evolve accordingly. Active
learning techniques can thus be exploited to deal with such
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dynamic and volatile V2X scenarios [353]. Active learning
is a form of online learning, in which the algorithm is
provisioned to choose relevant data for training and collects
only specific samples. This class of learning techniques
is useful in V2X, particularly when communication and
computation are expensive for sample acquisition from all
variables of interest.

2) Authentication and access control

Emerging Al-driven techniques are deemed essential towards
efficient and scalable vehicle authentication without the need
to rely on cryptographic attributes [354], [355], [361]. This
stems from their ability to enforce adaptive access-control
policies, by exploiting the time-varying non-cryptographic
features which are intrinsically associated with vehicles’
behaviors and the environment.

In particular, ML-based techniques can opportunistically
leverage multidimensional physical-layer information (e.g.,
time, frequency and network architecture) rendering it dif-
ficult for an adversary to infer legitimate data based on
the received signals and observations. Such intelligent au-
thentication approaches are presented in [362] for complex
environments, aiming to provide cost-effective, continuous,
and situation-aware validation. In [363], an attribute-based
access control system for cloud-assisted ITS infrastructures
is introduced, with a fine-grained policy for authorization
based on location, direction, and speed attributes.

A holistic authentication and authorization scheme based
on online learning is proposed in [356], tailored for large-
scale networks with resource-constrained nodes, as in V2X.
The proposed access control policy is able to refine access
policies on run-time by exploiting the time-varying features
of the transmitter. The work in [357] propose an Al-based
V2X authentication scheme to mitigate spoofing signal at-
tacks originated from malicious edge nodes. The proposed
framework uses the packet arrival interval and RSSI values
of the ambient radio signals, received along the vehicular
driving traces, to detect spoofing packets sent by rogue edge
nodes. Transfer learning and deep reinforcement learning
(DRL) are also applied to save the convergence time in the
authentication process and decrease the authentication error,
respectively. Finally, a two-way authentication and security
monitoring method enhanced with a random forest algorithm
is proposed in [358]. Compared to benchmark approaches,
the scheme exhibits higher authentication accuracy and better
adaptability to high-speed IoV environments. An FL-assisted
collaborative authentication protocol is introduced in [359] to
guarantee integrity of messages exchanged among vehicles
and resistance against various attack types, such as replay,
Sybil and MitM. A communication-computation tradeoff
analysis also reveals that the communication efficiency of the
proposed solution can be drastically improved at the expense
of a slightly increased computational cost.
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TABLE 10: Overview of AI/ML applicability for authentication and access control in V2X

Paper Methodology Attack/Threat Connectivity | Data/Simulator Key remarks and limitations
type mode(s)
[354] Convolutional neural Tllegal/unauthorized V2X Experimental Proposed fingerprinting scheme can dynamically
network, Support drivers setup for data match the driver’s identity in real-time without af-
vector domain collection fecting the normal driving. Higher accuracy in driver
description identification and illegal driver detection compared to
related work. The identification accuracy decreases
as the number of drivers to be identified increases.
[355] Long short-term Illegal/unauthorized V2X Experimental Illegal driver detection is successfully applied in dif-
memory, Support drivers setup for data ferent types of vehicles. The proposed scheme takes
vector domain collection into account the long-term dependencies of driving
description, behavior characteristics in contrast to baseline ap-
Feedforward neural proaches. The identification accuracy decreases as
network the number of drivers to be identified increases. In-
sufficient vehicle data may lead to inadequate model
training and inaccurate outcomes.
[356] Support vector Unauthorized V2X Customized Proposed scheme achieves continuous authentication
machine, Online nodes, False data simulator in the time-domain and lower complexity compared
learning injection to a baseline physical layer key generation scheme.
Prevention of potential key leakage and reduction
of communication latency are reported. Decision
making at a high layer is required for modeling the
holistic authentication and authorization.
[357] DRL, Transfer Spoofing VANET Customized Authentication policy is optimized agnostic to the
learning, Game simulator, packet generation model, the VANET channel model
theory Experimental and the spoofing model. Authentication performance
setup gains over benchmark schemes in terms of miss
detection and false alarm rates are reported. More
accurate authentication is achieved at the cost of in-
creased communication and computational overhead.
[358] Random forest, Replay, V2N, V2I SUMO [178] The proposed method ensures high behavioral con-
Bagging, Elliptic curve Masquerade, sistency of vehicles. The impact of vehicle speed
cryptography Impersonation, on authentication accuracy is also evaluated, demon-
MitM strating consistent trend with the classification per-
formance. Monitoring accuracy also decreases with
increasing vehicle variation probability.
[359] Federated learning Tampering, Replay, V2V, V2N, SUMO [178], A federated learning collaborative authentication pro-
Sybil, MitM V2I OMNeT++ tocol is proposed to reduce the number of vehicle
[360] certifications for each dynamic RSU. The packet loss
rate of data transmitted and shared by vehicles is the
main indicator of protocol security.

3) Privacy preservation
Among distributed ML techniques, FLL emerges as a promis-
ing option for mission-critical vehicular scenarios with strin-
gent low-latency and data-privacy requirements [380]. In
contrast to conventional methods of data sharing in edge-
cloud ML, FL implementations are privacy-preserving by
design, eliminating the need to upload local training data to
a cloud server for global aggregation. Instead, FL nodes only
need to upload model parameters to servers, thus minimizing
the risk of data breaches as well as the need to transfer
raw data to an untrusted third-party curator. The potential of
FL for privacy-preserving collaborative learning has recently
attracted notable research interest, exploiting the concept of
vehicular edge computing [364], [365], [368], [369].

A resilient two-phase scheme for mitigating vehicular
data leakage is introduced in [371], using an FL model
which addresses the privacy concerns associated with the
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vulnerability of a centralized curator. In a similar line of
research, the authors in [373] propose a differentially private
asynchronous FL approach for secure resource sharing in
vehicular networks. The proposed scheme is evaluated with
real-world datasets and exhibits good performance in terms
of accuracy, as well as in protecting the privacy of training
data. Federated averaging, a widely used FL technique,
alternates between the computation of a local model at
each vehicle and a round of communication with the server
for learning of a global model [387]. Such an approach is
adopted in [376] to avoid privacy breaches in the detection
of misbehaving vehicles. The work in [377] addresses the
problem of incentive mechanism design in FL-based IoV, by
leveraging game-theoretic tools in the presence of multiple
model owners and federations. Finally, the authors in [378]
and [379] propose an FL-based collaborative-learning system
to preserve privacy for IoV applications where resource-
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TABLE 11: Overview of AI/ML applicability for privacy preservation in V2X

Paper Methodology Attack/Threat Connectivity | Data/Simulator Key remarks and limitations
type mode(s)
[364] Deep Privacy leakage V2N, V2I, Customized Fast convergence, low-latency performance and effective
Q-network, Vv2v simulator privacy protection over three baseline data sharing schemes.
Federated Multi-tasking data migration may, however, result in high
learning complexity. Constant speed and single heading direction
assumptions for vehicles. MEC needs to be synchronized
with up-to-date vehicle status data.

[365] Hierarchical Privacy leakage V2N, V2I Synthetic data The method outperforms the baseline approach in terms of
federated [366], testing accuracy (improvement by 6.31%) and communica-
learning Federated tion optimization (improvement by 2.15 times) with faster

extended convergence speed. Tradeoff between local computing and
MNIST [367] global communication overheads.

[368] Federated Privacy leakage, V2N, V21 Customized Improved computational efficiency over two traditional

learning, Dishonest simulator schemes. Robustness against dishonest users. Tradeoff be-
Homomorphic vehicles tween the privacy level and computational complexity is

threshold investigated. Key establishment relies on a homomorphic
cryptosystem cryptosystem which is computationally heavy.

[369] Federated Privacy leakage, V2N, V21 MovieLens Improved cache effectiveness over four baseline caching
learning, Outdated content data [370] schemes. Protection of nodes’ privacy and significantly re-

Adversarial duced communication costs. Fully asynchronous federated
autoencoder learning may better cope with the highly dynamic environ-
ments and diverse computing capabilities.

[371] Federated Privacy leakage V2N, V2I, 20 Newsgroups | Detection accuracy of the proposed data leakage defending
learning, V2v dataset [372] scheme is higher than a baseline scheme. It is also capa-

Differential ble of achieving near-real-time performance. Avoiding the
privacy eavesdropping of the model parameters in federated learning
remains an open issue.

[373] Federated Privacy leakage, V2N, V2I, 20 Newsgroups | Higher average accuracy than three benchmark schemes.
learning, Eavesdropping, v2v dataset [372], Model accuracy is hardly affected by the increase in data

Differential Byzantine attack Reuters dataset | providers. Due to parallel local training, the running time
privacy [374], increases little as the data size increases.
Ohsumed
dataset [375]

[376] Federated Privacy leakage, VANET VeReMi Higher detection accuracy and significantly lower commu-

averaging Position nication cost compared to a centralized training method.
falsification Privacy of the training process can be further improved using
homomorphic encryption or differential privacy.

[377] Federated Privacy leakage V2X Customized Model owners are shown to prefer joining federations that
learning, simulator meet a minimum threshold of data quantity and quality.

Coalitional Fair distribution of payoffs based on each model owner’s

game theory marginal contribution, even in the presence of information
asymmetry. The impact of heterogeneous cooperation costs
on the collaboration of model owners is not explored.

[378], Federated Privacy leakage, V2N, V21 Customized Profit maximization guarantees with the highest utility de-

[379] learning, Misreports simulator rived only when data are reported truthfully to the model

Contract theory owner. Multiple sources of heterogeneity (e.g., different data
quantities) do not affect the matching outcomes.

Communications Society

constrained vehicular components are aided by the deploy-
ment of UAVs. Their incentive mechanism relies on contract
theory principles, and aims to match the optimal UAV to each
sensing subregion while accounting for the heterogeneity in
UAV types.

4) Trust management

Data-driven techniques have been also applied to foster and
manage trust and liability in V2X systems, by enhancing
confidence between entities and ensuring compliance with
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regulations. The authors in [381] introduce a hybrid ML and
reputation-based scheme to enhance the detection accuracy
of false alert and position falsification attacks in V2X. The
proposed scheme leverages an edge-based local authority and
a centralized certificate authority to manage the reputation
scores of vehicles. An RL-driven data-centric trust scheme is
proposed in [382] to improve reliability of shared vehicular
information and secure the driving decision-making process.
Trust evaluation can learn from historical feedback and
dynamically determine the best strategy to address constantly
varying vehicular scenarios. In [384], trustworthiness scores
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TABLE 12: Overview of AI/ML applicability for trust management in V2X

Paper Methodology Attack/Threat | Connectivity | Data/Simulator Key remarks and limitations
type mode(s)
[381] K-nearest neighbor, False alert, V2X VeReMi Proposed hybrid scheme outperforms standalone ML-based
Logistic regression, Position schemes. Dempster-Shafer theory is used for combining
Decision tree, falsification evidences from multiple vehicles, while reputations are up-
Random forest, dated using the beta distribution. Detection performance is
Bagging, negatively correlated with the reputation score of malicious
Reputation scheme vehicles. Detection of online/active attacks is an open issue.
[382] RL-driven trust Bogus VANET Veins Adaptive scheme to different driving scenarios with negligi-
evaluation, information simulator [185] | ble time overhead, regardless of the proportion of malicious
Information entropy nodes. Higher evaluation precision rate compared to three
theory benchmark trust models. Trust management may be subject
to adversarial attacks, which exploit vulnerabilities by
faking pseudonyms, and mislead the RL model.
[383] Q-learning, Fuzzy Untrustworthy VANET NS-2 [174] Proposed method leverages fuzzy logic for trust evaluation
logic vehicles of one-hop neighbors, and Q-learning for indirect trust
evaluation of nodes outside the directly observable region.
The effect of vehicle velocity on packet forwarding ratio is
not considered in the packet drop estimation, which may
lead to inaccurate trust estimation for the honest vehicles
propagating messages already altered by malicious ones.
[384] Trust-aware control Untrustworthy V2X AIM simulator | Proposed method decreases the collision rate and main-
policies based on vehicles [385] tains stable low collision rate even when all vehicles are
deep Q-learning untrustworthy. Trade-off between performance (throughput)
and safety (collision avoidance). The generalizability of the
trust framework needs to be verified in a broader range of
multi-agent setups.
[386] Deep feedforward Compromised V2V, V2I NS-2 [174] Proposed scheme performs better than two baseline ap-
network, vehicles/RSUs SUMO [178] proaches by managing the trust of vehicles and detecting
Blockchain (simple, bad malicious ones in an accurate and efficient manner. How
mouth, and to effectively evaluate trust while maintaining the privacy
zigzag attacks) of vehicles remains an open issue.

Continued on next page.

of traffic participants are used to synthesize trust-aware
controllers for ITS, utilizing a DRL-based approach.

A DL-based trust management system is introduced in
[386] to evaluate the trust of vehicles, RSUs, and exchanged
information in an automatic and dynamic manner. Local and
global trust level calculations are performed with the aid
of a feedforward neural network algorithm, which identi-
fies malicious vehicles and learns the potential correlation
among them. Aiming to ensure content trustworthiness in
AV-navigation systems, the work in [388] adopts an Al-
empowered trust-information-centric architecture where con-
tent credibility decisions are determined using DRL. Finally,
the works in [390], [393] focus on the optimal routing
selection problem in software-defined vehicular networks, by
employing a trust-based DRL scheme which extracts useful
features from the available routing information. A similar
methodology has been recently proposed in [392], where
DRL is used to determine the most secure communication
link policy under the effect of malicious vehicles.

C. Threats and Vulnerabilities

The integration of data-driven techniques in V2X systems is
a double-edge sword. As illustrated in Figure 16, AI/ML
models, albeit offering novel solutions to challenging se-
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curity problems, constitute a source of new attack vectors.
The automation and self-managing capabilities offered by
Al expands the attack surface, giving rise to finely targeted,
stealthier, and scalable attacks. In particular, ML techniques
are susceptible to attacks targeting both training (i.e., poi-
soning attacks) and test (i.e., evasion attacks) phases. In
poisoning attacks, an attacker intentionally tampers the train-
ing data, by injecting carefully crafted malicious samples
or contaminating the original data to influence the learning
outcome. The authors in [396] assess the impact of a Sybil-
based data poisoning attack against an IoV service place-
ment mechanism empowered by DRL. The performance
degradation in terms of delay and resource congestion is
quantified for different proportions of Sybil vehicles. In
evasion attacks, the attacker attempts to bypass the learned
model by introducing small perturbations to the test instances
(adversarial examples). An evasion attack in autonomous
driving scenarios is introduced in [397], where the adver-
sary’s goal is to increase the probability that the targeted test
sample is misclassified in a traffic sign recognition process.
Data disclosure threats also exist in ML setups, pertaining to
the possibility of leakage of all or partial information about
the applied model. Finally, failures or malfunctions of the
ML application components are also possible, e.g., due to
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Attack/Threat
type

Paper Methodology Connectivity

mode(s)

Data/Simulator

Key remarks and limitations

[388] DRL-enabled
content credibility
decision,

Blockchain

Untrusted V2X

content

Customized
simulator

Proposed method can determine whether the content is
trusted intelligently based on content status and nodes’
behaviors. Cumulative time delay of the consensus phase
increases with the blockchain height. Due to the transparency
of blockchain for all participants, privacy (e.g., patterns of
behaviors) may be extracted by attackers.

[389] DRL, Blockchain Information V2N, V21

leakage

Customized
simulator

Blockchain technology is jointly applied with a DRL al-
gorithm to prevent information leakage and ensure trust
evaluation decisions for vehicular service offloading and mi-
gration. As the average transaction size increases, the system
throughput of decreases, while an increase in vehicular speed
leads to increased task execution overhead.

[390] Random VANET

packet drop

Deep Q-learning

OPNET 14.5
[391]

Performance gains in terms of packet delivery ratio and aver-
age network throughput compared to two baseline schemes.
Impact of learning rate on the convergence performance is
studied. Packet delivery ratio deteriorates with increasing
number of vehicles, since misbehavior of the malicious nodes
increases the possibility of packet loss.

[392] Deep Q-learning Tampering VANET

Customized
simulator

Proposed method is shown to improve performance of data
forwarding, link quality, and security of connected vehicles
under different architectures of deep Q-networks. Expected
transmission count delay increases with increasing number
of vehicles, posing a scalability challenge. Privacy concerns
not taken into account.

Random VANET

packet drop

[393] Dueling deep

Q-network

OPNET 14.5
[391]

Average network throughput gains compared to two baseline
schemes, at the cost of a slightly higher average end-to-end
delay. Average end-to-end delay increases with increasing
number of vehicles, posing a scalability challenge. Privacy
concerns not taken into account.

[394] Federated
learning,

Blockchain

V2N, V2I,
V2v

Untrustworthy
vehicles,
Poisoning
attack

KDDCup99
[395]

A dynamically updated intrusion detection system is main-
tained by vehicles and RSUs for accurate model aggregation
and sharing. A blockchain incentive mechanism is proposed
to ensure privacy-preservation and high accuracy of the
federated learning model training. The considered dataset
contains general purpose network traffic, and it is not directly
associated with vehicular environments.

inappropriate format of input data caused by a malicious
action (sponge example).

Besides the lack of robustness and vulnerabilities of
AI/ML models and algorithms, the malevolent use of Al
can potentially create highly sophisticated types of adversar-
ial attacks, such as Al-empowered malware, Al-augmented
DDoS attacks and deep generative models for false data
generation [398]. Attackers are able to make malicious use
of Al techniques while constantly improving their attack
strategy with the use of evolving adversarial examples.
Among others, DeepLocker [399], i.e., a highly targeted
and evasive malware, and PassGAN [400], i.e., a fully
automated password guessing technique based on DL, can be
highlighted as two exemplary case studies of Al-based cyber-
attacks. Therefore, it is of paramount importance that V2X
networks become resilient against hostile threats stemming
from the malicious Al use. In this context, ETSI has recently
launched a new industry specification group on securing
Al (ISG-SAI) with the aim to create high-quality technical
standards to preserve and improve the security of new Al
technologies [401].
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D. Lessons Learned

5G and Al transformational paradigms are already driving
research towards the realization of fully automated net-
works. In this context, AI/ML-based techniques constitute
promising and future-proof enablers to empower key V2X
security functions, such as efficient prediction and detection
of anomalies linked to security incidents, authentication, pri-
vacy preservation and trust enhancement. The advanced and
automated capabilities of AI/ML schemes hold the promise
of addressing the limitations of traditional proactive/reactive
security approaches in emerging IoV environments. How-
ever, their direct integration in networks with highly dynamic
topologies, ephemeral connectivity and distributed setups is
inherently challenging.

The envisioned benefits of AI/ML techniques should not
overlook the potential risks of their use. Consequently, the
growing enthusiasm for AI/ML adoption in V2X security
could be waned if security concerns related to the malevolent
use of Al are not addressed. Therefore, significant research
efforts are required to materialize Al-driven intelligent secu-
rity mechanisms in V2X systems. We foresee that research
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groups around the world and standards developing organi-
zations will steer their efforts to integrate data-empowered
security mechanisms in future V2X networks. Over the next
years, network operators are also expected to advance the
implementation of automated, closed-loop security enforce-
ment and control functionalities for vehicular systems.

Finally, the importance of explainability has been recently
highlighted in the context of Al-based solutions for safety-
critical V2X, as a means of reducing model vulnerabilities
against external attacks [402]. Explainability can be achieved
either via the adoption of post-hoc explainability techniques
or with the design of inherently interpretable built-in mod-
els. The incorporation of such methodologies would foster
trustworthiness in Al-enabled V2X systems, as well as their
legal and regulatory compliance.

VIl. Open Challenges and Future Research Paths

While V2X standardization and deployment phases are pro-
gressing, a growing body of research evolves around security
and privacy in V2X, with the potential of developing efficient
solutions by satisfying emerging V2X applications’ require-
ments. This survey has focused on security and privacy
implications introduced by ubiquitous V2X connectivity,
with a close look at potential cyber threats and appropriate
prevention, detection and mitigation mechanisms. In this
context, we offer a comprehensive review of existing proac-
tive and reactive solutions, as well as emerging methods
relying on the nascent Al paradigm.

Although several technical challenges are discussed
throughout the survey, this section highlights additional
open issues and key research paths to effectively address
cybersecurity concerns in future V2X systems. As outlined
in Table 13, our envisioned security roadmap covers three
distinct yet intertwined areas of V2X communication and
networking, with the overarching goal of enriching research
agendas with promising directions and security guidelines.
We provide the details in the following.

A. Architectural Plane

1) Deployment limitations of V2X network components
Efficiency and effectiveness of security reporting-response
mechanisms depend on the available V2X information,
which may not be the same at various network entities and
levels. In a local vehicular network, for example, vehicles are
able to acquire mobility data from neighboring vehicles in
their communication range. However, as highlighted in Sec-
tion V, such information might be insufficient for detecting
DDoS or misbehavior executed in a distributed manner [14].
In such scenarios, the tendency is to aggregate distributed
data into a central entity (e.g., an RSU or MEC) and per-
form data-driven detection based on historical information.
Vehicles are typically geographically clustered using metrics
such as density, velocity, and geographical location [403].
Nevertheless, in terms of network availability, RSUs and
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MEC servers are sparsely deployed due to incurred instal-
lation and operational costs [404]. Network coverage and
road traffic conditions are further considered essential for
the deployment of stationary infrastructure nodes.

Such limitations may hinder the efficacy of security
mechanisms from a practical implementation perspective.
Distributed data transfer to a central location may also result
in excessive resource consumption and latency, which, in
turn, may violate the stringent V2X performance require-
ments. A rather unexplored research direction to overcome
V2X deployment limitations, is to exploit the underlying
physics of traffic with consistency checks against fundamen-
tal physical laws dictated by traffic flow theory [405]. For
example, the incorporation of domain knowledge, e.g., traffic
density, kinematics laws of motion, and vehicular physics, in
the design of data-driven security enablers, may overcome
the incomplete vehicular measurement streams owing to
deployment limitations, and reduce the computational burden
pertaining to the limited capabilities at the vehicular edge.

2) Multi-tenant infrastructure

Vehicular services are typically multi-tenant, involving mul-
tiple stakeholders, e.g., road authorities, municipalities, orig-
inal equipment manufacturers, network operators and service
providers. In contrast to previous mobile network gener-
ations, 5G architecture leverages cloud-native concepts to
allow the disaggregation of network functions. 5G-enabled
vehicular infrastructure is thus able to host multiple logi-
cal networks at the same time, allowing multi-service and
multi-tenancy deployments. By leveraging cloud computing,
software-defined networking and network functions virtu-
alization, V2X services can be instantiated in a flexible
manner, following a network-as-a-service model.

In this setting, new challenges for end-to-end security
and trust are introduced. For example, multi-tenant infras-
tructures shared among multiple virtual network operators
require strict resource isolation at multiple levels to avoid
misuse of the network resources and maintain integrity
of vehicles’ information [65]. The agile orchestration of
multi-domain and multi-tenant security policies is, thus, of
paramount importance, complementing traditional perimetral
protection technologies. Real-time monitoring of security
service level agreements becomes indispensable, while ad-
vanced mechanisms are required to foster trustworthiness by
empowering trust in software components and AI/ML-based
techniques. In this context, distributed ledger technologies,
e.g., blockchain, can be adopted to achieve trustworthy
interoperability across various parties involved in the V2X
service chain. As discussed in Section II-C, blockchain
technology allows managing the complexity of a multi-
stakeholder V2X framework with automated settlements
using smart contracts [406]. Its distributed nature and im-
mutability features can play a pivotal role in fostering trust
in distributed AI/ML models [407]. In this context, a recent
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TABLE 13: Summary of open challenges and future research directions in V2X security

Area Open challenges Potential research directions
* Sparse installation of edge nodes * Dynamic clustering solutions
Deployment limitations of * Insufficient information available for attack de- | ¢ Incorporation of vehicular domain knowledge and
V2X network components tection/mitigation physical laws
s * Heterogeneous computational capabilities » Consistency checks against traffic flow theory
2 . T . .
2 * Trust management across stakeholders ¢ Trustworthy interoperability with blockchain
= | Multi-tenant infrastructure * Conflicting security policies * Agile security policy orchestration
Q
z * Infeasible service level agreements ¢ Dynamic liability chains
. . » Compromised software components * Trusted execution environments
Zero-touch security service o N ; .
provisioning » API-based vulnerabilities » Use of API gateways with customized features
* Threats related to intent-based interfaces * Al-based API security
* Equipment interoperability * Crypto-agile V2X systems
L * Lack of ical feasibility studi I-worl . labl lici -
Practical implications of PKI 'fiC of practical feasibility studies and real-world . Scalable p§eudonym reusage policies and revoca
. . testing at large-scale tion mechanisms
implementation e . . L
_ * Scalability limitations of asymmetric cryptogra- | ¢ Impact of sporadic V2X connectivity links
g phy
g » Unexplored trade-offs with energy consumption | ¢ Quantum-resistant enhancements in current ci-
= .
a. and deployment cost phersuites
uantum-safe cryptograph . R .
E Q yptograpily * Quantum-based adversaries e Quantum key distribution for long distances
» Large key size of public-key ciphers * Lattice-based cryptography
e Manipulation of summation operation  Alliance with differential privacy techniques
. . e Asymmetric computation, storage, communica- | ¢ Probabilistic crypto-less over-the-air key estab-
Over-the-air computing . s :
tion capabilities lishment protocols
* Adversarial attacks using channel information ¢ Active attack mitigation aided by PLS schemes
* Limited open-source vehicular data * Openness and reproducibility of vehicular data
Availability of datasets * Unbalanced and irregular attack information ¢ Feature engineering
* Deviance from real-world scenarios ¢ Resampling strategies
=y . . ¢ Data manipulation at training/inference phase ¢ Hybrid learning with local differential privac
£ | Vulnerabilities of decentralized Model f K gl 11 lp Hy hi lblg kehain-based sch P Y
g learning solutions odel replacement attack at local leve ierarchical blockchain-based schemes
3 * Vulnerabilities due to server-client architecture * Integration of vehicle dynamics in learning phase
* Model extraction/inversion attacks e Adversarial ML
Trustworthiness of Al-based * Information integrity and availability risks « Explainable Al and physics-informed learning
security * Privacy violation via reverse-engineering method- | ¢ Ensemble learning models to address adversarial
ologies concept drift

work in [408] proposes a blockchain-based strategy with
hierarchical incentive mechanisms, utilizing FL to prevent
privacy leakage and ensure accurate and fair trust evaluation.

3) Zero-touch security service provisioning

The pervasive integration of AI/ML and SDN/NFV tech-
nologies in beyond-5G vehicular networks is envisioned
to increase the level of security management automation
towards real-time zero-touch orchestration across multiple
domains. In particular, security service provisioning is ex-
pected to be guided by intelligent decision engines with agile
and self-dynamic capabilities, in line with the ETSI zero-
touch network and service management (ZSM) reference
architecture [409]. Besides its benefits, a fully automated
V2X network rollout comes inadvertently with security risks
and compelling attack surfaces that can be exploited for
malicious purposes. Software entities involved in the security
management operations (e.g., SDN controllers, NFV orches-
trators) may become themselves malicious or compromised,
leading to adverse effects on network performance and se-
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curity. For example, compromised virtual network functions
(VNFs) could execute a poisoning attack, as discussed in
Section VI-C, and provide wrong monitoring data that may
mislead AI/ML models in a ZSM-based security system.
To establish VNF confidentiality and integrity at run-
time, trusted execution environments (TEEs) are considered
a promising option in the presence of V2X introspection
attacks [410]. TEEs achieve the isolation of data and oper-
ations in a secure enclave that allows access only through
an attested link supported by hardware-secured technologies.
However, the adoption of TEEs in V2X virtual environments
is challenged by the limited computational capacity at the
vehicular edge, their relatively complex use and the incurred
performance overhead. In an effort to improve scalability, a
recent work in [411] proposes a decentralized trust manage-
ment system with a parallel consensus model which jointly
considers TEEs and blockchain technology to secure trust
evaluation. In addition, while open APIs play an integral role
for the realization of security management automation, they
introduce notable vulnerabilities which can be exploited in
vehicular API-based attacks. Although API security is a rela-
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tively new concept, the associated attacks performed through
the APIs are not; examples include identity, MitM, and
DoS attacks [412]. Such attacks may result in information
leakage/alteration, identity theft, as well as vehicular service
unavailability. A common approach to enhance API security
is the use of API gateways with customizable parameters, to
perform rate limiting, fine-grained authentication and autho-
rization, and content routing for reliable access to backend
services. Al-based API security is also gaining ground to
strengthen API capabilities; it may, however, expand the
attack surface with additional threats, as discussed in Section
VI-C.

B. Computational Plane

1) Practical implications of PKI implementation

As discussed in Section IV, authentication and integrity
protection mechanisms reduce attack surfaces by restricting
severe outsider attacks (e.g., Sybil, spoofing and DoS). To
this end, solutions based on PKI and digital signatures
have been standardized and extensively studied in V2X
communication. However, the validation techniques sum-
marized in Table 6 reveal that there are still feasibility
gaps between existing academic research and real-world
testing of PKI practices at large-scale for V2X services.
The stringent V2X security and privacy requirements have
led to even more complex PKI architectures with many
entities and layers that make it harder to scale. Experimental
assessment of such approaches has only been conducted
under limited operating conditions, which may hinder the
transition of PKIs to practice [172]. Additional feasibility
and comparative studies are thus necessary to discover and
resolve possible computational issues, owing to ambiguous
specifications in standards, interoperability of equipment
from different vendors, and scalability of computationally
intensive asymmetric cryptography schemes [413].

To overcome hardware constraints, crypto-agile V2X sys-
tems, capable of coupling asymmetric and certificate-based
cryptography with more traditional symmetric cryptographic
algorithms, appear as a promising approach. Pseudonym
reusage policies and revocation mechanisms need to be
carefully managed to account for massive connectivity in oV
environments. In existing PKI methods, trade-offs between
computational aspects, such as CRL size, complexity, delay
overhead, and RSU availability, deserve further research
attention, as outlined in Section IV-D. The impact of the
sporadic availability of communication channel among the
vehicle, the road infrastructure and the back-end servers
needs also to be further explored. Finally, since the existence
of a PKI architecture does not guarantee per se the enactment
of trust between the involved entities, the roles of different
stakeholders in the PKI need to be properly defined.
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2) Quantum-safe cryptography

The advent of quantum computing paradigm with its pow-
erful processing capacity is expected to play an important
role in emerging autonomous-driving scenarios, e.g., traffic
flow control optimization. However, as essential it is to the
realization of autonomous driving as an accessible service,
quantum technology introduces vulnerabilities and security
risks [414], [415]. In particular, traditional symmetric and
asymmetric cryptographic techniques are threatened by the
prospect of adversaries with quantum computing capabilities.
Quantum algorithms have the disruptive potential to effec-
tively break cryptography schemes which are in widespread
use in existing V2X communication systems. Thus, cryp-
tographic primitives described in Section IV, such as hash
functions and symmetric key encryption, become vulnerable
to quantum cyberattacks and require increasing the key
length, leading to higher computing power. Further, large-
scale quantum computers may be able to quickly (i.e., in
the order of minutes or hours) break asymmetric encryption
solutions that base their security on integer factorization or
discrete logarithms, which otherwise could take hundreds of
years on today’s most powerful computers.

The introduced vulnerabilities and quantum computing se-
curity risks in V2X systems render the development of post-
quantum cryptographic techniques, such as quantum key
distribution (QKD) and quantum-resistant algorithms, imper-
ative to address quantum-era cyberattacks [416]. QKD lever-
ages the laws of quantum physics to protect data exchange
inside the backend V2X infrastructure by offering forward
secrecy and ensuring anti-eavesdropping of the encryption
keys. A quantum-resistant cryptography scheme based on
location-aware lattices is introduced in [417] to address
collusion and quantum attacks, revealing a trade-off between
the network performance metrics (i.e., delay, throughput,
energy efficiency) and security robustness. Lattice-based
cryptographic solutions are generally capable of providing an
additional level of quantum defense by properly concealing
data in complex and abstract mathematical structures exploit-
ing the hardness of short vectors in lattices [418], [419].
The trade-offs among key sizes, signature lengths, network
performance, and security raise intriguing research questions
in the upcoming post-quantum era [420].

3) Over-the-air computing

V2X entities are asymmetric in terms of computational
capabilities, with particularly limited resources available at
the vehicular edge. Although MEC servers are capable of ag-
gregating data from different sources, the incurred computa-
tional burden may limit the execution of heavy and complex
tasks, e.g., decentralized learning [421]. In particular, large
and structured training datasets are necessary for data-driven
detection schemes to function adequately [422]. Handling
such high volumes of vehicular data at the edge entails
high computational power, high convergence time to obtain
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sufficient training and test accuracy, and memory shortage
risks.

In this context, over-the-air (OTA) computing emerges
as a promising alternative to relieve computational burden,
by exploiting the signal superposition property to calcu-
late functions of the individual signals over the air. This
novel parallel computing paradigm synergistically merges
the communication and computation tasks to establish secure
communication links with minimum resource consumption
and sizable performance gains over classical separation-
based approaches. OTA mechanisms are gradually gaining
momentum for privacy preservation in decentralized learn-
ing environments. Secure OTA computing with differential
privacy is recently proposed in [423] to prevent the inference
of private data in FL setups. In a similar line, the privacy-
for-free mechanism in [424] shows that enforcing a differ-
entially private constraint into an OTA scheme keeps the
learning performance unaltered compared to a non-private
design. However, vulnerabilities at the vehicular edge and
adversarial attacks may compromise the integrity, availability
and/or privacy of OTA-based learning, thus challenging
the trustworthiness of the approach. For example, active
attacks, described in Section III-B, may manipulate the
OTA computation process, leading to wrong computational
model learning and service failure. The heterogeneity in
computation, storage, and communication capabilities across
the V2X entities constitutes an additional research challenge
in OTA-based learning systems.

C. Learning Plane

1) Availability of datasets

The majority of misbehavior detection mechanisms are data-
centric, and require a considerable volume of data to obtain
effective outcomes. As discussed in Section VI, complete
and well-structured training datasets allow AI/ML models to
obtain relevant knowledge for the detection and identification
of attacks. Since the availability and quality of training
data become crucial for the effectiveness of solutions, it is
essential to include sufficient attack information and create
balanced datasets while representing real-world characteris-
tics. Similarly, test datasets are also necessary to evaluate
and compare both accuracy and performance against bench-
mark approaches. In the context of AI/ML-based security,
acquiring high-quality datasets with adequate realizations of
V2X attack types, is a non-trivial task.

In their vast majority, security mechanisms are validated
through system-level simulations and theoretical model as-
sessment. However, existing simulators are rather limited in
fully characterizing the complexity and dynamics of real
V2X communication systems. Notably, most of the presented
studies are focusing on specific attack scenarios and have
incorporated strict assumptions on their theoretical models
that may not reflect V2X characteristics in reality. Further,
as elucidated in Tables 9—12, many researchers have not
made publicly available the datasets used in the evalua-
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tion; in turn, this lowers the possibility of reproducibility
and comparative feasibility studies, posing unprecedented
challenges in the assessment of security proposals under
common real-world V2X scenarios. It is noted, though,
that most research works are restricted from accessing real-
world V2X datasets due to various reasons, such as in-
ternal policies of automakers and infrastructure providers
and/or data protection laws (e.g., GDPR). On the other
hand, field measurement tests of security architectures can
be prohibitively expensive, while the execution of attack
scenarios may not be practically feasible with real vehicular
fleets involved. Access to V2X-compatible infrastructure
is not currently widespread due to the lack of extensive
and large-scale deployments. Considering all aforementioned
challenges, evaluating detection/mitigation mechanisms by
simulating cyberattacks seems to be the most viable option
and equally important as coming up with novel methods.
Further efforts are needed towards generating open-source
datasets and making them publicly available for the research
community.

2) Vulnerabilities of decentralized learning solutions
Distributed learning methods hold the promise of exploit-
ing the edge components in large-scale vehicular networks
to decrease learning time and improve resource efficiency
[425]. By diffusing distributed intelligence in a V2X system,
vehicles turn into smart cooperative agents and can perform
collaborative learning tasks without centralized orchestra-
tion. Collaborative learning underpins local decisions and
allows vehicles to exchange their locally trained model pa-
rameters. As discussed in Section VI-B, albeit FL approaches
are gradually gaining momentum towards the realization
of privacy-by-design V2X (e.g., anonymous data collection
and/or retrieval [426]), they still rely on a server-client
architecture, rendering them vulnerable to several attacks
(e.g., due to faulty software, hardware invasions, and unre-
liable communication channel). In addition, locally trained
ML models may suffer from data poisoning and adversarial
manipulations (e.g., malicious samples deliberately crafting
the model).

To this end, the development of robust FL designs against
these attacks constitutes an open research challenge. A recent
work in [427] combines FL and local differential privacy
to prevent adversaries from deducing the exact location
information of vehicles even when the uploaded gradients to
the cloud are compromised. The authors in [428] introduce
a hierarchical FL framework empowered by blockchain
ledgers to enhance security and facilitate the distributed
knowledge-sharing process. The proposed scheme is shown
to adapt well to large-scale vehicular networks with diverse
regional characteristics and effectively defend against mali-
cious nodes during the sharing process. In a similar direction,
a blockchain-based collective learning approach is presented
in [429] to further protect the distributed learned models.
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The integration of underlying vehicle dynamics to control
the learning phases in FL, and the consideration of time-
varying connectivity links to manage the coexistence of
outdated or partially trained models with highly automated
ones, constitute promising future research paths [430].

3) Trustworthiness of Al-based security
One of the key concerns related to the integration of Al-
based techniques in V2X security refers to adversarial attacks
which may cause trained models to behave in undesired
ways, as discussed in Section VI-C. Depending on the
attacker’s level of knowledge, attacks against AI/ML can be
divided in two categories [431]: i) white-box attacks, which
assume that the attacker has complete knowledge about the
training data, the algorithm and its hyper-parameters; ii)
black-box attacks, which assume that the attacker has no
knowledge about the algorithm and its hyper-parameters.
In the latter case, the attacker first observes the Al-based
system’s response to its query and uses this outcome to
craft adversarial examples. These data manipulation attacks
render AI/ML models vulnerable by introducing integrity,
availability and/or privacy-violation risks. Integrity risks
result in indecisiveness, delayed decisions, poor or even
wrong decisions, while availability perils usually refer to the
considerable rise of classification errors up to such levels
where the system becomes effectively unusable. Privacy
violation may also occur when private V2X information is
disclosed by reverse-engineering the learning algorithm.
Dealing with adversarial attacks is non-trivial and re-
quires solutions to foster trust and stimulate confidence in
AI/ML models. In this context, AI model interpretability
and adversarial ML can contribute towards the elevation of
trustworthiness in Al-based solutions [432], [433]. Model
interpretability (or explainable AI) aims at ensuring ac-
countability, reliability and transparency, by explaining how
and why decisions are taken based on training data. An
interpretable scheme has been recently proposed in [434]
for the detection of location forging attacks, which leverages
a boosting decision tree ensemble to elevate the trust in
the predicted security decisions. Explainable Al frameworks
for trust management have been recently proposed in [435],
[436]. The challenge here resides in balancing the resulting
trade-off between interpretability and model accuracy. In
an effort to render ML techniques resilient to adversarial
attacks, adversarial Al aims at assessing the security ro-
bustness of learning algorithms and designing appropriate
countermeasures [433]. While adversarial Al has already
attracted considerable interest in the field of computer vision,
future research efforts need to be devoted to mastering how
Al-based attacks are launched in V2X environments and
ensuring the safety of AI models. In this research line,
a DRL algorithm aimed to maximize the robustness of
AV dynamics against false data injection attacks has been
recently introduced in [437].
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VIIl. Summary

This survey has compiled and reviewed recent develop-
ments in V2X security, offering a thorough assessment of
state-of-the-art security enhancements proposed to date. Our
methodology is based on three main pillars. First, we have
presented a classification of threat/attack vectors that may
hinder secure and safe operation of V2X systems. Second,
a taxonomy of existing mechanisms, based on their proac-
tive/reactive defensive attitude, has been proposed to help
determine their feasibility in preserving fundamental security
and privacy requirements against V2X attacks. Third, as Al
poses elevated merit in addressing identified and foreseen
limitations, we have thoroughly explored the applicability of
data-driven techniques in V2X security. Finally, in an effort
to motivate and foster further contributions in the field, we
have summarized key open challenges in V2X security and
provided relevant research guidelines.
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