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I

1.1

Overview

The continuous emergence of mobile handheld devices in daily life has
infonnation
for
techniques
the
the
of
necessitated
use of wireless
exchange
betweenthem. In this rising demandfor service availability to non-fixed users
with varying locations,achievingthe samelevel of connectivity but 'without the
dynamic
has
be
Further
the
to
to
this,
cat"
a substantial challenge.
proven
structure of any wireless network formed, has yielded an overwhelming
potential growing beyondthe premeditatedcapabilitiesof equivalentwire based
connections.Consequently,the design of protocol implementationsfor 'no-cat'
networks, with all the difficulties they might pose, is transpiring as a new field
of unique prerequisitesand conditions, verifying once again that the messageis

themedium.

In attempting to provide for this surfacing technology and the potential that it

holds,we mustquestionthe driving forcesrelatedto it. In the brief history of
telecommunicationsnetwork evolution, three forces have been instigating the
development
[1]:
traffic
resulting architectures
growth,
of new services and
advancesin technology. From these, traffic growth relates to the continuous

increaseof informationexchange,embracingspeedsper unit of bandwidth,as
well as the handling of connectionsto different users.The developmentof new

1 "You see,wire telegraph is kind
a
of a very, very long cat. Youpull his fail in New York and
his headis meowingin Los Angeles.Do you understandthis? And radio operatesexactly in the
sameway: Yousendsignals here and receivethem there. 771eonly differenceis that there is no
cat. "Albert Einstein [ 1879- 1955]

2

services, tightly related to advances in technology, relates to \vays and methods

of manipulating infonnation and the means by vd-ilch it is being exchanged.
Despite of the abo\ e not being independent of each other, each one of these
aspects has lielped shape teleCOMMUnIcationnetworks in different ,vays.
Table I. I: Brief description oftlie currently available wireless standards.
II
Standard

De.wi-iplion

IEEE 802.11 [21

('ý... use either Direct SequenceSpread Wireless

Usage
Local

Area

Spectrum (DSSS) or Frequencý, Hopping
Spread Spectrum (FHSS) in tile 2.4 Gliz
band. as \ýell as PLIISe Position
Modulation
for
OR)
Infrared
transmission. ('ould achle\e data rates of
up to II NIbpSUsing DSSS.

Networks OVLANs).
Replacing
tile
current
Ethernet nemork card in

Bluetooth [3]

Based on the 802.11 standard, it is in RF
specification operating in the 2.45 (111/
band. It LisesfreqUeIlCy hopping of about
1000 hops sec changing 79 freq. at I
NIIIz inter\als and is designed for shortrange conimun icat ions Of LIP 10 10 111.
Presently. it offers a data rate of approx.
IM bps.

hOLISe
ranging from

IrDA [4]

Týw standards are available: The IrDA
Data standard. recommended for hI, h
_,
speed, line of sight (LOS) data transfer of
4 Nlbps and the IrDA Control standard
recommended for in-door cordless PC'
Peripherals.

IrDA data can be found in
handheld de\ ices,
illost
SLIch as mobile phones,
IrDA control is coninionly
less
ire
for
Used
keNboards, etc.

i

InUltmiser
caMPLISOffice
computer eti\ ironnients.

In

appliances.
printers to
Also
cordless
phones.
popular ýýith mobile phones
vvilere the User doesn't need
to be in contact with the
handset, thus
redLICing
radiation hazards.

The applicability of these three driving forces to no-cat nemwks has created a

plane well outside the one dimensional aptitude of exchanging raxv bits. The
turn of this century saw a number of developing standards xvith the ability to
dellver such connectivity. Table 1.1 summarises the currently available, hinting
on

their

environment

of

operation.

Having

altered

the

medium

of

Communication from Nvired to wireless, the questions that surface relate more
and more to the limitations of our means to manipulate information in a

3

multiplicity of dynamic users with varying locations, than to the static
communicationenvironmentsthat we have beenutilising all theseyears.

1.2

Infrastructureless

networking

In the realm of wireless communications, two system models have been
proposed weighing their distinction upon the presence of a proxy within the

nodeswanting to exchangeinforination. The first approach,basedon existing
cellular infrastructures,involves a fixed backbonewireless system, where the
but
fewer
network consistsof a number of mobile nodes,as well as a number of
more powerful fixed nodes.Sucha systemrequiresthe presenceof a permanent
infrastructure that is hardwired using landlines. Some of the problems [5] in
network realisations of this type (apart from the obvious need for a wired
in
connection
order to establish a wireless channel) relate to the handoff
between different devices in the backbone, as well as the smooth transition
betweennodesof the backbone,without noticeabledelay or packet loss.

The second,shifting away from cellular operation,is to form a network on
demandand in an ad hoc fashion,where all usersand devicesare not only
clients in the network but are also willing to forward data packetson behalf of

othernodes,in an attemptfor themto be deliveredfrom sourceto destination.
This type of systemmodel, often referred to as infrastructurelessnetworking [6]
allows for mobile nodes to dynamically establish routing between them and
(dependanton the limitations their broadcastingrange) with other nodes in a
hop-by-hop fashion as seenin figure I. I.

Between the two system models, despite that the former, due to the static

lot
elementof the backbonecapacitates
a morepowerandhenceoffers a larger
4

broadcasting range, ad hoc networking offers a number of advantages spawning
from the on demand setup that it subsists. An example of this is an environment
that holds a damaged communication infrastructure such as a battlefield or a
natural disaster recovery area. In such a situation, ad hoc networking is the ideal
candidate for fast deployment of a communication channel among the users
present.

1.3

The Mobile Ad Hoc Network

Based on the descnption of infrastructure less networking, comes the concept of
a Mobile Ad Hoc Network (MANET).

A MANET

consists of a number of

Mobile Nodes (MNs) that have no connectivity to backbone hosts and therefore
do not require any management with respect to location or handover [7].

Fip-ure I. I: A visualisation of a MANET, consistinlzof a number of nodesthat
are madeup from merging and fragmentingsubnets.
Each MN acts on the assumption that no centrallsed administration is present

within the network and relies on neighbouring MNs for the transmission and
reception of information. As a result, routes are establisheddepending on the
15

location and broadcastrange of every MN. Further to this, each MN acts as a
router, forwarding traffic betweennodes.

Ad hoc networkscan also exist within a hybrid environmenthosting a backbone
infrastructurewhere only a few nodeshave connectivity to the fixed link points.
In either case,a MANET consistsof a number of subnetsor partitions where, as
illustrated in figure 1.1, certain nodes act as gatewaysto other subnetswithin
the networking environment.This takes place in a dynamic way, with subnets
merging and fragmentingin real time dependingon the mobility of individual or
high
is
Consequently,
MNs.
MANET
an environmentnecessitating
groups of
a
cooperation for any data exchange to take place. This, adding to the open
exchange of information lacking any cats, subsidises the need for greater
in
protection the communicationexchangeprocess.

1.4

Issues of security

With the removal of the cable as part of our medium for exchanging
infonnation, there is no' longer a physical link between the two devices
communicating;all information is out in the open for anyoneto get their hands
on. Thus, bigh susceptibility plus the presenceof an unreliable transmission

in thetransitionfrom wired to
medium[8] arethe defaultadd-onconsiderations
wireless security.

The advantagesof an on demandsetupin MANETs add to the disadvantagesof
wireless security [9,10]. Information is not only being exchangedin an open
and more unreliable medium, but also in an environment of continuously
changingtopology, where traffic has to passthrough other nodesfor it to reach

its final destination.
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In an attempt to define the components of it, wireless data security can be seen
as a superset of three attributes [I I], all of which need to be maintained xvithin a
secure ,,, stem. These can be seen in table 1.2 followed by a brief description as
to see if each attribute has been breached.
\ýell as the qLICStIOII
Of COIIIPI-0111ISe
SLICIIan approach fOCLISeS
on the bits or data being exchanged and not on the
requirements of the system for it to be labelled as secure. In any case, a secure
system should have the ability ofmanitaining each of the attributes of table 1.2
Table 1.2: The threý attributes that constitute data security in communications.
Question of compromise

Attribute

Descv-iplion

Data
integrity

Users having the ability to modify
or delete data for which they do not
ha\ c such privileges to do so

Data secrecy

Users ha\ lilt-, the ability to view data
I'M which they do not have audit
permissions to do so

been
data
Has
tile
disclosed"
improperly

Users

Data
Availability

to
not having, the ability
data
have
they
that
access
oý\riership of, or has been sent to
Demal-of-Service
them.
(DOS)

been
data
(lie
improperly tampered \\ Itli?

IIa

Can I access my data when
I \\ ant to"

attacks are the most common threat
to availability

With the escalation of wireless security in an environment hosting a MANET,
each of the above attributes also becornes harder to maintain. Regarding data
nitegmtv. anv user can broadcast information in the absence of a cat, as well as
modify data packets passing through them. 'A"Ith respect to data secrecy,
Iinforination is no longer sent down a cable, but broadcasted within a specified
range. Finally with respect to availability, any node within a MANET can refuse
to forward incoming packets during the exchange of infor-niation causing
,a
breakdown. These issues (that will be examined in greater detail
C0111111LIllication

7

in chaptersto come) form the basis of wireless security outlining the principal
types of attack that can occur in MANETs.

1.5

Problem description

and methodology

From the generalissuesof security and how they are amplified in MANETs, at
the core of the problem lie the freedomsthat individual nodeshave in viewing,
manipulating and forwarding incoming data. These, extending to all three

attributesof table 1.2,define the conceptof routing security.

As we have seen, the cooperation of nodes within such a networking
environment is integral to its existence.Thus, the protocol describing the rules
for exchanginginformation should facilitate for malicious behaviour from one
or more MNs that are part of the network. If this were not the case, a node
choosing to compromise the secrecy, integrity or availability of data would
causethe collapseof any information exchange.Consequently,in order to allow
for the advantages that a MANET has to offer, we need to secure the
communicationprocessas that is defined in the routing protocol being utilised.

Due to the dynamic characteristicsof MANETs, the protocol deployed would

have to facilitate for maliciousintent in a numberof different situationsand
phasesof the communication exchange.As a result, our problem description
focuseson malicious behaviour within ad hoc networks and the ability of the
routing protocol utilised to notice, notify and isolate such a node or groups of
from
the remaining network. This task, if seen in proportion to the
nodes
numberof available protocol implementationsis not at all trivial.
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1.5.1 Protocol characterisation
At present a number of protocols exist for the routing of data in ad hoc
in
fall
in
2)
(as
These
a variety of categories,
chapter
networks.
we shall see
depending
disadvantages
on the
weighing a mixture of advantages and
communicationscenariounder question.

In designinga protocol for a MANET, not only must we take into consideration
the issues of routing security, but also allow for the advantagesthat such a
Any
Anywhere
Any
[12,13]
The
"3
Anys"
has
to
and
person,
offer.
network
time, illustrate the level of connectivity that ad hoc networks aim to offer. Thus,
bearing in mind the nature of infrastructureless networking, any protocol
deal
have
to
to
the
with a number of complex
ability
specification needs
from
scenariosstemming
a constantlychangingtopology.

As a result, every protocol must be described through a number of global
in
local
that
the
characteristics
complexities presented a
can withstand
resulting
dynamic information exchange.If this were not the case, we would have to
it
include
that
a protocol can encounterand
premeditateevery possible scenario
in the specification. Clearly, following Ockham's razor2,this is not something

thatwe favour,or, in mostcases,canactuallyachieve.

2 The medieval rule of parsimony,
or principle of economy,frequently usedby the philosopher
William of Ockham,Surrey,England(1285-1349)cameto be known as Ockharn!s razor: "Entia
non stint multiplicanda praeter necessitatentor Numquant ponenda est phiralitas sine
necessitate"; (in free translation)It is vain to do with more that which canbe donewith less.
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Following the need for simple rules to govem complex and dynamically
changing events,yields a systemthat has the ability to adapt to new situations.
This process (as revealed in the next section) shares a lot of common
characteristics with adaptive modelling and emergence.The passage from
local
description
that
global
criteria, such as a protocol,
prove worthy of
phenomena,such as the occurrenceof a malicious node, forms the basis of the
modelling approachfollowed throughoutthis work.

1.5.2 Emergence, a first encounter
Over the later half of the previous century, studies focusing on the observation
of collective behaviourin natural systemsproduceda number of fascinating,yet
analogousresults. The plane that initially enabled researchersto umbrella the
observedpatternsunder a single common denominatorspawnedfrom an almost
contradictory model involving complexity and simplicity. Despite the fact that

the behaviourof the entitiesinvolvedcouldbe narroweddown to a smallsetof
simple rules, the system,as a whole, had the ability to tackle often successfully,

quite complexproblems.As this was first observedin the natural,the results
often mirrored simple facts that we tend to take for granted such as the way in
which antsor beesmanagetheir resourcesin their scavengefor survival.

Today, this field of researchnamedemergence(due to the similarities that it has
with the sameterm as usedby 19'hcentury biologists to describewhat happened
when life arose from non-living matter 4 billion years ago [14] ) finds
applicability in both natural and artificial systems.Whether it has been a caseof
understandingthe behaviour of ant coloniesin their struggle for survival [ 15], or
for consumerwebsites to offer hints based
on a retuming customer's purchase
10

history [ 16], this new kind qfscience3,even at this early stage,hasbeenoffering
its
through
simp istic perspective.
unique results

Since emergence,as a science,can be hosted in so many different subjects,an
interpretationof what it standsfor comes in many different flavours. Three of
the most commonsuchdescriptionsare includedbelow:
functionality
top-down
Bottom-up
the
as
same
achieving
systems
9
Systems lacking a central administration authority, which are capable of
functioning in the samemanner as if one was present.The myth of an ant
is
in
the perfect example of such a natural
colonies
ant
specific
queen
[
system 18]
*A

behaviour
complex
generating
set of simple rules

Systemsgoverned by a set of very simple rules, having a complex, non-

be
behaviour.
A
can
numberof examplesof suchartificial systems
chaotic
found in [17,19], where the systemdefined is a cellular automaton
*.

The sum of the partsbeing greaterthan the whole

A principle stemming from Gestalt theory [20], stating that a sufficiently
be
that
reduced to the
cannot
complex system can experienceproperties
Hence
the resulting structure can tackle
the
constituentelementsof
system.

by
is
defined
initial
its
the
that
capacityas
problemsconsideredoutside
in
principle of superposition,widely used physics. A number of examplesof
suchsystemscan be seenin table 1.3 below.

3 Title usedby StephenWolfram in his latestbook [17] on cellular automata,which extensively
describesthe surfacing of complex systembehaviour,spawningfrom a set of very simple rules
govemingthe system.
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Flie above tlirce interpretations of such phenoinena brlctl\, stimmarIse tlie
distinct belimiour that allows us to interpret a system as one that hosts or
c\penences emergent belim iour. An important aspect that must not be
neglected (that shall be revisited in chapter 4) lies in tile necessity but not
SLIftICIeIlCVof tile condition for emergence to occur. Even thou"ll a living
organism is made up of molecules, a collection of molecules does not
necessarily give rise to a li%ing organism. As intuitive as this illustration might
be, it hints on a reqUired set of conditions for a new system identity to surface.
Table 1.3: Three systems reaching a certain threshold of complexity where a
ne\\ iden.l.w., emerges hat cannot be reduced to the suni of its parts.

OrIgInal

Resulting identity of the sN,
stem

Living

organisms

Mind, consciousness and
intelligence

Organisations,
cultures

societies, and

constItuent

parts
Finergeftom

Systems of molecules

Emerge 11-oin
.

Systems of iieurons

Elnergefi-om

Systems of individuals

From obsen,ations in the natural, as Nvell as problem solving techniques applied
in the artificial. we grow aware of the fact that emergence does not take place

unlessa problem requiring a solution is present.Despite the Darwinian aspects
of the latter statement. it seems that emergence offers the opportunity to the
system of almost leaming ail altemative solution technique. thus adaptlnj,,,.to the
problem at hand. It is this element of adaptation that Nveaim to exploit In the
development of wireless routing protocols, constantly presented
with the
problem of a malicious attack within a dynamic elivironment.
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1.5.3 Model description
The objective of this work is to deliver a functioning system, capable of
automatingthe designprocessfor routing protocols. As a result, our focus shifis
a level up; from the improvement of a single design to a system that can
facilitate for the requirements of MANETs and deliver working protocol
implementations.The main tool enabling us to pass the design phase of this
processto machinelevel is emergence.

Developing a model that can adaptively learn to handle occurrences of
malicious intent within a MANET and embed them on the resulting protocol
utilised, falls outside conventional control theory [21,22].

Normally, the

describedprocesswould involve a mechanismthat would improve the resulting

processbasedon the feedbackgainedfrom both the goodandbad aspectsof a
design.

Even though this fundamental aspect of feedback is one that should not be
neglected,conventional methodology only allows for decisions to be made by
taking into account information on the same level as that of the observed
phenomenon.To draw a parallel to this, today the acting environmentjudge

hasbeenthe corresponding
protocolimplementations
communityrelatedto this
field of research.Our objective is not to replace but to simplify this task, by
further automatingelementsin the designprocess.

Extending on this assumption,our proposedmodel structure,seenin figure 1.2,
containsa number of distinct layers. This categorisationcomesas a result of the
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On
the top of
the
model processes.
information that each compartment within

the model lies the decision layer responsible for selecting a best fit for the
protocol description though its interaction with neighbouring compartments.
The reason why this compartment is placed at the very top of the hierarchy is

becauseultimately all information is filtered through this layer to a decision
daemon,
label
design.
In
this
we
to
the
a
as
compartment
regarding
choosing
take from Oliver Selfridge's Pandemonium described in section 4.2.

Measure of
Performance

Adaptive Plan

Protocol

ScenarioOf
Communication

output

Figure 1.2: The compartmental model description in its constituent layers for
the system used in automating the design of wireless routing, protocols.

Layer 2 holds two compartmentsresponsible for providing the information
necessaryto layer I for the decision making process.The first is the plan of
adaptationstating how the next structurefor evaluationshould be selectedbased
on the results obtained from the previous one. The second is a measure of
performance providing means for assessinggood or bad structures from the next

layer. Between the two compartmentsthere exists an unavoidable correlation
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justifying each one's presenceon the same layer. A strategy for adjusting the
selection process cannot exist without quantifying the perfonnance of the
systemand vice versa.

Finally, the last layer is constitutedwith the compartmentsthat can be found in
a model descriptionof a control feedbackprocess.From the three compartments
found in this layer, the first one holds the protocol description as that would be
defined for the sole purposeof communication:Stating the rules that govem any
exchangeof information. The secondcompartmentholds the testing ground for
the protocol allowing for a number of scenariosto be provided, relating to
routing security. The last compartment of this layer hosts an area where the
output relating to the performanceprotocol with respectto the communication
scenarioat hand could be recordedand quantified.

In this model description, the division of the resulting layers takes place
according to the information that is being processedon each compartmental
level. Based on this, the complex description of a MANET experiencing
malicious activity can act as a test-bed for selecting a routing protocol and
recursively improving on its characteristics,until it reachesa level of being able

to overcometheimposedmaliciousintent.

1.6

Original contributions

The main contribution that will be exploited within this thesis focuses on the
applicability of emergencein the design of wireless routing protocols. Current
researchtangentshave only recently started to touch this field and to question
the advantagesthat it has to offer. A prime example of this is the routing
15

been
it
has
[23
25,55
59]
AntNet
that
the
as
a
winning
support
and
protocol
in
its
bases
in
AntNet
technique
operation the simulation of
routing
recentyears.
decision
in
the
they
the
making
affect
pheromone patterns and
way
which
processwithin an ant colony. We will examinethis protocol and the advantages
that it hasto offer in greaterdetail in section2.8.

Despite this recent attempt to utilise a systemhosting emergentcharacteristics
within the rules underlying the resulting protocol structure, to the author's
knowledge no attempt has been made in applying such methodology to the
designphasefor wirelessrouting protocols. It is this idea that forms the basis of
originality within this work.

The contributions presentedwithin this thesis can be broken down into three
constituentparts.
e Firstly, the design of a systemwith the ability to in turn design,modify
improve
and
on wireless routing protocols. The main toolbox enabling
this process stems from emergenceand practices involving adaptive
modelling. The material used for this processis presentedin chapter2,3
and 4, by examining routing protocols, routing security and emergent
systemsrespectively.

*

Secondly, the implementation within an object oriented language of a
discrete event simulator capable of offering an environment that can
develop routing protocols by correlating the rules of adaptivemodelling
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This
handling
the
work along
attack.
malicious
a
requirementsof
with
in
is
5.
decision
taken
the
steps
presented chapter
with

Thirdly, a number of protocol implementations,designed at machine

*

level, which can tackle specific types of attack within a MANET are
i.
initially
focus
For
that
this,
are passive, e.
on attacks
presented.
we
there are no alterationsin the data traffic generatedon the network and
later look at more active types of attack. Chapter 6 focuseson turning
the handle on the system created to

obtain such protocol

implementationsthrough a set of known conditions and limitations.

Finally, in the processof achieving a level of contribution in eachof the above
three parts, a number of necessaryand more detailed new elementshave arisen.
Theseare:
e The derivation of an analogue protocol representation,based on a
numberof characteristicpairs (sub-section5.4.3)
*

The detailed description and categorisation of any malicious attack
within a MANET as a five digit number (sub-section5.4.2)

*A

methodology for accessing a protocol security with respect to

5.4.3and6.1.2)
characteristic
pairs(sub-sections
*A

methodology for accessingthe way in which encryption techniques
canbe addedto a protocol (sub-sections5.4.3 and 6.2.2 and 6.3.2)

The combinationof the abovedetailed structureswith the goals presentedherein
forms the motivation behind this thesis.
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1.7

Disposition

Following the contributions presented, this thesis has a tripartite structure,
which is designedto get at many of the samethemesfrom somewhatdifferent
angles.The first part consistsof identifying in great detail the operationas well
as failures of known protocol implementations,presentedin chapterstwo and
three.This carries an in depth analysisfrom a security perspectivethat helps us
to identify the tools for avoiding communicationpitfalls that canbe exploited by
an adversary.

The secondpart seenin chapter4 is an extendedanalysis of emergentsystems
that includes the rules as well as design pitfalls of their deployment. Both
previous chapters attempt to identify characteristicsthat can be used in the
adaptivemodelling process,which are inherentto protocol designs.

Thus, the final part combines the theory presentedin chapterstwo, three and
four, presenting the design of a simulator that has the ability to embracethe
aspectsof wireless protocol security and adaptiveemergentdesigns.From this,
stem a number of results that are presentedin the penultimate chapter. This
thesis concludeswith a chapter dedicatedto conclusionsand further work that

canbe pursuedin the cross-section
of the correlatedideasthat havebeenseen
presentedherein.
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i
Wireless routing protocols
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2.2.2
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2.8

AntNet

2.8.1

Understandingant colonies

2.8.2

Ant basedrouting
Similar protocol designs

2.8.3
2.9

Methodsof comparison

2.9.1

Protocol complexity

2.9.2

Single basedcharacteristics

2.9.3

Typical characteristics

2.10

Conclusions

This chapterdetails existing wireless routing protocol implementations,as well
as the general categories into which these fall in. Selectively, benchmark
protocol specifications are presented. Each one carries two sections, one
describing the protocol functionality and another outlining its general
characteristicsas well as drawbacks.In greaterdetail, a review of DSR, DSDV,
AODV, TORA, ZRP and CGSR are presented.Also, in the section on AntNet,
protocols that base their operation on emergent observations from natural
systems are described. This chapter concludes by reviewing the different
methods of comparison for known protocol architectures, based on their
complexity and also a set of typical and single basedcharacteristics.
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2.1

Classification

Following the DefenceAdvanced ResearchProjects Agency (DARPA) packetradio project [26,27]

in the late 1970's, numerous protocols have been

developedfor ad hoc mobile networks. The attainmenttargetsof suchprotocols
from then until now have been confined to the typical limitations that such
networks pose. These include [28] high power consumption, low bandwidth and

high error rates.Up to the most recent specification,that being the IEEE 802.11
standardfor Wireless Local Area Networks (WLANs) as it was first published
in 1997 [2,29] theselimitations remain intact.

From the various routing protocols that have been proposed in the literature
[28], a number of different criteria for classifying them exist. These are
dependanton a number of parameters,such as the information being exchanged,
the way in which routes are computed as well as the timing of the routing
infonnation. In synopsis,the criteria for the categorisationof routing protocols,

reviewedin [30], areasfollows.

e Link state routing (LSR) vs. distance vector routing (DVR)
In LSR any noticeable change in topology is immediately flooded to the
entire network, while in DVR every node maintains a distancevector which
is periodically exchangedwith its neighbours. The trade-off is the routing
overhead(in LSR) versusthe slow convergenceand routing loops (in DVR)*

Table-driven routing vs. on-demand routing
Table-driven routing, also referred to as proactive routing [3 1], involves the
pre-computation of routes to all MNs present within the MANET. On
21

demandrouting relatesto the dynamic discovery of a route from the source
MN to the destinationupon wanting to exchangeinformation. The trade-off
is the attempt to keep an up to date view of all available routes in tabledriven routing, versus a large latency at the beginning of every transmission

in on-demandrouting.
9

Periodical update vs. event-driven update

Depending on the timing of routing information exchangeon the network,
is
information
involve
time
a slotted
period at which such
periodical updates
transmitted. Event-driven updates are broadcast in the opportune moment
in
is
The
this case
travelling
the
trade-off
traffic
where other
across network.
is the risk of consuming bandwidth from the communication channel at a
information
(periodical
having
with
constant rate
update) versus not
any
regardsto routing unlessa communicationevent takesplace.
*

Flat structure vs. hierarchical structure
In a flat structureall nodeswithin the MANET have the sameresponsibilities
with respectto routing. In a hierarchical structure(also referred to as clusterbased routing) specific nodes act as a miniature central authority within a
subsetof MNs within the MANET, having the responsibility of maintaining
routing and topology related information. The trade-off in this case is the
long time that it takes to updaterouting information in flat structures,versus
network partitioning and denial of service from a cluster head in a
hierarchicalstructure,qWingto the dynamically changingtopology.

*

Decentralised computation vs. distributed computation
Dependingon the number of nodesthat get involved in the computationof a
route, decentralisedcomputation assumesthat each MN keeps track of the
22

independently
to
topology,
thus
allowing each node
complete network
distributed
destination.
In
to
the
the
computing, the
route
compute

calculation of a route involves the collaboration of one or more nodes
sharing the partial infonnation that they have on the network. The trade-off
in this caserelatesto attemptingto keep information about the entire network
in decentralisedcomputation,versusgatheringthe necessaryinformation for
routing when required.
*

Source routing vs. hop-by-hop routing
Determinedby the amount of information that a packet containsconcerning
the route followed, source routing assumesthat each packet holds all the
information of intermediatenodes that the packet must go through to reach
the specified destination. Hop-by-hop routing on the other hand, assumes
that eachpacket carriesonly enoughinformation about the next MN that the
packet should go through. The trade-off in this case is bandwidth
in
large
consumption
networks for sourcerouting, versus all nodesneeding
to maintainup to date information for hop-by-hoprouting.

o Single path vs. multiple paths
A routing protocol can offer a single route or multiple routes to a specified
destination.The trade-off is the bandwidth and memory requirementswhen
transmitting information on multiple paths, versus the lack of a route
recoveryprocessin the event of a link failure for a single path.

Based on the above classifications, a number of protocols exist, embracing
specific attributes. Selectively, we chooseto focus on particular examplesthat
presentlandmarksfor wireless routing, in the sectionsthat follow.
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2.2

Dynamic Source Routing (DSR)

Starting with on demand routing protocols, Dynamic Source Routing (DSR)
[32,33,34 35] belongs to the class of reactive protocols that allow nodes to
dynamically discovera new route to the destinationusing multiple packet hops.
Each packet sent carries in its headeran ordered list of all the nodesthat it has
to passto reachthe destination.Consequently,the protocol offers two modesof
operation, one for discovering routes within the network and one for
maintaining an up to dateview on a per nodebasis.

2.2.1 Route discovery and route maintenance
From the specification of DSR [33], a main focus is route discovery. When a
MN, say S, wishesto transmit information to anotherMN, say D, it first looks at
the stored information that it has on known routes. All nodes using DSR are

requiredto storeroutecachescontainingthe sourceroutesto destinationnodes
they are awareof Provided that S doesnot have an unexpired route [35] to the
destinationit will transmit a Route Request(RREQ) packet to all its neighbours.

The objectiveof this processis to establisha routerecordthatwill be placedin
the route cacheof the MN for future reference.

Every node receiving this RREQ packet searchesthrough its route cacheto see
if it has an unexpired route to D. If no route exists, the node is obliged to
forward the RREQ packet further, adding its own addressto the recorded hop
sequence.This process (illustrated in figure 2.1a) continues in this manner
through the network until either the RREQ packet reachesD, or it reachesa
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node offering a route to D. When this takes place, the RREQ packet is returned
back to S. in one of many ways.

The simplest way of retrieving the RREQ is by reversing the hop record with
the packet header, as seen in figure 2.1b. The disadvantage of this method is that
the network topology might have changed during the propagation of the RREQ
packet. In order to overcome this limitation, DSR checks the route cache of any

intermediatenode for a more up to date route [33,35]. If one is found, it is used
instead of the suggested path offered in the header field.
SourceS

a)

Figure 2.1: The a) transmission of a DSR RREQ packet from source Stargetinv,destinationD, b) propagationof the route reply from D back to S.
DSR further expands its operation by allowing nodes to operate in promiscuous
mode. This is done when a MN ceases to only pay attention to data packets
targeted at it, but also scans the headers of all incoming packets, prior to
forwarding them, for useful routing information. The
use of this technique
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increasesthe number of data routes stored in the route cache.Once a route has
beenfound, the task of maintaining it begins.

Route maintenancehas as an objective to keep an up to date view on network
topology from every potential node S, with respect to node D. This is
A
the
through
and
acknowledgements.
packets
accomplished
use of route error
being
is
S
back
to
part of the
another
node
node when
route error packet sent
transmissionpath from S to D, reports that it can no longer use that path. DSR
does not examine the reason behind this failure nor does it provide a
in
is
When
the
any
route
classificationof error packets.
an error packet received,
route cachecontainingthe hop in questionis truncatedto that point.

In addition to route error packets,DSR allows for acknowledgementsto be sent
acrossthe network. This has as an objective to verify the correctnessof a given
route. Acknowledgements offer a unique way of detecting malicious node
behaviour,as they can be used in situationswhere the originating node already
has an up to date view of the available paths of the MN to which it is sending
the acknowledgement.

2.2.2 Protocol characteristics
DSR capitaliseson the advantagesthat sourcerouting hasto offer. Any MN part
of the network is not required to have up to date routing information of the
recipientsthey aim to reach.Furthermore,the establishmentof new routestakes
demand,
place on
without any periodic updatestaking place at regular intervals.
The benefit of this reflects on issuesof power consumption,as well as issuesof
bandwidth overhead,particularly when thereis little or no mobility.
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However, as hops are addedto the packet header field, there is an increaseof
the packet overheadduring route discovery. This overheadgrows in proportion
to the number of nodesthat a RREQ has to transversethrough before reaching
its destinationnode. As a result, the advantagesseenabovewhen little network
traffic or mobility is taking place come in a packageof disadvantagesinvolving
higher overheadsupon wanting to exchangeinformation.

Finally, much of the protocol's ability to learn and adapt to a new
communicationenvironment,presentsalso a problem in terms of security.As an
example,a MN acting in promiscuousmode will have the ability to extract a lot
of information regarding the network and the nodes that constitute it, prior to
launching an attack. This is further amplified by the fact that in DSR there is
failure
is
that
the
type
type
sent
regardless
of
of
only a single error packet
occurring in the link betweenthe nodesin question.

2.3

Destination Sequenced Distance Vector (DSDV)

The flip side of on demandrouting protocols groups table driven designs.This
categoryof protocols operateson the assumptionthat every node shouldhave an
up to date view of the entire network at any one time. In order to achievethis,

table driven routing relies heavily on the transmissionof updatesto any
noticeablechangein topology. Key elementsin their classification involve the
different routing tables that each node must store, as well as methods of
transmittingupdatesthroughoutthe network.
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2.3.1 Description and origin
The Destination SequencedDistance Vector (DSDV) routing protocol [36,281
is a hop-by-hop distance vector design [37] relying on the table driven
known
[38],
its
Fulkerson
bases
It
the
as the
also
method
approach.
operationon
Bellman-Fordalgorithm [39]. DSDV improveson traditional distancevector, by
guaranteeingloop freedomin suggestedtable routes.

Each MN is required to maintain a routing table storing all of the possible
destinationswithin the network, as well as the number of hops to each one. In
order to guarantee loop free routes, each entry is tagged with a sequence
number.This number showsthe freshnessof the route; the higher the sequence
if
deciding
favourable
is.
In
to
the
the
number, more
on which route select,
route
two routes carry the samesequencenumber, the route with the least number of
hops is preferred.Finally, when a node detectsthat an advertisedroute within its
own routing table is no longer valid, it increasesthe sequencenumber for that
route, advertisingit to other nodesas a route with an infinite hop count.

Routing table updates are transmitted in regular time intervals throughout the
network. As a control mechanism towards the potentially vast amounts of

networktraffic that can be generatedfrom this process,two typesof packets
exist. The first, known as a ftill dump [36], carries all available routing
information and is generally transmitted during periods of partial to little
movement.For time periods of high mobility, smaller packetsin size are used,
aiming to relay only information that has changedsince the last full dump in an
incrementalupdate. The classification of thesetwo types of updatestakesplace
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2.3.2 Protocol characteristics
DSDV mirrors the distancevector techniqueas that has been applied to wired
topologies, adding a number of adj ustments to better suit ad hoc networks.
These include updates circulated to the entire network upon any noticeable
for
in
types
two
types
topology,
of available message
as well
change

broadcasting
suchupdates.

The dependencyof this protocol on incrementalupdatesyields a necessarytime
interval of convergence before a route can be used. Even though this
it
be
in
time
convergence
can considerednegligible a static network, represents
one of the biggest drawbacksof DSDV [40] in wireless enviromnents.Due to
the frequently changingnetwork topology, this time of convergencewill have as
a direct result an increasednumber of droppedpacketsprior to the full detection
of a new route.
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Finally, even though the overhead is nummised with the two types of route table
dunips that can take place by every node, the requirement that every clian.grein
topology is broadcasted to the network in its entirety is still present. As a result,
the overhead will at all times remain high. relative to other protocols that require
less or niore partial information to be transmitted in a ii-nilar scenario.

2.4

Ad hoc On demand Distance Vector (AODV)

Budding, oil DSDV. tile Ad hoc Oil demand Distance Vector (,-\()D\')
protocol [41.42,43,44]

routing

combines the characteristics seen in the previous

section with a source Initiated on demand design. This protocol is reactive, only
requesting it route when one is needed, as opposed to proactive implementations
which attempt to keep a current viexv of the entire network at all times.

2.4.1 Route tables, route discovery and route maintenance
MN utilisim-, AODV is required to keep a route table. Each entry III this,
table has to contain each of the fields described in table 2.1 [41,44]:
Table 2.1: The fields that each entry within the routing table of AQDV must
calTy.

Field
Destination IP address
Destination sequencenumber
Hop count
Next hop

Lifetime
Active neighbour list
Request buffer

Description
The unique address of tile destination
node
Sequence number for th Is destination,
ensuring that the route is loop free
The number of hops to the destination
The neighbour that has been selected
for
forwarding
packets to the
destination MN of this entrv
The time for which the route is
considered valid
NeIghbour nodes that are actively
using this entry
Buffer making sure that each entry is
processed only once
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When a MN, say S, desires to send a message to another node, say D, and
provided that it does not have a valid route to that destination, it initiates a route
discovery process. This is achieved through the transmission of a RREQ packet
broadcast to all its neighbours, who are in turn obliged to forward this request
This
found.
D
located,
D
"fresh"
to
is
route
is
or a node with a
until either
is
illustrated in figure 2.2a. Unlike DSR, the RREQ packet maintains a constant
size with its header not carrying incremental MN IDs of the nodes visited.
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Figure 2.2: The a) transmissionof an AQDV RREO packet from source.S
destinationD, b) propagationof the route reply from D back to S.
taraetinm,
Instead,during the route discovery process,each intennediate node is required
to record an entry in their routing table of the first node that they received the
packet from. This has a dual purpose; it establishes a reverse route for the
packet to follow during the reply phase and also allows for the MN to disregard
any later received copies of the same packet. Keeping a record of such
information guards intermediate nodes from processing the same request more

than once.
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The requirementin AODV for a node to offer a route reply goesbeyondhaving
but
D,
know
MN
Not
D.
of a way of reaching
only must a
an availableroute to
also the proposedroute must have a destinationsequencenumbergreaterthan or
is
in
If
RREQ
this
the
to
that
condition not met, a route
packet.
equal
contained
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be
"fresh"
this
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advertise
cannot
and
cannot classifiedas
that a fresh route is found, it is broadcastback to S, following the entries that
has
stored with respect to the origin of the request
each neighbouring node
packet.This is illustrated in figure 2.2b.

An optional componentof this protocol is the use of 'hello' messagesbroadcast
on a periodic basis. Such action aims to keep aware eachMN of its neighbours.
However, this is not the default in the protocol, as every MN is obliged to listen
for all packet re-transmissionsin order for it to be aware of whether or not the
hello
broadcast
hop
is
Still,
MN
to
the
a
ability of a
next
still within reach.
little
in
being
the
traffic
of
very
generated
event
messageacts as a getaway
hoc
that
the
ad
within
partition of
networking environment.

Finally, when a node detectsthat a specific route is no longer valid, it broadcasts
a link failure notification message[41]. This messageis simply a RREQ packet
with an infinite metric towards the node which broke the path within the known
route. Every node must propagateeach failure notification to the nodesthat are
actively using this route. This is the reason behind AODV using an active
neighbourlist (seenin table 2.1) enabling it to keep track of neighbouringnodes
utilising specific routes.
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2.4.2 Protocol characteristics
One of the main characteristicsof this protocol is the trade-off that it utilises for
further reducing the network overhead. To minimise the number of routing
messagessent acrossthe network, AODV requires MNs to store information
about generatedneighbouring traffic in their routing tables. Furthennore, it
takesinto accountthe history of proposedroutesby utilising sequencenumbers.
For thesetwo reasons,it offers a greatly reducednumber of routing messagesin
the network.

Even though the sequencenumbers that AODV uses prevent loops from
existing within proposed routes, their use implies a strong element of
synchronisation,which can give rise to other problems.As an example,consider
a network consistingof a number of partitions, which remain isolated from one
anotherfor long periods of time. In the event of the two partitions merging, any
route advertisedwill carry a sequencenumber that will be either much too old
or far too new to someof the MNs. This yields that the use of sequencenumbers
can give rise to other problems, outside those that they have been implemented

to solve.

Finally, any triggered route replies involving failure notification messageshave
to always make their way from the MN of failure to the sender.Even though
this task is further simplified by transmitting this information only to the
affected senders,it still implies that in a highly dynamic topology the network
overheadfor the protocol would increase.As AODV triggers one RREQ packet
for every node in eachnode's active neighbourlist, it is more than likely that for
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every failure more than one notification will arrive at any intermediatenode. A
solution to this problem would involve a more collective approach where
ncighbouringnodescould group suchnotification messages,thus controlling the
numberthat getstransmittedfrom a particular partition within the network.

2.5

Temporally Ordered Routing Algorithm (TORA)

The Temporally Ordered Routing Algorithm (TORA) [45,46] is a distributed
routing protocol that is highly adaptive and favoured for greatly mobile ad hoc

networking environments.It falls in the categoryof sourceinitiated on demand
protocols and basesits operationon the conceptof link reversal [47]. The main
featurebehind its designlies in the fact that nodesare only required to keep up
to date routing information about nodesthat are 1-hop away. The properties of
the protocol describethree basic states:route creation, route maintenanceand
route erasure.We shall examineeachof thesein the sectionbelow.

2.5.1 Route creation, route maintenance and route erasure
TORA requires every node to carry a "height" metric for both the stagesof

route creation and maintenance.In order to direct traffic to the labelled
destinationMN, the protocol establishesa Directed Acyclic Graph (DAG). The
rule for propagatingmessagesapplies to the DAG formed: all messagesin the
network flow downstream,from a node of a higher height, to a node of a lower
height. This is illustrated in figure 2.3. This particular protocol is referred to as
an algorithm because of the fact that it builds on Internet MANET
EncapsulationProtocol (IMEP [48]). TORA focuses only on the underlying
routing mechanism,relying on IMEP for its remaining functionality. For this
reason,the protocol is often referredto as TORAAMEP [49].
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In the process of route discovery, when a node with no downstream links

requires a route to a destination, it broadcastsa query (QRY) packet. This
it
less
height
following
MNs
through
the
until
packet propagates
of
network,
reaches a MN that has a route to the destination or the destination itself As a
next step, this node is required to broadcast an update (UPD) packet containing
its height value. Every node receiving this packet has to adjust its own height to
a value higher than the one advertised in the UPD packet. In true pyramid
fashion, each node upon receiving a UPD packet has to recursively transmit a
UPD packet with its height value. As this process continues, it creates a path
between the source and destination, often yielding multiple routes between the
two.
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Figure 2.3: The propagation of a route request in TORA from source to
destination,basedon the respective"height" of each MN. The resulting graph
representsa DAG.
In times of high mobility, the resulting DAG route established through the
above described process is often broken requiring ftirther update. Upon failure

to transmit, the last downstreamMN generatesa new height referencethat is
establishedin a similar way as that taking place during route discovery.
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Finally, another unique element of TORA lies in the ability of each MN to
its
from
from
to
route cache.
request
a neighbouringnode erasea specific route
This feature is implemented through the use of CLR messages,carrying
information about which routes are consideredno longer valid. As an example,
upon the detectionof a network partition, all routes involving nodesoutsidethe
fragmentedsubnetare clearedfrom the route cacheof "inside" MNs. This takes
from
CLR
the
through
the
attempts
subnet,
place
propagationof
packetsamong
to communicatewith nodesoutsideit.

2.5.2 Protocol characteristics
The key characteristicin the implementationof TORA lies in the utilisation of a
between
As
that
nodes.
relative metric
can provide a measureof performance
infonnation is routed based on the height value of individual nodes, it is
important that the most up to date network topology reflects the values of this
metric. Thus, synchronisationplays an important role. Since,upon a link failure,
nodes do not only have to update their height value, but also request that
neighbouringnodesdo the same,it is imperative that eachMN is aware of the
time that a particular eventtook placeprior to altering its height.

Consequently,one of the biggest drawbacksof TORA lies in the requirement
for clock synchronisationbetween communicating nodes. This is seen as a
necessarycondition for the algorithm to function correctly, which lies outside
the protocol specification and can simply be taken for granted a priori. Even
though existing standardssuch as the Global Positioning System (GPS) can
satisfy this prerequisite, it fonns a dependencyfor routing that supersedesa
standaloneprotocol implementation.
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As every MN receives routing updates from all its neighbouring nodes and
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value of each
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MN can take place. The occurrenceof such an effect will be mostly noticed
during concurrent detectionsof network partitions from multiple nodes. This
by
fix
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to
the
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turn
trigger
problem
attempt
each
will
As
destinations.
links
to
a
to
other
erasuresas well as attempting rebuild specific
by
height
in
topology,
vary
values can
result, upon a significant change network
a significant amount,before stabilising to a set value.

2.6

Zone Routing Protocol (ZRP)

Moving away from protocol designsthat focus on utilising betweenthe choices
(ZRP)
Routing
Protocol
Zone
2.1,
in
described
the
section
of characteristics
[51,52,
hybrid
The
this
to
specification
of
protocol
gives a
approach routing.
53] combinesthe reactive approachof querying for a route on demand,with the
To
date
keep
topology.
to
to
view of network
an up
proactive slant of attempting
in
ZRP
the
this,
a number of routing zones and
achieve
partitions
network
deploys two separatesub-protocolsthat are used between,as well as inside the
zonesspecified.

2.6.1 The concept of routing zones
A routing zone is defined [51) as a set of neighbouringnodesthat are, at
maximum,a certainnumberof hopsaway.This maximumdistance,measured
in hops,is referredto as the zoneradius.To allow for communications
to take
place,ZRP specifiesthe IntrazoneRouting Protocol(1ARP),which operates
within a givenzoneandthe InterzoneRoutingProtocol(IERP)usedfor finding
routesbetweendifferentzones.
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For MNs within the same zone. IARP is used. This sub-protocol is not defined,
it simply assumes a proactive architecture, such as DSDV or a similar table
driven implementation. The specification of ZRP does not require all zones to
operate using the same IARP. The sole requirement is that upon a change in
network topology all nodes within the affected zone are notified. This can result
in nodes changing zones and thus zone protocols depending on their mobility.

-Scurc;
S
MNI

MN7

MNO
MN2

Destination C)

MN3

MN6

UN4

MN5
Zone 8

Figure 2A The functionalitv of ZRP, separatina the network into respective
zones for source node S and destination node D.

Provided that the destination MN does not lie within the same zone as the
source, IERP is deployed. This protocol bases its operation on RR-EQ packets

which get broadcast throughout the different zones, recursively, until the
requestedroute is found and a reply is sent back to the source. For this process
IERP employs the Bordercast Resolution Protocol (BRP), included within the
ZRP specification. BRP bases its operation on transmitting any RREQ packets
to the border MNs within a given zone and attempts to keep track of which
nodes do act as communicating borders within existing zones.
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As an example of the functionality of ZRP, consider the networking
environmentwith the respectivelinks illustrated in figure 2.4. Sourcenode, say
S (MNI) wants to cstablish a routc with dcstination nodc say D (MN8).
Assuming a zone radius of 2, since both nodesdo not lie within that radius, we
can see that three separatezones surface,zone I with MNs 1,2 and 4; zone 3
with MNs 3,2,4,7,6

and 5; zone 8 with MNs 8,7,6 and 5. The derivation of

thesezonescomesas a logical consequenceof the existing zone radius. Starting
from the sourceS, we establishwhich nodesare peripheral to that zone (namely
MN 4) and in a recursivemannerfollow its peripheral nodes.This is done until
a zone containing the destinationnode is established.In this case,zone 3 could
havebeenreplacedwith zone5, containing MNs 2,3,4,5,6,7

and 8.

EachMN is awareof its routing zone and the nodeswithin it. SinceMN 8 is not
in the routing zone of MN 1, the latter sends a request to the border nodes,
which in this case is MN 4. This node is obliged to check if the specified
destination is within its routing zone. In the event that it is, a route reply is
generated. As in our example this is not the case, the request is further
forwarded to the border nodes of MN 4, which are MN 7 and MN 6. As the
destinationis within the routing zone of both thesezonesa requestreply packet

is generated
andsentbackto the sourcefollowing the sameprinciple.

All requestsmadewithin a single zone utilise the IARP. For requeststhat cross
zones,such as a route requestfrom MN I to MN 8, IERP is used. Finally, for
both a route request and a route reply, to prevent requests from entering
previously queriedzones,a processrequeststack is used. Each node keepstrack
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incoming
for
traffic.
all
of previously queriedpackets,performing a comparison
If a node receives a request that is has previously processed,the incoming
packct is simply droppcd.

2.6.2 Protocol characteristics
The hybrid design of ZRP basesits operation on establishinga local and global
it
belongs
local
level,
MN
On
to
the
of
which
a
zone
network view.
every
knows all the members; on the global level, the aspect of exchanging
infonnation between two distant nodes is divided into the task of routing
packets between different zones. What enablesus to distinguish between the
two views is the zone radius defining the number of hops that constitute each
zone.

From the protocol specification, there is no mention regarding the decision of
the size of the zone radius; it is suggested[5 1] that this should be selectedby a
central administration,dependingon the requirementsof the MANET. Sincethe
usage of this protocol is targeted at a constantly changing topology, the
optimum value for the zone radius can vary. However, adjusting its value is
something that cannot be done dynamically and therefore holds a potential
drawbackfor ZRP.

Another issue lies in the decision not to include the full specification for intrazone communications. As different zones can utilise different proactive
protocols, any rapid change in the network topology can result in a MN
attempting to communicate to another node using constantly changing rules.
Apart from the obvious issue of compatibility (all MNs are required to support
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2.7

Cluster Gateway Switch Routing (CGSR)

The Cluster Gateway Switch Routing (CGSR) protocol presentsan alternative
implementationto the flat structuresthat we have so far seen.This protocol [53,
54], utilises a hierarchical structure diving the MNs present in a number of
for
head,
has
disjoint
Each
a cluster
responsible
cluster
overlappingor
clusters.
information
its
In
maintaining
about members. order to establisha route within
a cluster,the headMN is consultedin a reactive manner,establishinga route on
demand.

2.7.1 The interoperability of clusters
In orderfor this protocolto functioncorrectly,a clusterheadalgorithmis used.
This servesa dual purpose among neighbouring nodes; firstly, it informs them
which cluster they belong to and secondly, which node is acting as a local

authoritarianMN. The algorithmfunctionson the principleof electingthe node
with the smallestID as a cluster head.By transmitting hello messages,which do
forwarded
beyond
not get
a single hop, eachMN computesthe node acting as a

local clusterhead.A nodeis classifiedas a memberof a cluster,if it hasa bidirectional link with the cluster head. To allow for communicationsto spawn
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tile entire network, each node can be a member of more than one cluster. This,
depending on the physical topology, prevents partitions from being fon-ned.
Every node that belongs to two or more clusters acts as a gateway between
them. Each cluster head is responsible for receiving all incoming traffic for the
cluster, which then gets forwarded respectively, either to nodes that are part of
the cluster group, or to nodes acting as gateways. A vital condition for this
functionality is the notification from a MN to a cluster head of its ability to
communicate with another head. An example of this operation is illustrated in
figure 2.5.

Figure 2.5: The process of routing packets fTom the source MN 1, to the
destination MN 8 via cluster heads, utilisina CGSR.

In this example,the source node S, wants to transmit to the destination D. For
this, it first consults its cluster head MN 2, which in turn forwards the request to
MN 4 that acts as a sole gateway between the two clusters. From MN 2, the

packet gets forwarded to the respective cluster head (MN 5), which in turn
forwards it to the other gateways, excluding the
incoming node. In this manner
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through the network in a similar fashion to that describedabove.

The authorsof CGSR [51] statethat their protocol utilises a version of DSDV,
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table
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store a cluster member table, which similarly
broadcastperiodically acrossthe cluster. In addition to the cluster table, each
for
hop
for
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node required to store a routing table used
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this
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the
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event
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to selectmore than one cluster headto forward the packet to. Upon receiving an
incoming packet, a MN consults its routing table in order to determinewhich
clusterheadlies closerto the destinationspecified.

2.7.2 Protocol characteristics
By deploying a cluster head, CGSR offers a method for separating tasks
involving channelaccess,routing and bandwidth allocation. Insteadof having to

basis,
head
issues
individually,
the
these
manages
cluster
consider
on a per node
When
information
transmitting
the
a
a group of nodes,
when required.
necessary

its
local
it
to
authority
nodewants communicatewith anothernode, consults
MN and transmits packets based on the feedback it obtains. This process

with
establishes
a trade-off;on the one handit offers a numberof advantages
regards to minimising network overheads and on the other, it leaves the
remaining cluster nodesunable to communicatein the event of not being able to
accessthe cluster head.
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Furthermore, when utilising a cluster head scheme, any frequent change in
topology, resulting in the partitioning of the cluster will require a cluster head
be
how
be
Depending
this
to
required and
will
on
often
re-allocation
perfonned.
how many clustersit effects, it can result in devastatingresults with respectto
performance;MNs will be busy establishingthe infrastructurethat enablesthem
to exchangeinformation, instead of actually using this to process incoming
information.

For this reason CGSR limits the ways in which a cluster head can be
established.By utilising the Least Cluster Change(LCC) clustering algorithm, it
allows for headreselectiononly in the event of two cluster headsestablishinga
bi-directional link, or a node moving out of the range of its cluster head. LCC
createsa scenario that limits the way in which a node can become a cluster

head;for this the algorithmtakesfrom the dynamicallocationof one cluster
head, when and as necessary.On the other hand, these two conditions are
necessaryif we are to guaranteethe correct functionality of this protocol.

2.8

AntNet

Having reviewed a number of protocols that basetheir operationon utilising the
different characteristicspresentedin the first section of this chapter, AntNet
proposesan agent-basedadaptiveapproachto routing. Spawning from the field
of emergence,this algorithm [55 - 59,66] takes the survival instincts observed
in ant coloniesand appliesthem to the problemsof wireless routing.

The framework of operation within the protocol that AntNet encapsulates,uses
a number of characteristicsthat lie outsidetraditional routing techniques.In this
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particular
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section3.1) aims to introducethe overlapping fields and theoreticalcomponents
behind this implementation.

2.8.1 Understanding

ant colonies

Ants in their struggle for survival are characterisedby their reproductive
division of labour, their cooperativebrood care,as well as the presenceof a sole
worker caste.It is thesethree characteristics[60] that classify them along other
in
highly
insects
bees
Hymenoptera
(ants,
that
a
social
organised
and wasps) as
single word can be describedas ettsocial.

The social organisation of these insects is reflected in the complex form in
which their colony is managed. Despite lacking a central administrative
authority for guiding the allocation of tasks and resources[15], ants appearto
have the ability of overcoming a number of difficulties in their quest for food.
As simple as this chore might appear,what we must not forget is that these

insectsdo not havethe ability to communicatewith eachother directly. As a
result, the question that rises relates to how they actually manageto cooperate
and achievesucha complex and organisedbehaviour for the whole colony.

The key in their interaction is the well-studied phenomenonof foraging and
recruiting [61 - 65] embeddingthe conceptof Ant Colony Optimisation (ACO).
This method of communication explains how ants explore their surrounding
environmentscavengingfor food, managingto, not only find their way back to
their nest, but also indicate the food source to neighbouring insects. Each ant
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has the ability to release a noticeable chemical substanceat their current
location called pheromone.This acts as a crowd-puller to other ants, which in
turn, provided they spot somethingof interestin the vicinity will releasemore of
this substanceto generatefurther attention.To our understandingtoday, a single
ant doesnot have any control over the amount of pheromonethat it releasesin
the environment, as this is done naturally and dependson the excitement and
stimulation that is received from the environment. Consequently,ants end up
moving within trails of pheromonenear their nest. The closer to the nest an ant
is the strongerthesetrails are due to the presenceof more ants. As pheromone
evaporatesin time, eachtrail by default hasa set time of existenceprior to either
disappearingor being remappedby the presenceof more ants running acrossit.
The resulting behaviour that ants possess,by having the ability to releaseand
also feel attracted to pheromone,describesthe phenomenonof foraging and
recruiting.

As an example of this, consider an ant encounteringan obstacle in their way
towardsa pre-defined(in tenns of an establishedtrail) food source.Initially, this
ant will randomly pick a new direction of travel. Dependingon the fractions of
pheromonethat it deposits,it will effect the decision of other ants trailing along
and stumbling on the sameobstacle.If the leading ant managesto randomly find
a new path to the food source,it will releasemore pheromonealong its trail that
will in turn attract other ants.If this doesnot take place, then the secondant will
pick up a new vanishing trail, having to in turn selecta new random direction of
movement.This processwill carry through in a recursive manner,until the food
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sourceis reached,or interestfor that food sourceis lost becauseof all the trails
having vanished.

Through this process,a natural system comprised of entities deprived of the
ability of direct interactionand communication,managesto have an information
flow serving the purposesof survival for an entire ant colony.

2.8.2 Ant based routing
As distant as the processthat ants use to survive might seemto mobile ad hoc
routing, there are a numberof protocol designsthat usethe pheromoneapproach
of foraging and recruiting. The common denominatorthat allows researchersto
link the two comes from the fact that in both casesa system or network of
simple interacting entities needsto robustly solve the problem at band with as
little direct communicationas possible. It is this fact that connectstwo fields
that would otherwiseappearas quite far apart.

Building on the metaphorthat ants looking for food can also representpackets

lookingfor destinations,
the questionthatarisesis to what extentcanroutingbe
abstractedas an emergentbehaviour from the interaction of packets travelling
through the network. To help us answerthis question,we proceedby reviewing
one the pioneeringprotocols of this type: AntNet.

In the processof prescribing incoming packetsto an outgoing path in an ad hoc
networking environment,AntNet applies the concept of optimisation within the
ant colony (ACO) [57,61] to wireless routing. This algorithm, as it was first
presentedin [66], introducescontrol packetson the network, namedant packets.
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Data is forwardedon the network basedon next-hop probabilities and with each
MN looking for the minimum cost path joining the sourceand the destination.
Ant packetsare responsiblefor discovering and maintaining routes,using node
to node trip times to adjust next hop probabilities. Through this mechanism,ant
direction
follow
behaviour
in
"selecting"
their
of
packets
ant
colonies,
movementbasedon a higher probability ratio. It is this probability value that
representsthe pheromonewithin the MANET.

Each packet travels through intermediatenodes on the network, being pointed
towards its next hop basedon a greedy stochasticpolicy. Within the packet, a
list of visited nodesis maintained,as well as the time that has elapsedto arrive
there. Ant packetslaunchedtowards the destination are referred to as forward
packets. Each time a forward packet arrives at an intermediate node, the
stochastic process,based on uniformly selecting the next hop with a small
exploration probability, is launched. If the node selected as a next hop has
been
already
visited, the next best hop availableis chosen.

When a forward ant packet arrives at its destination, a backward ant packet is
launchedtowards the source.This packet follows the reversepath to that found
in the arriving source packet. At each MN, this backward packet updatesthe
routing of each node it passes through. This update involves next-hop
probabilities to the nodes that the packet has already visited, as well as trip
times (in terms of the mean and the variance) to the destination. Forward
packetscarry the samepriority as data packetson the network experiencingthe
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same congestion and delay as data, while backward packets carry a higher
dropped.
back
Once
the
they
the
simply
are
priority.
at
source,
packetsarrive

Through this process,a dynamic alteration in the probabilities that each node
carries in its routing table is offered, representing the continuous change in
pheromonetrails within an ant colony. Basedon this approach,ant packetsare
sent between source and destination pairs, testing the connectivity along that
path. This is done asynchronously,by selecting destinationsat random, in an
attemptfor eachnode to have a more up to date view of the routing conditions
on the network. Due to the behavioural characteristicsof ant packets and,
despite the fact that they simply correlate control information between nodes,
these packets are often referred to as mobile agents or ants in referencesto
AntNet.

2.8.3 Similar protocol designs
Expanding on ant basedrouting, a number of other protocols exist that utilise
the concept of foraging and recruiting in a similar way. Starting from circuitswitched telephone networks, Ant Based Control (ABC), first introduced in
1996 [67] aims to optimise the routing of calls placed between different
telephone exchanges.Despite being applied to wired networks, this protocol
basesits operation on ant packetsleaving a pheromonetrail, being launchedat
regular time intervals towards randomly selected destinations.When a call is
placed,a circuit must be establishedbetweenthe caller and the destination.The
highestprobability hop is followed from the sourceoutwards;if a circuit cannot
be established,the call is blocked. In this fashion, when routes are sufficiently
short, actualcalls are placed onto the network.
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Another design, this time for MANETs, is Ant-Colony basedRouting (ARA).
This algorithm [68] employs a flooding scheme to find destinations,using
AntNet,
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A final design,also for MANET routing is Termite [69]. This algorithm, further
builds on the pheromonecharacteristicsof AntNet, attempting to minimise the
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the
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transmission fails.

Consequently, if a node does contain a needed destination node in its
pheromonetable, a route requestis issuedvia a RREQ packet. It is this process,

so

for
AODV,
DSR
the
which allows
and
route requestof
very much resembling
further reductionof the control packet overheadon the network.

2.9

Methods of comparison

From the protocols presentedin the previous sections, a number of different
designs,
driven
from
Starting
have
been
table
to
approaches routing
presented.
to on demand and adaptive agent based routing, each protocol builds on the
its
further
in
2.1,
through
to
these
own
characteristicspresented section
adding
unique design. In this section, we aim to provide a number of comparison

have
been
for
As
these
the
characteristics eachof
protocols
protocolspresented.
from
derived
follow
that
theoretically,
the
analysed
are
characteristics
theoreticaland qualitative analysesbasedon what propertiesthe protocolshave.

2.9.1 Protocol complexity
As an initial comparison for measuring the performance, we focus on the
complexity of the communication process. This is further divided into two
categories;time complexity, defined as the number of stepsrequired to perform
a protocol operation,and communicationcomplexity, defined as the number of
messagesneededto perform a protocol operation [70,7 1]. For eachof the two,
we consider the complexity during protocol initialisation, as well as protocol

failure. This distinction, also seen in [28], is useful when comparingthe
protocol's responseto one or more topological changes.Commonly, it is source
initiated on-demandrouting designsthat mostly alter their behaviour after the
occurrenceof a link failure. Consequently,this measure of performance not
only takes into account how each protocol operates in terms of the packets
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transmittedand stepsrequired,but also how this behaviourchangesupon one or
more link statechangeswithin the MANET.

The measureof comparisonis performedwith respectto the order 0 of the most
significant characteristicaffecting the performance of the protocol. This is a
direct derivative of the way in which algorithm complexity is measured[72].
The complexity of a protocol is measuredby expressingeither the number of
steps (for time complexity) or the number of messages(for communication
complexity) as a function of one or more of the affecting characteristics.
Commonly the values in any of these metrics aim to representthe worst case
behaviour.As an example,a protocol of complexity 0(2d) is of order, twice the
diameterd of the network, as seenfor DSR, AODV and TORA in Table 2.2.

From the protocols that we have reviewed in this chapter,the characteristicsthat
affect their complexity are: the number of MNs N on the network, the diameter
d of the network, the number of nodesx affected by a topological change,as
well as (in the caseof hierarchicalprotocols) the height of the routing tree h that
a cluster forms and the averagenumber of nodesM eachcluster has.Naturally,
more complex designscan be dependanton more versatile characteristics.For
the caseof ZRP, we also use the averagenumber B of border (gateway) nodes
within a cluster. From the existing characteristics, it is important to have the
ability to distinguish between them. As an example, the difference between the
network diameter and the number of nodes lies in the way the nodes are spread
across the network; the diameter represents the maximum number of nodes in
the longest path. Each one of these characteristics represents a unique measure
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ot'performance, which. depending on the design, could carry more importance
with respect to others.

Table 2.2 shows a comparison of the time and communication complexity of the
different protocols presented in this chapter. For DSR, TORA, AODV, DSDV,
ZRP and C'GSR the original tables as well as further explanation for each
protocol can be t'OLIndin [28,301. This table lacks the time and communication
complexity of AntNet. As this protocol bases its operation on simulating
pheromone tralls, the parameters that affect the -way In which ants move across
the nct\\ oi-k lie outside the com entional characteristics presented in this table. A
for
AntNet and other ailt based aloorithnis can be
Oil
P-4111.1es,
Of
Complexity
stud\
t'()Lliidin [73]. with further mathematical background presented in [74].
Table 2.2: Comparison of the complexity characteristics of the protocols
re\ loved.
Time
Parameters
Time
coniplex1tv
.
(mitialisation)
Time

DSR
0(2d)
0(2d)
or 0

complexitY
(fallure)
C0111111LInication
0(2N)
complex1tv
(mitialisation)
Communication
0(2N)
complex1tv
(failure)

DSDV
O(d)

O(d)

O(x=N)

OWN)

AODV
0(2d)

0(2d)

0(2N)

0(2N)

TORA

ZRP

0(2d)

O(M)
0(2d)

O(d)

0(2d)

O(M)
0(2d)

O(d)

0(2N)

(M ) '
0(2Bd )

O(x=N)

0(-Ix)

0(m)*/
'
0(2Bd )

O(x=N)

GCSR

d: Netxvork diameter
h: Height of the routing tree
N: Number of MNs on the network
M: Average number of nodes within each cluster
x: Number of nodes affected by a topologwal change
B: The average number of gateý,
vay nodes within a cluster
In the case of a cache lilt
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From this table, we can seethat the complexity of a protocol can be dependant
designed.
it
has
been
different
based
the
that
on
characteristics,
on
way
Moreover, the order of either the communication or time complexity does
provide an impartial method of merit, regardlessof the simulation scenarioat
hand. For more complex protocol designs,the characteristicsused also become
more complicated. Even though this method of comparison does not offer a
direct measure of performance between different designs, it does yield the
dependenciesthat eachprotocol uses.

2.9.2 Single based characteristics
The opening section of this chapter presentsa number of characteristicsthat
enable us to classify different routing protocols. Each of these can further
produce a way of not only distinguishing but also of comparing them. This
process,when attempting to use the method of comparison as a measureof
performance,can lead into a number of pitfalls. This sectionaims to provide the

necessaryclarification between a design characteristicand a comparison
mechanismin wireless routing protocols.

As an example we refer to the characteristic of a flat versus a hierarchical

structure.From the protocols presented,CGSR has a hierarchicalstructure
establishingclusterswithin the MANET, while AODV, for example,has a flat
structure. Similarly, in both [28] and [30] that we have referred to from the
previous section, one of the key characteristicswhen comparing the different
protocols is their routing philosophy: this can be either flat or hierarchical. In
this instance,the methodof comparisonsignifies the designcriteria.
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Such characteristics that are identical in both the design as well as the
comparison stages,we label as single based and continue to question with
caution.As the information usedfor the design of the protocol is directly passed
for its comparisonwith respectto other designs,no significant conclusion can
be derived regarding the evaluation of its performance.This criterion simply
remindsthe readerof the designmethodthat was used.

Ergo, for eachcharacteristicpresentedin the classification of a routing protocol
that helps us to further quantify each design, a single basedcharacteristicthat
can be used for comparisonexists. This techniqueshould be avoided, as it does
not give rise to an independentway of assessingthe successor failure of the
resulting design.

2.9.3 Typical characteristics
For the comparison of routing protocols, furthcr to protocol complcxity and

singlebasedcharacteristics,
a numberof quantitativemetricscan be usedto
measurethe performanceof any routing protocol. Thesemeasures,despitebeing
dependanton the simulation scenarioat band, provide the most effective way of
distinguishing between different protocols and accessingtheir performance in
situationsthat are as realistic aspossible.

Following the ongoing efforts of the Internet Engineering Task Force (IETF)
[75] working group on MANETs [76], a number of standardsand specifications
relating to ad hoc networking technology and simulation have been peered for
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public review. Corson and Macker put forward RFC4 2501, in which they
following
for
the
propose
quantitativemetrics
assessingthe performanceof any
routing protocol [77]. Theseare:

*

End to end data throughput and delay
Statistical measures of the amount of data that can be transmitted
between nodes, as well as considerations for any delay between
transmissions.These measuresof effective routing are performed with
other protocol designsasbenchmarks.

*

Route acquisition time
The time required by a node to establish a route when requested.This
measureof delay is especially of interest in on demandrouting designs,
but also finds applicability in table driven protocols through
computationaltime.

*

Percentageof out of order delivery
Not only must the amountof datapacketsdroppedbe taken into account,
but also the time in which they are received. This issue of
synchronisationbecomesof great importance when in order delivery of
information is expected.

*

Efficiency

Questionsthe way in which the solutionto a problemis reached.This
takes into account the limiting factors that are experienced in an

RequestFor Comments.An RFC is a standarddocument describing protocols, systems,or
proceduresusedby the Internet community. For example,the IP network protocol is detailedin
an RFC (RFC 791), as are many others.All Internetstandardprotocolsare written up as RFCS.
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Eachof the abovemetrics has a degreeof generality arising mainly from it been
in a document requesting comments. The authors of [77] leave it to the
regressionof the reader to use their own metrics, provided that a comparison
with the performanceof other protocols is made. For the metric of efficiency,
they propose the following tracking ratios, stating that there are others which
havenot being considered:
*

Average number of data bits transmitted over the average number
of data bits delivered: Relatesto the bit transmissionefficiency on the
network, as well as the averagehop count takenby datapackets.

9 Average number of control bits transmitted over the average
number of data bits delivered: Measures the bit efficiency of the
protocol in disbursingcontrol overheadto deliver data.
*

Average number of data packets transmitted over the average
number of data packets delivered: Measure that tries to assessthe
efficiency towardschannelutilisation in tenns of a bit count ratio.

From the above,we can seethat a number of ways of assessingthe performance
or routing protocols exist. As in the case of efficiency metrics, each one can
becomemore specific dependingon the protocol design as well as the way in
which the MANET is configured. Parametersthat should be varied include the
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number of MNs, the averageconnectivity of eachone, as well as traffic patterns
experiencedamongothers.Consistentcomparativeresultswhile varying eachof
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2.10 Conclusions
This chapter has presentedthe general characteristicspossessedby wireless
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well as methods of comparing
different frameworksof wirelessrouting operation, our main objective has been
to familiarise the reader with the key concepts and tradeoffs that distinct
protocolsoffer.

In pioneering a protocol from scratch,our first considerationgoes towards the
characteristicsthat enableus to classify it. As much as thesecharacteristicsare
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From the methods of comparison studied, protocol complexity yields a
theoreticalupper bound with respectto the network, single basedcharacteristics
present pitfalls that should be avoided, while the typical characteristics
presentedin the IETF requestfor commentform the most solid technique.
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Perhapsthe most important factor worth taking away from this chapterlies in
the fact that in order to understandthe performanceof a protocol, a simulation
environment of mobile nodes attempting to exchangeinformation should be
utilised. This should involve practical scenariosinvolving the exchangeand loss
of information within a network. Benchmarkresults from other protocols should
also be taken into accountbasedon the typical characteristicsutilised. For each
characteristic, the way in which each it has been selected should also be
considered;this has a high degreeof importance especially in the caseswhere
two or more exceedinglydifferent designshave to be compared.

Finally, having presentedwirelessrouting protocols, the next chapterfocuseson
the security that different protocols have to offer. This directly links to
malicious behaviour and how that can affect any exchange of information.
Ultimately, security in wireless routing will provide us with a different way of
measuring protocol perfortnance to thus compare different designs. Such an
attribute is required for establishing the necessaryfeedback for an emergent
systemthat automatesthis designprocess.
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This chapterfocuseson the constituentelementsof security in wirelessrouting.
Taking a systemsapproach,the first sectionidentifies the different elementsand
sub-elementswithin routing protocols from a security perspective. This is
followed by the consequences
of compromiseand the different classificationsof
a malicious attack.Next, the attack definitions given are appliedto the protocols
studied in chapter 2. The secondpart of this chapter examinestechniquesof
countering malicious intention within a MANET. For this, a number of
cryptographic primitives are presented,as well as ways of understandingthe
occurrenceof malicious intent acrossthe network. Chapter 3 concludeswith a
brief review (aiming to mainly illustrate the applicability of the concepts
presented)of two secureprotocol designs,namely the SecureRouting Protocol
andAriadne.
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3.1

The elements of security in routing protocols

Information and system security are multi-faceted disciplines [78] often
definition,
broadest
its
diverse
In
the
presenting
and conflicting objectives5.

conceptof security carriesthe freedom or protection from a particular dangeror
it
is
in
defines
1.4
As
term,
the
the
worry.
context which we use
much as section
important to question what the constituent elements of a MANET

from a

look
first
In
this,
to
security perspectiveare. order achieve
at the objective of
we
the systemat hand and how it correlateswith its functionality.

Ultimately, any network aims to allow for the exchangeof information among
users. Since in this case the system is a network of mobile devices, the
maintenanceof the attributespresentedin table 1.2 (that representdata security
in communications),demarcatethis objective of exchanginginformation within
the ad hoe networking environment.

As a derivative,the two main elementsinvolvedin the communicationprocess
are the portable devices acting as nodes and the users operating them. Even
though thesetwo underlying elementsexist in virtually all scenariosinvolving
computer security, as seenin sections 1.3 and 1.4, in the caseof the MANET
their relation goes beyond conventional levels. Consequently,the actions of
thesetwo elementsreflect on the security of the network, acting as a systemin
the processof any communicationtaking place.

' "Ifyou want total security, to
go prison. Thereyourefed, clothed,given medical care and so
on. 7be only thing lacking.. isfteedom. " Dwight D. Eisenhower[ 1890- 1969]
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In security [79,80], you are only as strong as your weakest linký. Thus the
actionsfrom either the human or computerside within the MANET will always
reflect on the weakestlink of the system.The reasonbehind security not being a
single visited topic amongresearchersin ad hoc networking lies in the trade-off
betweenuser interoperability and malicious intent. Nodes need to cooperatein
order to allow for any communicationto take place and this cooperationposes
the main vulnerability of the system.It is exactly this trade-off that outlines the
weakestlink within the MANET.

Trying to balance this trade-off within the system, the wireless protocol is
responsiblefor the exchangeof infonnation taking place. As a result, it can be
arguedthat the weakestlink to security in ad hoc networking is reflected upon
the routing structuredeployedwithin the protocol. This protocol definition can
be exploited both from the human, as well as the computer, element of the
system.Such deductive logic illustrates the importanceof deploying a protocol

thatdoesnot leaveroomfor manipulationfrom eitherside.The two subsections
that follow identify the factors affecting security within each of the two
elementsof the system.

6 This fundamental
rule in security places its roots in the famous quote: "Ibe chain is no
stronger than its weakestlink"; quoted in politics by Vladimir Lenin [81], in philosophy by
William James[82], as well as in a number
of appliedfields as this example[83] illustrates.
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3.1.1 The computer element
Within the device operating as a node, certain actions need to have effect in
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Figure 3.1: The sub-elementswithin the computer element of ad hoc network
systemssecurity.
Not only must the protocol safeguardits target operationby leaving no room for
manipulation within its algorithm, but also both the software and hardware
should be designeddepriving any external factors from altering their original
characteristics. Further to this, each of the three should allow in their
specification the occurrence of misbehaviour from the other two parts and

facilitate for a techniqueof detectingand reporting this incident.
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From these, the hardware is the most secure sub-element,requiring physical
tampering.Only recently have we seenin the area of software engineeringthe
emerging field of secure programming [84 - 86]. In as much as ways of

verifying routing protocols for MANETs exist [87 - 89], expanding their
characteristicsin a way that takes into accountmisbehaviour from the software
or the hardwaresub-elementsis an areathat remainsto be studiedfurther.

3.1.2 The human element
The human elementwithin the systempresentsa much tougher adversarythan
the computer element in terms of security. No matter how well the machine is
programmed and how well the interactions within the sub-elementsof the
device have been thought through, nothing can stop or prevent a physical
compromiseor a hijacking of a node.

As MANETs can provide a method for establishing communications in

situationswherefixed basestationnetworkscannotbe deployed,they find great
applicability in extreme and highly dynamic scenarios. These include

battlefieldsandothermilitary applicationsaswell as a numberof emergencyor
recovery situations. As a result, the human element spans scenariosinvolving

the capturingof oneor morebattleunits in the battlefield,to searchandrescue
teamscaughtup in anotheraftermathof a tomado.

In computer security, it is often that we see the binary division of users with
malicious intent and users with a healthy intent towards system. This is a
characteristicfrequently used in contemporarywireless security [90] allowing
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Figure 3.2: The decision making process within the human element and the
main factors affectinp,it.
In metaphor to the human and computer element of security in MANETs, [101

presentstwo types of threats to routing protocols. The first one, inflicted by
external attackersexploits injecting, replaying or distorting routing infori-nation
as It is exchangedbetween nodes on the network. The second, descnbed as
more severe, comes from compromised nodes, which have in the past being
healthy ftinctioning nodes within the MANET. Even though each of these two
threats share a number of common features identified within the respective
computer and human element, it is virtually impossible to classify the cause of

the threat to its origin. The important aspectsthat this classification does offer
are the ability to further identify the types of attack as well as the consequences
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arising from a compromise.The next two sections analyse these two subject
areas.

3.2

Consequences of compromise

Having briefly seenthe elementsand sub-elementsof systemsecurity in ad hoc
networks,in this sectionwe aim to provide the necessarymotivation behind not
allowing a compromise of the system to take place. The distinctions in this

classification will help us to further categorisethe different types of malicious
behaviourwe can experienceon the network.

As routing is a well studied phenomenonof wired network topologies, [92]
presentsfour different types of compromise.Each one is measuredwith respect
to the effect that it hason the usersattemptingto exchangeinformation. Sincein
mobile ad hoc networking, every node on the network also acts as a router, we
considerthe consequences
of compromisein the wireless to, at least compriseof
those seen the wired. As the following points present, the consequencesof

An attackerin controlof any
adversarialroutersin a networkcanbe disastrous.
devicesresponsiblefor controllingthe flow of datacan:
e Disable the entire network
Bringing an entire network to a standstill is easily achievableif there is

control over the methodof forwarding data on it. Furthermore,any
network outageis far more significant in a MANET, becauserecovering
from it would require accessto all the individual nodesthat constituteit.
*

Use routers to attack internal systems
As oflen networks interoperate with other networks,
a compromised
systemcan act as a foothold for attacking another computer or machine.
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In today's standards,to prevent against this, it is not by chancethat a
wirelessnetwork often carriesits own separatefirewall.
0 Use routers to attack other locations
Further to the point madeabove, an attackercan use one or more nodes
to launch requestsimpersonatingusers from the currently compromised
network. Thus, regardless of network interoperability, any external
exchangeof information confined within set protocol rules, can be done
via impersonatingother users.
*

Reroute all traffic entering and leaving the network
The rerouting of traffic gives an attacker the ability to monitor, record,
as well as modify any information exchangetaking place. This raises a
numberof issueswith respectto secrecyand dataprivacy.

From the abovc,wc can scewhy the sccurity of routing is vital to the cxistcncc
of the network. Not only do all four of the above effects of compromise find
common ground in the wireless but it also becomesapparent that recovering
from suchan attack is far more difficult in an environmentof high mobility.

3.3

Classification of malicious attack

Following the classificationof the security system which describesboth
computerand human elementswithin the MANET, this sectionprovidesa
systematicdescriptionof the typesof attacksthat canbe experienced
in sucha
networkingenvironment.The main objectiveof this sectionis to categorisean
attack,dependingon the actionsthat an adversaryfollows andregardlessof the
communication
protocolin place.Havingseenthe differentconsequences
from
a compromise,this third and final sectionfollows the security approachof
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3.3.1 Attack definitions
Prior to the categorisation, we proceed with defining the different types of

attacks and the terminology accompanying them. This sub-section aims to
provide the necessary tenninology for the classifications of adversarial
behaviour presentednext; thus the focus of each definition resides with the

definitionof theattackandnot thecategorisation
of it.

Wormhole attacks: Attacks which exploit the presenceof a wormhole linking
two or more nodesdirectly; a concept originally derived from the 'wormhole'
singularities hypothesisedin the general theory of relativity. In a wormhole
attack [95 - 97] within a MANET, data packetsare 'tunnelled' from one node

on the networkto another,thusdisruptingthe flow of informationin time over
theMNs of thenetwork.

Replay attack: The retransmissionof data packetson the network, having as an

objectiveto activelydisruptthe routing process.Suchpacketscouldbe re-sent
to nodes that have already received them with the objective of confusing the
routing algorithm, or to nodes that are simply outside a particular routing
processso that they causea further disruption to network traffic. The origin of
this attack resides within cryptographic protocols [98 - 100] and ways of
attackingthem and is also commonly addressedin securee-mail [101].
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Tunnelling attack: Similarly to a wormhole, a tunnelling attack exploits an
difference
The
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the
two or more nodes on
network.
existing tunnel
between a tunnel and a wormhole [102] is that the wormhole can selectively
tunnel any packetssent,but it doesnot have the capacity of exposingthe origin
is
This
its
from
from
i.
end node.
a wormhole come
of the tunnel, e. all packets
not the casewhen a tunnelling attack occurs.

Node impersonation: Representingor imitating the behaviour of anothernode
data
believe
they
fellow
MNs
traffic
that
that
the
to
the
any
on
extent
network,
directly
Impersonating
from
the node at question.
attacks
receive originates
target the aspectof authentication[103] in the security of the protocol and the
techniquesthat it utilises.

Libel attack: Incorporatedwithin an attack taking place, the node(s) launching

it aimsto makeothernodesbelievethat the origin of the attackdoesnot point
back to them, thus switching the blame to avoid any potential detection.These
types of attackspresentthe justification for often adding non-repudiationto the
list of attributes of data security in communications (table 1.2). Even though
non-repudiationis useful for the detection and isolation of compromisednodes
[10], it still remainsa derivative of the three main attributes,and, as we shall see
in chapter5, is not required to be treatedas a separateattribute.
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Passiveeavesdropping:The act of listening in to information being exchanged
on the network, without modifying it in any way or form. For ad-hoenetworks,
passive eavesdroppingdoes not necessarily imply a passive, receiving action
from the node performing the eavesdrop;since every node acts also as a router,
it could be the casethat the node in question is required to forward the packets
to anotherfinal destination.

Active attack: Attempting to alter the protocol in questionto the advantageof
the attacker. Generally, active attacks require active intervention [104]. The
conceptof an active attack residesas a supersetof other attack definitions such
asreplay and rushing attacks,aswell as packetinjections.

Passive attack: Similarly to passive eavesdropping,an attack that does not
involve the active interception and manipulation of data traffic on the network.
Inversely to active attacks,passivecheatersfollow the protocol, but attempt to
obtain more information then the protocol intendsthem to [ 104].

Packet injection: A further description of the action taken by one or more
nodeslaunching an active attack. This targetsthe consumptionof resourceson
the network (such as power and bandwidth) requesting other nodes to handle
data packets that do not form a part of the communication protocol being
employed. It comes as a direct consequenceto say that all active attacks use
packetinjections within the network.
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Routing loop: A feature seen in DVR protocols within the classification of
section 2.1 and the description of DSDV in sub-section2.3.1. From a security
perspective,a routing loop representsthe manipulation of routing traffic from
one or more nodes,having as an objective to ceasethe communicationprocess.
This is achievedby placing all communicatingparties within a loop of sending
and receiving information that does not assist them in establishinga route of
communication. The occurrence of a routing loop is generally considered a
weaknessof the protocol being utilised.

Routing table overflow: This type of attack involves the convincing of nodes
that non existent routes actually exist, having as an objective overwhelm the
tables that store the routing infonnation within each node. Such an attack can
have a direct effect on both processing as well memory and bandwidth
requirements.

Black hole problem: An attack whereby a node convincesfellow MNs to route
data packets via itself and goes further to disengagefrom the communication
processby dropping any packetsthat it receives.The malicious node(s)are said
to form a black hole [ 105- 109] on the network and the problem causedby such
behaviouris addressedas the black hole problem.

Gray hole problem: A special type of black hole problem, in which the
malicious node selectively drops incoming packets while forwarding others.
This processconfusesneighbouring nodes towards both identifying the node's
malicious intent, as well as exchanginginfort-nationon the network.
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Denial of Service (DoS): An attack that targets the availability of infonnation
on the network. A Distributed DoS (DDoS) attack occurs when a number of
for
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The
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not
the
system
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causes
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be able to handle legitimate users, resulting in data inaccessibility. The
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to
exhaust
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could
a node replay packets
[6], and secondly an attack can take place on all the layers of the network
being
[10].
protocol specification
utilised

Rushing attack: An attack which exploits the routing discovery processwithin
itself
[105]
A
as
advertises
on-demand routing protocols.
malicious node
holding a fresh route to the target MN that is inclusive of it in the hop path. The
information
to
the
this
to
making
malicious node rushes reply
route requestwith
certain that its route is selectedinstead of another one. Consequently,having
guaranteedthat any outgoing traffic will passthrough it, this node can chooseto

launch a variety of either passiveor active attackstowards the incoming
packets,regardlessof knowing the whereaboutsof the target node.

Byzantine behaviour: Any action by an authenticatednode that results in
disruption or degradation of the routing service [92]. This concept supersets
most of the active attacks described above, involving the interception,
modification and fabrication of datapacketson the network.

73

As it can be seen,most of the definitions above carry overlapping terms and
descriptionsinvolving similar attacks. Most of the terms in this section, either
encompassor form componentsof other attack definitions also seenhere. For
this reason, we consider the classification of malicious behaviour on the
network and go further to question where each of the attacks presentedabove
reside in this classification.The following sectionaims to provide the necessary
clarity for categorisingthe definitions presented.

3.3.2 Classifying adversarial behaviour
From the literature, two main ways of classifying adversarialbehaviour in an ad
hoc network exist. The first [92], capturesand ranks the number of dimensions
that each of the adversarieshave at their disposal, while the second [93,94],
basesits approachon the classificationof passiveand active attacks.

From the two classifications, the latter representsnothing more than a simple
expansionof the distinction betweenpassiveand active attacks.Commentingon
such a method of comparison, we have seen a similar categorisationin sub-

section2.9.2. The former usesa numberof dimensions,in eachof which a
further rankingof the adversaryis given basedon the power and control that
they have over the network. In deciding the dimensions, the authors of [92]

arguethat the differentboundson packetlossundereachadversarialmodelare
Thus,thedimensionspresented
considered.
are:
e Malignancy of the attacks
An adversaryis classified dependingon their ability to passively or actively
alter data packets acrossthe network. Attacks within this dimension have a
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Collusion power of adversary

Adversariesare classified dependingon their joint knowledge, involvement
boundaries
limiting
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The
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attack.
and consent a specific
to
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their
dimension
own,
this
on
acting
all malicious nodes
range of
healthy
team
nodes on the network.
against
as
a
all adversariesconspiring
Attacks within this dimension are mainly active; often wonnholes and
tunnelsare usedfor the exchangeof infonnation betweenadversarialnodes.
/
Adaptivity
Intelligence of the adversary
e
This dimension focuses on each node's ability to plan and adjust its
behaviour within the network. The range of this dimension spans from
in
the
that
network a premeditatedway,
attack
completely static adversaries

to maliciousnodesthatwill selectivelyattackMNs, dependingon the traffic
patternsthey notice on the network.

Followingthe brief descriptionof eachof the abovedimensions,we presenta
further analysis of the ranking within each one, attempting to identify which
attack definitions are more relevant in eachcase.

For the dimension describing the malignancy of an attack, three main rankings
(seen in table 3.1) exist. Starting from the weakest to the strongest,a benign
adversary generally performs passive eavesdropping, having the option of
operating as a black or a grey hole within the network. A static malicious
adversarycan launch a variety of active attacks, involving impersonation and
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further ability to control the timing elementof any active attack launched.

Table 3.1: The rankings within the dimension involving the malignancy of an
attack. gradedfrom the least(tol2)to the most (bottom) effective with regardsto
from a comoromise.
the conseciuences
Ranking
Benign
adversary
Static
malicious
adversary
Proactive
malicious
adversary

----- T Attack types

T -D-escription

Cannot introduce information within
but can deprive
the network,
informationfrom other nodes within it

Passive attacks, DoS,
eavesdropping

Can

injections,
inject as well as passively Packet
flow
information
the
on the replay attacks, node
observe
impersonation
network
Can aý,namically select the most
Dynamic
for
injecting
time
appropriate
attacks
,
information on the network, as well as
V
attacks,
.I'
described
perform all other attacks

Byzantine
rushing

For the dimension involving the collusion power of an adversary, two main
distinct rankings are considered separate from the bound rankings of this
dimension.In the simplest form, an attack coming from more than one node can
involve no collusion from the MNs acting with malicious intent. Inversely, in

the hardestpossiblecase,it canbe assumedthat all adversarialnodesare fully
cooperatingwith oneanother.The two rankingswithin theseboundsrepresent
the distinct casesof the number of nodesthat are acting maliciously, as well as

thelevel of cooperationthattheymight havebetweenthem.

Sub-section3.3.3 that follows goes further to define an active attack depending
on the number of nodes involved from the total in the network. An important
aspectthat disablesus from producing a linear order to this dimension is the
level of cooperationthat malicious nodeswill have between them. To question
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this, we have to examine the motivation from any malicious attempt and

latter
level.
If
disruption
the
the
at a node or a network
whetheror not it targets
is assumed, the contradicting scenano of adversarial nodes turning against one
another will unavoidably occur in time. Figure 3.3 defines the characteristics of
the rankings within this dimension.

DiFrwsion

of
coMusion of power

Level c
cooper
betwet

Of
; nodes

No collusion

Fip-ure3.3: The cateporisationof rankings within the dimension involvinp, the
collusion of power of adversaries.
For the dimensioninvolving the adaptivity and intelligence of an adversary,four
rankings are presented.These are dependant on the keennessof a MN to
becomeaccustomedto the communication processesof the network, spending
the necessary time collecting information prior to deploying at attack. These

rankings are described in table 3.2 below. In brief, starting from the least
effective in terms of adaptation, an adversary is described as completely static,

if the attack it deploys has a static (including any coin flips) fault pattem with
respectto the routing algorithm. Such an attack involves no changein time and
thus excludesrushing as well as passiveattacks.
77
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Following a linear model, the next two rankings, namely that of ail oblivious
dynamic adversary and an adaptive adversary incorporate adaptivity within tile
attacking fault pattern that they encompass. An oblivious dynarnic adversary

designs a dynamic fault pattern that can be adjusted depending on MN node
behaviour, still remaining unaware of aily non-detenninistic (coin flips)
elements of the algorithm. Oil the other hand, an adaptive adversary can not

only adapt to the fault pattern but can also take into account any coin flips in
real tinle. thus optinusing an attack.

The Ultimate ranking Nvithin this dimension, resides Nvith ail adaptive selective
adversary, which further to the characteristics presented above, can also select
the attacks depending on specific packet characteristics, such as origin, time78
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3.3.3 Active attacker hierarchy
As shown in the previous two sub-sections,active attackspresenta method of
altering and manipulatingtraffic on the network, thus carrying a specialweight
in their effects. Consequently,a separatemethod for classifying them exists,
focuses
which
solely on the proportion of malicious nodesthat at any one time
exist on the network. A point worth noting is that, in difference to the dimension
involving the malignancy of an attack seen in table 3.1, the active attacker
hierarchy presentedin this section assumesthat all actions originate from a
single attacker,or at least from a group of adversarialnodes sharing common
malicious interestson the network. It is this fact that makes this classification
different to the dimensionranking presentedabove.

We define an attackeras an active -n-m

attacker,if they have compromisedn

nodesand own ni nodeswithin the network. From this definition, the following

measuresurfaces,being directly linked to the securityoffered by the routing
protocol. Figure 3.4 presentsthe different attackerhierarchieswithin the active
-n-

ni model with regards to the affect that they can have to a potential

compromise.

79

Active -y-x

Active

1

Ac:',jve -0-

Active

0-1

Figure 3.4:
hierarchy using tile active -n- ni model, ý4radedfrom the
-Attacker
least (holtolll) to tile Illost (top) effective with regards to the consequencesfrom
a Compromise.

This description seen in [3 1] makes the following

distinctions.

least effective, an attack could vary from active
-0-I,

Starting from the

thus assuming that no

nodes have been compromised and that tile attacker owns a single node, to

active -1-. v and active

where a number, i-, of nodes has beeil

compromised. In both cases, x represents that the attacker has a number of
nodes under its control, different to the number of nodes that have been
compromised.

3.4

Protocol attacks

Hm ing presented tile different classifications of a malicious attack, this section
..
airns to put the above stated theoretical analysis to practical questioning, on
existing protocols. Following tile descriptions
that tills chapter has presented so
II
far. we analvse a NIANET as a systern of securitv, airnim,1,to illustrate different
techniques of attacking, known routing, algorithms. For this, the protocol
descriptions as well as their respective categorisations seen
in chapter 2 are
utilised. Moreover, extending from singular attack techniques, this section
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Starting from the classification of section 2.1, we place our focus on the first
in
both
link
distance
As
of thesetypes
of
state
vector
categorisation
vs.
routing.
is
of protocols a node allowed to advertise information which they consider
injection
involving
tunnelling
valid, a combinationof replay and
packet
attacks
black
loops
Furthermore,
the
and
and perhaps
creation of routing
could occur.
grey holes could be created if one or more collaborating nodes advertise
particular routes as optimal. In LSR, for such an attack to function correctly, a
number of sequentialupdatespromoting noticeable changesbiased towards a
single (malicious) route would have to flood the network. In the caseof DVR
for this type of an attack to function, there would have to be more than one MN
collaborating with malicious intent, as there is a much slower convergence
towardsoptimal routes.

For the categorisation of table-driven vs. on demand routing, a variety of
Byzantine and active attackscould be used to target control information on the
network. In the caseof table-driven routing protocols, particular attacks could
target table overflow, establishingrouting loops as well as libel attacks aiming
to shift the blame on other nodes,once the scavengingfor the malicious MN has
begun.For the caseof on-demandrouting protocols, the most interestingtype of
attackinvolves the occurrenceof a black hole on the network. Attacks involving
black or grey holes exploit the dynamic nature in which on-demandprotocols
establish their route and target the asynchronouselement of the duration in
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which a route remains valid. Consequently,protocols of this type, should not
only describe the technique of establishing a route but also methods of
it
intent.
safeguarding againstsuchmalicious

For protocols using periodical updates, active attacks by means of packet
injections could lead to the temporary isolation of nodes, until the next
scheduledupdateis due. This would be more difficult for event-drivenupdates,
as an event (carrying data within the control packet information) is more likely
to be noticed by more than one MN. Even though this might be the case,more
complex packet injections, as well as DoS attackscould have twice the impact
on the network, as they would impinge on not only the control but also the data
infonnation being exchanged.

In the categoryof protocolswith a flat vs. a hierarchical structure,having a local
central authority could prove quite resourcefulin the event of an attack, as once

that has been detected,it can be containedto the local cluster in which it
occurred.On the other hand, an attack (either passiveor active) launchedby a
cluster head would result in a complete standstill of all information being
exchangedwithin that cluster.This would come as a direct result of the fact that
the attacking MN would have all information available to manipulate, as it
would be acting as a central authority.

Protocols using a distributed approach into computing routes are more
vulnerable to active attacks targeting control infonnation across the network.
Even though this might be the case,decentralisedcomputation of routes lowers
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the level of awarenessof neighbouring nodes, thus making it much more
difficult for malicious users to be tracked down. Subsequently,neither of the
two criteria within this classification securesthe infrastructure as a standalone
featurewithin a protocol description.

On the packet level of source routing vs. hop-by-hop routing, allowing the

packet to carry redundant information regarding its origin and previous hop,
despitebeing a burden for bandwidth and power dissipation requirements,does
safeguardnodes from attacks. Thus, a rushing attack involving an ill-defined
route could be ignored, provided that other route requests carry redundant
information involving theirjourney acrossthe network.

Finally, in the category of a single path vs. multiple paths, despite the
redundancythat multiple path protocols might offer, having a single, but correct
route does imply a smaller probability of a malicious MN interfering.
Consequently,a trade-off existsbetweeninformation passingthrough nodesthat
could have malicious intent, to obtaining a route from a single neighbouring
nodethat could also be acting maliciously at that moment in time.

To summarise,all of the categoriesseen above are vulnerable to a number of
attacks, mainly focusing on active packet injections. Despite each criterion
within a category providing certain features which are either more or less
volatile from a security perspective,its counterpart, even though meeting the
oppositerequirementstowards that criterion has its own vulnerabilities. Having
presented a number of techniques for attacking different protocols in the
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3.5

Security mechanisms and defence techniques

To securethe MANET we must take into considerationthe system definition
describedin section3.1. This comprisesof the two main (human and computer)
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levels being inescapablyinterlinked, this categorisation.provides the necessary
clarity for identifying the defencetechniquesat our disposal.

For issues arising on the first level described above, we embrace modem
This
it
that
the
available.
makes
cryptography and
corresponding schemes
includessymmetric and asymmetricencryption, the use of digital signaturesand
digests,
message
as well as key managementschemes.Section 3.5.1 provides
the necessarydescriptions for the above terminology, hinting on its usage in
both wired and wireless communications. For the second, we question
techniquesof detecting the occurrence of malicious activity on the network
from nodes that had originally been considered as healthy. Labelling this as
intntsion detection, section 3.5.2 questions the ability of individual nodes to
detect (through the use of a corresponding protocol) adversarial behaviour
within a MANET.
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3.5.1 Cryptography and authentication
This sectionaims to provide a summaryof conceptsregardingcryptographyand
does
It
in
not presenta
to
the ways which they are used securecommunications.
for
defined;
that
the
terms
the
aspectsor sub-divideswithin
completeview of all
we encouragethe readerto view the referencesgiven.

We define as a cryptosystem,a set of algorithms responsible for disguising
information so that only certainusersof the systemcan seethrough the disguise.
Cryptography is the scienceof creating, deploying and using a cryptosystem.
Cryptanalysisis the scienceof breaking cryptosysternsand thus being able to
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is the study of both cryptographyand cryptanalysis.

One of the cornerstonesof modem cryptology is a set of principles presentedin
1883 by Kerckhoffs [110]. Most importantly, within this work the general
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7 An excellentintroduction on the subjectmatter,with referencesto all modem applicationsand
theorycanbe found in [112].
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3.5.1.1 Basic terminology
Following the definitions and terininology used in [ 113], we provide a list of
basic tenns that will be usedthroughoutthis section.Theseare presentedin two
categories,involving domainsof operationand their respectivetransformations.

Encryption domains

oA

denotesa finite set called the alphabet of definition. The most common
alphabetdefinition is that of the binary alphabet,whereA= 10,1}. Note that
any alphabetcanbe encodedin tenns of the binary alphabet.

0M

denotesthe set referred to as the messagespace,consisting of strings of
symbols from the correspondingalphabet definition. An element of M is
called aplaintext inessageor simply plaintext.

0C

denotesthe set referred to as the ciphertext space, also consisting of
strings of symbols of an alphabet definition. The alphabet definition of
Cmay differ from that ofAf.

An element of Cis called a ciphertext

messageor simply ciphertext.

Encryption and decryption transformations

*K

denotesa setcalledthekey space.An elementof K is calleda key.

9 Each element eeK uniquely determinesa bijection. from M to C, denoted
by E, E, is called an encr)ptionfiinction or an encryption transformation.
9

For eachd EzK,

Dddenotes a bijection from Cto M(i. e.Dd: C

Ddis called a decr)ptionfitnction or dectyption transformation.
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The process of applying the function Dd to a ciphertext cis usually referred

to asdecrypting c or the decr)ption of c.
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preceding
9
eEK and (:pair and sometimes denoted as(e,d). Note that eEKcould

to

dE

be equal

K.

o For the construction of an encryption scheme,we are required to select a
messagespaceM, a ciphertext spaceC, a key spaceK, a set of encryption
transfonnations JE, :ee K) and a corresponding set of
JDd

transformations

decryption

: deK).

Following Kerckhoffs' principle, the setsM, C,K, JE,:eE K), IDj :d(:- K) are
consideredto be public knowledge. For two parties wanting to communicate
securely using an encryption scheme,the only required thing that they must
keepsecretis the correspondingkey pair (e,d)
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3.5.1.2

Symmetric key cryptography

The fundamental motivation underlying the applicability of a symmetric key
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from
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that
the
are
and
conversation
prevent
understanding
they use encryption, in a symmetric fashion, as shown in figure 3.5.

Eve
C

Alice

Bob

m, c:=E(K,, m)

c, m:=D(K., c)

Figure 3.5: The principle of symmetric key gyptography and how it overcomes
issues of passive eavesdropping.

When Alice wants to send a messagem, she first encrypts it using the
encryption function E(K,,, m) of the pre-selected cipher that her and Bob have

agreedon. Agreeing on the cipher is somethingthat can be done over the public
channelthat Eve is listening into. What cannot be exchangedover the public
channelis the secretkey K, , which both parties need to be sharing. For this, a
separatecommunication channel that Eve cannot eavesdrop on must be used. As

Alice transmits the ciphertextc:=E(K,,, m), Bob receives cand recovers the
original plaintext in by using the decryption function D(K,,, c) as that is defined
,
by the cipher. Eve, not knowing the secret key K,

is incapable of applying the

decryption function on the ciphertext that she also receives.
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Within symmetric key encryption schemes, two further classes are
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DES encryptions in a sequence.Ciphers designed within the last five years
include the robust Serpent[ 119], Twofish [ 120], as well as the newly accredited
AdvancedEncryption Standard(AES) [121].

Similarly, a number of stream ciphers exist. As an example, we consider the
RC4 stream cipher used in current wireless standards. The second
implementation of the IEEE 802.11, namely 802.11b, describes a security
Privacy
Wired
Equivalent
form
that
utilises a
of encryption called
protocol
(WEP). This protocol, despite of aiming to provide confidentiality, user
fails
in
[122],
data
integrity
to enforce
the
wireless channel
authenticationand
all three of these requirements [123], due to the misinterpretation of some
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cryptographicprimitives [ 124], in the design.Weaknessesidentified within RC4
[125] help increasefurther the vulnerabilities of 802.11b.

Utilising block ciphers within a MANET offers a unique way of safeguarding
information againstpassiveeavesdropping.The main disadvantage,apart from
the obvious delay related to the encryption and decryption process,has to do
with the fact that a key must exist for every pair of nodeswanting to exchange
information. For n nodes this yields n(n2

key pairs. Adding to this, not only

must a key be exchangedoutside the conventional communicationchannel (in
order to prevent eavesdropping),but also, the dynamic configuration of a
MANET must be taken into account,where information is necessarilyrouted
through other nodes in order to reach the specified target MN. Consequently,
conventionalproblems with the exchangeof the secret key [126] become far
more difficult to tackle in an ad hoc networking environment.

3.5.1.3 Public key cryptography
One of the biggest problems that symmetric key cryptography is confronted
with relatesto the exchangeof the secretkey betweenAlice and Bob. Relying
on the difficulty in solving certain mathematicalproblems (such as factoring),
public key cryptography overcomesthe limitation of having to share a secret
key betweentwo parties. Building on figure 3.6, Bob generatesa pair of keys
(SB, PB)

one of which is private and one which is public. As a next step, he

publisheshis public key P., making certain to keep his private key SB secret.
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When Alice wants to send a message to Bob, she looks up the public key P.,
which Bob has published. With the help of the corresponding encryption
function E(K,,,,,,,,,m) that is part of the asymmetric cipher being utilised, Alice
,
encrypts the message in using P, . This yields the ciphertextc, which in tum is
transmitted over the public channel. On the receiving side, Bob uses the
corresponding asymmetric decryption function

D(K,,,.,,,,,,,,
c)to

obtain the

original message transmitted by Alice. Eve (as well as Alice and generally
anyone apart from Bob) cannot decrypt the corresponding ciphertextc, as she is
not in possessionof the secret key S. that Bob has.

Eve
C

Alice

Bob

m, c: =E(PB, m)

c, m:=D(S,3, c)

Figure 3.6: The principle of public key cKyptography and how it overcomes
issues of exchanging a secret key.

In order for asymmetric cryptography to function correctly, the key pair
generation algorithm, encryption algorithm and decryption algorithm must

ensure that the original messagecan be recovered. In mathematical terms,
D(S,,, E(P., in)) = in must hold for all messages ni that the selected alphabet
can
produce.
.4

Two of the most popular asymmetric ciphers in use today are the DiffieHellman protocol [127
131]
key
RSA
the
and
more
widely
public
used
cryptosystem [132,133].

Public key cryptography was really started by
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Whitfield Diffie and Martin Martin Hellman, with their 1976 publication of
"New Directions in Cryptography" [127]. It describesa processfor two parties
so that they can agreeon a secretkey in such a way that both of them receive
the same key without revealing it to someone that is listening to their
conversation.RSA, on the other hand basesits operationon a one way function.
Invented in 1978 [132] by Ronald Rivest, Adi Shamir and Leonard Adleman, it
builds on the infonnation required to invert the function used for the encryption
process.As we shall see in sub-section3.5.1.5, RSA can also be used for the
generationof digital signatures.

Public key cryptography makes the problem of distributing keys a lot more
1)
n(n
for
simple. The total number of keys is far less than the arithmetic sum
2

n nodes on a network. In spite of this, public key cryptography is much less
efficient by severalordersof magnitude,requiring a greatercapacity in memory
as well asprocessingtime. For this reasonpublic key cryptographyis often used
in conjunction with symmetric key cryptography ensuring the secureexchange
of a key betweenthe communicatingparties.

3.5.1.4 Digital Signature Algorithms
Digital signaturesprovide a way of claiming the authenticity and integrity of
any message,through the use of public key cryptography. In the generic setting,
Alice createsa correspondingkey pair (SA,PA)and publishesher public key PA
.
Upon wanting to transmit a signed message m to Bob, she computes a
signatures:= a(SA,m), through the use of the correspondingsignature function
of the cipher. Following this, Alice transmits m and s over the public channelto
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Bob. This is illustrated in figure 3.7. On the receiving side, Bob uses the
corresponding verification algorithm ii(Pm,

s) of the cipher to compute the

key
he
Alice'
For
this,
the
public
uses
messagem.
signature of

the message

(the
Provided
he
two
the
signatures
the
that
received.
signature s
m, as well as
one computed with P, and the one received) match8, the authenticity and
is
Eve
If
the
this
potentially
the
not
case,
is
message are verified.
integrity of
Alice
has
that
Alice,
the
tampered
message
with
or
attempting to impersonate
has attempted to transmit to Bob.

Eve
M, s

Bob

Alice
M,

S: =CY(SA,

M, U(PA, M, S)

M)

Figure 3.7: The principle of digital signatures through the use of public key
gaptography.

The two main methodsof authenticationthat satisfy the requirementsto be used
as a digital signatureare RSA [132] and the Digital SignatureAlgorithm (DSA)
[135] as it was published by the American National Institute of Standards and

Technology(NIST) in 1994 [1361.The fundamentaldifference betweenthe two
is that even though they both safeguardmessageauthentication and integrity,

" By match we do not necessarily imply that they are equal. It
could be that the cipher utilised
specifies aI-I

mapping between the signature generated using the secret key S, and the one

computed using the public key P,
.

" Even though the
publication, entitled the Digital Signature Standard (DSS), is mostly about
DSA. it also approves RSA as a signature method.
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DSA, unlike RSA cannot be used directly to provide messageconfidentiality.
As Bob receives the incoming messagewith the correspondingsignature, in
RSA he recoversthe original (signed) plaintext. On the other hand, in DSA he
(Alice)
is
if
from
the
the
and
originating party
simply verifies
messagereceived
has not being tamperedwith. Typically if DSA verification is successful,Bob
acceptsthe incoming message,while rejecting it if that is not the case.

Digital signatures provide an excellent way of establishing the origin and
integrity of a messagewithin the dynamic environment of a MANET. Despite
become
having
is
little
if
this,
they
the
to
of
use
ability
authenticateusers of
malicious at any time after the nodes have been deployed or once a
communication exchangehas commenced. Still, they remain a fundamental

tool, which with further constrainscan safeguard,from a security systems
perspective,the elementsthat it was designedto.

3.5.1.5 Hash functions and Message Authentication Codes
Hash finictions [137 - 140] often referred to as messagedigests, have as an
objective to safeguardthe integrity of the information being exchanged.A hash
function takes as input an arbitrary long string of bits, generating a fixed-size

result(typicallymeasuredin bits). The outputof the function,referredto asthe
hash, is a shorter representationof the message.Hash functions find particular
application in areas where perfonning an operation on the plaintext in its
entirety is a costly option in terms of time and computation.

Given a messagem, we can sign the messageusing one (or more) public key
algorithms seenin the previous section.However, public key operationstend to
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be fairly expensive in computational terms. Thus, instead of signing m itself, we
h(m).
hash
function
h
the
the
result
and
sign
apply

In order to have the ability to represent a full message through its hash, two
function
be
function
hold.
Firstly,
the
a one way
should
main properties must
[ 141], this implies that from the hash h(m) it should be impossible to recover m.

Secondly, the function must be resistant towards both strong and weak
hash
for
[142,143].
By
that
of a
a
given
collisions
weak collisions we imply
messagein, , it should be difficult

(and ideally impossible) to find another

message in- for which h(ni) = h(m, ). By strong collisions we imply a one to
one mapping, it should be difficult

(and again ideally impossible) for two

The
h(m,
h(ml)
)
hash
to
to
messagesm, and ni,
samevalue, yielding again
=
abovethreerequirementssummarisethe criteria that hashfunctions must meet.
I Message Integrity Functions

Hash functions
or
Message Digests

I

Message Authentication
Codes (MAC)
Keyod
(Message + Secret Key)

Non-keyed
(Message alone)

Figure 3.8: The categorisation of message integrity functions into hash
functions and message authentication codes, depending on the use of a secret
key.

Hash functions do not take any input in generating the correspondingoutput.
Similarly to hash functions, there exist MessageAuthentication Codes (MACs)
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for which the hash is computed dependanton a secret key. Consequently,for
two partiesto checkthe integrity of a message,a pre-agreementon a secretkey
illustrated
in
figure
is
3.8.
This
categorisation
must exist.

Today, the most popular hash functions in wide use include the 128-bit hash
function MD5, developedby Ron Rivest [144], as well as the Secure Hash
Algorithm (SHA) in its revisited form, namely SHA-1 [145]. They both base
their operationon the predecessorof MD5, which was MD4 [146]. SHA-1 is a
160-bit hash function, with recent draft standardsfor three new versions [147],
bits
having
SHA-256,
SHA-384
SHA-512,
the
of
respectivenumber
namely
and
as output.

In deploying a hash function or a MAC for use within an ad hoc network, an
immediatetrade-off is established.Safeguardingthe integrity of any packet sent
is something achievable; now carrying a cost in terms of bandwidth. Using

SHA-512 which is the most secure(becauseof hashlength) from the above
functions would certainly guaranteemessageintegrity, but it would imply that
for every packet sent an overload of 512 bits would have to be considered,
affecting the availablethroughputon the network.

3.5.2 Intrusion detection
No matterwhat the level of cryptographywithin the MANET might be, if a MN
that is part of the network decides to turn malicious towards neighbouring
nodes, the authenticationtechniquesdescribed above are of little use. Due to
this fact, designing a secureprotocol for a MANET is a task that could often

carryproblemswhich may be impossibleto solve [148]. The main issuearises
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from our inability to distinguishbetweena compromisednode and a healthy but
deal
left
is
As
to
the
topology
slow one.
constantly changing,nodesare always
with out of daterouting infonnation, which in turn they must updatein order to
is
in
intention
data
identifying
Consequently,
succeed any
exchange.
malicious
somethingthat needsto be achievedwhile holding partial and potentially out of
daterouting information aboutthe stateof the network.

In order to be able to safeguardfrom a potential attack, the behaviour of the
attacker must be noticeably different from that of a normally behaving router
[149]. This forms the basis for the deployment of Intrusion Detection Systems
(IDSs) [150,151], which aim to detect traffic anomalies, as well as misuse
patternswithin a networking environment.

3.5.2.1 Solution tangents
This sectionaims to presenta number of approachesthat have beenpresentedin
the literature regardingthe problem of securerouting with direct applicability in

theadhocnetworkingenvironment.

To protect against external attacks, Siroir and Kent [152] propose the use of

keyedone-wayhashfunctionwith a windowedsequencenumberfor securing
end to end communicationsand the use of digital signaturesfor messagessent
to multiple destinations.

In the context of Byzantine robustness,Perlman [153] questionshow to protect
routing information, analysing the feasibility of maintaining theoretical
connectivity in a dynamically malicious environment. Kumar [154] recognises
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the problem of compromised

hard
problem, providing
as
a
routers

direct
no

solution. Based on an approach of detecting inconsistency using redundant
information to isolate malicious routers, other works [152,155,156]

offer

partial solutions to the problem at hand. Finally, an authentication architecture
for use within a MANET is presented in [ 157].

For distributing the trust within nodes of the MANET a popular technique is
threshold cryptography [ 158,159]. A (n, t+ 1) threshold cryptographic scheme
allows it parties to share the ability to perform a primitive cryptographic
operation (such as creating a digital signature) provided that t+I

parties

perforin this operation jointly. Even if t parties collude to the same operation,
the cryptographic operation selected cannot be perfon-ned.
Message m

offl

mm

glib

mý»ý8

MN3

MN2
S,

«b

MN4
S4

S2

U(S4-M)

a(si, m)
Combiner c

U(S,M)

Figure 3.9: A (4,2) threshold clyptographic scheme incorporating digital
signatures; MNs I and 4 sign the message m with their partial key, thus
allowing for the corresponding signature to be generated.

An example of this is illustrated in figure 3.9, where in order for the message m

to be signed using the key S, at least two nodeshave to contribute their partial
keys (in this case S,andS4), regardlessof the behaviour of the remaining nodes.
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Threshold cryptography offers the ability of partial agreement within
cooperating nodes, which (provided t has been selected accordingly with
respect to the total number of nodesn in their environment of operation)
bypassesany potential occurrenceof malicious intent. The applicability of this
type of cryptography in MANETs

it
how
and
can protect against any

compromisednodescan be seenin [ 160- 162].

3.5.2.2

Protocol correctness

For presentinga formal analysis of a protocol and making sure that the stated
design goals are achieved, the methodology seen in [163], following the
inferencerules presentedin [164] a description of which follows. From these,
our objective is to question the capability of one or more nodes, based on a
number of premeditatedconditions. The remainder of this sub-sectionpresents
the notation as that is statedin [ 164].

We consider the following fundamental entities. X and Y are given formulas
representingalgorithmic behaviour towards specific actions; as an example
considerthe ability of a node to reply to a specific RREQ packet while ignoring

another.It would be a formula X that would statesuchbehaviour.P and Q are
principals,muchlike MN entitieswithin the network. K is a secretsharedkey
that P and Q shareand Cis a statementoriginatingfrom oneof the principals
involved.
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Within the above,the following notation is considered.
e

(X, Y) representsthe conjunction of the two formulas, which is treated
as a set where commutativeand associativepropertieshold

*

*X representsa not-originated-hereformula property. If Pis told X
(see basic statements),it can distinguish it did not previously convey
X in the currentrun

o

H(X) representsa one-wayhashfunction of X

From this, a number of basic statements, using particular notation are

considered:
X: P is told formula X

9
*P3X:

P hasor is capableof possessingformula X

0

PI-X:

9

Pja #(X): P believesor is entitled to believe that formula X is fresh

*

Pl=-(p(X):

Ponce conveyedfonnula X

P believes or is entitled to believe that formula Xis

recognisable;that is P has certain expectationsregardingthe contentsof
X before actually receiving it

K4Q:
pl=p4
P believesor is entitledto believethat K is a suitable
0

secretbetweenP and
*

Cl, C2

: The conjunction of two statements,where commutative and

associativepropertieshold
P ImC: P believesor is entitled to believe that statementC holds
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P .4(X, Y)
:A horizontal line separatingtwo statementsor conjunction
P4X
lower
In
implies
the
that
the
one.
of statementssignifies
upper statement
this case, P being told formula set (X, Y) implies P knowing each of
the formula's componentsand therefore X aswell.

The abovenotation, asusedfor the protocol definition seenin sub-section3.6.1,
provides a method of authenticatingprotocol behaviour under a number of
given assumptionsand conditions. Consequently,the use of correctnessproofs
for wireless routing protocols acts as an initial benchmark towards testing the
ability of the protocol to tackle the security problem under question.

3.6

Protocols incorporating security

Following the descriptionsof the abovetechniquesfor securingwireless routing
protocols,this section reviews two of the most popular secureprotocol designs
for MANETs. For each of the protocols, reference to the initial protocol

is presented,
followedby a descriptionof the
that it encompasses
characteristics
security mechanismsand defencetechniquesutilised by the specific design.

3.6.1 The Secure Routing Protocol
The SecureRoutingProtocol(SRP)as presentedin [165] can be appliedin a
multitude of existing routing protocol implementations. In particular, the
designersof SRP suggest ZRP (section 2.6) and DSR (section 2.2) as two
designs which can be extended in a natural way and with minimum
modifications towards the packet structurestravelling acrossthe network.
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The direct contribution of this protocol implementationis that it guaranteesthe
ability for a querying MN to obtain correct topological information, despitethe
presenceof maliciousnodes.The one assumptionthat is madeis that adversarial
nodesare non-colluding,acting separatelyfrom one another.

For the SRP to function correctly, a Security Association (SA) in tenns of a

secret key is assumed between the source and destination node. For the
exchangeof this secret key, a number of methods (incorporating public key
cryptographyare available) [166]. Ultimately, we can assumethat the secretkey
had beenexchangedprior to the deploymentof the MNs.

The source nodeS, initiates the route discovery process by constructing a
RREQ packet containing a unique sequencenumber and a random query
identifier. Along with the secret keyKs, the addressesof the source and
Tý
destinationnodesas well as the query identifier, act as an input to the MAC of

the SRP. In addition, the addresses
of the traversedintermediatenodesare
paddedonto the RREQ packetupon a new hop.

Provided that the data has not being tampered with, the request reachesthe
destinationnodeT, which in turn constructsa route reply. It calculatesthe MAC
of the route reply contentsand returns the packet to S in a reversehop fashion.
In order to offer redundantinformation, the destinationrespondsto one or more
RREQ packetsof the samequery so that it can provide the sourcewith as much
information regardingthe current network topology. Consequently,intermediate
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(and potentially malicious) nodes do not have the ability to tamper with "hop
data" asthe MAC safeguardsthe contentsof the reply from the destination.

As stated in [167,168], the implementation of this protocol shows how
impersonationand reply attacks can be prevented for on demand routing, by
disabling route caching and providing end to end authenticationthrough the use
of a MAC cryptographic primitive. Thus, fabricated, compromised,or relayed
An
dropped.
the
route replies either never reach
route requester,or simply get
important note from this is that intermediate nodes do not need to be
authenticatedin order for them to have the ability to handle incoming traffic.

3.6.2 Ariadne
Another on-demandsecurerouting protocol that builds on the featuresof DSR
(section2.2) is Ariadne [94]. This protocol preventsattackersand compromised
nodesfrom tampering with uncompromisedroutes, further inhibiting a number
of DoS attacks.Additionally, Ariadne places a lot of weight on communication
efficiency, burdening the implementation only with (less costly in terms of
computation)symmetric cryptographicprimitives.

The methoddeployedfor authenticatingrouting messages
utilises one of the
following threeschemes;sharedsecretsbetweeneachnodepair, sharedsecrets
between each communicating pair with broadcast authentication, or digital
signatures.The designers of Ariadne place TESLA [169,170] an efficient
broadcast authentication scheme requiring loose time synchronisation, at the
heart of their protocol. TESLA

differs

from traditional asymmetric

cryptographicprimitives, such as RSA, in that it achievesthis asymmetry from
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clock synchronisationand key disclosure insteadof computationally expensive
one-waytrapdoorfunctions.

To useTESLA for authentication,eachsenderchoosesa random initial key KN
and generatesa one-way key chain by repeatedly computing the hash of the
resulting value. Thence,

KN-1

H(KN),
=

KN-2

),...
H(KN-,
Each
sender
etc.
=

predeterminesthe time at which it publisheseachkey of its one-waykey chain.
This is done in the reverse order from that the keys were generated;in time,
keys are revealedin the form of the sequenceKOK,,..., KN,... etc. As a result
the authenticity of a messagerelates to the freshnessof the key used in the
computation and the ability to see which keys a sender may have already

published.

Through this process Ariadne sets a number of design goals which provide
resilience againstactive -I-x

as well as a number of active -y-x

attacks.

Considering A and B to be principal MNs on the network, KA,, and K,,, to be
the secretMAC keys between A and B, the AMC(m) to be the MAC of the
messagem, usingK,,,,, the goals of Ariadne are as follows:

0A

the contentsof both routerequestsaswell as
and B canauthenticate
route replies

0B

to have the ability of authenticating A and vice versa

o Any intermediateMN cannot remove an already presententry within a
requestor reply
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In order to detect misbehavingnodes, Ariadne relies on a feedbackreputation
Furthermore,
delivered.
been
have
that
the
scheme,which notes packets
actually
this protocol incorporates malicious node avoidance in the route discovery
MAC
by
including
list
MNs
so that
and
a
corresponding
process
a
of malicious
the list cannotbe tamperedwith. Despite still having a number of weaknesses,
this protocol representsa protocol design that basesits operation on an already
for
is
further
the purpose of
establishedrouting protocol, which
expanded
security.

3.7

Conclusions

This chapter has presented the subject of wireless routing security from a
number of different perspectives.Firstly, we examinedthe MANET as system
from a security perspective,incorporating a number of entangling elementsand
sub-elements.From this, and bearing in mind the consequencesof a potential
compromiseon the routing level, we presentedthe different types of attacks,
classifying adversarialbehaviour on the network. The final aspectwithin the
opening sections of this chapter questioned the applicability of a number of
attacksthat had alreadybeendefined on existing routing protocol designs.

Havingidentifiedthe potentialof a maliciousMN (eitheraloneor in a group)
the second part of this chapter focused on methods for countering such
malicious intention within an ad hoc networking environment. Despite the
capabilities (in terms of exploitable vulnerabilities) that adversariescan have,
we presentedtwo protocol designs that incorporate a number of cryptographic
primitives, thus managingto safeguardfundamentalrouting operations.
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From the methods of attack and counter attack studied, we can see that
MANETs are not in complete isolation from protection when it comes to
securingthe interoperability with which they function. Provided that the right
tools are used in the design of a routing protocol, there is a tremendousspace
that remainsunexploredtowards the combination of fundamentalcryptographic
primitives in the rules for exchanging information.

Shifting away from wirelessrouting and more towards the contributing elements
of this thesis, the chapter that follows examinesthe topics of emergenceand
adaptationin greaterdepth,having as an objective to utilise such conceptsin the
exploration of the design of secureprotocol structures.Our motivation behind
this comesas a direct consequenceof the potential seenin the combining tools
within cryptographyfor the security of an ad hoc network.
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Chapter 4
Emergence

4.1

Introduction

4.1.1

Self-Organisation

4.1.2

Randomness,Complexity and Chaos

4.1.3

SwarmIntelligence and Stigmergy

4.2

Defining emergentbehaviour

4.3

A novel system:Pandemonium

4.4

Adaptive systemsmodelling

4.5

Limitations of operation

4.6

Designpitfalls

4.7

Conclusions

In this chapterthe conceptof emergenceis introduced, entailing the description
of adaptive systems facilitating such behaviour. Firstly, a definition of
its
is
for
this,
the
emergence presented;
concept of self-organisation,as well as
relation to randomness,complexity and chaos is presented.Further to this,
SwarmIntelligence and Stigmergy are reviewed as subjectareas.As a next step,

Fromthis,
thePandemonium
systemdevelopedby Oliver Selfridgeis presented.
we proceedinto the description of the entities involved within adaptivesystems
modelling, identifying the limitations of operation as well as the design pitfalls
that can be encounteredin this modelling technique.

107

4.1

Introduction

Any formal discussion on the subject of emergence requires the active
involvement of a number of areas. This section provides an introduction to
these.Emergentproperties are generally observedin highly complex systems
that appearto hold an internal (non-linear) level of organisation.Within these,
each element has a number of freedoms in their interactions, experiencing a

degreeof randomnessthat relatesto chaotic effects. Suchpropertiesgive rise to
holistic
a
approachfor the systemthat has stateswhich cannotbe premeditated.
The terminology for eachof the aboveis a sciencewithin itself; the sub-sections
that follow offer the backgroundrequired to study emergence,avoiding going
into greaterdetail in eachone. As notions such as complexity hold a number of
definitions that could spaninto one or more chaptersof this thesis,we settle for
the correspondingreferencesin each area and focus on their relationship with
the field of emergence.

4.1.1 Self-Organisation
Commencingfrom our observationof the natural world [171], come a number
of seemingly unrelated phenomena sharing several common behavioural
characteristicsthat go beyond non-linear dynamics. These include, inter alia,

Raup'sdataon the extinctionof species[172,173], Mandelbrot'sanalYsisof
commo ity prices [174], as well as Gutenberg-Richter'sanalysison earthquake
magnitu es [175]. As suggestedby the Bak-Sneppenmodel of evolution [176,
177], systemsof such complexity are typically composedof a number of locally
interacting componentsthat operateat a critical statebetweenchaos and order,
which is known as Self-OrganisedCriticality (SOC) [178,171].
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The essenceof self-organization lies within obtaining a system structure without
have
Elements
involvement
to
the
of
it
tampering
explicit
external
system.
or
the ability to interact with other neighbouring elements. From these local
interactions, a number of global characteristics for the system surface; in turn,
these global features influence the rules between local interactions for all
elements of the system. A popular example of this [ 171] is the image of a sand
As
to
change comes
added
it.
pile retaining its conical shape as more sand is
through discrete events, each individual grain exercises a number of forces in its

local neighbourhoodthat influence the dynamics of the system.Thus, as grains
drop,
height
drop
the
the
a
of
of sand
speed or
into a sand pile, regardless of
conical mass of grains representing the whole system will be observed.
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Figure 4.1: An instance in the simulation of a 2D sand pile model, the height o
the sand pile in different locations (left) of the plane is represented by different
colours. The rijzht square shows the locations that toppled after the addition of
the last vrain of sand.

An example of a sand pile simulation is illustrated in figure 4.1 [179]. In this

model, the sand pile is representedby a squarelattice, where if there are 4 or
more grains on any one location, the location topples. Toppling occurs by
transporting the top grain to one of the 4 neighbouring locations, occurring
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Expandingon the abovemodel, a number of theoriesof self-organisationin the
Despite
[180,181].
developed
been
have
context of physics and chemistry
originally aiming to describe the emergenceof macroscopic patterns out of
have
level,
these
defined
interactions
proven
the
microscopic
at
processesand
From
insectslo.
observation and as
towards
social
understanding
useful
discussedin [182], self-organisationis indeed a major component in a vast
As
insects.
a governing conclusion,
social
rangeof collective phenomenawithin
it appearsthat complex collective behaviour may emerge from interactions
behaviour.
individuals
that
among
exhibit simple

Self-organization appearsto depend on some minimum number of entities,
following
(i.
in
(but
e.,
many
not necessarilyall) of whom are operating parallel
the samerules under the same conditions). As Flake [183] states: "Complex
highly
parallel collections ofsimilar
systemswith emergentproperties are often
units. Ant colonies owe much of their sophistication to thefact that they consist
Parallel
is
inherently
A
systems
efficient
more
of many ants... parallel system
...

die
fault
have
can
tolerance
ants
that are redundant
similar
some
ants
..
...
for
substitute...and subtle variation among the units of a parallel systemallows
be
"
to
attemptedsimultaneously
multipleproblem solutions

10As social insectswe refer to insectsliving in colonies,suchas ants,bees,termites and wasps
,
which arenot solitary.
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4.1.2 Randomness, Complexity and Chaos
Despite lacking a formal and completedefinition, in the last 15 years the study
its
in
field
has
[184
189]
own
as
a
recognised
emerged
of complex systems
faster
field
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Perhaps
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right.
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complexity
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spreadrecognition
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niore
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statements
quantify meaningful comparisons.
complexthan B" are renderedtrivial with respectto complexity.

An exampleof this is seenin Kolmogorov complexity [191 - 193] focusing on
the shortestbit descriptionsfor any given Universal Turing Machine (UTM). In
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the complexity of different specieswill produceconflicting results.

Experienced within complex systems, emergence claims to be the key
ingredient that makescomplexsystemscomplex [195). As a concept,emergence
outlines the occurrenceof a new phenomenonthat originally (in equilibrium)
was not within the constituentsof the system.How this occurs and whether or
not emergencecan truly take place within a formal agent-basedsystem [196,
197] is a subject which at the moment is open to debate. Even though such
questionsare fairly new for artificial systems,the engineeringof emergencehas
proven successful in a number of areas, such as the optimisation of the
III

formal
The
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[198],
helical
promising results.
performanceof
antennas
framework,linking emergenceand complexity remainsto be established.

Related work on the subject matter cites the following. Resnick [199] claims
that: "the study of self-organizing systems is, in some ways, the 'related
opposite' of the study of chaos: in sey'lorganizing systems, orderly patterns

emerge out of lower-order randomness; in chaotic systems, unpredictable
behaviour emergesout of lower-level deterministic ndes ". Holland [200], on
the other hand, arguesthat complex systemsare neither randomnor chaotic, i. e.,
they are characterizedby "recognizablefeatures and patterns ". Finally, for
Bak [171], complex systems are to be distinguished from both equilibrium
(either
behaviour
is
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there
uniformity of
systemsand chaotic systems which
"Crystals
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orbiting
suggests,
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Complexity for Bak is defined in terms of "large variability" indexedby scalefree phenomenain time and space (e.g., "avalanches of all sizes", fractal
is
defined
that
structures)and
an emergentcharacteristicof open
complexity so
systemsthat have self-organizedto a stateof "criticality".

Emergence
involvesaggregate
that cannotbe intuitedfrom therules
phenomena
obeyedby singular entities. This too is a common refrain in the literature [171,
199,200]. Again, citing Bak on the indicators of criticality: "Zipj's law as well
as the other three phenomena (the power law, Iff noise, and fractals) are
emergentin the sensethat they are not obvious consequencesof the underlying
dynamical ntles ". Hence,without the presenceof a ghost in the machine [20 11,
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emergenceappearsto unfold properties that would otherwiseremain unnoticed,
or consideredto be of little importance, in some occasionstreated as noise,
small errorsand the like.

4.1.3 Swarm Intelligence and stigmergy
Realisingthe greatinterest in designingsystemswith the ability to self-organise
and even though the theory behind the subject matter is still evolving, has
yielded the field of Swann Intelligence (SI). The term SI was first used to
describe cellular robotic systems [202-205], in which many simple agents
occupy an environment and self-organise through nearest-neighbour
interactions.Their objective was to generatepatterns that typically relate to a
specifiedtask or design.In [206], this definition of SI was seenas "unnecessary
restrictive " and was thus extended to "any attempt to design algorithms or
distributed problem-solving devices inspired by the collective behaviour of
social insect colonies and other animal societies". Hence an area of practical
interest within which emergencecan exist as a documentedphenomenonwas

established.

Within SI, emergencerepresentsthe ability of the systemas a whole to be more
than the sum of its correspondingparts (sub-section 1.5.2). As properties of
elementswithin a complex systemallow for more than one outcomewhen these
elementsinteract, the behaviour of the whole cannot in principle be understood
solely in terms of the properties of individual elements.In order though for the
systemto experienceany behaviour at this level, the communication ability of
neighbouringelementsneedsto be established.
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This leadsto the notion of stigmergy, first recognisedand namedby the French
biologist P.P. Grass6(1959) during his studiesof nest building in termites [2071.
It describesthe indirect communication in decentralisedsystems,in which the
individual partsof the systemcommunicatewith one anotherby modifying their
local environment.As this was first observed in nature, systemssuch as ant
coloniesare also referred to as stigmergic systems.A common exampleis nestbuilding in termites, which (like ants) also use pheromones to build very
[208]
insects
interactions,
like
For
termites
their
complex structures.
other social
rely on indirect communicationmediatedby modifications in their environment.

To summarise,SI representsthe science of extracting design algorithms from
natural systems, capable of tackling problems in a decentralised way and
stemmingfrom the collective behaviour of individual elements.Theseelements
typically interact betweenone anothervia meansof an indirect communication
method. The processof indirect communication where elementsmodify their

surroundingenvironmentto achievethe exchangeof informationis referredto
as stigmergy.As SI puts stigmergy to use, propertiesof individual elementsthat

surfacefrom the dynamicsof interactionsandwhich are new, are the resultof
emergence.

4.2

Defining emergent behaviour

Having presented the emergence from natural to artificial systems and the
attemptsto establisha formal theoretical backgroundon the subject,this section
defines the notion. The motivation behind a more fon-nal framework comes
from having the ability to be more precise concerning whether something is
emergentor not. The definition presentedwithin this section comes from Baas
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[209]. Despite the criticism and expansions offered for this definition [210,
211], it yields a basis for understandingthe occurrence of emergencein a
systemundergoingadaptation.Expanding on a theoretical perspectiveto avoid
loss of generalityis beyond the scopeof this thesis.Our hypothesisis that in the
processof problem solving for a given system,emergentpropertiessurfacethat
can be usedby the systemin the solution path. Thus the systemcan be seenas
improved
desirable
to
solution state.
undergoingadaptation achievea
and

We begin by a system description of dynamically interacting elements.These
elements we refer to as structures. Each structure is considered capable of
is
The
to
these
properties
carrying a number of properties.
observe
only way
through an observerP of the system.The presenceof an observeris central to
the existenceof emergence;to register that something new has surfaced,we
need at least one mechanism for observing the corresponding structures.
Consequently,we assumethat emergentpropertiesmust be observable;but they

appearbecauseof the systemof interactionsamongthe structures,not because
of our observation". This systemdescriptionis presentedin figure 4.2.

" Quantumeffectsbetweenthe observerandthe system
of structures,aswell asthe ability of
the systemto presentmore or fewer emergentpropertiesdependingon the level of observation
are ideasthat remain in the contextof this footnote.
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Figure 4.2: A system of finite interacting structur s, under the observation of an
observer P. Interactions are represented as links between structures.

The process of the emergence of properties on several levels may be considered
as a result of a series of abstract construction processes, similar to mathematical

constructions.Given a set, I of first order structures,one can, by somekind of
observationalmechanism, ohs,(1), obtain a 'measure'of the properties of the
structures at this level. The set I

family
be
then
to
of
a
subjected
can

interactions, using the properties registered under this observation.

Assuming that the set of structurescan dynamically changein time, we define
the first instancein the observationasI, Thence, the set of structures 1, can
.
carry a number of properties as those are defined by a function of observation

).
(1,
From the interaction of these structures (involving an alteration in
obs,
their property values through another function) a set of second order structures,
I,

function, obs, (Y-, ). At this point, a
surfaces
also
carrying
an
observation
,

property E is defined as an emergentproperty of a structurein Y., if and only if
E is an elementof obs, (Y-, ) but not an element of obs,(Y-,). Consequently,E
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Z,
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Y.,
be
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that could not
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emerges as a new, non-trivial, property
-

The resulting structures carrying that property are described as emergent

structures.

This definition presentedby Baas gives us the ability to identify emergent
properties within a system of interacting structures. Based on the above, the

distinction and further categorisationbetweenweak and strong emergencehas
it,
identifying
been
[212,213].
Having
the
also
made
presented ways of
remainderof this chapterfocuseson methodsand techniquesfor the generation
Selfridge's
look
Oliver
first
For
this,
at
of emergencewithin a system.
we
Pandemoniummodel and then generalise that approach by presenting the
techniquesfollowed in adaptivesystemsmodelling.

4.3

A novel system: Pandemonium

As presentedso far, emergent phenomenaare not just academic curiosities
[214]. Given the definition of emergence,a way of designing and modelling
such systemsneedsto be established.The earliestmodel to be developedtaking
into accountsuchbehaviourwas "Pandernoniuný',a patternrecognition learning
program developedby Oliver Selfridge that was (initially) used for detecting

Morse codepatterns.Selfridgein his 1959paper [215] describesa decision
making system involving four entities (he refers to them as demons), which
upon receiving an input, through continuous interaction, are able to reach a
verdict regardingwhat the input value actually is.

Even though the above description is no more than a basic neural network
increasingits entropy in a way that is dependanton the input, the difference in
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Selfridge's approach lies in the fact that dedicated dernons monitor the progress
made. Demons decide, by a process of elimination, not only to keep specific
candidate ýalues but also how to improve successful candidates based on the
findings of all the others. As a result, this second feedback loop leads to an
adaptive system that, In spite of being governed by a set of very simple rules.
has the ability to corne to complicated (and correct) decisions.
I

Pandemonium consists of four distinct layers (figure 4.3 and figure 4.4), with
each Llroup of demons speciallsing in specific tasks. The bottom layer
constitutes the storage area and hosts demons that store and pass on data. The
second laver is composed of demons that filter and weigh the evidence from the
third layer: This is Miere

the infomiation

processing is taking place,

computational denions process the data of the first layer into information and
pass it oil to tile next level. Finally, at the top layer lies a single decision demon

that decides what information was actually presentedto the systern. At first
sight, this model appearsto be linear; each layer processesinformation and
passesit on to the next layer, but there is a lot more taking place.

Figure 4.3: Selfridge's Pandemonium model, as depicted in [2161. The
interacting layers can be seen in boxes (excluding the iniatze demon) attemptl1W)
to make a decision on the character which they are identifying.
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HIC 1.111KILIeneSS
of Pandemonium lies in the second layer, which (as illustrated
in figure 4.4) is made LIP from cognitive demons. These denions weigh tile
evidence produced by layer three and 'shriek' [2 17] tile amount of evidence
they have (or think they have) up to the top layer. The more evidence that Is
gathered. the louder the shriekiiiiz. At the top layer. infomiation from layer three
gets passed on, the decision derrion also listens out for the loudest 'shriek' from
laver mo. This doesn't imply that the decision demon is biased towards the
IOUdestshriek. it simply listens to what other demons claim to have found of
importance and then conies to its own conclusion reg-arding the output of the
s\ "tem.

ll.ol-.
Decision
Layer 4

------------

Layer 3
..
c

4'.. "
.1

4-1

m
E
ol

Layer
Layer 1
---------------------------------------------------

Figure 4.4: The abstract lavered hierarchy within Selfridge's Pandemonium
model, exemplifying the inteEactions between layer 2 and layer 3. In order to be
uniquely identifiable, denions of each layer carry a unique tag, sho-wil as Dat67,
Inf7 I.
etc.
-DesO8.,

From tills, if we imagine a pool of decision demonstackling the sameproblem,
each backed by a self-governing Pandemonium, then, depending on the success
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rate of specific ones, we can chooseto disregard demons that have produced
unsatisfactoryresults.Furthermore,by examining the inner workings of demons
that have producedsufficient output, we can provide successfulcandidateswith
more knowledge regarding the solution of the problem, thus creating an ever
expandingPandemonium.

Hitherto, we have examinedthe detailed structure of an adaptive system that,
given a problem definition, obeysa survival of the fit (and not fittest) scenario.
That is to say, learn how to solve the problem, through a number of attempts,or
die trying. The process of learning entails the occurrence of a number of
emergent properties within the system model. In creating these demons, it is not

enough to simply identify the four layer categorisationof Pandemonium;we
have to also provide an outline of the behaviour that governs their
communication. For this, not before taking a more in depth look in adaptive
systems modelling, section 4.6 and section 4.7 present the limitations of
operation, as well as the design pitfalls to be avoided when this modelling
approachis followed.

4.4

Adaptive systems modelling

As seenfrom the descriptionof Pandemonium,
pioneeringa model that can
exhibit emergentbehaviour goesbeyond the conventionalmethodsof analytical
and simulation modelling. The system designed, would have to have the
capability to generatenew behaviour in an attempt to adapt to the problem
definition at hand.Thus, a more useful way of categorisingmodels,accordingto
their purposeand amount of real-world complexity that they carry is used. This
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defines
by
[219],
Roughgarden.
three categories
classification scheme,proposed
described
below:
as
of models,
9 Minimal models for an idea
Aiming to capture the entire idea behind the system, minimal models
incorporating
fundamental
a
the
without
parts,
encapsulateonly
most
high level of detail. This is very useful in illustrating a generalprinciple
focus
information.
Such
a
models achieve
and stripping away extraneous
on the most relevantparts of the system,without neglectingothers.
*

Minimal models for a system
Without incorporating the finest level of detail and building on minimal
information.
for
idea,
these
of
models
an
systemscarry a greateramount
By representinggeneralisedsystems,they carry enough specificity to
detail
it
defining
than
to
the
the
greater
narrow
applicability of
model,

thatof minimalmodelsfor anidea.
System
o
models
System models simulate actual systemscarrying all the details and the
descriptions that they can have. Typically, the first attempt in
details
different
involves
the
constructing system models
syntbesis of
into a global description.From that point onwardsit is a matter of (often
painstakingly) defining all the different attributesthat the systemcarries.

The abovethree categoriesof models provide three different ways for emergent
phenomenawithin artificial systemsto surface.This categorisationis basedon
the level of complexity that the model carries. Despite each of the above
categories defining a respective involvement with the system undergoing
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adaptation,
exhibiting this behaviourhave.

Having defined the types of models that can be created, as a next step the
fundamentalentities that will surfacewithin eachmodel need to be established.
As defined by Holland [220], the processof undergoing adaptationrequiresthe
definition of a minimum of three fundamentalentities for the modelling course
to take place. These establishthe centre for a formal framework, providing a
fixed way of decomposingadaptivesystemsand are:
e The environment E undergoingadaptation
e The adaptive plan r detennining the changeswithin structuresof the
environment
*A

measure of performance p

for the resulting structures in the

environment

From the above,the environmentrepresentsthe selectionspacefor a solution to
the problem under question.This does not imply that every point in this space

be
in
be
beforehand
but
E
to
that
uniquely
can
needs
premeditated
everypoint
identifiedin relationto others.Having definedthis space,the adaptivesystem
for
E
has
to
employing r
as an objective provide a selectionmechanismwithin

the mutationof the resultingstructures.In order to achievethis, a measureof
performance, p, is necessary to distinguish between the performances of
individual structures.
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Pursuing further the logic of [220] to expand on the relationship between the
by
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E
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0
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I
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Q
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->

and a

determinesthe operatorto be applied to the system

Consequently, depending on the inputs, the system undergoing adaptation
consists of a number of structures posing as solutions to the problem under
question. Between these structures (illustrated in figure 4.5), a number of

operatorsexist that allow for the selection of one structure through an adaptive
plan and always dependingon the measureof performance for eachone.

A3

p(A-)

p(A3)

Figure 4.5: An abstract descfiption of an adaptive system selecting iterative
structuresfrom an environmentE, with an adaptiveplan r
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0

The generalised model above for an adaptive framework, presents a direct
operational guide for the deployment of such a system. From this, provided that
we question the limitations of the operation, as well as take into account any
design pitfalls that might come into view, we have the ability to design a system
that can host emergent behaviour. The remainder of this chapter focuses on
factors relating to the operability of adaptive systems, both during the design, as
well as the operational phases.

4.5

Limitations of operation

Deploying a system that has the ability to experience emergent behaviour, does
not necessary imply that it will produce a viable and non-trivial solution to the
problem at hand. For this, a set of requirements that guarantee ftinctionality
have to be put forward. From the development of related work, three

fundamentalrequirementsare presentedbelow:
9

The problem should be well defined

An ill defined problem can lead to too great a generalisation.This would
result in a universal adaptiveplan that would be too vast to manage.If we
look at Pandemoniumas a systemsexample,the exhaustivecreation,testing
and destruction of demons would be overwhelming, compared to any
relative success.The better well defined a problem is, the easieran adaptive
systemcan yield emergentpropertiesthat relate to the solution of it.
*

Unbiased decision making is necessary

The processof selectingoperatorsfor hopping betweenstructureswithin the
environment E (figure 4.5) should be unbiased encouraging random
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encounters [22 1] within the set of structures a
adaptive plan r: Ixa

A, A, A 3"

Thus, the
It.

* *0

degree of uncertainty as a
K2
should
carry
a
certain
-->

function for selecting structures from a. In terms of a Pandemonium, both
the cognitive and processing demons of the respective layers two and three,
as well as for the decision demon, should not make their decision solely
based on the evidence that they have. For this, they might have a partial, as
well as a completely negative view from the infonnation that they have
obtained. Furthermore, regardless of what partial states might yield, judging

individual demons, as well as the entire Pandemoniumshould only take
place after the necessary computations have been finalised, at every level
within the system.
9A

currency should be introduced

The measure of performance p should be treated as a currency within the

system, remaining unbiased from tampering from individual structures
within E. Similarly, for a successful Pandemonium to operate correctly, a
single tamperproof way of labelling the behaviour of demons should exist. If

this were not the case,the four layer structurewould fall apart,with demons
demon,
decision
have
to
the
that
they
claiming
producedoutputs
would pass
but yet fail to tackle the problem at hand.

As a conclusion,the abovethree points form an outline of the limitations that an
adaptive system has. It needs to have a certain degree of freedom in the decision
making process, enough to be able to iterate through potential solutions in an

unbiasedmanner.At the sametime it should also possessa well defined field of
view. This leaves it capableof tackling the specified problem at hand and not
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generallsations of it. Finally, an unbiased way of determining individual
contributions at every level should exist. This, sharing many similarities with
currency, should allow for the unprejudiced categorisation of demons within a
Pandemonium.

4.6

Design pitfalls

Putting together the above limitations with the complexity that emergent
systems can host, raises a number of pitfalls that should be avoided in the design
process. This section documents these, circumventing the locallsation to specific
cases,in order to avoid loss of generality.

Firstly, as it is difficult to predict collective behaviour from individual rules,
interrogating individual elements of the system will not yield in any useful
information regarding the function of the group. The task of having a global

view becomesinherently more difficult, as small changesin simple rules can
totally alter the entire behaviour of the system.Consequently,a designpitfall to
be avoided comes from establishingthe correct feedback from the system and
enablingthe observerto havea global view of its behaviour.

This task is intuitively stated in the presenceof a decision demon in every
Pandemonium,as well as in the processof a well defined problem within the
limitations of operation. Despite every layer in a Pandemonium having a
number of demons, the top most layer (in an attempt to reside a level of control)

hostsone demonresponsiblefor making a decisionwithin the system.Similarly,
upon defining a problem, not only must the actual definition be taken into
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Secondly,the division of labour (a conceptsurfacing from ants [15]) within the
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Finally, a rule that should always be noted is that simple commands are not
in
is
An
this
the
army ants
circular mill
always necessarilygood.
example of
illustrated in figure 4.6. Despite the stigmergy present in the systemwith each
ant following the pheromonetrails in the environment,the entire colony appears
to be stuck in an infinite circle of un-achievement'2.

12Beebe(1921)
observed[222] a mill in Guyanathat measured1200feet in circumferencewith
a circuit time for each ant of about 2V2hours. The mill persisted for two days, with ever
increasingnumbersof dead bodies littering the route, but eventually a few workers straggled
from the trail thusbreakingthe cycle, and the raid marchedoff into the forest.
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.

Figure 4.6: A circular mill of anny ants, stuck in an infinite loop circle, trailing
on the pheromone patterns of other ants.

As a result, simple rules are required within the system, but their operation

shouldbe monitored in greatdetail to make certain that trivial or recursivestates
are not reached.

The dangers described within this section, even in their generality, forrn a
boundary that further assists in a firmer definition of a system undergoing

adaptation.Adding each one of thesedesign pitfalls to an already well defined
description allows us to deploy models that consent to the occurrence of
emergence(through the surfacing of new properties)within the system.

4.7

Conclusions

The field of emergencedoes not carry a complete definition. The main reason
for this fact is its relation to other areas that are still maturing within their

domain. An example of this is the subject of complexity. Still, within SI,
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emergentbehaviour is an inherent characteristic,defining the observation of
new propertiesin te problem solving process.

Baas offers a definition for emergencein terms of a system of observable
structures,each carrying a number of different properties. In brief, a property
that can be observed within a particular state, which (in the process of
continuous change and adaptation) was not there before, is labelled as an
emergentproperty for that particular structure.

Having given a definition for emergence,we are further motivated by the ability
to design systemsthat can host such behaviour. For this, the design of Oliver
Selfridge's Pandemoniumis presented.Expanding on this, an introduction to
adaptive system's modelling based on the work of Holland is given. This

thata systemshouldhave.Thefundamental
outlinesthedifferentcharacteristics
are: the environment E undergoingadaptation,the adaptiveplan r determining
the changeswithin structuresof the environmentand a measureof performance
p for the resulting structuresin the environment.

As deploying a systemwith the ability to experienceemergentbehaviour does
not necessaryimply that it will produce viable and non-trivial solutions, a

numberof limitationsof operationareconsidered.Combiningtheselimitations
with the complexity that emergentsystemscan host gives rise to a number of
pitfalls that should be avoided in the designprocess.
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Hitherto, this chapter has presentedin detail the field of emergence,how that
can be defined and also how systemshosting such behaviour can be designed.
Processesdescribedhere within, will be used as tools in the description of the
system that was fabricated for the making of secure routing protocols for
MANETs.
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Chapter 5

The design of the Swarm simulator system

5.1

Implementationdecisions

5.2

Requirementsspecification:Problemdescription

5.2.1

Describingthe MANET

5.2.2

Describingthe adaptivepandemonium

5.2.3

Describinguser interactions

5.3

Requirementsanalysis:Use casemodel

5.4

Static modelling of the problem domain

5.4.1

Modelling the network

5.4.2

Modelling the scenario

5.4.3

Modelling the protocol

5.5

Object structuring of sub-systems

5.6

Dynamic modelling

5.7

Swarm:An adaptiveprotocol selectionsystem.

5.8

A Summary

This chapterpresentsthe designmethodology behind the software development

of a discrete event simulation environment,capableof assessingwireless
protocol designs.For this, the different sectionsof the systemare identified and

carefully described.Our modelling approachinitially lays out the necessary
characteristicsfor the static model and then proceedsinto identifying the
dynamic aspectsthat are required for the systemto operatewithin the adaptive
proceduresidentified in the previous chapter.
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5.1

Implementation decisions

In proposing a wireless protocol for the security of routing in a MANET, the
simulation of the protocol behaviour under one or more worst case scenarios
The
implementation.
benchmark
for
the
offers a
resulting
of performance
in
definition
input
turn provides a
to
the
simulator, which
protocol
acts as an
number of performanceresults, by offering a comparisonfor measuressuch as
throughput, latency and so on. This process defines the functionality of a
simulator in the developmentof a routing protocol stack. The first questionthat
surfacesin the developmentof a new network simulator, relatesto the reasoning
for not using an existing eventbasedsimulator.

Although there is a number of simulation environmentsavailable for network
for
(e.
dominant
QualNet,
GloMoSim,
SSFNet)
the
two
research g.
simulators ad
hoc networks are OPNET [223) and ns2 [224]. In OPNET, there exist three
protocol definitions for MANETs, namely, DSR, AODV and ZRP, whilst ns2
after the completion of the MONARCH project [225], carries a more complete
protocol package.

It is extremely difficult to expandthe functionality of currently available event-

driven, componentbasednetwork simulatorsto facilitate adaptivebehaviour.
There are two main causesfor this. Firstly, establishinga measureof
performancefor the protocol specification that can be fed-back as input to the
systemis a tediousprocess,dependanton a set protocol implementation.Even if
we had the patienceto extract the output data, redefining the protocol stack in
real time would simply go beyond the capabilities of existing simulators. To
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illustrate this, we choosethe network simulator ns2. In this, the protocol stackis
defined as a source file in C++, which is treated as a set usable entity by ns2.
Altering this file automatically involves the recompilation of the sourceso that
it can be used in the simulation process.Despite the advantagesthat ns2 has to
offer, this process deprives us of the ability to dynamically alter a protocol
implementation,thus limiting any operationwithin our adaptiveenvironment.

Secondly,existing simulatorsrequire a full specification of every layer in order
to simulate the communicationprocess.This fact, as much as offering realistic
results for existing standards,takes away from the generality of emergence
whereby a set of simple rules generate the solution to a complex problem.
Again, implementingthis in ns2 would involve a full layer to layer specification
which would grossly overcomplicate the problem definition within our
environment.

Finally, similarly to network simulators,there exist simulation environmentsfor
emergent phenomena. Starlogo [226] is the prime example of such an
environment, designed primarily to facilitate the construction of simulation
models, rather than illustrative or analytical models. From the three categories
of adaptive systems modelling (presented in section 4.4) simulation

environmentssuchas Starlogofocusprimarily on minimal modelsfor an idea,
which can be later expanded[227]. Even though they can be applied to minimal
models for a system, as well as system models, the required build-up in the
design does not allow for a complete simulation of an entity as complex as a
securerouting protocol within a MANET.
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5.2

Requirements specification:

Problem description

Following the decisions regarding the simulation environment, this section
focuses on the system implementation. For this, the corresponding sections of
the system are identified and a description of each one is provided. Further to
this, the link with the remaining sections of the system is considered.

5.2.1 Describing the MANET
Commencing with the description of a MANET (section 1.3) we consider the

network to operate in a two dimensional space. A network is ultimately a
collection of communicating nodes. Each node, as an entity, has the ability to
move unreservedly in the ad hoc networking environment present. The mobility
of each node is deten-nined by the corresponding mobility model [228 - 234]
that it utilises. On the communication level, each node has a broadcasting radius

of transmission,which is considered to be uniform and isotropic in time.
schematicof sucha network description is illustrated in figure 5.1, below.
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Figure 5.1: A two dimensional network schematic
illustrating
15
nodes,
with
their corre;12ondinv,
links between them, as well as the broadcastingradius of
eachMN.
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Nodes lying within the broadcastingradius of othersyield the ad hoc network.
A fundamentalassumptionis that every MN has knowledge of the existenceof
identifiable.
being
MN
the
uniquely
every other
on
network, with each one
Moreover, the communication actions of a mobile node are quite limited:
Provided a link between other nodes exists, a MN can send, receive, drop or
forward any packets that they receive. These actions come directly from the
specificationof ns2 [224].

As a typical scenario,a 50 node network topology as seen in [235] and [2361
can be considered. Within this, and similarly to [94], a random waypoint
mobility model [33] allowing pausesbetweenthe movementof individual MNs
can be deployed.The maximum velocity for eachnode is generally in the range
bi-directional
[0
201
for
l500x3OOm'
of
and assuming a
ms"'
a space of
communicationchannel with a range of 200m. From the assumptionof the bidirectional channel,we say that a link betweentwo nodesexists if one is within
the broadcastingradius of the other.

For all links, the attributesseenin [23,24,55] of a delay (measuredin ms) and a

transmissionbandwidth (measuredin Mbs-) are also assumed.The delay
representsan internal attribute for eachMN, affecting the amount of time that a

nodewould haveto wait prior to commencingtransmission.In the processof
two nodescommunicating,a link is createdbetweenthem. When establishinga
link between two nodes, the minimum bandwidth of the two is set as the
bandwidth of the link. Prior to commencingeach simulation, the bandwidth as
well as the delay for each node will have to be selected at random. A range
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Mbs-1
1.51
[0.5
is
in
that
of
often used offering realistic results simulations
and[0 - 500] ms respectively.

In order to communicate,eachMN deploys the available protocol specification
for the given simulation. This, similarly to other network simulators,definesthe
stepsthat a node must follow in order to exchangeinformation with any other
behaviour
defines
Furthermore,
the
the
node.
node
protocol specification also
for eachof three out of the four actionsstatedabove;namely sending,receiving
and forwarding packets.To handle packets,every node has an incoming and an
outgoing buffer, ordered through a First-In-First-Out (FIFO) structure. This
guarantees(in tenns of processing)priority of older packets to newer packets
with respectto time.

The action of packet dropping is consideredas an attribute of malicious nodes,
launching a passive attack on the network. Despite the fact that each node has
the ability to become malicious, it can only act in a malicious manner if the
specified scenario allows it to. Consequently, the two elements within the
MANET section description that link to the adaptive section of the systemare
the ability for a MN to become malicious and the definition of the protocol
specificationbeing utilised during the simulation.

5.2.2 Describing the adaptive pandemonium
Following the requirement of an adaptive protocol design, the compartmental
model description (illustrated in figure 1.2) is deployed.For this we identify the
correspondingthree layers of operationon which the systemoperates.
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Starting from the bottom, layer 3 operatesas the data processinglayer, similarly
Within
4.3).
(section
data
Selfridge's
Pandemonium
layer
to the
processing
in
this layer we distinguish the following

three sub-systems, each with their

corresponding attributes, illustrated in figure 5.2.

Scenarioof
Communication
Characteristic

pairs
LSR vs. DVR
Table driven vs On-dernand
Periodic vs event-drrven
Flat vs. hierarchical
Decentrabsed vs. distributed
Source vs. hop-by-hop
Single vs Multiple Pam
Cryptographic
primitives
Symmetric cryptography
Public key cryptography
Digital signatures
Hash functions and MACs
Intrusion detection techniques
MShCmxjsClassifications
Protocol feedback

Network
Spacediiiiiiiensions
Simulationtime
Max Bandmdth
Max Delay
Nodes
Mobilitymodel
Communicationrequests
BandwKfth
Delay
smurity
Maliciousnodebehaviour

Events on each MN
Packetsreceived
Packetssoot
Packetsdropped
forwarded
PackPackets
et information
Controlpackets
Roubnginformation
Data packets
PacketS&O
MN awareness
nodesbelievedto be m8fficxm
Levelof mal"Ous intent

Figure 5.2: Layer 3 within the adaptive model, containinv, the sub-systems
relating to the protocol description, the communication scenario and the oq!pu--t-.,
each with their correspon ing, attributes.

The sub-system for the protocol generally holds the attrIbutes seen in the

classificationof routing protocols (describedin section11). Extendingon these,
it also incorporates a number of security features focusing on the security
mechanismsand defencetechniques(describedin section 3.5) available to each
node. In particular, a number of cryptographic primitives are incorporated as

features (described in sub-section3.5.1) and also techniquesfor detecting the
occurrenceof an intrusion (described in sub-section3.5.2) are embeddedinto
the protocol description. We will examine each of these in greater detail in

section5.4, dealing with the static modelling of the problem domain.
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The sub-systemfor the scenariodealswith the communicationscenarioat hand.
In generalterms it has the ability of describing two or more nodeswanting to
exchangeinformation at a specific instance during the simulation and in the
presenceof nodesacting in a malicious manner.Despiteof the nodesnot having
any knowledge of which node(s) are acting in a malicious way, the scenariois
where the information regarding the specific simulation is held. This
information can be alteredby the user at any time.

The sub-systemfor the output is responsiblefor holding and updating the events
that have occurredduring the simulation of a specific scenario.In a similar way
to the use of trace files in ns2, output entities have to provide the correct
information for layer 2 above.Due to this, not only must they contain details of
packets that transverse across the network but also information about the
progressof individual MNs in realising the occurrenceof malicious behaviour
by meansof the protocol deployed.

Layer 2 of the systemdescribesthe adaptive attributes that are responsiblefor
the occurrenceof emergentphenomena.Building on the entities identified in
adaptive systems modelling (section 4.4) this layer incorporates two subsystems,namely the adaptiveplan and the measureof performance.

According to the description of adaptive models, further to the two above subsections there should also be a sub-section for the enviromnent undergoing
adaptation. The main reason why the environment is not elevated to a subsection within this layer is as follows. In layer 3 one of the three sub-sectionsis
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the protocol descfiption, this covers every potential aspect of a full environment

description remaining a layer below and thus attachedto the communication
scenano at hand. The spread of the fundamental entities of an adaptive system
within the sub-sections of the system description in ordered layers can be seen
in figure 5.3, below.
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Measure of
Performance

Adaptive Plan T
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Measureof,
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Protoool

Scenario of
Communication

output

Figure 5.3: The labelling of the three fundamental entities, namely the
environment the adaptive plan and the measure of perfon-nancewithin the
compartmentalmodel descriptionin its constituentlayers,
Consequently, the adaptive plan feeds as a sub-system from information
received by the protocol sub-system and the communication scenario
undergoing simulation. Within the adaptive plan lies a description for
identifying the different protocols that can be implemented yielding an abstract

referenceto the environmentthat is undergoingadaptation.
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The sub-systemfor the measureof performanceis responsiblefor providing the
necessaryfeedbackfor emergenceto take place. Unlike the environmentwhich
is describedthrough the protocol and as the level of feedbackthat the system
receives is vital to any decisions made regarding the protocol, a further subsectionis required to filter the output received.This filtering processmakesthe
measureof performancesub-sectionact as a proxy betweenthe active layer of
the simulation (layer 3) and the decisionlayer towardsthe resultsobtained.

As a final sub-sectionon the top layer, the decision daemonis responsiblefor
evaluating the successor failure of the protocol design with regards to the
specific communication scenario at hand. Feeding from input solely from the
two sub-sectionsof layer 2, the decisiondaemonpassesits feedbackback to that
layer, which in turn alters the entities of the protocol and/or the simulation
scenario.The objective behind this processOustifying the separatesub-section
for the decisiondaemon)is to find a better solution to the problem at hand.

5.2.3 Describing user interaction
As much as this systemoperatesindependentlyin evaluating protocol designs,
there is a necessaryelementof user interaction to indicate the settingsregarding
the initial communicationscenario,as well as the levels of malicious intent. As
a result, the user of the systemshould not only have the ability to evaluatethe

resultsobtainedby the systembut also to specify the scenarioat hand and
monitor its progress.

For this reason,the systemis required to have a Graphical User Interface (GUI)
that simulates specific network scenariosin discrete time intervals. Further to
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this, a number of parameters Involving the simulation, as well as the adaptive
model being utilised would have to be able to be specified through the GUL
Unlike most simulators, this interface should not focus on the diaoraniniatic
form of the network, yielding results on the events taking place, but on the
results obtained from the process of adaptation upon protocol structures. Also.
bearing in mind the way in which a protocol interacts xvith the sVsteIII (fi"LII-C
t,
It,
5.3), the process of how the information regarding the protocol is excharij;,ed
xvithin the system should be clearly displayed. A proposed GUI for the system is
depicted in figure 5.4 belm\.

Figure 5.4: A schematic \ iew of the GU I control and display panel, allo\\ m,,,,
the necessaLyuse.r interactions,

Within the above figure. four distinct parts of the system are identified.
Similarly to the net-work animator, nam, that operates Nvithin ns2 [2241, the first
component of the GUI is a pane on which the specific scenario, under which the
protocol undergoing is being applied on, can be displayed. For this pane, we
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considertwo available views; a graphical animation view capableof illustrating
the network topology in a similar way as that of figure 5.1 and also a simulation
statistics view that can show at any one time instancethe eventstaking place
within the simulation.

The secondcomponentof the GUI that should be availablefor the user relatesto
the information of the communication scenariobeing deployed. This includes
infonnation about links in-betweennodes,as well as all eventsdue to occur at

slottedtimeinstances.

The third componentof the GUI holding information about the systemfocuses
on the output received from a particular simulation, offering the simulation
results that show the successor failure of one or more protocols towards the
simulation scenario at hand. All of the three componentsmentioned so far
expand on the attributes illustrated on figure 5.2 for the protocol,
communicationscenarioand output respectively.

The final componentof the GUI dealswith the control of the simulation. Within
this, a user will have the ability to stop, reset, as well as re-trace particular
eventsthat have occurredin the componentdepicting the graphical animation of
the system. This will also offer indirect control over the output and scenario
component,as any action that might alter the simulation, will also affect the
output and scenario of the system. To expand on this further, the following
section looks at the model from an interacting user perspective, clarifying in
greaterdetail the inputs and outputsthat the systemwill have.
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5.3

Requirements analysis: Use case model

Choosing to formally model the system in the Unified Modelling Language
(UML) [237 - 239], we follow the modelling processdescribedin the latest
languagespecification [243]. UML is a family of graphicalnotations,backedby
a single meta-model [241,242] that assistsin the design of Object-Oriented
(00) soffivaresystems. The specification of the languagecomesfrom the Open
ManagementGroup (OMG), which representsan openconsortiumof companies
aiming to supportand standardisethe interoperability of 00 systems.Currently,
the latestspecificationreleaseof the languageis describedin version 2.0 [243].

We commenceour analysis by identifying the use case model of the system.
Use casemodels [240], are a valuable tool to help comprehendthe functional
requirementsof the system. Ultimately, their purpose is to clearly define the
interaction that a user can have with the systemimplemented.Thus, the actions
that the system is expected to perform, can be directly derived from the use
cases,describingwhat exactly the systemis attemptingto accomplish.

The systemdescriptioncan provide the necessaryinformation about the number

of differentusesthat the designedsystemwill have.Fromthese,the numberof
individual actors,as well as their separaterole can be identified. As seenin the
previous section, there is no further necessitythan a single actor of the system.
We label that actor as the operator.

Further to this, the operatorthrough the GUI should have the ability to perform
the following actions,which correspondto the usecasesof the system.
143

0

CreateScenario: Specify tile communication scenano of the system

0

Createllrotocol:
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ormatoutput:

Speciýv the protocol utilised within the scenario
Specify the output forniat t'()r the sýstem

ControlSimulatiow

Control and monitor the progress ofthe simulation
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System
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FonnatOti1put

Queryoutput
Operatm

ControlSimulabw

Figure 5.5ý Adapti\ e Protocol Design System Use Case Model.

ý ollo\ý ing the order in which these are presented, tables 5.1 to 5.5 examine each
ofthe abo\ e Usecasesin greater detail.
Table 5.1 -.Detailed descriotion ofthe CreateScenano use case.
Field

Description

Use Case Name:

CreateScenario

create a valid communication scenario within a twoSummam

(IiIII01siollal enviromnent, involving (I number of nodes that
an, attempting to communicate through the ittilisation qI a
(Fivenprotocol.

.-ketor:

Operator

Dependencý:

Createprolocol

Precondition:

Svstcm is idle. not undergoing anY simulation
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Description:

1. spe(-ý6,file envil-ollmoll
specilv
dinlensionalspace
tile
two
a
h. Specill. file maximum broadcast raill"lls
c. spccýlv Me node mobilit.l. model
J SPecill. tile totalsimillation time
tile Iletivol-A
sPe(W.
I. tile number (4,notles
(I.
b. Spec-0. tile Illaxinlum node (1cla.l.
c. specIA. tile maximum nodc,bandivitith
3. Speci/Y tile nodes
Select
tile broadcast radius
ti.
b. Select tile i/c/a I,
4.

Speci/v tile (,enjrjo
.,;

a.

The malicious nodes

b.

The communicatimi requests in time
The existing links betiveen nodes

C.

Alternath es:

ý If olle 0/ the above low. specifications is incomplete, the
communication scellariolfilds to load Ivithin tilt, sYsIelyl.

Postcondition:

1 simithition is reatýv io hcWinwithin thesystem.
.4

This use case carries four fundamental specifications, each one of which is
correlated to the performance of the system. Furtherniore, it is dependant on the
use case responsible for creating a \alId protocol specification. The use case
detalling the creation of a protocol can be seen in table 5.2 belo\ý.
Table 5.2-.Detailed description of the CreateProtocol use case.
Field
L se Case Na 111e

crealeprotocol

Summar%:

Speci6- the illitial ti-Pe o0rotocol that is to be used ill
the communication scenario. Within the specifictition,
the runge ol'characteristics which a protocol can obtaill
has to a/so be specýfied.

Actor:

Operator

Dependency:

None

Precondition:

ývstcnl is idle, not 1111del-going
allY simulatiOll
1. Define the characteristic pal.rs
41. LSR vs. DI'R
b. Table ih-iven vs. on-demaml
c. Perioclic vs. event-tiriven
el. Flat vs. hierarchical
e. Decentralise(I vs. Distributed
J., Source vs. hop-by-hop
g. Single I.S. mullilVe paths
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Description:

2. Dtline whit'll till V
b. Public kcY ci: Vptog1*ap1'Y
Digital
signatures
c.

J Hash Ilinctions and 11-1Cs
.
3. Delint, the intrusion detectioll WC11"it/lICI
Malicious
classOcations
a.
b. Protocolftedback
khernati-, es:
1,00collditioll:

None. The characteristics dc.,lint, the broadest possible
I
have.
that
a prolot -0/ coil/d
1.4inge
I prolocol b; readl. to he litilised b.IT-thescellairio.

From the three fundamental specifications that this Lise case has. partial
This
be
yields that a protocol
one.
\\Ithm
each
can
specified
characteristics
hming
to utillse
without
could only comprise of certain characteristic pairs,
cr\ ptographic primiti\ es or intrusion detection techniques in its specification.
Table 53: Detailed description oftlie FonliatOtitl2ut use case.
Field

Description

t se Case Name:
-

FormwOutput

Summam

Specify the format, as well as the amount of inforniatioll
be
from
Mlich
the
\\Ill
system
ill
any output generated
returried to tile operator.

Actor:

Opertitor

Dcpendencý:

NOW

Precondition:

ýVSICIYI
iS OC, Ilot 1111CIel-gOilig
SiMlIhItiOll
C117.11. Events on each AN
Ptickets
recelved
ci.
h. Ptickets sent
c. Packets th-opl)ecl
d. Ptickets./brit-tirtlecl
Pticket itifin-nuition
Control
jwckets
ti.
h. Routing1mckets
c. Dato Imckets
J Packet si--e
3. ALVaii-m-eness
a. No(les believed to he 1114111ciolls
h. Level ol'imilicious intent

Description:
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AI tern at h es:
Postcondition:

None. The characterb mcs dcline the broadest possible
/ItIve.
,
101*11111t
that
/he
coll/d
outpilt
ram! v
Thefin-mat in which ii simidation ivi/I report is dcýfilled.

Similarly to the CreateProtocol use case, an operator has the ability to define
This
format
from
use case
the
above.
output
stated
partial characteristics
whole
dependant.
fundamental
time
three
are
carries
specifications. all of which
Table 5.4. Detailed description of the ControlSillILIkItIOll use case.
Field

Descriptioll

t %vCaw Name:

Controlsintillation

SurnmarN:

Ha%ethe ability to start, stop. pause. as well as query a
has
for
that
prodLICed.
It
particular simulation
results

Actor:

Operator

Dependencý:

Qilelý-Ouqmt

Precondition:

Createprotocol, Createscellario have -on1l)leted

Description:

I

Start. stol) (is it-ell as Imilse the simillation
View a gral4lical animation
3.1'iew Simillation statistics
4. Quel?. the simulation results

Alternatives:

None,

Postcondition:

The state of the sYstem undergoing simulation can
change accordingýv, ifthe operator selects to start, stol),
orpause the simulation.

From this Lise case. the operator has complete control of the undergoing
have
from
In
he
the
to
the
that
order
as \ýell as'
output
it.
can receive
s111111lation.

abilm to control the svstem in its entirety. this use case utilises the
QuervOutput use case, described in table 5.5. below.
Uable 5.5. Detailed description of the Quea,Qutput use case.
Field

DeS(Tiptl.oil

Use Case Name:

Quelý'Oiltpllt
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lime the ability to query the system. for the output that
has generated in a particular simulation.
it
,

Summarý :-.

()pcrator

ctor:
DepelidelICN:

FOrmatoutput

Precondition:

ThesYstent is undergoing a simulation.

Dewription:

I /. Quei-v the system output relating

AlternatiN es:

1 None.

to the simulation

The output ofthe system I.s i-etin-ned to the o1wi-wor in
the. /oi-incit thtit htis been specýfied in the Foi-inwOutInit
Ilse Case

Postcondition:

Tile abo%e use cases clearly

identitý, tile actions of an operator \%ithin tile

system. Each use case has a number of fundamental specifications that outline
tile expected sýstem belimlour.

The section that follows details specific

attributes of these actions focusing on tile static modelling of the system. This
comprises of the problem domain embracing the protocol descriptions, as well
as the scenario ofthe simulation.

5.4
I

Static modelling of the problem domain

ollo\ý III,-, tile

COM ClItIoll,

11

of the
IllodellIng approachto tile "tatic de--'CI-11111oll

model domain [239 - 241]. NNecategonse the resulting classes of the 00
analysis into mo

groups. The first group comprises of physical classes

corresponding to physical structures within the system. while the second
compriseNofentm classescorresponding to entities that have to be fabricated as
oýjects in order for the systern to function cohesively. The joint set of the t,,\,o
roups together. details the static model for the system.
1ý,.,
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5.4.1 Modelling the network
The network correspondsto the group of physical classesthat can model a
NIANET. In order to achievethis, we introducethe following classes:
e NIetwork class: Is the group of nodes, holding information about the
physical maxima, as well as the maxima relating to the exchangeof
infonnation.
o Only one instance of the Network class evrists:Each simulation
considersa single network
o One-to-many relationship with the Node class: A network
consistsof a numberof nodes
o One-to-nzanyrelationship with the Link class: Within the
network, a numberof links betweennodescan exist
A
One-to-many
MobilityModel
the
class:
o
relationship with
numberof different mobility modelscan be utilised in a network
*

Node class: Representsthe individual MN attempting to communicate
with other nodeswhich are part of the network
Alan5-to-many relationship with the Link class: A node can have
a numberof links
o One-to-one relationship with the AfobilhýMfodel class: Every
has
node
a single mobility model

e Link class: Representsthe presenceof a link betweentwo nodes,once
they areboth within the broadcastingradius of eachother
o Many-to-many relationship with the Node class: A link is a
connectionbetweentwo nodes
-0 AlobilityModel class:Describesthe mobility model usedby eachnode
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Figure 5.6: Conceptual static model for the network, correspondingto the
physical classesthat constitutea MANET.
For the above four classes,we identify the following classattributes,illustrated
in figure 5.6 with the correspondingclassrelationships.
*

Network: maxSizeX, maxSizeY, radius, maxDelay, maxBandwidth,
etherPacketBuffer

A network has a two-dimensional region of operation (maxSizeX,
The
MN.
broadcasting
the
radius of each
maxSizeY) and also specifies
bandwidth
have,
delay
NIN
the
that
maximum
each
can
as well as
maximum

that a link can experienceare defined.Furtherto this, it holdsa buffer on
between
be
to
that
the
nodesare temporarily
exchanged
need
which
packets
stored;this buffer actslike an etheron the network.
delay
inBuffer,
Node:
outBuffer,
o
nodelD, positionX, positionY,
A node is identified through a unique node ID on the network. At any one
time instance every node holds a physical position within the network.
Furthennore,every node experiencesa transmissiondelay and also has an
incoming and an outgoingbuffer for receiving and transmittingpackets.
o Link: linkID, firstNode, secondNode,bandwidth
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A link is a communication link between two nodes, allowing them to
bandwidth
has
information.
It
ID
that
a
and also
exchange
carries a unique
data.
in
the
the
two
represents rate which
nodescan sendand receive
9 MobilityNtodel: modelID, mobilityArray
Each mobility model representsthe possible way in which a single or a
group of MNs can changeposition within the network topology. Furtherto a
unique ID for each model, an array of values is specified within eachone,
correspondingto particular characteristicsin the movement.

5.4.2 Modelling the Scenario
The scenario correspondsto the group of entity classesthat can recreate a
communicationscenariotaking place within the network. In order to achieve
this, we introducethe following four classes:
Scermvio

TimcConnwAicn

int
,
-roModos
irt
rriaxSizeX:
.
kt
-maxSizeY:
-radius: clacbmi
Wdth:
double
rnaxBan:
[WWTiaie:
maxDalay, double
obiect

I

stNods., ird
xmrxiNode : irt
zftngTffm : double
ndinarrm: double

IL

I.. *

Tlm*Packet
li
:
-sourceNode
int
clouble

Tifflemaliclous
Int
-mode:
double
stvdngTkna,
.
double
-endingTime:
int
:
-n-alkiousLevel

Figure 5.7: Conceptual static model for the scenario, corresponding to any
communication scenario occurring within a MANET.

e Scenario class: This class groups together the necessaryattributes that
can describea communicationscenariotaking place within a MANET. It
is correlatedto the time interval on which specific eventsoccur on the
network aiming to disrupt the communicationsbetweenMNs151

Each
Scenario
Only
instance
the
simulation
class exists:
o
one
of
considersa single communicationscenario
A
TimeConnection
One-to-many
class:
o
relationship with the
during
between
the
occur
can
nodes
number of connections
simulation of a single scenario
A
One-to-many
TimeAfalicious
the
class:
o
relationship ivith
number of malicious nodes can exist during the simulation of a
single scenario
A
One-to-many
TimePacket
the
number
class:
relationship with
o
between
two nodes on the network
of communication requests
can occur during a single simulation.
between
link
TimeConnection
A
TimeConnection
the
class:
represents
41

the two communicating nodes, including the start and end time of
in
link.
is
Time
this
existenceof
represented relative terms as a ratio
between0.0 and 1.0 of the total simulation time.
o It has to be stated that no relationship betweenthis classand the
TimeAfaliciousclass,as well as the PmePacketclassexists
*

TimeMaliclous class: A TimeMalicious representsthe time duration
that a particular MN remainsmalicious and level of malicious intent that
it has towards the network. Similarly to the TimeConnectionclass,time

is represented
between
0.0 and1.0of thetotal simulationtime.
a
as ratio
o

This class is independentof any TimeConnectioninstancesor
TinzePack-et
instancesthat might e-cistin the scenario
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from
TimePacket
A
TimePacket
the
one
o
class:
represents requestmade
node to another to communicate.Againjime is representedas a ratio
between0.0 and 1.0of the total simulation time.
o

7bis class is independentof any TimeConnectioninstancesor
TimeAfaliciousinstancesthat might exist in the scenario

Similarly to the previous sub-section,we identify the following classattributes,
illustrated in figure 5.7 with the correspondingclassrelationships.
e Scenario: noOfNodes, maxSizeX, maxSizeY, radius totalTime,
maxDelay,maxBandwidth

As a scenarioembracesall the required characteristicsfor the exchangeof
information to take place, it carriesall the attributesof the Network class,as
well as the total time for which a simulation is going to occur (totalTime)
and the total numberof nodes(noOfNodes)that constitutethe network. In a
way, the scenarioclassis the back end to the front end of the network class.
TimeConnection:firstNode, sccondNode,startingTime,endingTime
Corresponding to the physical links that exist within the network, a
TimeConnectiondetails which nodesform the link and also the starting and
end time for which the link exists.Note that time is consideredas a ratio of
the total simulation time alwaysbeing within the rangeof 0.0 and 1.0.
*

TimeMalicious: node, startingTime,endingTime,maliciousLevel

A MN (node)can act in a malicious manner,not obeying the rules set out by
the protocol for exchanging information in the network. The duration for
which the node remainsmalicious is specifiedthrough a starting and an end
time. Basedon the descriptionsof section3.3 classifying a malicious attack,
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b-v
level
TimeMalicious
has
the
set
each
a
of ad\ersarial intent,
instance
maliciousLevel attribute. Table -5.6details the values that this variable can
obtain %%
ith re-spectto the malicIOUsability experienced within the nem ork.
I imel'acket: sourceNode. dcstNode. time
I-ach

liode

Call

attempt to Communicate \\ltll any other node that is part of

the nemork at any instance during the simulation. The TiniePacket class
specifies this, having as attributes the source MN (sourceNode). the
destination MN (destNode) and the time that this takes place. Once again.
linic is considered in relaw. e terms. as a ratio bem een 0.0 and 1.0.
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Within the abo\ e table, further clarification is needed to understand how the two
dimensions relating to collusion of po\\er have been categorised. For the
number ofcolluding. nodes. we consider the percentage of the total nodes within
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the network that are participating in a malicious collusion. Similarly to this
classification, for the level of cooperation in-between MNs, we consider the
amount of information (in percentageof the total) that each node disclosesto
be
MANET.
Furthcmiore,
to
the
this
other nodes within
scale
we consider
linear, as a result, a value of 5, on digit 4 of the maliciousLevel,would imply
that the specific node would only disclosehalf of the known infonnation that it
considers valid, to other nodes. Specific content would include hop-count,
routing tables,hashvalues,etc.

Even though the characteristicof a maliciousLevel is an individual attribute for
eachnodethat is part of the network, somedigits of this numberhave to remain
identical for every node,as they representgroup behaviourin the maliciousness
of an attack. These are digit I and digit 3, representingthe active -n-m
attackerhierarchyand the numberof colluding nodeswithin the network. As an
exampleof how the value of the MaliciousLevel relatesto the behaviour of an
individual MN, considerthat, say, AfaliciousLevel = 00003. This would imply
that we are modelling a scenario involving an active -0-I

attack of a

completely static adversary,colluding with no other nodes and classified as a
benign adversary;in brief, the NIN is a passiveeavesdropperon the network.

5.4.3 Modelling the protocol
The protocol correspondsto the physical classthat representsthe wide rangeof
operationthat a protocol of communicationfor a MANET can carry. For this,
we proceedinto defining how the characteristicsof section2.1, as well as those
relating to intrusion detection and cryptographic primitives identified in subsection5.2..I (and groupedin figure 5.2) can be fitted into a classdescription.
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In order to be able to safeguardfrom a potential attack, the behaviour of the
attacker must be noticeably different from that of a normally behaving router
[244]. This forms the basis for the deploymentof Intrusion Detection Systems
(IDSs) [245,246], which aim to detect traffic anomalies, as well as misuse
patternswithin a networking environment. Detecting misbehavingrouters has
also beenstudiedon the protocol level, in tenns of routing as seenin [247,248].
Even thoughmalicious behavioursuchas the black holc problem facilitates only
a single, passivestatefrom an attacker'sperspective,offering only the choiceof
dropping packets,there is still a number of detection statesthat can act as a
measureof performancewith respect to the routing protocol under question.
Thus, with the occuffenceof a malicious event,neighbouringMNs can:
o Not realise the occurrenceof the malicious event
Assumethe exchangeof information has taken place successfullyand in
casescontinue to send packetsalong the same route. This is by far the
worst casescenario,where the routing protocol fails in all aspectsto deal
with the occurrenceof a malicious event.
o Realisea inalicious eventis occurring within the network
Understandthat data traffic is being manipulated somewherealong the

routewithouthavingthe ability to narrowdownwhich nodeis behaving
in a maliciousmanner.
is causingthe malicious event
e Realisewhich A17V(s)
Not only have the ability to realise the occurrenceof a malicious event,
but also be able to identify which MN(s) is causingit.
156

*

Avoidinformation originatingfrom

aknown malicious node

Having rcalised that a malicious event is presentalong a specifiedroute,
perform any necessaryaction that allows for the re-routing of information
ignoring incoming traffic from particular malicious nodes.

*

Isolate information originatingfrom any malicious node

Having realised which MN(s) is performing the attack and exploited
different paths into rerouting data, attempt to move to an offensive state
towards specific MN(s) with the objective of isolating them through
typically advertisingits existenceon the network.

The above five casesact as a measureof performancefor the occurrenceof
adversarial behaviour within the MANET. In an attempt to take into
consideration redundant routing information (thus simplifying any detection
taking place), we assumethat there exists a valid solution to achieveany of the
above states and thus at least one alternative route to the destination exists
within the resulting topology at any momentin time.

Having presentedthe characteristicsthat define a wireless routing protocol
(section 2.1), a way of representing individual criteria, as well as hybrid
protocol designs for each pair is required. This would provide the necessary
environment undergoing adaptation where the resulting protocol structures
would attemptto tackle the malicious scenarioat hand.
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Taking a probabilistic approachinto this classification,we define the level I for
[0,10].
This
the
range of
each characteristic pair, as a real value within
dimensionlessnumberyields the bias of the protocol betweenthe two criteria of
each characteristic. We consider the level 1, to be dcpcndant on a partial
h,
in
attribute measured proportion to a total attribute n, and the probability p,
follows:
in
is
(5.1)
level
I
defined
Thus,
the
to
as
of a particular event occur.
I=

1", ",

I

Where:
IE (X E El 0: 5 x: 5 10) representsthe level for the characteristicpair.
Ix
E e0',

x< n) is the partial attribute representing a value directly

relatedto the network.
')
Ix
is the total attribute in the dimensions of h.
E0
nE

is
the probability of a given event regarding a specific state of either
p
attributehorn. Note that for 1=0 and 1=10,we also assumethatp=O.

By inspection,we can seethat eachcharacteristicis relatedto, time (periodic vs.
event driven updates),the number of nodesparticipating in a particular action
(LSR vs. DVR) or the numberof routespresent(single path vs. multiple paths).
Consequently,we proceedinto defining eachof the above attributesh and n as
well as the probability p for every pair.
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LSR(1=0.0)vs.
DVR(1=10.0)
e
The level I within this characteristicrepresentsthe distancein hop counts,
(for
into
MN
take
routing)
consideration
will
within which an originating
the reply information received. Also, within the partial distance vector
into
be
I
hops
information
taken
to
account.
away will
only up
received,
Thus, the attribute h representsthe hop distancefor which information will
hop
is
hand,
be
On
the
the
the
maximum
attribute n
other
not
neglected.
distance excluding any routing loops present on the network. The
into
MN
is
in
take
that
the
this
will
a
case
probability
probability p
consideration (either in the distance vector or in the RREQ packet)
information which is (h + 1) nodesaway.
*

On-demandrouting (1=0.0) vs. table-drivenrouting (1=10.0)

The level I within this characteristicrepresentsthe distancein hop counts
for which a routing table will be held and thus a route requestwill not be
launched.Hcnce, the attribute h representsthe hop distance for which a
is
be
table
the
stored, while
routing
will
attribute n, again, the maximum
hop distance, excluding any routing loops present on the network. The
(and
MN
in
is
the
that
this
not
will store
case
a
probability p
probability
request)infonnation which is (h + 1) nodesaway.
e Event-drivenupdate(1=0.0) vs. periodical update(I =10.0)
The level I within this characteristicrepresentsthe proportion of updates
that are receivedin slotted time intervals, comparedto the oneswhich are
receivedin the occurrenceof an event.As time is the contributing factor of
this characteristic,the attribute h representsthe numberof updates(per unit
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time) exchangedon the network on a periodic basis, while the attribute n
by
(per
the
time)
total
each
represents
received
number of updates
unit
1)
(h
in
is
The
+
this
the
node.
probability p
case
probability of accepting
periodic updatesin unit time.
om Flat structure(1=0.0) vs. hierarchical structure(1=10.0)
The level I within this characteristic represents the ideal number of
partitions relative to the total number of nodes,which the protocol would
(depending on the available links) separate the network, for optimum
I
protocol performance.Hence,the attribute h representsthe number of nodes
that belong to the various clusters,with the attribute n representingthe total
number of nodes on the network. The probability p in this caserepresents
the probability of attaching a single extra "flat node" to an existing cluster
group during the total time of the simulation.
*

Decentralised computation (1=0.0)

vs. distributed computation

(I =10.0)
The level I within this characteristic represents the average number
(comparedto the whole) number of nodes that engagein the distributed
computationof a route acrossthe network. Thus, the attribute h represents
the number of nodes that will actively engagewith others to help them

define a route to a specifiednode. The attribute n representsthe total
number of nodes on the network. In this case,the probability p represents
the probability of a single extra MN to request the assistanceof others
during the total time of the simulation.
e Hop-by-hop routing (1=0.0) vs. sourcerouting (1=10.0)
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Similarly to LSR vs. DVR, the level I within this characteristicrepresents
the number of slots available within a packet that could be occupied with
the route followed. This list would have to be ordered,with either a FILO
or a First-In-First-Out (FIFO) structure. In this case, the attribute h
representsthe number of additional slots available within the packet,while
the attribute n representsthe maximum number of slots that could be made
available through a specific route. Once more, the probability p represents
the probability of adding a single extra slot within each packet during the
total time of the simulation.
*

Single path (1=0.0) vs. multiple paths (1=10.0)

Finally, the level I within this characteristicrepresentsthe number of routes
that will be madeavailable for a single requestmade on the network. In this
case, the attribute h represents the number of extra routes that the
originating MN could take into account,with the attribute n is representing
the total number of available routes at that moment in time. Once again, the
probability p in this case is the probability of considering a single extra
route for a particular route request.

To understandthe meaning of this range, in the case of table driven routing

versuson-demandrouting, the value of I=0.0 would representa protocol
which is solely on demandinitiated, while a value of 1=10.0, one that is
exclusively table driven. A value of I=3.7 would give rise to a hybrid protocol
that despite of holding a routing table for some nodes, would initiate a route
requestprocedurefor the vast majority of routesneededon the network.
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The decision for the range of the level I is influenced by three contributing
factors.Firstly, in most cases,the attributesh and n relate to the total numberof
level
describe
be
In
to
the
to
resulting
nodes, present on
network.
order
able
be
in
favour
to
the
values a meaningful way we would
attribute n always greater
than the maximum level value. Even though this is not a requirement and
despitethe use of just 6 nodesin [6] to describea black hole scenario,standard
Ad Hoc routing scenariosfor MANETs [77], seenin [235] and [236] typically
involve a larger number of MNs.

Secondlyas a probability measureis presentto signify small decision making,
thereis a definite needfor a measurethat is one order of magnitudegreaterthan
that. A last contributing factor relatesto computationand the fact that all values
(to one decimal place) within the specified range can be representedwell within
half the size of the smallestprimitive data type in Java [249], that of a byte.

As we shall see in chapter 6, depending on the results obtained in each
simulation scenario,the range of each level can be quantisedaccordingly. We

considereachcharacteristicindependentof oneanother;knowingthe value for
the table driven versuson demandinitiated doesnot yield any information with
respectto the protocol being, say, a single path versusa multiple path design.

From the above, we define the protocol class having the following attributes.
Furthermore, giving the protocol class the ability to secure each protocol
structure,for eachcryptographic primitive we define a correspondingclasswith
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the respective attributes. Hence, the protocol class can utilise each of the
cryptographic classesdefined, provided it takes on the burden of defining and
disclosing
appropriately
specific attributes.
*

Protocol class: Defines the protocol behaviour through the abovestated
numeric attributes involving intrusion detection states,as well as all the
above describedprotocol characteristicpairs. Each protocol can use a
numberof the following cryptographicinstancesin its definition.
o Has a

one-to-many relationship with

Asm-Cipher,Digjignature

the Sym cipher,
_

Each
Hash_mac
protocol
class:
and

can utilise theseprimitives for control data on the network
data
Sym_cipher
decrypt
Represents
the
to
o
class:
ability
encrypt and
symmetrically that are part of the communication protocol, through a
secretand sharedkey.
in
data
Asm-cipher
decrypt
Represents
to
the
e
class:
encrypt and
ability
an asymmetricway, through a public and private key pair.
9 Dig_signature class: Representsthe ability to digitally sign data,as well
as verify datathat hasbeing signed,using a private and public key pair.
0 Hash_rnac class: Representsthe ability to createas well as authenticate
a messagedigest or MAC on control databeing exchanged.
Similarly to the previous sub-section,we identify the following class attributes,

illustratedin figure5.8 with the corresponding
classrelationships.
Protocol:

intrusionDetectionLevel,

tableVsOnDemand,

linkStateVsDistanceVector,

periodicVsEventDriven,

flatVsHierarchical,

decentralisedVsDistributed,sourceVsHopbyHop,singleVsMultiplePaths
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A protocol is categorisedin ternis of each of the attributes specified in the
class, correspondingto the seven characteristicpairs as a decimal number
betweenthe range [0.0,10.0], as well as the intrusion detectionlevel, which
correspondsto an integer between [1,5]. Further to this, the protocol class
can utilise a number of instances of any of the cryptographic primitive
classesthat follow.
Syrp_cIpher

Protocol
w"sionDetectionLevel : int
-rInkSIateVsDistanoaVector: double
double
*
-tableVsOnDernand
double
C
entDrIven
,
-W
double
-ftafflzHerardýml:
-decentralisedVsDistrAxited : double
double
-souroeVsHopbyHop:
-singleVsMuldploPaths: double

L

1 01.*

Int
-cIpherNo
-cipherlD Wring
int
-key:

Asm-cipher

Dig_slgnaturo
Hash_puc

-sigmtureNo: int
-signatursID: strhV

-amcNo: int

7rrwclD,string
int
-key:

ipherNo : int
JpherlD, string
ublicKey: int
idvateKey: int

0..*

publicKey:W

prKmteKey: int

Fi2tire 5.8: Concentualstatic model for the protocol, illustrating the use of the
correspondingcWtographic classes.

*

Sym__.
ýipher: cipherNo, cipherlD, key

The symmetric cipher class (sub-section 3.5.1.2) has a unique number
(cipherNo) corresponding to the particular instance, a cipher ID
correspondingto the block cipher that it uses,as well as a key used for the
encryptionand decryption process.
9 Asm_cipher: cipherNo, cipherlD, publicKey, privateKey
The asymmetric cipher class (sub-section 3.5.1.3) has a unique number
(cipherNo) corresponding to the particular instance, a cipher ID
correspondingto the asymmetriccipher that it uses,as well as a public and a
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decryption
for
key
process
the
and
encryption
used
pair,
private
respectively.
*

Dig_signature:signatureNo,signaturelD,publicKey, privateKey

The digital signature class (sub-section 3.5.1.4) has a unique number
ID
instance,
(signatureNo) corresponding to the particular
a signature
correspondingto the signing schemeused, as well as a private and a public
key pair, usedfor the creationand authenticationof the signedmessage.
key
Hash_mac:
macID,
macNo,
0
The class for the creation of hashesand authentication codes (sub-section
3.5.1.5) has a unique number (macNo) corresponding to the particular
instance,a MAC ID correspondingto the particular schemeused, as well as
default
for
key
MACs
to
value.
a
set
and otherwise
a
used

5.5

Object structuring of sub-systems

Having presented the static model for the system and identified the
correspondingphysical, as well as entity classes,a way of ordering them within
the systemis required. This sectionpresentsthe sub-systemsidentified and also
For
in
this,
their
an
terms
the
objects.
containing
structure
of
each
one
of
yields
overview of the classesseen in the previous section together with the objects
required for the dynamic modelling of the systemare groupedtogether giving a
systems'overview.

We begin by labelling the entirety of the system as Swarm, stemming from SI.
This system is required to have a GUI, showing the topological movement of
nodes under a specific mobility model in a communication scenario. As the
unique elementwithin Swann is the adaptive side of the simulation, the system
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figure
5.3
layered
have
to
the
and within
in
approach
illustrated
embrace
will
this, incorporate remaining physical classes relating to the dimensions of our
Grouping
relevant classes into packages, the package
analysis.
protocol
dependenciesof the system can be seen in figure 5.9 below.
rm
Gui
r-------------

Scenario I

-ýpaceý

--

PL

Daemon

Figure 5.9: A system overview in UML of the package dependencieswithin
Swarm.

Swarm contains a core network component which is utilised by the simulation

scenario.This scenariocarries the necessarydescriptionsof the communication
phasesthat representthe occurrence of one or more malicious events on the
network. Further to this, the system reports to the daemon package, representing

the layer I of figure 5.3. In turn this layer propagatesthe information to the
protocol specification (through the layers of the model) which is then modified
accordingly for the scenario. Once a protocol has been selected from the initial

environment and attached to a specific scenario, a decision daemon is
responsible for applying the adaptive plan, depending on the success or failure
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of the protocol in question. The entire process of the communication scenario
deployed,as well as the protocol usedwithin it is reportedback to the GUI for
the user.

The abovemodel definition has as an objective to constructan environmentthat
has the capability of offering a solution protocol to the malicious scenario
through an adaptiveimplementation.By defining the range of the protocols that
can be selectedfor the solution of the problem, our objective is to illustrate that
the fittest solution can be derived by a machine through a set of very simple
rules that obey the principles of emergence.

Finally, the package relating to the communication scenario introduces two
more packagesresponsiblefor the physical dimensions.
*

Timepackage
o Time

class: Defines how time is measured within

a

communication scenario. The standard time format used is
hh:nini:ss:csc, where hh is the number of hours in the range [00
is
is
99];
in
[00
59];
the
the
mm
number of minutes
ss
range
the number of secondsin the range [00 - 59]; csc is the number
of cent-secondsin the range[000 - 999].

o Clock class:Definesa clock that canmeasureTime in the above
specified way, within a given range. The range of a Clock
identical to that of Time [00: 00:00:000 99:59:59:999].
-
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9

Spacepackage

dimensions
in
Defines
two
Position
the
entity of position
class:
o
is
Node
present, corresponding to a pair of
within which a
positive Cartesiancoordinates.
o Space class: Defines the region (in terms of a maximum
Position) within which all nodes that are part of a network can
changePosition in.

Through the definition of the above two packages,the MNs of the network in
in
This
deployed,
is
time.
the
the
which
scenario
obtain
ability of movement
in
MANET,
the
to
the
places
emphasisof communication
unique attributes of a
which the communicationlinks betweennodes vary dynamically dependingon
their position. Thence,we proceedto the modelling description of the systemas
that operatesdynamically in real-time, attempting to simulate and categorisethe
performanceof protocolswithin the communicationscenario.

5.6

Dynamic modelling

The dynamic modelling of the systemin UML entails determining the sequence
of events in the complex use caseswithin the system [238,239]. For this, the
use of sequencediagramsis required. Sequencediagramsenableus to view the

behaviour(in real-time) of severalobjects and their interactionswithin the
system.Thus, in this section we present the sequenceof object interactions in
the creation of a communicationscenarioas well as the way in which a protocol
is assessedonce a simulation has begun. The former, expandson the interaction
of the static entities that encompassthe simulation, while the latter presentsthe
way in which adaptationis applied to the selectionprocess.
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We begin by reviewing the sequence of events for the creation of a
communicationscenario.As illustrated in figure 5.10, the operator selectsthe
creation of a new scenariofrom the Gui. This triggers the creation of a Space
and a Clock object, with the Spacerequiring the specification of the maximum
2-D coordinates and the broadcast radius and the Clock requiring the
specification of the maximum time. Once this processis completethe operator
has to provide the specification of the communication scenario.This involves
the number of nodes,as well as the number of malicious nodespresenton the
network.

InputScenario
ScenaHo
InputData
11.11:
1.2:GetSp
12: SpacePrompt
2: SIiaceInput
3, GetClock
3.1.:ClockmaxTlme,
Prompt_
3.2.,Clocklnpýt
4: Createthe Scenaýo
4.1,ScenarioProffo
41.11:
Scorkarlo,
Input
5: Createttw Netw6rk
5.1:CreatetheNode(s)
5.2:Net"

Complete

6: Createto Protc6l
6.1:Gýt PfutOWCharacteristics
62 Pro=Dl lnpýA

Com%lte
6.2ýPmAocol
T.,ScenarioCorrviets,

Figure 5.10: The UML sequence diagram detailiniz the creation of a
communicationscenariowithin Swann.
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Once these have been specified, the network with the respective nodes is
created.For eachnode, the mobility model used is also defined. As a final step,
the Protocolof communicationis specifiedin termsof its respectiveattributes.
The secondsequencediagram focuseson the assessmentof a routing protocol
within a specific communication scenariothrough layer 2 and layer I (figure
5.3) of the adaptivecomponentof the system.This is illustrated in figure 5.11.
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GA: Proceedb adjustrimt
AdjumFUn 1,

!
_6.2:
6.3: AdýOAft

Protoýd

Retum Adjustnr' t
7a1: Run ft

sknJabon

Figure 5.11: The UML sequencediagram detailing the adaptive selection
processof a communicationprotocol.
For the purpose of assessingthe Protocol under question, a Simulation of the
communication scenario is performed. This simulation produces the
correspondingoutput data, which are held in an Output object. Combing the
output data with the communication scenarioyields a measureof performance.
This Measuretriggers the creation of an adaptiveplan, which in turn takes into
considerationthe characteristicsthat the protocol utilises. The two entities (i. e.
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the measureof performancelabelled as Measureand the adaptiveplan labelled
as Plan) trigger the decision demon to make a selectionin a similar way to that
of a Pandemoniumreviewed in section 4.3. Once this processhas completed,
the assessmentof the Demon on the decision level is propagatedback to the
Plan, which in turn modifies the characteristicsof the Protocol accordingly.The
attribute values selected are reported back to the Gui and the simulation is
executedagain,this time under a different protocol specification.

The threeclasses,namely Demon, Plan and Measureaim to recreatethe process
of a Pandemoniumwithin the adaptivesystem.Going back to figure 5.3, eachof
them inherits two object instances from the layer below it and each has a
computeoperationfor the correspondingcharacteristicrole which they have.
Demon
ýure: object
: object
ionLevel: Int
lano, void
leasureo:void
int
ýecisiono:
stPlano:string
puteDaclslono:
void
Plan

Measure

-Protocol:object
-Scenario:object
strirg
-planLevel:
4setProtocol():
void
+setScenafioo
: void
ý tPlan :s ng
djustProtocol():
a'djmputeRano
string
*void

-OuIput:object
object
-Scenado,
int
*
ýmeasur&evel
+setOutpuq):
void
elScenarloo
- void
int
tmoasure(),
- void
comp"Me,asure().

Figure 5.12: The UML class diagrams for the three adaptive classes,namely
Demon,Measureand Plan.
Thus, as illustrated in figure 5.12, the decision demon is representedby a
decisionLevelinteger value in the Demon class,in which the final computation
is performed (similar to that of level 4 of a pandemonium).The verdict on the
fitness of the protocol for the specified scenario is returned through the
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difficulty
into
This
the
takes
of the
getDecisionoperation.
account
computation
malicious attack for the specific scenario and counter-balancesthis on the
adaptiveplan. The adjustPlanoperatorworks on the principle that the easiera
scenariois, the harder for a protocol to qualify as a candidate.Generally,where
successis encountered,small incrementsare applied to the adaptiveplan, while
when the successis minor, bigger incrementsare enforced.The reasonwhy the
adjustPlanoperatorworks with strings insteadof integersis so that to cover the
by
defined
dimensions
the
number of
which characterisea routing protocol, as
attributesof the Protocol class.

Similarly, the Plan class computesthe planLevel (again in String format) by
taking into account the Protocol as well as the Scenariodeployed.A Protocol
can be modified accordingly with the adjustProtocoloperator, which aims to
apply the String representationof the planLevel to the attributesof the Protocol
in a similar way to that of the Demon class.

Finally, the Measure class acts as a measureof performanceon the Scenario
based on the output received through the Output class. For this, the
characteristics of an intrusion in an Intrusion Detection System are used,

yielding the computation of the measureLevelattribute through the
computeMeasureoperator. Thus, dependingon the difficulty of the attack, the
output generated for the simulation illustrates the successor failure of the
protocol to handle the threat(s)presentwithin the network.
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With the completion of the adaptive descriptions for the respective objects in the

dynamic modelling of the system,the next section depicts an overview of the
system developed, stating its known advantages and disadvantages from the
design that was carried through.

5.7

Swarm: An adaptive protocol selection system

Swarrn goes beyond the conventional capabilities of network simulators. Not
only does it have the ability to simulate specific MANET

communication

scenarios in two dimensions, but also it attempts to optimise protocol operation
for the given scenario. Coded solely in the Java programming language, a
screenshot of the GUI can be seen in figure 5.13 below.
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Figure 5.13: The GUI of Swarm consisting of four separatepanels.

The user interface of the system is divided into four panels; the first panel,
labelled Animation, carries the animation of the simulation scenario,along with
the statistics in trace format in a different tab. The second panel, labelled
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Scenario, yields all the scenano characteristics of the simulation currently

loaded into the system. The Status panel shows the results obtained for each
protocol specification, as the adaptive sub-system attempts to find the fittest
protocol

for

the specific

case

swarm
layerl
ft DecisionDemon.java

Finally, the Control panel gives the

layer2
AdaptivePlan. java
MeasureOfPerformance. java
layer3
a *output
I!j Output. java

user the ability to start, pause and
stop
options

the

Further

simulation.

for

loading

simulation

protocol
secure
ft Asm-cipherjava
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Sym-cipherjava
Protocol. java

scenanos,as well as adjusting the
format in which output is presented
in the Status panel can be found
under the File

scenario
network
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and Simulation

Network. java
Nodejava

menusat the top of the window.
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corresponding packages of Swarm
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TimePacket.java

things, the GUI can be seen in
figure

5.14.
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the
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throughout this chapter, as well as

Figure 5.14: The complete class and
packagehierarchywithin Swann,

entities identified for the communication scenariocan be seen. A point worth
noting is that the packagesnetwork, spaceand time with their respective subpackagesand classesall fall under the scenario packagewithin layer 3. This
illustrates the potential that the Swann simulator has, to model and attempt to
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intent
definitions
those
of malicious
well outside
provide solutions to problem
within ad-hocnetworks.

In spite of this, one of the key featuresthat the simulator does not give any
Measure
Demon,
is
the
the
to
the
adaptive characteristicsof
control
user over
having
between
lies
in
the
for
Plan
The
trade-off
the
this
and
classes.
reason
design
the
to
to
pitfalls that
and
adaptation
ability
adjust parametersrelating
the
Thus,
4.6)
have
(section
though
to
occasion
on
even
offer.
such systems
local
from
the
optimum
reflect
will
system
protocol specification received
13
values , any user of the system can focus on specifying a communication
scenariothrough the design processfor which the system,through emergence
justifies
find
fact
This
the conservativeapproach
to.
to
a solution
will attempt
towards the computeoperationsin the adaptiveobjects of Demon, Measureand
Plan, seenin dynamic model descriptionof the system.

5.8

A Summary

This chapterhasfocuseduponthe designprocessfor an adaptivediscreteevent
simulator, capable of selecting routing protocols for MANETs. Treating the
network as a collection of communicating nodes in a two-dimensional space,
our objective has been to allow for the selection of a protocol in an attempt to

for
behaviour
The
the
the
match adversarial
sub-system
network.
presentwithin
the protocol generally holds the attributes seen in the classification of routing
protocols (describedin section 2.1). The sub-systemfor the scenariodeals with

13This can lead to loops in the design
processwhich must be avoided for the systemto behave
outsidethe pitfalls and limitations seenin section4.6.
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in
identified
hand.
Building
the
the communication scenario at
entities
on
layer
incorporates
(section
4.4)
two subthis
adaptive systems modelling
systems, namely the adaptive plan and the measure of performance.
Consequently, the adaptive plan feeds as a sub-system from information
received by the protocol sub-system and the communication scenario
undergoingsimulation.

Furthermore,we have presentedthe use casemodel in the requirementanalysis
for the system,as well as the way in which the network, scenarioand protocol
have been modelled. This analysis has embracedboth the static and also the
dynamic aspectsof the modelling process.Finally, the way in which the entities
of the systemhave been ordered,resulting to a number of different classeswas
put forward.

Building on the systemdeveloped,the penultimate chapter puts Swann to the
test, offering a number of results as well as a discussionon the values obtained
for specific communication scenarioswhere one or more nodes have been
in
acting a malicious mannertowards other nodesthat are part of the MANET.
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Chapter 6
Secure protocol designs

6.1

Solutionsto the black hole problem

6.1.1

Network and scenarioconfigurations

6.1.2

Resultsobtainedfor packetdrops

6.1.3

Feasibility analysisand discussion

6.2

Utilising cryptographicprimitives within a protocol

6.2.1

Network and scenarioconfigurations

6.2.2

Resultsobtained

6.2.3

Feasibility analysisand discussion

6.3

Combiningprotocol characteristicswith cryptography

6.3.1

Network and scenarioconfigurations

6.3.2

Resultsobtained

6.3.3

Feasibility analysisand discussion

6.4

Conclusions

This chapterpresentsthe results obtainedin the simulation scenariostackled by
Swarm. Divided into three parts, the first section presentsand discussesthe
its
described
for
through
the
results obtained
security of a protocol as

in
focuses
The
the
corresponding
resultsobtained
second
on
characteristic
pairs.
the utilisation of basic cryptographic primitives in the communicationprocess,
mainly towards active attacks. The third combines the two, illustrating by
example a number of potential protocol designs and their corresponding
attributes.To conclude,the last section of this chapter discussesthe feasibility
of the protocolspresentedand feasibleways for their implementation.
177

6.1

Solutions to the black hole problem

One of the fundamentalscenariosexamined in the communicationprocessof
MANETs relates to the ability of nodes to drop incoming packets,carrying a
destinationaddressdifferent to that of the node where they are dropped.Despite
this being a passive attack, it addressesone of the key attributes of ad-boc
is
As
information,
demand,
this
a wellvia other nodes.
networking; routing
on
[105,107,
level
known
the
type
protocol
studied
of attack, with
solutions on
109], we will use it to examinethe integrity of the Swarm system.This provides
a simple technique for questioning the feasibility of the system, as well as
for
it
towards
more
protocol specifications
providing a way of calibrating
complex scenarios.

Section 3.3 defines the attack resulting from a black hole. Such a node always
it
has
to
the
to
route
valid
a
not
responds route requestsregardlessof whether or
destinationnode. Once data packetsrouted by the sourcenode reach the black
hole node, they are dropped. This adversarialmodel assumesnon-cooperating
in
"grey"
do
drops
that
that
result
malicious nodes
not permit partial packet
holes. The section that follows describessuch an attack in terms of a network
and a corresponding communication scenario that can be deployed within

Swann.

6.1.1 Network and scenario configurations
To configure the scenarioof communicationwithin the network, we revisit the
specification of a typical scenario, as taken into account in sub-section 5.2.1
while designingSwann. Thus, similarly to other researchmodels [235,236], we
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define a network consistingof 50 nodes,wherein eachnode utilises the random
waypoint mobility model. The maximum availablebandwidth on the network is
in the rangeof [0.5 - 2.01Ms-1, selectedrandomly within this rangefor eachof
the 50 nodes.Similarly, the maximum delay that a node can experienceon the
network is set to be within the range of [0 - 500] ms, again with each node
experiencing a delay selected randomly from this range. Furthermore, the
maximum allowed timeout t (measuredin ms), which would be acceptablefor
eachprotocol requestwas set to tj =2s for nodeswhich were a single hop away
and

= 50 s for the maximum route requesttimeout.

The 2-D spacewas consideredto be of dimensions 1500 x 300 M2 and each
node's velocity tangentwas selectedrandomly from the range of [0 - 20] nis'].
Eachnode's broadcastingradius was specified to be 200m.The total simulation

time was definedto be 120 seconds;well abovetwice the maximumroute
requesttimeout. Also the sample interval on which events could occur and be
monitoredon the network was set to be 0.001seconds.

Within the communication scenario, 10% of the nodes present (i. e. 5 nodes)
where consideredto be malicious towards the remaining nodes(including each

other) throughoutthe simulation.Their level of maliciousnesswas defmed
through their malicious level (table 5.6) and was set for eachone to be equal to
AlaliciousLevel = 00003. Thus, their behaviour on the network was defined on
the protocol level as to drop incoming packets,pending any requestfrom other
MNs.
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As a datacommunicationpattern,like much previouswork in evaluatingrouting
protocols [94,32], we use 20 source-destinationpairs, each transmitting at a
ConstantBit Rate (CBR) a flow of 4 data packetsper second.Each data packet
is set to be 512 bytes in size.Thus, having set the sourcedatarate for eachnode
is
512
data
4
the
that
size
payload
application
at packetsper second,we can say
bytesper packet.

Finally, available to the protocol specification were only the attributes defined
through each characteristicpair. The protocol description could not carry any
In
hashing
so
on.
and
cryptographicprimitives such as symmetric encryption,
for
for
the
the
to
the
to
values
protocol
correct
system emergewith
order allow
scenarioat hand,the simulation was carried out 100consecutivetimes, whereby
the results on the adaptive entities of the system, were feedbackas a starting
point for the next simulation.

6.1.2 Results obtained for packet drops
Basedon the abovesetup,the following resultswere obtainedfor eachof the
LSR
Starting
from
figure
6.1
the
of
sevencharacteristicpairs.
representing pair
vs. DVR to figure 6.7 representingthe pair of single path vs. multiple paths,the
The
for
the
specification.
values obtained
each simulation characterise protocol
system,having selectedthe initial random value within the specified range, as
defined by equation 5.1, progresses to optimise that value based on the
simulation scenario at hand. Building on the results of previous simulations,
layers 2 and 1, attemptto optimise eachcharacteristicpair over the total number
of the simulationsundertaken.
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Figure 6.1: Results obtained for the characteristic pair of LSR versus DVR,
following 100 simulations of the same black hole scenano.

býb
6

45
:v IV

-0

E4...

..........

C, 3.5 -......
OD

3

..........................

2

.......... ..............
........

..........................
.... ............

. ........................
0

10

mean= 3.8
....... ....... .I.......

........................................
......... .........

2,5 -

.

20

........

..........................

............................................

........ ..................

....................................

.....................................................
30

40

......

60
50
Simulations

70

80

.......
90

100

Figure 6.2: Results obtained for the characteristic pair of table-driven versus
on-demand routing. following 100 simulations of the same black hole scenario.
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source routing, following 100 simulations of the same scenafio.
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Figure 6.7: Results obtained for the charactenstic pair of single versus multiple
paths. following. 100 simulations of the same scenano.

The results above have as an objective to identify a protocol specification,
hole
black
further
the
problem as
tackling
which we can
model, capable of
defined through Swarm. For this, we proceed to obtain the mean for the total
50
Thus,
runs
over
results
number of simulations, over a certain number of runs.
are shown in figure 6.8 below. The error bars seen represent a 95% confidence
[32,941
for
This
typical
the
is
each characteristic pair.
interval
interval of
mean
for results regarding the analysis of wireless routing protocols. This figure
enables us to further narrow down the specification from the general seven
dimensional plane seen above, to a single design that we can proceed into
evaluating using conventional techniques. In effect, emergencehas enables us to
provide the necessary reasoning in the design process, for selecting specific
cfiteria for each protocol design.
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Figure

From this figure and by using equation 5.1, we can reverse engineer a complete
5.4.3)
and
protocol specification (using the specification provided in sub-section
proceed into obtaining a set of more complete benchmark results.

Recalling the standard methods of comparison, presented in section 2.9 and

keeping the two dimensional space, broadcast radius and mobility model
utilised the same, we proceed as follows. Each node in our simulation moves
according to the random way-point mobility model: a node starts at a random
position, waits for a duration called the pause time and then chooses a new
random velocity vector of magnitude [0 - 201 ms-'. Running the protocol
evaluation on identical movement and communication scenarios. we measure
the perfonnance along four metrics:
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*

Packet Delivery Ratio (PDR): The total number of application-level
packetsreceived for all nodes on the network, over the total number of
application-levelpacketsoriginated.

9 Byle Overhead.The total number of overheadbytes transmitted,over all
hops as eachpackettransversesacrossthe network.
Packet Overhead. The total number of overhead packets transmitted,
over all hops as eachpackettransversesacrossthe network.
Median latency: The median packet delivery latency, where latency is
is
data
between
the
time
calculated as
packet
average
when a
elapsed
sent,to when it is first receivedat its destination.

The perfonnanceresults presentedfor each of the above four metrics, take into
considerationthe standardon-demandrouting protocol DSR and are based on
simulations over 50 runs this time with the same protocol specification. The
error bars presented in each graph within the figure represent the 95%
confidenceinterval of the meanfor eachof the abovemetrics.

Figure 6.9 depicts the PDR for the protocol which has the characteristics
specifiedin figure 6.8. We label this as Protocol X and proceedto fully define it

throughequation5.1 andeachof the descriptionsfor theprotocolcharacteristics
seenin sub-section5.4.3. As an expectation,we can predict that since Protocol
X doesnot representa pure on demandimplementation,the loss of packetswill
be greater than that of DSR, as table driven implementationsrequire time for
table updatesto reachnodes.
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Figure 6.9: The packet deliveKy ratio for Protocol X and also DSR versus the
pause time.
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Figure 6.10 above details the packet overhead for Protocol X and also DSR- As
an expectation, since our protocol design does use multiple paths, has a
clustered element and is partially table driven, we forecast a greater overhead
than that of a purely on demand protocol that DSR is. Similarly, the byte
overhead is also expected to be significantly larger than that of DSR in identical
communication and environment conditions. Figure 6.11 illustrates the packet
overhead for Protocol X, contrasting that of DSR.
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Figure 6.11: The byte overhead for Protocol X and also DSR versus the pause
time.

Finally, figure 6.12 depicts the median latency for the elapsedtime between
sending and receiving packets. Having experienced a higher value in both byte
and packet overheads, we do expect Protocol X to also exhibit higher latency
than DSR, due to the increased overheads from control information, as specified
for each protocol characteristic.
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Figure 6.12: The median latency for Protocol X and also DSR versus the pause
time.

The above section surnmarisesthe design of a routing protocol capable of
handling nodes acting as black holes within the network. As illustrated above,
this ability comes at the trade-off of conventional measures of performance for

routing protocols. We will examine this in greater detail in the section that
follows.

6.1.3 Feasibility analysis and discussion
Security against passive eavesdroppingon the protocol level comes at a cost.
This cost can be seen in the decrease of perfon-nance with respect to the PDR,
overhead and latency at any pause time. Despite of this being the case, Protocol

X does manageto safeguard against the black holes present on the network,
continuing to deliver packetsvia other routes.
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Even though the results presented in figures 6.1 to 6.7 do not correspond to a
full specification, they offer a prototype definition outlining the features of
defined
This
the
to
successful protocol candidates.
range
calibrate
enables us
with respect to the interpretation of level data values.

Based on simulation results obtained, we choose to quantise the descriptive
range of [0.0,10.0] for each pair into 5 regions as seen in figure 6.13. To justify
this, we assume two extreme regions representing each characteristic pair, a
mean range representing a hybrid solution and also 2 domains with a fair bias
towards one or another protocol characteristic. A value of either 0.0 or 10.0 with
an error of up to 2.0 yields a strong bias towards that characteristic. A value
close to the mean with an error of up to 1.0 yields a necessary hybrid approach

for that characteristicpair. Finally, for the range of [2.0,4.0] and [6.0,8.0] we
consider a bias towards the characteristic closer to that range, without
eliminating the rare occurrenceof the oppositebehaviour. For this we consider
that the closer the value is to 2.0 and 8.0 respectively, the smaller the probability

for that occurrenceto take place.

0.0

2.0

4.0

5.0

6.0

8.0

10.0

Figure 6.13: The selection range used for each charactefistic pair.

Thence,we first review characteristicswithin the limit values of [0-0,2-0] and
[8.0,10.01. From the results obtained for the characteristicpair of a flat versusa
clustered structure seen in figure 6.4, we select a protocol that has a flat
structure where every node has the same rights acrossthe network. As seen in
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the figure, despiteselectinga randomvalue close to the mean of the rangeas an
initial condition, our adaptive systemclosely decreasesthat value to the range
between[0.0,2.0] providing a meanof 1.1 after the total number of simulations
hasbeenperformed.

With similar results for anothertwo characteristicsand basedon the definition
into
takes
that
account
of our measureof performance,we also prefer a protocol
illustrates
6.7
the
Figure
feedback
as
possible.
multiple paths acting on as much
for
for
level
from
20
the
pairs
characteristic
average
simulation sets all
obtained
Using
been
individual
have
multiple
presented.
which
not
simulation results
black
knowing
is
for
that
the
a
re-routing of packets
paths particularly useful
hole is presentwithin the MANET. Finally, with respectto sourcerouting, we
treat a packet as a stand alone entity carrying all the necessaryinformation in
6.6)
(figure
8.7
justifies
its
destination.
This
to
the
averagevalue of
order reach
computedfor 20 simulation setsregardingthis particular characteristicpair.

With respect to characteristicsthat appear to be more hybrid in choosing
between LSR and DVR, our bias is towards the presenceof a distancevector
that can on occasionbe flooded on to the network. As a justification, we present

the resultsseenin figure 6.8, yielding a meanlevel of 7.4. Even thoughthe
initial conditionin this caseis closerto the definiterangeof link staterouting,
during the courseof the simulation of the samescenariothe value shifts towards
DVR recommendingan updateof routing tableswithin the network. As a result,
we conclude that the protocol candidateshould not flood the network upon a
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noticeablechangein topology, but should insteadencouragerandomupdatesof
the routing table betweenneighbouringnodes.

The remaining three characteristic pairs (figure 6.8) also follow a hybrid form.

For the case of table-driven versus on-demandrouting, our results encourage
each MN to hold a local view of the network (by not neglecting any
neighbouring infonnation that passesthrough them) and enquire further about
routesto more distant nodesusing an on demandapproach.Furthermore,for the
periodical versus event driven updates of routing information, our results
driven
both
promotea more weighted exchange,where
periodic as well as event
updatesare utilised. Finally, for the pair of decentralisedversusdistributed route
computation, our results show a preference towards the distributed approach,

statingthat the entire route should not be computedwithin a single node.

Using section 5.4.3, we further simulate this time the identical protocol
scenario,with respectto the four metrics selected.Namely, the delivery ratio,
the overhead and the average latency; furthermore we take into account the
performanceof anotherrouting protocol (in this caseDSR) for comparison.This
approachfor evaluating Protocol X, can also be seen for the Ariadne protocol
specificationsin [94].

From this, we reach the conclusion, that despite having a protocol capable of
tackling the black hole problem, as defined in the communication scenario
above, its performancewith respect to conventional metrics appearsto be far
worse than that of a well known on-demand protocol. This is completely
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justifiable; in order to tackle a security threat on the network, the protocol is
required to have available and also circulate more information regarding the
routing process.Through emergence,we have the opportunity to optimise the
amountof information that is further circulatedby not over-specifyingparticular
attributes within the given characteristicpairs. As a result, we can see from
figures 6.9 to 6.12 that despite Protocol X being outperformed by DSR in all
four metrics, the results for Protocol X are of the sameorder of magnitudefor
the metrics observed.This leads us to conclude that the above protocol can be
implementedto tackle the black hole problem within NLANETs.

The above processfor selecting a protocol candidatestemsfrom attempting to
solve the black hole problem in the presenceof a passivemalicious node within
the network. As we can see from the results, our adaptive system does not
attempt to provide a single solution based on a local property [6], such as
limiting the reply packetsthat can be sent between nodes. Instead, it looks for
the global characteristics within a protocol specification and attempts to
eliminate onesthat do not assistin the problem solving technique.

6.2

Utilising cryptographic primitives within a protocol

Having seenthe ability of Swarm to provide protocol designsthat can safeguard
againstpassivemalicious intent on the network, we proceedinto expandingthis
functionality to incorporatecryptographicprimitives. As detailed in section 3.3,
there exist a number of active attacks where the malicious node attempts to
manipulateor actively inject network traffic with the objective of compromising
the flow of information betweennodes.We examinea variety of theseattacksin
the sectionthat follows, defining them as scenariosin Swarm.
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6.2.1 Network and scenario configurations
To configure the scenarioof communicationon the network, we specify a setup
containing the same 2D space, nodes and physical properties as that in section

6.1.1. Again, 10% of the nodes were consideredto be malicious towards the
remaining nodes(including eachother) throughoutthe simulation.Their level of
maliciousness(table 5.6) is elevated from that of passive eavesdroppingbut
does not take into considerationany collusion of power between them. Thus
eachmalicious MN is set to have a MaliciousLevel within the rangeof [00004 000091,selectedat random.

Similarly to the previous section, we use 20 source-destinationpairs, each
transmitting at a ConstantBit Rate (CBR) a flow of 4 data packetsper second.
Each data packet is set to be 512 bytes in size. Thus, having set the sourcedata
rate for eachnode at 4 packetsper second,we can say that the application data
payload size is 512 bytes per packet. These are also the setting for the 5
adversarialnodespresent.

Building on an existing protocol, we chooseDSDV (section 2.3), which despite
being consideredto be simple resolving any issue of routing loops, has well

documentedvulnerabilities[154,250]. Using the secureprotocol package
(figure 5.14 & sub-section5.4.3) we will attempt to safeguardthe performance
of DSDV in the presenceof active, non-colluding attackers.

In terms of security, we make the following assumptions.Each node has a
private and public key pair, with every node, having knowledge of every other
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3.8)
key.
hash
(figure
Any
are non-keyed and
node's public
algorithms used
The
in
this
the
signing of any message
case
alone.
packet
operateon
messageor
kept
is
key,
level,
takes
the
the
which
place using
node's private
on
packet
secret.Furthermore,the existenceof a symmetric key betweenevery node pair
is also postulated.As seenin [ 166] this is not an unrealistic requirement.

Finally, in order to target operationsof active adversarialbehaviour, from the
four methods of communication that a node has on the packet level, namely,
sending, receiving, dropping and forwarding packets, we allow Swarm to
involve
for
both
Thence,
that
two.
the
redefine
send and receive methods
routing table dumps being transmitted and applied between nodes as control
infonnation, eachnode has the ability to apply any of the four security classes
available. Thus, (4x3x2)x2 pairs surface, each giving different abilities to the

receiving packet information, as describedby the four classeswithin the secure
package.

The successof eachof the candidateswas measuredwith respectto the level of
intrusion detectionachievedwithin the protocol. This, as defined in sub-section
5.4.3, allowed for 5 different levels of intrusion detection,with not realising the

occurrenceof a maliciouseventbeingthe lowestandisolatingany information
originating froni a malicious node being the highest. To allow Swarm to
improve on statedresults and avoid local maxima, it was always assumedthat a
malicious event was taking place within the network. As the protocol used does
not incorporateany intrusion detection techniques,the ability to ignore routing
information, provided it was though to be invalid was implemented within
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DSDV. This gave the system, the ability to notice and achieve 4 out of 5
fifth,
for
detection
the
namely, isolating
intrusion
states, while always aiming
ii?O-mation originating fi-om a malicious node, despite not being able to
achle%.
e it.

6.2.2 Results obtained
The results obtained for DSDV focused on partial and full routing table dumps,
which represent the way in which this protocol exchanges control information
between nodes. We selected to perform the simulation for 100 runs; each of
which returned a secure alteration to the protocol. From this, the decision
daemon in layer 1, returned the following preferences, as depicted in figure
6.14. This was denved for the sending process and reversed for the receiving
process.
1. Hash mac - Send
2. Sym cipher- Hash mac - Send
3. Asm-cipher - Send
4. Dig_signature- Hash_mac- Send
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Figure
transmission of control packets within DSDV.
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From this, we can derive that the preferred technique for transmitting control
datausing DSDV is that of symmetrically encrypting eachrouting table update,
obtaining and attaching a hash to it and then sending it across the network.
Secondcomesthe processof encrypting it asymmetrically and then sendingit,
while third comes the process of digitally signing the data, obtaining and
attaching a hash and then transmitting them across the network. The final
processdepictedin the figure is that of obtaining the hash value, attachingit to
the data and transmitting it acrossthe network. Following the aboveresults,we
proceed into defining each of the four classeson which the above results are
based,in order to be able to further simulatethe characteristicsseenherewithin.

For each of the above four processes,we proceed into obtaining a comparison
with respect to DSDV and each other, based on the four metrics defined in
section6.1.2, namely the delivery ratio, the byte overhead,the packet overhead
and the medianlatency.

Prior to this, we first definethe attributesfor eachof the securecharacteristics,
which will affect the network metrics used. Thus, we set the Hash_macclassto
return a hash of 128 bits, the Syrný_cipherclass to encrypt using a 256 bit key,

the Asm-Cipherclassto use a public and privatekey pair of respectivelength
2048 and 1024bits and the Digjignature class to use a public and private key
pair of 768 and 512 bits respectively.Theseparametersare necessaryin order to
pinpoint the exact effect that the use of the classeswithin the secureprotocol
packagewill have on the derived protocol specification.

197

The perforinance results presented are based on simulations over 50 runs this

time with the same DSDV protocol specification. The error bars presentedin
each graph within the figure (as in section 6.1.2) represent the 95% confidence
interval of the mean for each of the above metrics.
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Figure 6.15: The packet delive! y ratio for the original DSDV protocol, as well
as the 4 different secure versions of it versus the pause time.

Figure 6.15 above depicts the packet delivery ratio of the original protocol
specification of DSDV,

labelled as DSDV-0

and also the four secure

implementations of it, using the index of figure 6.14. Thus, DSDV- I represents

the protocol that transmits the hash of the routing table updateand DSDV-2 the
protocol that transmits the routing table, encryptedusing symmetric encryption
and also hashesthe result. DSDV-3 is the protocol that encrypts through a
public key the routing table update, while DSDV-4 the protocol that signs and
hashesthe routing table updatetransmitted.
198

Figures 6.16 and 6.17 illustrate the packet and byte overhead respectively, for
both
designs
DSDV.
As
metrics
the
expectation,
an
each of
above secure
of
should be much higher, as more data are being exchanged due to cryptography.
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Figure 6.16: The packet overhead for the original DSDV protocol, as well as
the 4 different secure versions of it, versus the pause time.

The figure above, as well as the one that follows, reflect the addition of extra
data as part of securing DSDV. In the final metric, figure 6.18 depicts the

median latency for the elapsed time between sending and receiving packets.
Having experienced a higher value in both byte and packet overheads, we do
expect the different secure versions of DSDV to exhibit a higher latency mainly
due to network congestion, as the ranking for the overhead for each protocol

presents.

199

60

DSDV-0
"
1-F",
-E
-I

50

DSDV-2
DSDV-3
DSDV-4

b 40
x

30
-E

(D
20
>
0

2!
>1
m

10

0111111111
0
100

200

300

400

500

600

700

800

900

Pause Time

Figure 6.17: The byte overhead for the original DSDV protocol, as well as the 4
different secure versions of it, versus the pause tiMe.
70

60

50
u

II
-DSDV-0
SD%,
LI
-D
-DSDV-2
-DSDV-3
-DSDV-4

';ý 40

30
.-0
CL)

20

10

0"
0

lUU

2UU

JuU

4UU
500
Pause Time

600

700

600

900

Figure 6.18: The median latency for the original DSDV protocol, as well as the
4 different secure versions of it. versus the pause time.
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The above section surnmarisesthe alterations of the DSDV routing protocol
capableof handling active attackswithin the network. Once again, the ability of
securinga well known protocol comesat the trade-off of conventionalmeasures
of performance. We will examine this in greater detail in the section that

follows.
6.2.3 Feasibility analysis and discussion
Overall, the four protocol candidatespresentedappearto be outperformedwith
respectto conventionalmetrics from the original protocol design. Even though
this might be the case, by incorporating cryptographic primitives in the
implementationof sending and receiving control data for DSDV, a variety of
active attackscould be prevented.

A valid assumptionat this stagethat servesas a prerequisite to this analysis is
that there is an acceptabletrade-off between performance and security, which
provided that (from the results of the previous section) it occupies a 15-20%
margin from traditional protocol implementations, earns the right to reduce
static performancemeasuresto thus add security to the protocol design at hand.

Assuming the existenceof one or more malicious MNs allows for the distinct

casein which the chosensolutionprotocolhasa muchdeterioratedperformance
to that of insecureprotocols, but is still consideredacceptable.The catch is to
avoid dedicating control traffic to the network, which as seen from the results
presentedis not the case.
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As we can see, the packet delivery ratio is higher than that of the original
is
This
implementations
DSDV.
four
for
of
all
secure
protocol specification
for
four
due
fact
the
to
that
the
means
as all
protocols provide
mainly
drops
fewer
incoming
to
table
packet
authenticating any
routing
update,
destinationswhich are unknown occur. Furthermore,the four protocols can be
split into a further two groups;the two which actively changethe contentsof the
infonnation

being exchanged by encrypting

it (DSDV-2

and DSDV-3)

guaranteea higher delivery ratio, while the two which simply provide meansof
authenticatingthe addresseeand/or the content(DSDV- I and DSDV-4) perform

lesswell.

This is justified as follows. Any malicious node with maliciousLevel above
00006 has the ability to generate its own hashes for any messagethat it
forwards. Further to this and despite giving away its identity, a malicious node
can alter any signedand hashedinformation that it obtains from the network, by
altering them accordingly and attaching its own signature to the data. Without

the knowledgeof the system,this makesan adversarialnodeharderto detecton
the network.Meanwhile,suchinfonnationis not availablewhenit is encrypted
(either symmetrically or asymmetrically) to target a particular node.

In terms of byte and packet overhead, the results obtained match the
performance expectation of a larger overhead due to the utilisation of
cryptographic primitives. Commencing from DSDV-3, we can see a similar
overheadto that of DSDV-0. This is becauseduring asymmetric encryption, no
further data is addedto the information, apart from occasionalpadding to match
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the length of the public key. Next in performanceare DSDV-1 and DSDV-2;
both theseprotocols transmit a hash of the messagebeing exchangedas means
identical
justifies
integrity
it.
This
the
the
performance
virtually
of verifying
of
in terms of overheadthat they both have. Finally, the worst performancecomes
from DSDV-4 which further to providing a hash for the messagetransmitted,
be
data
As
to
the
the
needs
more
originating node.
also carries
signature of
exchanged,the overhead increasesby a further amount, compared to those
in
figures.
depicted
the
previously

Also, as reflected in the medianlatency, there is a rise in latency at higher pause
times due to the non-uniform distribution of node motion in the random
increased
due
However,
to
overhead, secure
an
waypoint mobility model.
higher
is
because
higher
latency
DSDV.
This
than
that
of
of
protocols exhibit a
is
being
in
data
the
exchanged and also
congestion
network while control
becausethe available network capacity is decreasedby the increasedoverhead.
A further contributing factor which in this casehas not being consideredis also
the time taken to encrypt, sign and/or hash the data. Incorporating this into
future simulations would yield a clearer difference between symmetric and
asymmetric ciphers, as the latter of the two require more processingcapacity

and processingtime to perform the encipheringand decipheringprocessthan
the former.

The feasibility of such a protocol, despiteonly changing one fundamentalaspect
in a well known design, unfolds well beyond the protocols already reviewed
within this thesis.This is mainly due to the layout protocol architecturethat we
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have incorporatedwithin Swarm, in which the task of deriving a securedesign
to meet a set of premeditatedmalicious standards,targets only the necessary
elements of the system. Each MN utilises encryption to target control
infonnation towards particular nodes on the network. In a situation of high
mobility, often a node finds itself completely unawareof its surroundingnodes
that it can communicatewith. Thus, despite achieving a better performancein
tenns of PDR, at the cost of a higher packet and byte overhead,realistically, any
such implementationof DSDV such as the four seenin this sectionwould cause
a much lengthier time of convergencefor routes on the network than that of the
original protocol specification.

From the analysis and results presented in this section, what remains is to
combine the protocol design characteristicsderived for passive eavesdropping
with the techniquesseenwithin this section in an attemptto safeguardfrom both
passiveas well as active attacks.The sectionthat follows addressesthis.

6.3

Combining protocol characteristics with cryptography

Using the characteristicsthat assistedus in the specification of a protocol having
as an objective to tackle the black hole problem, this section aims to
incorporate,through Swarm, a number of cryptographic primitives that will help
prevent active aswell as passiveattacks.

For this, we will examine the ways in which Protocol X (sub-section 6.1.2)
dictates the exchange of routing control information on the network and attempt
to extend its operation by incorporating cryptography within its operations.
Again, for this we will use the technique described in the previous
section, as it
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was simulatedupon DSDV. Namely, we will attempt to incorporate any of the
classescontainedwithin the securepackage(sub-section5.4.3) in Protocol X.

6.3.1 Network and scenario configurations
For the setup of this simulation we combine the two configurations already
presentedin sub-sections6.1.1 and 6.2.1, allowing the MaliciousLevel of each
node to vary so that to representboth passive, as well as active attacks. The
numberof nodestheir properties,the transmissionrate and the 2D spaceremain
the same.There are still 10% of nodes consideredmalicious but their level of
maliciousness(table 5.6) can vary from passiveeavesdroppingto active attacks,
without taking into considerationany collusion of power. Thus each malicious
MN is set to have a MaliciousLevel within the range of [00003 000091,
-

selectedat random.

Building on our protocol, we will attempt to safeguard the performance of
ProtocolX in the presenceof active as well as passive,non-colluding attackers.

In terms of security, we follow the assumptionsof sub-section6.2.1. Each node
has a private and public key pair, with every node, having knowledge of every
other node's public key. Any hash algorithms used (figure 3.8) are non-keyed
and operate on the messageor in this case packet alone. The signing of any
messageon the packet level, takes place using the node's private key, which is
kept secret.Furthermore,the existenceof a symmetric key between every node
pair is also postulated.
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In this case,from the four methods of communication that a node has on the
packet level, namely, sending,receiving, dropping and forwarding packets,we
allow Swarm to redefine three. Thence, for sending, receiving and forwarding
control packetsas specified by Protocol X, each node has the ability to apply
any of the four security classesavailable. Thus, (4x3x2)x3 pairs surface, each
giving different abilities to the receiving, transmitted and forwarded packet
infonnation, as describedby the four classeswithin the securepackage.

The successfor eachof the candidateswas measuredwith respectto the level of
intrusion detectionachievedwithin the protocol. This, as defined in sub-section
5.4.3, allowed for 5 different levels of intrusion detection,with not realising the
occurrenceof a malicious event being the lowest and isolating any information
originalingfrom a malicious node being the highest.

6.3.2 Results obtained
The results obtained for Protocol X focused on the ways in which control

informationwasrelayedacrossthenetwork.Onceagain,we selectedto perform
the simulationfor 100runs; eachof which returneda securealterationto the
protocol. From this, the decision daemon in layer 1, returned the following
preferences,as depicted in figure 6.19. This was derived for the two sending
processes,namely sending and forwarding and reversed for the receiving
process.
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Figure 6.19: The three different pr: )tocol methods.,aLssellected by Swarm
sendin, receiviu and forwarding, control ackets within Protocol X.

or

From this, we can derive that unlike the results obtainedfor DSDV, there is a
single candidate protocol based on Protocol X, which gives it the ability of

tackling active attacks.

This is the process of symmetrically

encrypting any message and then

proceeding to obtaining and attaching the hash of that message to the data.

Following this result, we advanceby defining each of the two classeswhich in
this caseare requiredto further simulate the characteristicsseenhere within.

Our objective is to obtain a comparison with respect to the initial specification

of Protocol X based on the four metrics defined in section 6.1.2. An aspect
worth noting is that Protocol X is now being simulated in an environment in
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which active attacksdo exist and for which Protocol X has no defenceagainst.
Thus, for the conventional metrics seen in this section, the perfonnance of
Protocol X is expectedto be worse than that seen for similar metrics in subsection6.1.2 as the communicationscenariois innevitabely different.

Prior to this, we define the attributes for each of the secure characteristics,
which will affect the network metrics used.Thus, we set the Hash_macclassto
return a hash of 128 bits, the Sym_cipherclass to encrypt using a 256 bit key.
As our simulation will focus on the single best candidateprocessseenabove,we
do not proceedinto defining either the Asm-cipher class,nor the Dig_signature
classattributes.

The performanceresults presentedare basedon simulations over 50 runs with
the Protocol X specification and the secureProtocol X specification, which we
chooseto label as Protocol Y. Once more, the error bars presentedin eachgraph
within the figures (as in section 6.1.2) representthe 95% confidenceinterval of

themeanfor eachof theabovemetrics.
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Figure 6.20 above details the packet overhead for Protocol X and Protocol Y.
As an expectation, since Protocol Y still uses multiple paths, has a clustered
be
driven,
to
is
those
elements needing
with all
element and
partially table
Similarly,
X.
Protocol
the
forecast
than
that
of a
secured, we
a greater overhead
byte overhead is also expected to be significantly larger than that of Protocol X.
Figures 6.21 and 6.22 illustrate the respective packet and byte overhead for
Protocol Y, contrasting that of Protocol X.
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Figure 6.22: The byte overhead for Protocol X and also Protocol Y versus the
pause time.

Finally, figure 6.23 depicts the median latency for the elapsed time between
sending and receiving packets. Having experienced a higher value in both byte

and packet overheads,we do expect Protocol Y to also exhibit higher latency
than Protocol X, due to the increasedoverheadsfrom control information, as
specified through the secure sending, receiving and forwarding processes.
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Figure 6.23: The median latency for Protocol X and also Protocol Y versus the
pause time.

The above section complementsthe design methodologiesof the previous two
sections in an attempt to deliver a protocol specification capable of handling

both passive and active non-colluding attacks. Once again, such a protocol
carries the trade-off of conventional measures of performance for routing
protocols. These are examined in greater detail in the section that follows.

6.3.3 Feasibility analysis and discussion
The design alterationsthat Swarrn suggestsin order to secureProtocol X focus
on a single process,namely that of symmetrically encrypting any messageand
hashingand attachingthat hashto it prior to transmission.Instead,in the caseof
securing DSDV four candidate protocols surfaced each of which had to be
modelled separately.
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Protocol X perfonns a number of additional tasks in terms of control data than
just transmitting routing table updates to neighbouring nodes; this is seen in
figure 6.8 through the way in which the characteristicpairs are selectedfor this
protocol design. Consequently,in attempting to secure the sending, receiving
and forwarding processes,the control data that transversesthe network comes
(as defined by equation 5.1) in more than one flavour of transmitting routing
table updates.Thus, Swarm in order to allow for the security of the data and
also cover all the different types of processesfocuses on a particular process
that seemsto match all of the above.That is the reasoningbehind one dominant
processin figure 6.19.

From the metrics obtained,we can immediately notice that Protocol X is not in
any way fit of handling active attacks on the network. The delivery ratio drops
to approximately half of that observed in figure 6.9 where the simulation
involved only passiveattacks.As a result and since Protocol X is generatinga
variety of control data due to the seven characteristic pairs involved in its
design,we can seethat a fit protocol candidatefor a particular type of an attack
doesnot have the capacity of handling further malicious attacks that supersede
its design.

In spite of this, it appearsthat the cryptographic primitives deployed for active
attacks, also improve the performance from passive attacks. Again, when
comparingfigure 6.9 to figure 6.20, we can seethat while for small pausetimes
Protocol X is in the region of 0.85, Protocol Y improves on that metric at
similar pausetimes by approximately5-7%.
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In terms of byte and packet overhead, if we were to compare the results
obtained in figures 6.21 and figures 6.22 to the byte and packet overheads
generatedfor the secureDSDV protocol designs,we would notice an order of
proportionality. Even though the packet overheads generated for the secure
versions of DSDV vary from 44000 to 46000, we can see that the packet
overheadfor Protocol Y is approximately 30000 packets higher than that of
ProtocolX.

This is justifiable in the following way. For securing DSDV we focus on a
single alteration in a way in which routing table updatesare transmitted across
the network. Reviewing the design of Protocol X (figure 6.8) we can seethat it
incorporatesfour hybrid characteristicpairs, each of which need to be secured
againstactive attacks.Thus, the amount of control data and packets generated
increasedby a vast amount compared to DSDV. This is also reflected in the
byte overhead (figure 6.22) where compared to that of the secure DSDV
versions (figure 6.17) there is a difference of 100 Mbytes in the former and a
maximum difference of 30 Mbytes in the latter. This createsa rough estimate
for a figure of proportionality between the byte and packet overhead, with a

differencein I packetas an overheadcorrespondingto a byte overheadof 250
bytes.As we have set eachdata packet to be 512 bytes in size, we can seethat in
order to secureagainstboth passive and active attacks, approximately half the
contents of a packet have to be loaded with control data in order to protect
againstboth.
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Again for the median latency, there is a rise in latency at higher pause times
in
is
distribution
the
to
the
of node motion
which
attributed
non-uniform
randomwaypoint mobility model. Despite of the increasein the byte and packet
overhead, the median latency does not follow a linear pattern of increase
higher
Thence,
to
those
though
two.
compared
even
a
congestionon the network
while control data is being exchangedexists, as this infonnation targetsspecific
situations of communication defined by equation 5.1, an upper bound on the
median latency experiencedis present. In effect, the control data is only used
when required and thereforecontributesto a much lesserextend to the network
congestion.

Protocol Y representsa design that has been build and improved to handle
malicious behaviouracrossthe network. Even though it achievesa much higher
PDR at the cost of an increasedbyte and packet overhead,it improves on the
median latency by illustrating that control traffic is only being used where
necessary,with a maximum overhead of half the contents in a data packet.
Again, the factors of processingcapacity and time for utilising encryption have
not being taken into account, nor has the issue of exchanging a unique
symmetric key with every node been treated any differently than just a

bring
doubtto the designof this
postulate.As muchastheserequirements
might
protocol, we must be prepared to utilise cryptographic primitives and also
assume the existence of security associations between nodes (such as a
symmetrickey) if we are to handle attacksand disruptions in the unique routing
capabilitiesof MANETs. Protocol Y delivers this capability.
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6.4

Conclusions

This chapterhas demonstratedthe applicability of emergencewithin the design
for
MANETs.
process of wireless routing protocols

Prior to simulating a
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test
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system.
within
particular
we
put
enabledus to further optimise eachprotocol and requestthat the systemselects
the characteristics that would be best capable of tackling the malicious
communicationscenariopresentwithin the network.

Despite of not having exhaustedall the possible adversarial models, we have
focusedon the malignancy of an attack and looked at passive as well as active
first,
into
In
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divided
This
the
three
the
we
stages.
attacks.
process
modelled through conventional characteristic pairs the ability of a protocol
designto safeguardagainstblack hole nodes.This processreturned a number of
further
for
to
simulate
allowed
which
us
values
each characteristic pair
delivery
byte
the
the
and
conventionalmetrics, suchas
ratio
overhead.

By introducing cryptographicprimitives and the secureprotocol packagewithin
the protocol description of Swarm (sub-section 5.4.3) we went further in an
attempt to securethe DSDV protocol specification. This lead to four candidate

alterationsin the transmissionof routing table updates that were being
exchanged.Once more, each one of the four implementations was simulated
using conventional metrics so that to derive a performance comparison with
respectto the original DSDV protocol.
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As a final step, we attemptedto apply the design of secure protocols upon the
protocol candidatethat was originally developed to deal with the presenceof
black holes on the network. In that process a dominant secure candidate was
incorporatedto the original design and a set of further results were obtained
involving conventionalmetrics.

In each of the above cases, the security of a protocol always yielded a
deteriorationof performancewith regardsto the amount of information that was
being exchangedbetween nodes. Inversely and again for all, a higher packet
delivery ratio was obtained in the presenceof the malicious communication
scenano.

Finally, one of the most important aspectsthroughout this design processwas
the necessaryjustification of a particular design. The perforinance of each
protocol was brought forward before an adaptivesystemcapableof judging to a
certain extent based on a number of parameters what the particular design
should be. Thus, the way in which decisions were made in order to deliver a
secureprotocol have beenpresentedand carefully put to the test by an adaptive
eventdriven simulator. This hasultimately provided a further degreeof freedom
to the human element of the design process, giving us the chance to further
focus on fundamental aspectsof a protocol, while leaving issues specific to
individual designsas parametersthat can be modified and improved upon on the

machinelevel.
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Chapter 7
Conclusions and future directions

7.1

Overview

7.2

The applicability of Protocol Y

7.3

Future directions

7.3.1

Improvements.on the secureprotocol package

7.3.2

A secondgenerationpandemonium

This chapter summarisesthe research work presented. An overview of the
framework of operation used for the development of secure protocols is
presented,followed by an insight on the applicability of the one of the proposed
further
for
implementations,
Y.
Finally,
Protocol
tangents
work
namely
protocol
development are presented,having as an objective the enhancementof the
capabilitiesand usageof the systempresented.
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7.1

Overview

In this thesis we have addresseda host of issues pertaining to the design of
issues,
for
All
MANETs,
emergence.
using
secure wireless routing protocols

from existing protocol specifications to the design of secure implementations
havebeenaddressed.Although most of the performanceanalysis and simulation
have
been
performed considering non-colluding adversarial
experiments
behaviour, a classification of malicious intent, as well as a short form of
describingit (through a level definition) hasbeenprovided.

First we studiedthe natureof existing wireless routing protocols and provided a
We
then proceeded
to
their
the
categorisation.
approaches
available
review of
further into documentingthe security aspectsof communication within ad hoc
help
looked
done
having
techniques
that
this
us
can
at ways and
we
networks;
preventthe occurrenceof malicious behaviour within the network.

At that point, we proceeded into the design of an event driven simulation
platform that can, with the assistanceof emergenceand adaptive modelling,
select and implement secure protocols. Having labelled the software system
developed as Swarm, we proceeded into the justification of particular
characteristicsthat a protocol has basedon an emergentselection process.This
is
dependant
on a number of worst case scenarios
process,utilising adaptation
that can be experiencedin a MANET, which representthe input of the Swarm
system.
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The output obtained focused on successftil protocol candidatesthat have the
ability to withstand by design particular types of adversarial behaviour. As a
result, conventional metrics of perfonnance, such as the delivery ratio, the
overhead,as well as the averagelatency were calculatedfor standardsimulation
configurations. Further analysis and comments for each type of protocol
selected,designedand simulatedhave beenpresentedin the previous chapter.

This thesisgives a deeperinsight into the problems that could be expectedfrom
next generationsof securewireless routing protocols. It is expectedthat future
designswould be highly more versatile and complex. Such characteristicswill
entail a further focus on the mechanisms and processes that protocol
architecturescan obtain and also techniquesfor providing a justification in the
selectionand utilisation of particular attributes.

Insteadof developinganotherformal specification for a selectionprocesstied to
particular parameters,we put together a system that can process resulting
protocol architecturesthrough emergence,in a way that allows for the mixing of
particular attributes.From this, we used a selection processto match particular
adversarial scenariosto candidateprotocol architectures.As this process took

placeat the machinelevel,via the techniquepresentedin this work, we hadthe
ability to focusmore easily on much more complexmaliciousbehaviourand
requestfrom our adaptive systemthe fittest protocol description outside known
solutions. Thus we have introduced a powerful design tool to carry forward
researchin MANET security.

219

7.2

The applicability of Protocol Y

From the resulting protocol architecturesand by following a three-stagedesign
process we developed a protocol specification capable of withstanding both
passiveas well as active attacks of non-colluding adversaries.The first step in
this design processinvolved the identification of characteristicpair values in a
way that would map the best possiblecandidatefor withstanding passiveattacks
and the occurrenceof black holes.

The specification of the candidate protocol developed by Swarm, which we
labelled as.Protocol X, was summarisedin figure 6.8, offering a descriptionthat
in
further
development.
due
fact
This
to
the
that
can allow
our
was mainly
definition of a protocol implementation (equation 5.1) specified the way in
which different behaviours involving well defined characteristics could be
obtained by applying that particular equation. As a result, the behaviour of
Protocol X is well documentedand can be summarisedthrough equation 5.1
into 7 values within the range of [0 - 10]. In order to interpret these values, a
further understandingof the way in which eachone of the characteristicpairs is

defined must be present.Thence,the results obtained,combinedwith the
correspondingquantisedrange (figure 6.13) can be interpreted as a complete
specification of Protocol X. The main reasonfor such a mechanicalapproachto
the simulation of any protocol lies in the ability to input the specification into
the Swann systemand obtain meaningful simulation results.

As Protocol Y builds on the specification of Protocol X, it puts to use a number
of available cryptographic primitives, each one of which carries a pre220

DSDV
first
This
the
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technique
on
was
communication assumption.
had
four
delivering
the ability to withstand active
that
candidates
protocol
being
data
design
focus
The
the
update control
was
within each
attacks.
main
transmittedby DSDV and the meansof securingtheir exchangeon the network.
Simulation results once more confirmed the trade-off of security with respectto
for
higher
traffic
a
overheads of network
conventional metrics, exchanging
higher delivery ratio of data. In the secondstep of the design process,a known
data
detailing
the
control
protocol was offered a number of security extensions
being generatedfor DSDV to function coherently.

The third step of the protocol design aimed to secure the derived
implementationof Protocol X, responsiblefor handling passive attacks,so that
it could also handle active attacks as well. Protocol Y basedits operation on a
fundamentalassumption;a symmetric key between each node-pair within the
in
list
it
be
Even
the
this
though
an
add-on
represents
can challenged,
network.
of prerequisites.

Aspectssuchas a fully chargedsetof batterieson the devicecometo be added
to the secureexchangeof symmetric keys prior to deployment of the MNs in a

highly mobileenvironment.Suchis the natureof ad hoc networkingto assume
that a minimum number of prerequisitesare presentprior to any communication
taking place. Adding a security requirementthat relates to layers other than the
physical layer should come as no surprise; it simply representsthe need to also
take into account factors related to those layers. After all, the physical layer
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security of

From a design perspective,having tackled the last out of the five digits that
describethe maliciousLevelof a MN, the next step would be to feed Protocol Y
in a number of colluding adversarial scenarios.In this attempt, a specification
(from the already utilised elementsof the secure protocol package)would be
obtained that would have the ability to match more complicated adversarial
behaviour.

7.3

Future directions

From this effort, two directions for further work, one focusing on emergence
and one on wireless routing, are immediately apparent. For emergence,we
considerthe developmentof a secondgenerationpandemoniumthat can avoid
loopholesin the adaptivedesign phase.For wireless routing, the ways in which
extensionsto the secure protocol package specification can be designed are
contemplated.

7.3.1 Improvements on the secure protocol package
In describing the general characteristics of a wireless routing protocol, we

selectedsevencharacteristic
pairsthat weretreatedequallywithin our solution
environment.Eventhoughthis wasthe case,a numberof furthercharacteristics
of smaller importance can also be taken into consideration, involving packet
types, reply requestsand so on. As thesewould not be as general as those used
in this work, a different weighting would have to be given to eachone, perhaps
as a subsetof one of the sevengeneralcharacteristicsseenabove.
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Furthennore, a number of more advanced cryptographic primitives can be
developedfor usagewithin the secureprotocol package.Such techniquescould
include threshold cryptography (sub-section 3.5.2.1) as well as protocol
design.
help
techniques
that
within
a
avoid conflicts
would
correctness

A potential hazardin such an expansionrelatesto the complexity of the system.
Thus, caution should be taken with regardsto such additions, as they would go
beyond affecting the sending, receiving and forwarding methods available
through a protocol specification to eachnode. Inversely, any methodsspecified
incorporate
that
to
hold
the
have
than
to
onesused, so
greatergenerality
would
facilitate
but
techniques
such as
transmission
also
the
of
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actionssuch as
in
This
thresholdcryptography.
would result a revisit of methods such as send
for the
for transmitting packets,with methodslike useSecureSymmelricChannel
data.
In
such a system,
transmission of symmetrically encrypted control
for
technique
into
be
built
the
as
a
verification
system
correctnessproofs could
the proposedprotocol architecture.

7.3.2 A second generation pandemonium
In the adaptivesystemdeveloped,little control is given to the user with regards
to the selection and biasing of the adaptive properties involved in the selection
improvement
facilitates
for
definition
Thus,
the
of our adaptive plan
process.
finding
upon
a partially successfulcandidate.
within neighbouringstructures,

Our motivation behind a secondgenerationsystemlies that designspresentedin
the current version of Swarm can lead to local maxima appearing as the best
possible solutions within a much larger environment. For the purpose of our
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work, this fact was outweighed from the numerous repetitions and random
initial conditions, which gave us the opportunity to select characteristic
descriptions.

In a secondgenerationsimulator, we suggesta much more complex adaptive
plan, having the capability to overcome this limitation, by not only improving
on local values, but also randomly selecting other regions within the
environment. Consequently, a second generation pandemonium would
incorporate a technique for further reporting on any emergent properties
discovered and allow for a linear, as well as a non-linear decision making
processin the adaptiveplan. A way of achieving this would be to introduce an
"evil daemon" in layer I that insteadof selecting optimal values, would review
best
Naturally,
versa.
such as a processwould
and
vice
as
worst casescenarios
haveto take place for a limited amount of time only, for a successfulprotocol to
emergefrom the system.
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