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PREFACE 

The Langley  Research  Center   has  been  act ive ly   pursu ing  the  synthes is   o f  
a r e l i a b i l i t y  assessment c a p a b i l i t y   f o r   f a u l t - t o l e r a n t  computer-based  systems 
for  several   years.   This  work  has  culminated i n   t h e  development o f  CARE I11 
(Computer-Aided Re1 i a b i l  i t y  Es t imat ion)  , a produc t   o f   the   Ray theon Company a t  
Sudbury,  Massachusetts. The Langley-sponsored CARE I11 i s  a general  purpose 
r e l i a b i l i t y  assessment t o o l   f o r   h i g h l y   r e l i a b l e   f a u l t - t o l e r a n t  systems. 

The CARE I11 sub-work ing   g roup   mee t ing   rep resen ts   t he   f i r s t   f o rma l   s tep  
i n   t h e   v a l i d a t i o n   o f  CARE I11 and i s  a sequal to   p rev ious   work ing   g roup 
meetings I and I 1  e n t i t l e d   " V a l i d a t i o n  Methods  Research f o r   F a u l t - T o l e r a n t  
Avionics  and  Control  Systems" (NASA CP-2114 and  CP-2130). 

The enormous  success of   the  sub-work ing  group  meet ing  must  be a t t r i b u t e d  
t o   t h e   d i l i g e n c e  and  hard  work o f  K ishor  S. T r i v e d i ,   t h e   p r i n c i p a l   i n v e s t i g a t o r  
of NASA g ran t  NAG1-70, under  which t h i s  work was sponsored.  Acknowledgement 
mus t   a l so   be   g i ven   t o  James B. C lary ,   co-organizer  and c o - e d i t o r   o f   t h i s  
r e p o r t ,   t o   a l l   p a r t i c i p a n t s  who d i d  an ea rnes t   eva lua t i on ,  and t o   t h e   L a n g l e y  
Research  Center,  where  the  working  group  meetings  were  conceived and sponsored. 

Sa lva to re  J .  Bavuso 
NASA Technica l  Manager f o r  NASA Grant NAG1-70 and 
CARE I11 Pro jec t   Eng ineer  
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1.0 INTRODUCTION 

On 15-16 September 1980, a sub-working  group  meet ing was h e l d   a t   t h e  
Research   Tr iang le   Ins t i tu te ,   Research   Tr iang le   Park ,   Nor th   Caro l ina   to :  

1. Conduct a peer   rev iew  of  CARE 111, i n c l u d i n g  an examinat ion   o f   the  
assumptions on which CARE I11 i s  based and the  fundamental  proba- 
b i l i s t i c   n o t i o n s   b e h i n d  it. 

2. Evaluate CARE 1 1 1 ' s   e f f e c t i v e n e s s   i n   m e e t i n g   i t s   g o a l s ;   n a m e l y ,   t o  
model a c c u r a t e l y   t h e   b e h a v i o r   o f   u l   t r a r e l   i a b l e  systems  requi red  by 
f l i g h t - c r i t i c a l   a v i o n i c s  and c o n t r o l  systems. 

3. Recomend  tes ts   tha t   exp lo re  and v a l i d a t e   t h e   c a p a b i l i t i e s   o f  
CARE 111. 

To achieve  these  ob ject ives,   four   major   areas  o f   the CARE I 1  I r e 1  i - 
a b i l i t y  model  were  considered: 1) the  mathemat ica l   model   i tse l f ,  2 )  t h e  
numerical  methods  employed, 3 )  t h e   m o d e l i n g   r e q u i r e m e n t s   o f   f a u l t - t o l e r a n t  
a r c h i t e c t u r e s ,  and 4)  t h e   t e s t s  employed to   de termine   the   use fu lness  and 
v a l i d i t y   o f   t h e  model.  During a p r e s e n t a t i o n   o f  CARE I11 c a p a b i l i t i e s  and 
the  ensuing  technica l   d iscuss ions,   sub-work ing  group  a t tendees  were  asked  to  
f o c u s   t h e i r   e f f o r t s  on t h o s e   a r e a s   i n v o l v i n g   t h e i r   p a r t i c u l a r   e x p e r t i s e ,  
w h i l e  a t  the  same t ime   ma in ta in ing  a broad  overview o f  t h e  CARE I 1 1   r e l i -  
ab i l i t y   mode l ing   p rocess .   Fo l low ing   the   techn ica l   d iscuss ions ,   subgroups  
were  formed to   cons ide r  and document f u r t h e r   t h e   p a r t i c u l a r   c o n c e r n s   i n  
each  of  these  areas. 

The p a r t i c i p a n t s   i n   t h i s   s u b - w o r k i n g   g r o u p   p r a i s e d   t h e  CARE I11 
r e l i a b i l i t y  model. They unanimously  agreed  that   the  model  is   rnathemati-  
c a l  l y  sound and the  method i s  Val i d .  Areas  where f u r t h e r  work was recom- 
mended focused upon the  need f o r  a b e t t e r   e x p o s i t i o n   o f   t h e  method and  an 
exp lanat ion   o f   the   user   in te r face- .  

The de ta i l ed   conc lus ions  and recommendations  of  the CARE I11  sub-working 
group  are  presented i n   t h e   f o l l o w i n g   s e c t i o n s .   S e c t i o n  2.0 addresses  the 
mathematical  model,  Section 3.0 discusses  numerical  methods,  Section 4.0 
considers CARE I11 fran t h e   f a u l t - t o l e r a n t   a r c h i t e c t ' s   v i e w p o i n t ,  and 
Sect ion  5.0 discusses  approaches t o  CARE I11 v a l i d a t i o n .  



2.0 MATHEMATICAL  MODELS 

Pro fesso r  U. Bhat, Pro fessor  W .  Smith,   Professor K. T r i v e d i ,  
D r .  A. White, and M r .  S. McConnel 

2.1 I n t r o d u c t i o n  

The   des ign   o f   f au l t - t o le ran t   av ion i cs  and contro l   systems needs t o  be 
supported  by an assessment o f   whether   the   sys tems  possess   the   leve l   o f  
r e l i a b i l i t y   f o r  which  they were designed. Because u l t r a h i g h   r e l i a b i l i t y  
r e q u i r e m e n t s   e x i s t   f o r  such  systems, an experimental  approach based on 
l i f e t e s t i n g   t e c h n i q u e s   c a n n o t  be used to   eva lua te   t he   sys tems  [1,2]. 
Ana ly t i ca l   mode ls  based on stochastic  assumptions  must  then be developed t o  
h e l p   p r e d i c t  and Val i d a t e   t h e   r e 1  i abi  1 i t y  o f  such  systems. 

Ea r l y   app roaches   t o   re1   i ab i  1 i t y  p r e d i c t i o n  were  based  on a combina- 
t o r i a l  method f i r s t   d i s c u s s e d   b y   M a t h u r  and A v i z i e n i s  [3]. T h e i r  method 
assumed t h a t   t h e   s y s t e m   i s  a ser ies  o f   subsystems  in   which a subsystem was 
modeled t o  be o f   h y b r i d  NMR type .  The r e c o n f i g u r a t i o n  mechanism was 
assumed t o  be p e r f e c t .   B o u r i c i o u s  and h i s   c o l l e a g u e s   e x t e n d e d   t h i s  
model t o   a l l o w   t h e   r e c o n f i g u r a t i o n  mechanism t o  have an imperfect   coverage 
[4].  As  an embodiment o f   t h i s   n o t i o n ,   t h e  CARE program was developed  at  
JPL as a computer-based  re1 i abi  1 i t y  e v a l u a t i o n  package. Th is  was l a t e r  
modif   ied  by  Raytheon and was  named CARE I I [ 51. 

Not a l l  sys tems   o f   i n te res t  can  be broken down i n t o  a s e r i e s   o f  
smal ler   subsystems.  In  such  cases,  combinator i  a1 methods  have  been  super- 
seded by  more  general  Markov  chain  methods. Ng and A v i z i e n i s  [6 ]  have 
developed a u n i f i e d  model f o r   t h e   r e l i a b i l i t y   e v a l u a t i o n   o f   n o n m a i n t a i n e d  
(c losed)  f a u l t - t o l e r a n t  systems  based  on a Markov  approach.  These  ideas 
have  been i n c o r p o r a t e d   i n t o  a computer-based r e l i a b i l i t y   e v a l u a t i o n  package 
known as A R I E S  [ 7 ] .  

Seve ra l   l im i ta t i ons   o f   t he   ea r l y   app roaches  became e v i d e n t   w i t h   t h e i r  
use i n  m o d e l i n g   u l t r a r e l i a b l e ,   f a u l t - t o l e r a n t   s y s t e m s  such as S I F T  [8] and 
FTMP [9 ] .  F i r s t ,   f a u l t  coverage was assumed t o  be a s i n g l e  number, whereas 
i n   p r a c t i c e ,   t h e   t i m e s   t o   d e t e c t ,   i s o l a t e ,  and recover  from a f a u l t   a r e  
nonzero random va r iab les .   Fu r the rmore ,   t hese   quan t i t i es  do  depend  on the  
cu r ren t   s ta te   o f   t he   sys tem.  The i m p l i c a t i o n   i s   t h a t   t h e   f a u l t - h a n d l i n g  
behavior   o f   the  system needs t o  be  modeled and one o r  more  parameters need 
t o  be der ived  captur ing  the  coverage  aspects .  Such  a coverage  model i s  
a l r e a d y  a p a r t   o f  CARE I 1  and will c o n t i n u e   t o  be an i n t e g r a l   p a r t   o f  
CARE I11 [lo]. 

The second l i m i t a t i o n  was t h e   a s s u m p t i o n   t h a t   a l l  random v a r i a b l e s   o f  
i n t e r e s t   a r e   e x p o n e n t i a l l y   d i s t r i b u t e d .   I n   p r a c t i c e ,   t h i s   i s  seldom the  
case. CARE I 1 1   i s  a ma jor   depar tu re  from conventional  approaches i n   t h a t  
it p u r p o r t s   t o   s u p p o r t   n o n e x p o n e n t i a l   d i s t r i b u t i o n s .  

The t h i r d   l i m i t a t i o n  was the   assumpt ion   tha t   fau l t -occur rence and 
fau l t -hand l i ng   behav io r   a re   s imu l taneous ly   accoun ted   f o r   by  a s i n g l e  Markov 
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model  of system behavior.  This imp1 i e s  a combinatorial  explosion i n  the 
s t a t e  space of the Markov chain,  resulting  in computation d i f f i c u l t i e s .   I t  
may  be recognized, however, t h a t  the time constants of the  fault-handling 
processes  are  several  orders of magnitude smaller t h a n  those of the  fault-  
occurrence  events. I t   i s   therefore   plausible  t o  analyze separately  the 
faul t -hand1 i ng behavior of the system (the coverage model ) and 1 a te r  
incorporate  the  outputs of the coverage model , together with the  fault- 
occurrence  behavior,  in an overall re1 iabil  i ty model . This i s   t he  approach 
used in CARE 111. 

Although the sub-working group had a number of comments, including some 
c r i t i c i s m s ,   i t   i s  important t o  precede a discussion of these comments with 
a commendation of the CARE I11 creators  for a very competent and thorough 
job.  

2.2 The CARE 111  Approach 

As pointed o u t  in the  last   section, two major concerns  with any 
advanced re1 i abi 1 i ty  predi c t  i on model are: 

1) the problem o f  very large  state  spaces, and 
2 )  the  desire t o  include nonexponential  holding times. 

The solution adopted for   the   f i r s t  problem i s  the  state  aggregation ( o r  
decomposition) method. One possible approach t o  the  solution of the second 
problem i s  t o  use the Coxian  method  of stages Ell]. Indeed, t h i s  approach 
has been  used in  other re1 iab i l   i ty  models [121 and in queueing theoretic 
models for computer performance evaluation  [131. However, the use of 
the method  of stages  for  the second  problem increases  the  size of the  state 
space, t h u s  further compounding the   f i r s t  problem. The approach t o  non- 
exponential  holding  times adopted in CARE I11 avoids th i s   p i t f a l l .  
CAKE I11 uses a combination of sample p a t h  enumeration techniques ( a t  the 
coverage model level ) ,and time-dependent transit ion parameters resulting  in 
a nonhomogeneous Markov chain ( a t  the  aggregate model 1 eve1 ). 

The CARE I11 sub-working group attendees were instructed t o  analyze 
the  following simple example: a two-unit s tandby redundant system w i t h  the 
fa i lure   ra te  of the  spare  as  zero. The r e l i ab i l i t y  model  of t h i s  system i s  
shown in  Figure 1. 

In i t ia l ly ,   the  system i s  in  the  state  labelled 0 ,  where bo th  the  units 
are  healthy; one  of the  units  is  operating while  the  other i s  in the 
standby mode. While in th i s   s t a t e  , the  rate of faul t  occurrence i s  assumed 
to  be X ( t ) .  Note t h a t ,  in  general , X ( t )  i s  time  dependent, which allows 
the holding  time  in s t a t e  0 t o  be  modeled with a distribution  other t h a n  
exponential distribution. When a fault  occurs,  the system goes through a 
complex recovery phase  modeled by the  states and s ta te   t ransi t ions within 
the dashed 1 ines  in  Figure 1. The structure of the recovery model corre- 
sponds exactly t o  the  current  si ngl e-faul t coverage model  used in CARE 111. 
As one possibil i ty a t  the end  of the recovery  phase, the  fault   is   detected 
and recovery  occurs , resulting  in  continued  operation of the system in 



s t a t e  1. The faulty u n i t  i s   i solated and the good unit  switches  into oper- 
ation. Another possi b i l   i ty   i s  t h a t  the  recovery  process i s  unsuccessful 
and the system lands  in  the  fail ure s t a t e  F. If  the system i s  operating i n  
s t a t e  1, a fa i lure  can cause  the system to   f ina l ly  land  in  the  failure 
s t a t e  F. 

Figure 2 i l l u s t r a t e s  what occurs i f  this mult is ta te   t ransi t ion diagram 
in  Figure 1 i s  reduced t o  a simple three-state diagram. The template  cor- 
responding to  the coverage model within  the dashed 1 i nes will  occur many 
times  in  the re1 iabi l  i ty model  of a more  complex system;  therefore,  if a 
technique i s  developed fo r   s t a t e  aggregation of this  template,  the computa- 
tion time can be reduced greatly. The in tu i t ive  reason for  the proposed 
s t a t e  aggregation i s  t h a t  there   i s  a natural  separation between the  fault-  
occurrence model and the  faul  t-recovery model [l], because faul ts   are  
relatively  rare  events, while  events  in  the  coverage phase (once entered) 
occur quite  rapidly. 

I t  should be noted t h a t  a1 1 the  states  in  the coverage model  of 
Figure 1 are  collapsed  into  state 0 of t h a t  figure producing s t a t e  0 '  of 
the  aggregate model o f  Figure 2 .  I t  follows t h a t  the holding  time  in s ta te  
0 '  will not be exponentially  distributed, even in the simple  case where al l  
holding  times  in  the  process o f  Figure 1 were exponential ly  distributed. 
The implication i s  t h a t  even if  the  original Markov chain were  homogeneous 
( i  .e. , constant  transition  parameters),  the reduced chain would  be  non- 
homogeneous with  time-dependent transit ion parameters. 

In order  to use the  aggregate model of Figure 2 , the  transition param- 
e te rs  x l ( t )  and x 2 ( t )  must be derived from the  original model  of Fig- 
ure 1. This  computation i s  done within  the COVRGE module in CARE 111. The 
approach , referred  to as sample pa th  enumeration by Professor U. N. Bhat, 
accounts for  nonexponential  holding  times within  the  coverage model. Once 
these  transit ion parameters are  determined,  the  aggregate model i s  solved 
using the Kolmogorov approach (within  the CARE3 module),  as outlined  in  the 
CARE I1 I document [lo]. 

Having dealt with the problem  of large  s ta te  spaces using the  s ta te  
aggregation method, l e t  us return t o  the problem  of nonexponential  holding 
times. As noted ea r l i e r ,  nonexponential  holding times  within  the  coverage 
model are hand1 ed using the sample p a t h  enumeration method. In order t o  
deal  with  nonexponential  holding times  in  states  outside  the coverage 
model , l e t  us examine the approach of  nonhomogeneous Markov chains. Even 
i f  a1 1 holding  times are assumed t o  be exponentially  distributed  in  the 
original model , derived transit ion parameters of the  aggregate model are 
time  dependent, hence the  temptation  occurs t o  use time-dependent transi-  
tion parameters t o  model nonexponential  holding times  .in  the  fault- 
occurrence model. 

One problem occurs  in using th i s  approach. The time dependency of 
transit ion parameters can be easily handled,  provided the time i s  measured 
from the beginning of system operation  (global  time). However,  nonexponen- 
t i a l  holding  times  in a state  naturally give r i se  t o  time-dependent 
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t ransi t ion parameters associated with a1 1 arcs emanating from the  s ta te ,  
with time measured from the  point of entry  into t h a t  s t a t e  (1  oca1 time). 
For example, in  Figure 1 three  different  "clocks"  are  encountered,  label  led 
respectively by t ,   t ' ,  and T. 

The argument t o  be  used in  favor of CARE I11 here i s  t h a t  a l l   fa i lure  
processes can be  assumed t o  s ta r t   a t   the  beginning of system operation; 
hence, the global  time can be  used t o  assign time-dependent t ransi t ion 
rates  to  al l   arcs due to   fa i l  ure events. Of course, this argument breaks 
down i f  renewals (repairs)  take place. ? 

The following  additional  points  are t o  be noted with respect t o  
CARE 111: 

1. 

2 .  

3 .  

4.  

The  nonhomogeneous Markov model  can only model systems that have 
faul t   ra tes  dependent on global  time.  This fo l l  ows from the 
di  scussi on above. 

The preferred  recursion  in CARE3 i s  the unrel i abi 1 i ty  recursion 
for  Qj(t) (based on equation (10) i n  [ lo ] ) .  However, t h i s  
involves  the know1 edge of P . ( t )  , the probabi 1 i t y  of being in 
s ta te  j a t  time t .  The prod1 em has  been solved by approximating 
P j ( t )  by P j * ( t )  ( the same probability assuming perfect cover- 
age). This approximation may not  be good when  one models e i ther  
systems  with lower re1 iab i l   i ty  o r  systems  with longer mission 
times. 

The coverage model i s  intended t o  be a universal diagram. I t  
assumes t h a t  everything can  be  modeled by a specific combination 
of s ta tes  and s ta te   t ransi t ions.  In  this  report  only the  single- 
faul t  model has been di  scussed, b u t  CARE I1 I a1 so includes a 
comprehensive doubl e-faul t model . 
I n  calculating  the  transition parameters of the  aggregate model 
(e.g., x l ( t )  and x 2 ( t )  i n  Figure Z), convolution-type q u a -  
t i  ons  such as 

+ 

are  encountered. The quantity  f  represents  the  failure prob- 
ability  density  function  (pdf),  while  the q u a n t i t y  g represents a 
pdf within  the  recovery model . The global  time i s  represented by 
t ,  while T is  the  local time for  the recovery  process. I t   i s  
natural t o  assume t h a t  f  varies slowly  with  respect to  T; hence, 
i t  has  been approximated as a second-order pol  ynomi a1 in T . This 
approximation works because the  "fail  ure  rates' '  are  orders of 
magnitude smal l e r  t h a n  the  "recovery  rates". 
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5. I t   i s  not apparent how nonunity dormancy factors can be handled 
with the  present model. For example, in  Figure 1 i t  was  assumed 
t h a t  the  spare  unit did not fa i l  ; the  corresponding fai lure  
process was timed from the  instant  the  spare  unit was switched 
into  operation. T h u s ,  i f  p ( t )  i s   t o  be a function of time, i t  
cannot be naturally  cast as a function of global  time t. 

2.3 Recommendations 

(1) As noted earl   ier ,   the approach used in CARE I I I i s  novel and 
qu i te   d i f f icu l t   to  grasp. I t  i s   therefore  recommended t h a t  a tutorial  
document  be prepared  in order t o  explain more completely  the  techniques 
used in CARE 111. I t  i s  recommended t h a t  the proposed  document f i r s t  
describe  the coverage model and then the re1 i abil i ty model in b o t h  the 
original (or overall ) and the aggregated  versions. One example of a 
confusing  point  in  the  current document [ lo]  is   the  use of the  transit ion 
parameter 

i n  equation (3 ) .  This  product-form separation, though appealing from the 
tradit ional point of view, i s  ill-advised  mathematically. 

( 2 )  CARE I11 assumes t h a t  a system consists of a series of subsystems 
which in turn consist of a set  of modules. A module i s  considered an 
atomic unit whose fa i lure   charac te r i s t ic   i s  known. I n  practice,  the module 
i t s e l f  may  be internally  redundant, and a r e l i a b i l i t y  model needs t o  be 
formed for  the module i t s e l f .  A hierarchical modeling technique  in  the 
context of CARE I11 needs to  be investigated. 

(3) The process of re1 i abil i ty model i ng involves  several 1 eve1 s of 
approximations and assumptions whose accuracy and correctness need 
checking.  Therefore,  validation of the model should be an integral part  of 
model i ng. Even i f   the  model cannot be  Val idated  in i t s   en t i r e ty  a t  one 
time, i t   i s  recornmended t h a t  validation be attempted  in  parts. This 
recommendation i s   c lose ly  re1 ated t o  the  overall Val idation-methods 
research [1,21. 

( 4 )  I t  i s  recommended t h a t  the Laplace  transform method  be investi- 
gated  as an a1 ternative t o  complex integral  equations  within COVRGE. This 
may  be particularly  effective  since  the  behavior of functions near the time 
origin  within  the  coverage model i s  of interest .  
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3.0 THE CARE I11 NUMERICAL  METHOD 

Professor  M. P a t r i c k  and Professor  R. G e i s t  

3.1 The  Computer  Program 

3.1.1  Structured  Design 

There i s  ev idence  that   the  sof tware  implementat ion  o f   the CARE I11 
model cou ld  be considerably   s t rengthened  through a rev iew   by   p ro fess iona l  
sof tware  engineers.   Long-range  market ing  p lans  necessi tate a m o d u l a r i t y   o f  
des ign and a c lear,   concise  documentat ion,  as w e l l  as r u n - t i m e   e f f i c i e n c y .  

3.1.2  Program T e s t i n g  

A modular   des ign  would  fur ther   a l low an e x e r c i s i n g   o f   a l l   p o r t i o n s   o f  
t h e  code and thus  lend a robus tness   to   the   en t i re   p rogram  w i thout   under -  
t ak ing   t he   f o rm idab le   t ask   o f   p rov ing   t he   p rog ram  co r rec t .  

3.1.3  Val i d a t i o n  o f  Output 

I n   a d d i t i o n   t o   t h e   c o m p a r i s o n   o f   o u t p u t   w i t h   r e s u l t s   o b t a i n e d   f r o m  
other  programs o f  other  models, a va l idat ion  o f   machine  independence seems 
i n   o r d e r .  Will the   resu l t s   ob ta ined  on a 64-b i t   machine  remain  unaf fected 
by a w i t c h   t o  a 3 2 - b i t  m a c h i n e ,   g i v e n   t h a t   s e n s i t i v i t i e s   o f   o r d e r  
< a r e   l i k e l y ?   F o r  example, 

10-l~ + - = 10 -14 64-b i  t 

32-bi  t 

3.2  The R e l i a b i l i t y  Model 

3 . 2 . 1   D i f f e r e n t i a l   E q u a t i o n   S o l u t i o n  

The single-step  quadrature  methods seem t o  have  been i g n o r e d ;   s p e c i f i -  
c a l l y ,   d i f f e r e n t i a l   e q u a t i o n   ( 4 )   c o u l d  be so l ved   t h rough   app l i ca t i on   o f  a 
c lass i ca l   Runge-Ku t ta   rou t i ne .  (An  adapt ive  version, RKF45 i s  suggested. 
See reference  [14] . )  Though t h e   r e s u l t s  may p r o v e   l e s s   s a t i s f a c t o r y   t h a n  
those  obtained  through  methods RM3 and RM4, t h e   c l a s s i c a l  methods  appear 
s u p e r f i c i a l l y   t o  be a t   l e a s t  as p romis ing   (no   eva lua t i on   o f   exp (x )   i s  
r e q u i r e d )  and should  not  be r e j e c t e d   w i t h o u t   s u f f i c i e n t   e x p e r i m e n t a t i o n .  

3 .2 .2   Cur ren t   In tegra t ion  Method 

Should RM3 and RM4 remain  the  most  viable  methods,  the use o f   adap t i ve  
quadra tu re   numer i ca l   i n teg ra t i on   i s   sugges ted ,  such as QUANC8, i n   p l a c e   o f  
Simpson's and t r a p e z o i d a l   r u l e s .  Such r o u t i n e s  were  designed t o   y i e l d  
r e s u l t s   t o   s p e c i f i e d   l e v e l s   o f   a c c u r a c y   w i t h  a minimum of   computat ion 
t ime. 
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3.2.3 S e n s i t i v i t y   o f   S o l u t i o n   o f   R e l i a b i l i t y  Model t o   V a r i a t i o n s   i n  
Coverage C o e f f i c i e n t s  

S m a l l   c o e f f i c i e n t   v a r i a t i o n   i n   l i n e a r  systems o f   d i f f e r e n t i a l  equa- 
t i o n s   ( s u c h  as e q u a t i o n   ( 4 ) )   i s  a s t a n d a r d   s e t t i n g   f o r   i n t r o d u c i n g  
compu ta t i ona l l y   i l l - cond i t i oned   p rob lems .  Though real-wor ld  examples may 
n o t   s u f f e r  from these ill e f f e c t s   o f   f i n i t e   p r e c i s i o n   a r i t h m e t i c ,   t h e  
p o s s i b i l i t y   o f  an i l l - c o n d i t i o n e d  case   war ran ts   sens i t i v i t y   ana lys i s .  

3.2.4  Approximat ion  of   f ( t - -c)  

As a f u n c t i o n   o f  T ,  f ( t - T )   i s   a p p r o x i m a t e d  as a second-degree  poly- 
nomial .   Since many polynomial  approximations  can be made, some j u s t i f i c a -  
t i o n   f o r   t h e   p a r t i c u l a r   c h o i c e   s h o u l d  be  given. 

3.3  The  Coverage  Model 

The coverage  model  appears t o  be t h e   c o m p u t a t i o n a l l y   i n t e n s i v e   p o r t i o n  
o f   t h e  program. To t h e   e x t e n t   t h a t   s e n s i t i v i t y   a n a l y s i s  (3 .2 .3 )  proves  the 
r e l i a b i l i t y  model i n s e n s i t i v e   t o   s m a l l   v a r i a t i o n s   i n   t h e   c o e f f i c i e n t s ,  
computat ion  t ime  can be reduced  th rough  in t roduc t ion   o f   approx imat ions   in  
c o e f f i c i e n t   c a l c u l a t i o n .   F u r t h e r ,   e f f i c i e n t  methods f o r   s o l u t i o n   o f  
Vo l te r ra - type   equat ions   (see   re fe rence [15])  m i g h t   w e l l   p r o v e   u s e f u l   i n  
t h i s  model,  even i n   t h e  absence o f  such  approximations. 

3.4 Markov  Approach  (Finding  Eigenvalues) 

3.4.1 QR Method  Versus  Hyman-Laguerre 

Computa t iona l   exper ience  ind ica tes   tha t   the  QR a l g o r i t h m   f o r   f i n d i n g  
e igenva lues   o f  a Hessenberg  matr ix i s   f a r   s u p e r i o r   t o   u s i n g   t h e  Hyman- 
Laguerre  methods  proposed i n  Volume I 1  o f   t h e  CARE I11 F i n a l   R e p o r t   f o r  
Phase I. The r e s u l t s   i n d i c a t e   t h a t ,   f o r   m a t r i c e s   o f   o r d e r   r a n g i n g  from 8 
through 64, t h e  QR method i s   b e t t e r   ( i n   t e r m s   o f   c o m p u t a t i o n a l   t i m e )   b y  
f a c t o r s   r a n g i n g   f r o m   3 0   t o  40. I f t h e  Markov  approach becomes a p a r t   o f  
CARE 111, t h e  QR method  should  replace  the  Hyman-Laguerre  method  currently 
used. 

3.4.2 QR Method  Versus  Lanczos's  Method f o r  Sparse  Matrices 

For   large  sparse  systems  there  is  some ev idence  that   Lanczos 's   a lgo-  
r i t h m   i s   t h e  method t o  use. A comparison  of   the QR method and Lanczos's 
method  should be c a r r i e d   o u t .  
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4.0 FAULT-TOLERANT  ARCHITECTURE  MODELING  REQUIREMENTS 

Pro fessor  J.  Hayes, M r .  S. E lk ind ,  M r .  J.  Clary,  and 
L t .  D. Loudermi lk 

The o b j e c t i v e   o f  CARE I11 i s   t o  develop a computer  program f o r   e s t i -  
m a t i n g   t h e   r e l i a b i l i t y   o f   f a u l t - t o l e r a n t   a v i o n i c  systems. I n   l i g h t   o f   t h i s  
o b j e c t i v e ,   t h e   f o l l o w i n g  comments, conclusions, and recunmendations  are 
o f f e r e d  from a u s e r ' s   p o i n t   o f   v i e w .  The d iscuss ion  focused on th ree   ma jo r  
areas:  1)  user  input  requirements,  2)  the  system  model, and 3 )  the  program 
outpu t .  

4.1  User  InDut  Reauirements 

I n   r e f e r e n c e   t o   u s e r   i n p u t   s p e c i f i c a t i o n s ,   f o u r   m a j o r   a r e a s   o f  
i n t e r e s t  were deemed impor tan t  : 

0 CARE I11 Documentation 
0 User  Design  Aids 
0 User  Input  Format 
0 Preprocessing  Programs/Modules 

4.1.1  Care I11 Documentation 

Due t o   t h e   c o m p l e x i t y   o f   t h e  CARE I11 model,  more e x p l i c i t  documenta- 
t i o n   s h o u l d  be p r o v i d e d   t o   t h e   u s e r   i n   o r d e r   t o   i n s u r e  a proper  understand- 
i n g   o f   t h e   i n p u t   s p e c i f i c a t i o n s   r e q u i r e d   f o r  model opera t ions .  The 
documentat ion  should  inc lude,   a t  a minimum, a l l  known c o n s t r a i n t s  and 
a p p l i c a t i o n   l i m i t a t i o n s   o f   t h e  model, a p r e c i s e   d e f i n i t i o n   o f   a l l   s y s t e m  
input   requi rements,  and copious,  detai led  examples.  Examples  should 
i n c l u d e ,   i n   e x p l i c i t   d e t a i l ,   t e c h n i q u e s  and me thodo log ies   f o r   bo th   nov i ce  
and exper ienced  users  of  CARE I11 t o  understand some o f   t h e  more e s o t e r i c  
i n p u t   p a r a m e t e r s   r a t h e r   t h a n   b l i n d l y   r e s o r t i n g   t o   d e f a u l t   v a l u e s .  

4.1.2  Design  Aids 

Due t o   t h e  absence o f  some t y p e s   o f   i n p u t   d a t a  and because o f   c e r t a i n  
mode l i ng   cons t ra in t s  imposed  by  the  program  i tse l f ,   prov is ions  should 
be made t o   a l l o w   t h e   u s e r   t o  use t h e  model e f f e c t i v e l y   a t   h i s   l e v e l   o f  
unders tand ing .   I n   pa r t i cu la r ,   de fau l t   va lues   shou ld  be p r o v i d e d   i n   t h e  
case o f  unknown parameters  (e .g. ,   er ror   propagat ion  ra te) ,   or   data  func-  
t i ons   supp l i ed   t ha t   p rov ide   i npu t   da ta   w i th in   reasonab le  bounds.  Because 
some modules  exper ience  fa i lure  processes  o ther   than  Weibul l ,  a f a c i  1 i t y  
fo r   spec ia l   p rocesses   shou ld  be  included. One p o s s i b i l i t y   c o u l d  be t h e  
c a p a b i l i t y   f o r   t h e   u s e r   t o   s u p p l y  a subfunct ion  which  re turns a h a z a r d   r a t e  
as a f u n c t i o n   o f   t i m e .  

4.1.3  User Input   Format  

I n   o r d e r   t o   e x p l o i t   t h e   u t i 1  i t y  o f   t h e  CARE I11   mode l   t o   t he   g rea tes t  
poss ib le   ex ten t ,   the   user 's   inpu t   requ i rements   cou ld  be s p e c i f i e d   i n  a 
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hardware  descr ip t ion  language (HDL). Th is   approach  o f fe rs  a p o t e n t i a l  
i n c r e a s e   i n   t h e   f i d e l i t y   o f   t h e   i n p u t   d a t a   r a t h e r   t h a n   l i m i t i n g  it t o   b l o c k  
d iagram  system  descr ip t ions.   In   terms of u s e r   s i m p l i f i c a t i o n  and i n p u t  
accu racy ,   i n te rac t i ve   ope ra t i on  will enhance t h e   m o d e l ' s   p o t e n t i a l i t y   f o r  
broader  use and can  prov ide  the  user  a  menu o f   o p t i o n s ,   d e f i n i t i o n s ,  and 
requ i rements   necessary   fo r   p roper  model ope ra t i on .  

4.1.4 Preprocessing  Modules 

I n   o r d e r   t o  model r e a l  systems, i n c l u d i n g   i n t e r r e l a t i o n s h i p s   o f   s y s t e m  
modules,  the CARE I11 model p r e s e n t l y   r e q u i r e s   t h a t  a f a u l t   t r e e   a n a l y s i s  
be run .   Th i s   i n fo rma t ion   shou ld  be s p e c i f i e d   t o   t h e   u s e r   w i t h i n   t h e  
documentation, as w e l l  as d e t a i l e d   i n s t r u c t i o n s  on the   mode l ing   requ i re -  
m e n t s   o f   t h e   f a u l t   t r e e .   A l s o ,  CARE I 1 1  does no t   possess   t he   capab i l i t y   o f  
d e r i v i n g   f a i l u r e   r a t e s   f o r  modules o f  an unknown r e l i a b i l i t y .  As a so lu -  
t i o n   t o   t h i s  problem, it was suggested  that  a MIL-STD-217-like model  be 
i n c o r p o r a t e d   i n t o  CARE I11 as a preprocessing  module. 

4.2 System  Model i n g  

CARE I 1 1  emphasizes c e r t a i n   i m p l i c i t   l i m i t a t i o n s  on the   types  o f  sys- 
tems it can  model.  These l i m i t a t i o n s  need t o  be s p e l l e d   o u t   c l e a r l y .  
Areas of   concern  include  hardware  versus  sof tware  model ing,   the a1 lowable 
d e s c r i p t i o n   l e v e l s   i n  model f o rmu la t i on ,  and model s e n s i t i v i t y   t o   p a r a m e t e r  
changes. 

4.2.1  Hardware/Software  Considerations 

Whi le   the  use of   sof tware  modules and s tages   a re   inc luded  in   the   scope 
of CARE 111, it appears t o  have  been p r i m a r i l y   i n f l u e n c e d   b y   t h e  needs o f  
hardware  system  models. The ex ten t   t o   wh ich  CARE I 1  I can be used t o  model 
so f tware  systems, o r  combined  hardware-software  systems,  needs t o  be 
c l a r i f i e d .   F o r  example, how does the  user   recognize  or   def ine  the  module 
boundaries i n  such  systems? I s  adequate  data on s o f t w a r e   f a i l u r e   r a t e s ,  
so f tware   e r ro r   p ropagat ion   ra tes ,   e tc . ,  1 i k e l y   t o  be a v a i l a b l e   i n  a form 
t h a t  can be r e a d i l y  used i n  a CARE I11  system  model? I f  not ,   then  the  
a p p r o p r i a t e   r e s t r i c t i o n s  on the  use o f  CARE I11 should be  made e x p l i c i t .  
It would be v e r y   h e l p f u l   t o   p r o v i d e   e x a m p l e s   i l l u s t r a t i n g   t h e   c o n s t r u c t i o n  
and use o f  CARE I11 models i n  so f tware-dependent   u l t ra re l iab le   sys tems.  
The problem  of   in tegrat ing  hardware and software  modules i n   t h e  same model 
must be e x p l   i c i  t l y  addressed. 

4.2.2 M u l t i l e v e l  Models 

The CARE I11 r e l i a b i l i t y  model  can be viewed as  a  means o f   ana lyz ing  a 
s y s t e m   t h a t   i s   d e s c r i b e d   a t  a s i n g l e   c o m p l e x i t y   l e v e l .   I n   p r a c t i c e ,   s y s -  
tems a r e   m u l t i l e v e l  and h i e r a r c h i c a l   i n   n a t u r e .  Thus, it i s   p o s s i b l s   t h a t  
t h e   u s e r ' s   i n p u t   r e l i a b i l i t y   d a t a  and ou tpu t   requ i rements  may r e f e r   t o  
s e v e r a l   d i f f e r e n t ,  and perhaps   mutua l l y   incompat ib le ,   leve ls .   Th is  may 
necess i ta te   cons iderab le   p reprocess ing   o f   inpu t   da ta   by   the   user .   A l te rna-  
t i v e l y ,  he  may be f o r c e d   t o   c o n s t r u c t  a sequence o f  CARE I11 models a t  
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d i f f e r e n t   c o m p l e x i t y   l e v e l s .  The user  should  be made aware o f   t h e s e  
l i m i t a t i o n s ,  and, appropr iate  remedies  should be de f ined.  The i d e n t i f i c a -  
t i o n   o f   c o m p l e x i t y   l e v e l s  may be  more d i f f i c u l t   i n   t h e  case  of   sof tware 
systems. 

4.2.3 S e n s i t i v i t y   S t u d i e s  

CARE I11 cou ld  be made  much more u s e f u l   b y   p r o v i d i n g   f a c i l i t i e s   t o  
s u p p o r t   t h e   a n a l y s i s   o f   r e 1   i a b i l i t y  and coverage as v a r i o u s   i n p u t  param- 
e t e r s   o f   t h e  model  are  viewed.  This  would  provide  the  user with a means o f  
i d e n t i f y i n g   a s p e c t s   o f   t h e  model t h a t   r e q u i r e   r e d e s i g n .   S e n s i t i v i t y   a n a l y -  
s i s  can determine  the  re la t ive  imp0r tanc.e  o f   var ious  parameters  in   the 
model ing  process.   Th is   in format ion  could  then  be used t o   s i m p l i f y   t h e  
mode l   by   de le t i ng   a reas   o f   l ow   sens i t i v i t y ,   wh i l e   t he  model cou ld  be made 
more d e t a i l e d   i n   h i g h l y   s e n s i t i v e  areas.  Knowledge  of  the  range  of  values 
f o r  which a p a r t i c u l a r   p a r a m e t e r   i s   v a l i d  can a l s o  be  computed, a l l o w i n g  
use t o  be made o f   inexac t ,   wors t  case, o r   o the rw ise   poo r   da ta .   Sens i t i v i t y  
a n a l y s i s  may be p a r t i c u l a r l y   u s e f u l   f o r   e s t i m a t i n g   t h e   i m p a c t   o f   s o f t w a r e  
f a i l u r e s ,   s i n c e   s o f t w a r e   f a i l u r e   d a t a   i s   u s u a l l y   v e r y   d i f f i c u l t   t o   o b t a i n .  
It may be d e s i r a b l e   t o   i n c l u d e   f e a t u r e s   i n  CARE I11   t ha t   genera te   sens i -  
t i v i t y  da ta   au tomat i ca l l y .  

4.3 - Program  Output 

The CARE I11 system has t h e   p o t e n t i a l   f o r   p r o d u c i n g   o u t p u t s   u s e f u l   f o r  
t h e  two  stages i n  system  design. The f i r s t  stage i s  system  design,  where 
CARE I11 should be use fu l   i n   gu id ing   t he   des ign   p rocess .  The second  stage 
i s   t h e   f i n a l  assessment  of a design,  where a more d e t a i l e d  model i s  proba- 
b l y  used. The outputs   cons idered  are:  1) R( t )  , sys tem  re1   iab i  1 i ty  as a 
f u n c t i o n   o f   t i m e ,  2 )  d a t a  on f a i l u r e  mode frequencies,  and 3 )   s e n s i t i v i t y  
s tud ies .  It i s   f e l t   t h a t   a l l   t h r e e   a r e   u s e f u l  and d e s i r a b l e   a d j u n c t s   t o  
t h e  CARE I11  system. 

4.3.1 R e l i a b i l i t y   F u n c t i o n  

CARE I 1 1   c u r r e n t l y   p r o v i d e s   s y s t e m   r e l i a b i l i t y  as a f u n c t i o n   o f   t i m e .  

4.3.2  Coverage  Data 

CARE I11 c u r r e n t l y   o u t p u t s   t h e   p r o b a b i l i t i e s   o f   o c c u r r e n c e   o f   d i f f e r -  
e n t   c o v e r a g e   f a i l u r e   s i t u a t i o n s .   T h i s   i n f o r m a t i o n   p r o v i d e s  a p o t e n t i a l l y  
va luab le   des ign   t oo l ,   s i nce  it prov ides  a bas i s   f o r   de te rm in ing   t he  weak 
p o i n t s   i n  a system  des ign.   Th is   in format ion  should be o u t p u t   t o   t h e   u s e r  
i n  a form  which  can be e a s i l y   i n t e r p r e t e d   i n   t e r m s   o f   t h e   d e s i g n  and can be 
used t o   p r o v i d e   f e e d b a c k   t o  a system  designer who does n o t   n e c e s s a r i l y  
understand how CARE I11 works. 
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4.3.3 S e n s i t i v i t y   S t u d i e s  

C u r r e n t l y ,  CARE I11 must be r u n   r e p e a t e d l y   t o   p e r f o r m   s t u d i e s   o f  a 
s y s t e m ' s   s e n s i t i v i t y   t o  changes i n   i n p u t   p a r a m e t e r s .  An automat ic  sensi-  
t i v i t y   a n a l y s i s   f u n c t i o n   s h o u l d  be  added t o   a v o i d   t h i s .  It would  aid i n  
bo th   the   des ign  and assessment  stages o f  system  design. I n   b o t h  cases, t h e  
a n a l y s i s  shows wh ich   pa r t s   o f  a sys tem  des ign   a re   pa r t i cu la r l y   vu lne rab le  
t o  smal 1 changes in   i npu t   pa ramete rs .   I n   t he   des ign   p rocess  it g ives  
i n d i c a t i o n s   o f  a p o s s i b l e   r e l i a b i l i t y  problem. I n   t h e  assessment  stage, 
t h e   a n a l y s i s  has a doub le   use .   F i rs t ,  i f  the  parameter  change  produces  an 
unexpected  change i n   r e l i a b i l i t y ,  an i n v a l i d  model o r  even i n v a l i d  appl   ica-  
t i o n   o f  CARE I11 may be i n d i c a t e d .  Second, t h e   a n a l y s i s  shows where a 
r e f i n e m e n t   i n   o r   e x p a n s i o n   o f   t h e  model may p r o v i d e  a s i g n i f i c a n t l y   t i g h t e r  
upper bound  on t h e   p r e d i c t e d   s y s t e m   r e l i a b i l i t y .  

As i n   t h e  cove rage   da ta   ou tpu ts ,   t h i s   ana lys i s   shou ld  be r e p o r t e d   i n  a 
way e a s i l y   i n t e r p r e t a b l e   b y  someone n o t   i n t i m a t e l y   f a m i l i a r   w i t h  CARE 111 's  
i n te rna l   work ings .  

4 .4   Fau l t -To le ran t   Arch i tec tu re   Mode l ing   Conc lus ions  and 
Recommendations 

The o b j e c t i v e   o f   t h i s   s e c t i o n   i s   t o   o u t l i n e   b r i e f l y   t h e   m a j o r   c o n c l u -  
s i o n s   o f   t h e  CARE I11 sub-work ing   g roup  par t i c ipants   f rom a f a u l t - t o l e r a n t  
a r c h i t e c t ' s   v i e w p o i n t .  

4.4.1  Conclusions 

The sub-work ing   g roup  be l ieves   tha t  CARE I11 r e p r e s e n t s   t h e   s t a t e   o f   t h e  
a r t   i n  models f o r   e v a l u a t i n g   u l t r a r e l i a b l e   e l e c t r o n i c  systems.  Speci f i -  
c a l  ly, CARE I11  addresses  user needs f o r   p r e d i c t i n g  and anal   z ing  the 
r e 1   i a b i l  i t y  o f  systems whose p r o b a b i l i t y   o f   f a i l u r e   i s  < i n  10 
hours. 

However, l i m i t a t i o n s   i n   t h e  use o f  CARE I 1 1   d o   e x i s t ;   t h e s e   l i m i t a -  
t i o n s  must be made c l e a r   t o   p o t e n t i a l   u s e r s .  O f  m a j o r   c o n c e r n   t o   t h i s  
g r o u p   a r e   t h e   l i m i t a t i o n s   o f   a p p l i c a b i l i t y   o f   t h e  model t o :  

1. systems whose probabi  1 i t y   o f   f a i l u r e   i s  > i n  10 hours, 
and 

2.  system  sof tware,   inc lud ing  execut ive  sof tware and a p p l i c a t i o n s  
sof tware.  

4.4.2  Recommendations 

The fol lowing  recommendat ions  are deemed impor tan t :  

1. The u s e r   i n p u t   i n t e r f a c e  needs a d d i t i o n a l  work  (e.g., more a i d s   t o  
he lp  the  user   understand and de r i ve   i npu t   pa ramete rs ) .  
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2. The i n p u t  requirements  should be  more closely coupled t o  the 
program output. 

3 .  A "quick-look"  capability is  needed (e.g.,  for  ball park r e l i -  
abi 1  i ty   es t imates) .  

4 .  A future  user workshop should be held to  define  other  desirable 
input/output  characteristics. 

5. The potential  for expanding CARE I11 to   o ther ,   l ess   re l iab le ,  
faul t - tolerant  computing requirements needs t o  be explored. 

6. Incorporate,  as an integral  part of CARE 111, the ab i l i t y   t o  
automatically perform sensitivity  analyses. 

7 .  Make provisions  in CARE I11 for   expl ic i t ly  handling  software 
errors .  

In conclusion, CARE I11 i s  an ul t rarel iable   faul t - tolerant  computing 
system rel iabi l i ty   es t imat ion model. The conclusions and recommendations 
made here  are  intended to   foster   fur ther   the  t ransi t ion of CARE I11 to   the  
user community. 
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5.0 CARE I11 TEST CASES 

P ro fesso r  J. Gault, D r .  D. Jessep, and M r .  R. Joobbani 

5 . 1 .   I n t r o d u c t i o n  

5.1.1 Ob jec t i ves  

The m a t e r i a l   i n   t h i s   s e c t i o n   r e f l e c t s   t h e   c o n t r i b u t i o n s   o f  members o f  a 
sub-working  group  wi th  d iverse  backgrounds  and  exper ience. The o b j e c t i v e s   o f  
t h i s   s e c t i o n   a r e   t o   r e f l e c t   t h e   o p i n i o n s   o f   t h e   w o r k i n g   g r o u p   c o n c e r n i n g  
t h e  assessment o f  CARE 111.  Assessment  comprises  the  fo l lowing  act iv i -  
t i e s :  

e model v a l i d a t i o n ,  
0 imp lemen ta t i on   va l i da t i on ,  
0 c a p a b i l i t y   c h a r a c t e r i z a t i o n ,  and 
0 u s a b i l i t y   e v a l u a t i o n .  

Each o f   these assessment a c t i v i t i e s  will be d e f i n e d   i n  more d e t a i l  and  a 
s e t   o f   t a s k s   f o r  each a c t i v i t y  recommended. 

5.1.2 Scope 

The assessment a c t i v i t i e s  were  viewed as i nc lud ing   t es ts ,   expe r imen ts ,  
ana lys i s ,  and proo f   techn iques .   Proo f   techn iques  were d iscarded as inap-  
p r o p r i a t e  due t o   t h e   n u m e r i c a l   n a t u r e   o f  CARE 111, and t h e   n e c e s s i t y   o f  a 
f o r m a l   s p e c i f i c a t i o n  and t h e   h i g h  man-hour requi rement .  The remaining 
three  approaches were i n c l u d e d   i n   t h e  recommended assessment tasks .  

The absence o f  any d i s c u s s i o n   o f   q u e s t i o n a b l e   s i m p l i f i c a t i o n s   o r  
assumptions  should be noted and i s  a consequence of   conscious  omission, 
s i n c e  none  were i den t i f i ed   by   t he   work ing   g roup .  

5 .1.3  Organizat ion 

Sec t ion  5.2 p resen ts  a ph i l osoph ica l   ove rv iew  and f u r t h e r   d e f i n i t i o n  
o f   t h e   f o u r  assessment a c t i v i t i e s .   S e c t i o n   5 . 3   l i s t s  and descr ibes a more 
s p e c i f i c   s e t   o f   t a s k s   f o r  each o f   t h e s e   a c t i v i t i e s .   F i n a l l y ,   S e c t i o n  5.4 
sumnarizes  the  opinions and recommendations  of  the  sub-working  group 
concerning  the  assessment o f  CARE 111. 

5.2 CARE I 1 1   T e s t i n a  and C h a r a c t e r i z a t i o n  

5.2.1  Model V a l i d a t i o n  

The CARE I 1 1  model e x i s t s   a t   t w o   l e v e l s .  The h i g h e r   l e v e l   i s   t h e  
block  d iagram  form o f  the  modules CAREIN, COVRGE, and CARE3. The s t r u c t u r e  
o f   t h i s   l e v e l   i s   d e p i c t e d   i n   t h e  CARE I11   F ina l   Repor t  (Phase I, Vol .  I ) ,  
w h i c h   d e f i n e s   t h e   f u n c t i o n   o f  each of  these  modules as f o l l o w s :  
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CAREIN: (1) i n t e r p r e t s   u s e r   i n p u t  on structure,   system  success 
c r i t e r i a ,   f a u l t  model and coverage  parameters. 

( 2 )  . g e n e r a t e s   i n t e r n a l   f i l e s   t o  be  used i n   t h e  two  downstream 
model s. 

COVRGE : determines  the  coverage  parameters  for  each  system  stage 
and o p e r a t i n g  mode from t h e   i n p u t s .  

CARE3: uses  data from C A R E I N  and COVRGE t o  produce  system 
r e 1   i a b i l  i t y  es t imates   in   accord   w i th   inpu t   success  
c r i t e r i a .  

V a l i d a t i o n   o f   t h e  model a t   t h i s   l e v e l  can  proceed  by  segmenting  the  system 
and demonst ra t ing   tha t   each  modu le   per fo rms  p rec ise ly   the   func t ions   de f ined 
f o r  i t  above. A d d i t i o n a l   v a l i d a t i o n   a t   t h i s   l e v e l  may be  done t o  show t h a t  
t h e  modules,  once va l i da ted   separa te l y ,  may be i n te rconnec ted   t o   ope ra te  
p r o p e r l y  as a set   o f   in terconnected  modules  or  as a system. 

Lower l e v e l   v a l i d a t i o n   c o n s i s t s   o f   d e m o n s t r a t i n g   t h a t   t h e   b a s i c  equa- 
t i o n s   ( u s e d   i n   t h e   c a l c u l a t i o n s   o f  each modu le )   f unc t i on   p roper l y .   Fo r  
example, the   equat ions  used t o   c a l c u l a t e   c o v e r a g e   i n  COVRGE would be 
checked t o  show t h a t   t h e y   c o r r e c t l y   c a l c u l a t e   t h e   p r o p e r   v a l u e   o f   c o v e r a g e  
over some range  of  the  argument  values. 

5.2.2 Imp lemen ta t i on   Va l i da t i on  

Implementat ion  (program)  va l idat ion  demonstrates  that   the code, o r  
programming,  used t o  implement  each  module i s  bug- f ree.  Hence, r a t h e r   t h a n  
i n d i c a t i n g   t h a t   c o r r e c t   r e s u l t s  from t h e   r e l i a b i l i t y   p o i n t   o f   v i e w   a r e  
produced, t h i s   t e s t   i s  used to   demons t ra te   t ha t  no c o n d i t i o n s   m i g h t   e x i s t ,  
because o f   the   cod ing   tha t   wou ld   p rov ide   unexpected   resu l ts  due t o  human 
e r r o r s   i n   c o d i n g   o r  code s p e c i f i c a t i o n   m i s i n t e r p r e t a t i o n ,   f o r  example. 

5.2.3 C a p a b i l i t y   C h a r a c t e r i z a t i o n  

Capab i l i t y   (p rogram)   charac ter iza t ion   de termines  how CARE I 1 1   d a t a  
processing  parameters  might be impacted   by   expec ted   types   o f   u l t ra re l iab le  
systems t o  be modeled  by  the  program. These parameters  would be o f  
i n t e r e s t   t o   p o t e n t i a l   u s e r s  who p l a n   t o   i n s t a l  1 a sys tem  o r   t o   es t ima te   run  
requirements on an i n d i v i d u a l   r u n   b a s i s .   C h a r a c t e r i z a t i o n   s h o u l d   l e a d   t o  
the   ab i  1 i t y  to   est imate  s torage  requi rements,  CPU t ime  requi rements,  and 
e lapsed  t ime  requ i rements   fo r  a complete  run  of   the  system. A breakdown o f  
these same parameters on a module  basis  would  a lso  be  useful .  

As a s u b s e t   o f   t h i s   c h a r a c t e r i z a t i o n ,   " s t r e s s   t e s t i n g "   o f   t h e   s y s t e m  
should be per fo rmed  to   de termine  what i npu t   sys tem  con f igu ra t i ons   o r  param- 
e te r   se t t i ngs   cons t i t u te   adequa te  need f o r  extended  storage  or  t ime. 
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5.2.4 U s a b i l i t y   E v a l u a t i o n  

T h i s   e v a l u a t i o n   i s   d e v o t e d   t o   t h e   u s e r   i n t e r f a c e s   t o   t h e   p r o g r a m  
package. The f i r s t  phase o f   t h i s   e v a l u a t i o n  assumes t h e   u s e r   i s   p r o t e c t e d  
from e n t e r i n g   f a l l a c i o u s   d a t a   t o   t h e  system.  This  data may be o u t   o f   t h e  
normal ly   accepted  operat ing  range  for  a p a r t i c u l a r   v a r i a b l e ,   o r  it may be 
ou t   o f   t he   reasonab le   range   fo r  a p a r t i c u l a r   v a r i a b l e .  As an example, a 
coverage  of 0.2 may  be abnormally  low and can  s imply  be f lagged  by CAREIN. 
A coverage o f  2.0 i s  unreasonable and the   run  may be aborted  by CAREIN. A 
check on these  kinds  of  program  responses  should  be made. 

The second  phase o f   t h i s   e v a l u a t i o n   d e t e r m i n e s   t h e   d e g r e e   t o   w h i c h   t h e  
CARE I11 system i s   p o r t a b l e  and m a i n t a i n a b l e  and determines a program 
base l i ne   f o r '   measur ing   pe r fo rmance .   Po r tab i l i t y   cons ide ra t i ons   re fe r   t o :  

1. the   deg ree   t o   wh ich  an i d e n t i f i e d  programmer i s   r e q u i r e d   t o  
i n s t a l l  and b r i n g  up t h e  system, and 

2. t h e   t y p e   o f   h a r d w a r e - s o f t w a r e   s u p p o r t   r e q u i r e d   i n  a d a t a   c e n t e r   t o  
run  the  program. 

M a i n t a i n a b i l i t y   r e f e r s   t o   t h e   e v a l u a t i o n   o f   t h o s e  changes t h a t  can be 
made i n   t h e  s y s t e m   w i t h o u t   i m p a c t i n g   t h e   a b i l i t y   o f  unchanged p o r t i o n s   t o  
p e r f o r m   t h e i r   f u n c t i o n   p r o p e r l y .   D e t e r m i n a t i o n   o f  a t e s t  case t o  be run 
a f t e r  a program  change  would  assist i n   t h i s   e v a l u a t i o n .   S i m i l a r l y ,  a 
benchmark t e s t  case  would  assist  i n   s e r v i n g  as a p rogram  base l ine   fo r  
ev a1 u a t  i ng  performance. 

5.3 Tes t   Charac ter iza t ion   Tasks  

Th is   sec t ion   p resents  a more o r   l ess   spec ia l i zed   se t   o f   t es ts   t ha t   can  
be a p p l i e d   t o   t h e  CARE I11 package f o r   t h e   p u r p o s e   o f   i t s   v a l i d i t y  and 
acceptance. The issues   invo lved  a re :  

a. mathematical  model v a l i d a t i o n ,  
b. implementat ion,  
c.  programming  proof , 
d .   p a r a m e t r i c   s e n s i t i v i t y ,  
e .   rea l  -1 i f e  case  s tudy  for   resource  requi rement ,  and 
f .  p o r t a b i  1 i t y  and maintenance  test .  

Each o f   these  i ssues  will be b r i e f l y   d e s c r i b e d .  

a. Mathematical  Model Va l ida t ion :   Mathemat ica l  model v a l i d a t i o n  
r e f e r s   t o   t h e   p r o o f   o f   c o r r e c t n e s s   o f   t h e  model a p p l i c a b i l i t y  and 
the   mathemat ica l   t rans format ion .  A s e t   o f   s i m p l e ,   r e a l i s t i c  
s t r u c t u r e s  and c o n f i g u r a t i o n s   t h a t   a r e   e a s i l y   r e a l i z e d   b y  
analy t i .ca1  t reatments  (such as c o m b i n a t o r i a l   o r   s p e c i a l i z e d  
equat ions)   should be evaluated  by CARE I11 and a n a l y t i c a l  methods, 
and t h e   r e s u l t s   s h o u l d  be compared. 

16 



I 

b. Implementat ion:  I n  an imp lementa t ion   tes t ,   the '   numer ica l  methods 
used f o r   t h e   c a l c u l a t i o n s ;   i . e . ,   i n t e g r a t i o n ,   a r e   c o n s i d e r e d .  
Severa l   numer ica l   methods  are  appl ied  to   the same process and t h e  
r e s u l t s   a r e  compared to   de termine   the   accuracy  and, a t   t h e  same 
t i m e ,   t h e   e f f i c i e n c y .   I n   o t h e r   t e s t  programming the  numer ica l  
methods  are compared w i t h   a n a l y t i c a l  methods. 

c.  Programming  Proof: A t  t h i s   s t a g e   a l l   t h e   m a t h e m a t i c a l  models and 
I t h e  way t h e y a r e c a l c u l a t e d   a r e   t r a n s l a t e d   i n t o  a programming 

1 anguage.  The  programming proo f  i s  an a t t e m p t   t o  Val i d a t e  and 
v e r i f y   t h e   t r a n s l a t i o n   p r o c e s s   b y   t h e  use o f   symbo l i c   s imu la t i on  
o r  any o the r   p rog ram  va l i da t i on   (p roo f -o f - so f tware   co r rec tness )  
method. A b r u t e   f o r c e  will e x e r c i s e   a l l   t h e   d i f f e r e n t   p a t h s  
throughout  the  program. 

d .   P a r a m e t r i c   S e n s i t i v i t l :   T h i s   t e s t   i s  an o v e r a l l   t e s t   f o r   a l l  
th ree   p rev ious   s teps .  It indicates  whether  the  program  generates 
a p p r o p r i a t e   d e r i v a t i o n s  due t o   d i f f e r e n t  system  parameter  changes. 
Aga in ,   the   der iva t ion  can be a n a l y t i c a l l y   d e t e r m i n e d .  

e .   Rea l -L i fe   Tes t :  A r e a l - l i f e  system i s  chosen as t h e   t e s t  bed. 
The resul ts   produced  by  the CARE I 1 1  package  are compared t o   t h e  
r e s u l t s  produced  by  another  re1 i abi  1 i t y  eva lua tor ,  such as t h e  
FTMP model  produced  by  Draper  Labs. The r e a l - 1   i f e   t e s t  has 
seve ra l   bene f i t s .  They  are: 

1. It proves  the  correctness  o f   the CARE I 1 1  package o v e r a l l  . 
2. It studies  the  per formance  o f   the  package  in   terms  o f   care,  

use, and the  system  learn ing  cyc le .  

3. It s p e c i f i e s  a bound on resource  requirements,  such as t ime,  
memory, and storage  media. 

f .  P o r t a b i l i t y  and M a i n t a i n a b i l i t y :   T h i s   t e s t   d e t e r m i n e s   t h e   d e g r e e  
t o  which  the CARE I11 package i s  system  dependent. 

5 .4  Summary 

The CARE I11 assessment tasks  recommended by  the  sub-work ing  group  are 
summarized i n   T a b l e  1. To date,  the  primary  examples used t o   v e r i f y  
CARE I11 computation  have been those  obta ined  by  o ther   models ,   notably  
those  assoc ia ted   w i th  SIFT and FTMP. The sub-work ing  group  par t ic ipants   agreed 
t h a t   t h i s  comparison was impor tan t .   I n   add i t i on ,   t hey  recommended t h a t  
o the r   re fe rence   po in ts   f o r   compar i son  be  generated  by: 

0 u s i n g   t r a c t a b l e   a n a l y t i c  cases, 
0 c r e a t i n g   a l t e r n a t i v e   m o d e l s   o f   s p e c i f i c  cases, and 
0 s e g m e n t i n g   l a r g e   t e s t   c a s e s   i n   o r d e r   t o   a p p l y   s i m u l a t i o n .  
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Some t a s k s   l i s t e d   i n   T a b l e  1 a r e   l i k e l y   t o  exceed the  requi rements o f  
CARE 111 assessment and may be cons ide red   app rop r ia te   t o  more ex tens ive  
tri a1 s beyond the  acceptance o f  the   p resent   vers ion  o f  CARE 111. 
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I 

TABLE 1.- CARE I11 ASSESSMENT  TASKS 

I. Mathematics 

a. Go through  the  math 
b .  Consider  sample  cases,  solve  analyt ical ly,  and compare t h e  

c .' Use de fau l ted   va lues  and t ime- independen t   va lues   t o   t es t   t he  
r e s u l t s   w i t h  CARE I11 mathematics 

math 

I I . Imp1  ement a t  i on 

a. Compare numerical  methods  used  with  analyt ical  methods 
b. Compare numerical   methods  wi th  other  numerical   methods 
c .   Exerc ise  as  many pa ths   in   the   p rogram as p o s s i b l e  
d.  Symbolic  execution 

1 1 1 .   P a r a m e t r i c   S e n s i t i v i t y  

a. Compare the   dev ia t ions   p roduced as a r e s u l t  o f  parameter  changes 
w i t h   a n a l y t i c a l   v a l u e s   c a l c u l a t e d   f o r   d e v i a t i o n s  

IV. R e a l - L i f e   T e s t  

a. Compare t h e  r e s u l t s   w i t h  FTMP 
b. Compare the  r e s u l t s   w i t h  S I F T  
c .  Compare t h e  r e s u l t s   w i t h  JPL-STAR d a t a  

V.  P o r t a b i l i t y  

a. Determine  the  degree  of  package  dependency on t h e  system on which 

b.  Use t h e  package i n   d i f f e r e n t  machines and i n s t a l l a t i o n s  
it i s   f i r s t  implemented 

2 1  



Figure 1.- Overall  reliability model o f  two-unit  system. 

Figure 2.- Aggregated  reliability model for  a  two-unit system. 
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