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A Avikais, P. Ciunningbcrg1. J.P.J. K d y .  L %w2. PJ. T~Jv-~.  KS. Ts. U. V O ~ '  

U C U  Compwr Scienrc D e ~ m  
University qf CaLfoornio 

Lax Angclu. CA =I. USA 

To erublisb a lent- d hdity for funbcr 
aprirrrnul M g a a c m  af &sign diversicy u m meam af 
.thieving fault-tOlCMt IYI(CW. u haw dedgntd mod 
im@mnxd rbc UQA DEDIX (DErign DIvcrdrg 
& @ r e n t )  s-. a distributed tcobtd for muldpl-v- 
mfwrn. at ck UU(IA Ccnw for -mend Canpurer 
Scicne DEDD: is pn af rhz Centn's Olympn N u  I d  
ncmork. vhicb ar3inr rbc LPPa dumbud v d n g  s y l u m  
a qxrarc l uc d m c y  VAX IYISO ampurcrr DEDD: 
orill h rucd in -d-gabmdon -fa now bdng 
designed md d t e d  at four * c i a  a m ~ m  rh 
&y ol dedp drverdcy and a L d p u  fcliabilicy 
U under large- am- crppimpl w d i h  
'IbcDEDOCryrccmisdsp.ibcd~diaa@iadoais&aud 
inrhirppcr. Arcvier&-trrvuchisahprrvaod 

Originally. Ldt-tolaant u c b m  PEI~ dcYClOped 
a h r c  h u l a  r h t  rrr drr ro MQm Mure 
p b a r o m a v i n r b c ~ d m a q m r u s y s t n n O l ~ .  
icLalid~chnncLuerrvCinrimulPoeourmviripls 
compcarimn in order to mcnin fault-- Tbc b s k  
u a r m p t i a n b c h t r h : p h p h l k u l a ~ ~ t c d  Morr 
m d y .  rbc tolenrul:  oi dedgn frulg crped+0y in dlnnrr; 
b a r g a k d ~ m n m h & r c , i t b n a ~ i a u u  
i & d a l o p i c s r i a a c r h z r a r n c k S ~ . i l l ~ m d f i n 9 d  
r han  Dufgm dlvenly is rh a- in which redundant 
hrdpnn and software clQlcnrr au in-rly daigned a 
rrvn ~ysrcm rtqcfirenrcno. Tbcv rcdrmbm d k n c  Jcmnm 
arc lrvd in d o p k  a o m p u n k  in order ro rdarrc &sip 
[rulu 

Sd- dcrign direnity. a N-vcrrioa pgmmmhg 
!Ann]. is ddLrd as rh.ganadoa d N Z 2 d m m  
v c r u d f m m r b c u n u ~ c i a s  T b s g o d a l r b c  

y r d l i n h i r r o n r c c r b c f  - d ~ o a D m p l a c l y  
and mumbipmdy. r h k  leaving rbc rrderr choioc d 
iLnpknmndanr llnufw. verriora are indqrcndcarly 

mi- by N pmgnmmhrg a r m  &at do not in- rich 
n q x a a r b c ~ g ~  ~ r b c v e n i a m m r c  
mi- in-k.dy. it ia r h t  rby m n  mc W y  
toanrain rhz mm-. u . * h t - i n  r b d r d o m n :  
momdad. h l rricr of d n k  erpcrimeno. mulaplc 
vcrdom have k crecud in p& and rbc d e  Lmm 
rbem hrvc k comprd and wcod Thu 'Orh -rim' 
crperilrrnu dcmomPated rh IauMity a1 rbc aolrw lad its 
cflcui- in desling mch d m m e  LuIu (-781. It was 
M b t  a mpr crrmplieScQ. ampred ro vodng olr 
idenrid q5u. is &at rbc d B  might h difCcrrnt due a 
M c y ,  but still dmiLrmdrorrr~.  Formrnpk a h r i n g  
*.I alalgoritbm ~n h vrincn in vKnl vayl yielding dighrly 
drf[erent r d o  Tbs dcdrioa dgarirhm mrac a- rbtv 
~ r r e n r l u u , r h t a v e r d o a v i U n a c h ~  
-y. This &y laeuEh a h  - rbc 
p-y af -rrl imusdgarioa lad rbc 
d for h i g h w r y  saf- ~~ sins many rehod 
- a d d  bc d t o m p w r ~ d a h  

Tbc rim d rbc ruhrcquEnc Grss gaxunricm 
r u t a d  ma¶ L k  i m u I i g a ~  ac m3flwuc rpodbcailEl 
s- lad rbc c y p  m d  auvr d d r w a ~  daign h u l a  
~ a ~ i n s o C - ~ d o n t a h n i q r q a o d i n  
~ ~ ~ a f t h m c p c h n i q r a . . ~ a c p m p m D d ~ ] .  

R a r m i n g f a r r b c v m a d ~ a ~ ~ b r m  
tmdcrp..y. U a A  is ozqaaring w i l  rbc Unircrriry d mnoil. 
tk Uaiverdy d V~rginia. and Nanh CuDLim Snrc U-cy 
a am- Lr;lc IQL api lmu under Ck q m m d l i p  d 
N M A  H y p W  01 d f d  c -  h v c  b fannulad 
and W i l l  bc nlidlcsd. .Lo rbc cLsl. err- and rbc 
rdiaUity inrrcrY v9 h deed TO croblirh l k g - -  
-& 6diy far tbev - gcacndon UpXimmPl 
M g r d a m .  rbc DLign DIrrrdry syscm 
(DEDDC). 3 dimibud rcrrbsd at rbc U ( U  far 
EqUknlAl Gmpuur * h u  bxn &i+ and 
Mplerrrnrad This p~ d W i  rbc q u i m n m u  d DEDDC. 
rbc N--an cnvirrrrmenc. uui rbc &ign. hpkmnurioa. 
lad amnt e z  with DEDM. Bcrik  k g  u an 
~ u l r - c b i d c D E D I X i s m v S b k u a D o d c r i c h v c x y  
high &b*y for abcr men at U C U .  

' On bvc from U* Univcrricy. sppdcn 
- 'OnhvcfromIEI-C3RF5salerly 
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Tbc gcrPrl b a i m d  -a d DEDM .re: 2 1  *and Smcarc 

D E D D C l o g c r b c r w i r h t h c ~ p p n v c r r i o m b u  
rbc LO rotnu: dm &go md impkmnudoa 
Ldn Thsy LnccrrP wirh uch arbcr md mirh rMr 
~ t . ~ . m u u r . u , r h . t t a p k h y c m k ~ u m  
q- D E D I X i ~ d o u ~ ( d f ~ ~ m r b c s p r c m .  
I h p u r p o r c u ~ a ~ b ~ a r b c b c l Q i ~ a f r b c r ) ? r c s ~ d t o  
pwi& a tmmpxcor in- co rbc rw. verdom. d 
IapnkUan syltcm. u, rbrt tby M d  n a  bc .mrc d 
mddplc vcrdom o d  rmmay dgarih Aa a- visr af 

~yncm vith N vcrriom ia givm h Figure L I d d y  
EpPking. DEDIX p m v i k  rbc follming -- 

h b r n d l a ~ f r o m r b c v a r i o m u r h r _ d a  
d. md ro distribute rnxacd d a  ro thc 
&mdroLkuuruur  



% ' h S m m ~ d m l i o m  d F d t r  A or d m  
( r u l t d l ~ a p m ~ ~ m d I t a u y ~ l a o r i L o E I r b c  
mdcrlyag ryuem. DEDlX is d u i g z d  ro k a& ro irhe a  
m J I ~ g a i r c a n d r o t n h . c c b o r h - d k u l c r f i e e s  
pmvidcd r h t r b c c n a n c l o  bcdcrmcd In rbciiracuc. w b e  
tbccmarmdrbcLulocmbcicoL lodma&dy.~  
dlc ~ a r r c m p t r n a l m S r b c L a o e n v l r u r e a f ~ I m l  
vcrrion i r h  dodriaD d c r  h the vcroad t d t  cru. rbc doc 
u u d y v i l l n c a k l b l c r n r e r o v e r b y i r v l l m d a g l o b l  
d g r m d o n  deddaD is oeocruy. M frmlu d mmq-- 
ckuctvu u arbcr - i  d m ' .  a 'misi~g do'. 

F o r ~ a ' m i s i n g ' ~ i r o m a 6 c e ~ ~ k  
amcd by m verdoa. which h ia an iniiaio loqr, a  
k d l a k d  operaciag v, a  hrdarrr 6dt aming m arm 
inDEDlXd-ctr A ~ g d t r t a r i ~ c ~ g h r b  
bcadbymcmcrdrcaxnmrmiorhdcky.Tbcrsul tru  
~ t n r c w r r z u c b d r b c o c h a a i ~  I f L p m i b k r o  
irkndfy why it is d g .  Wbcn It b a c e n i v d y  dclycd. rbc 
p u d c u L r v ~ d i n g ~ r c d I d c M I b c ~ ~ w h t  
i z u n c a n d v h c r h o k r . i r n ~  

I n r b c r a m D d ~ r b c d m c ~ l n r c R l l b m r r o d  
w b s a a r m p i r y o l d m ~ ~ r r r i v r d a t ~ d o . k ~  
rL -dmcax is wurod whcn rbs rhkd rearEr urivcr b a  
mnfgunrica with five dye - This r- L bared 
oaalaadn@saabaroco d a ~ c c a e n e i o n ~ ~ d o l  
uaingmabdceimsuinthcfnttoctmiqrr T b c h -  
a d c r r u ~ ~ c r d i f 8 l l r e r r r l a . n i * c k f a h r b c d m c -  
in& A mrlf-g vcnioa ~ & g  d o  rm 
e v l y r 9 a a ~ u u M y p m b l e m r . s i w ~ r 9 w r I l u r r b c  
rimear I n e g l y ,  rbc pmbtm is dmiLr rn 'aapmg 
rcnrl~wichskw':rhtrdiaoarmber(dt m r m k 3 o u r a f  
5) crandnrrcr rbc W to rbc 'iM value' md rbc SJFEI 
correrponds rn rbc rimc in- Oat adnnmp mrh rhi. 
c a h n i q u c . a o m p c d u , r b c ~ h r b . r h b n a  d m  
usign an individrvt rimcm far a& -t at m m p u u k  
This is an advanage. since rbc amnion dm might d c p d  cm 
'an a  m ~ b k  in* might put rbc 

- ccmpadon inrn a  @ d lmg dun- 

B a b ~ a u c d r t ~ I n D m O C . m d L  
might dsmd h .*dao. inpdaycpu?. rbc ctmlpdng 
A t . , . o d d r i m c ~ ~ ~ . w b k h r y p c b ~  
Bah loehaiq- r q w c  r h t  cdmdaat -naa &add 
arn clmcar at rbc urn: timc at cuh p m ~ c r v ~  md chat 
ncdrmdurtuurbptrLormacurivcritbinIbctimctntcnrL 
fo ck ammt rbc hmu ? , L  L 
lmpklmarcd. d-= ro cbc Lmplcmcnrnh -t uld yp: 
domprucifun Tbcdmcinravr i i surbyr5wmdclo  
k quirc w i k  d n a  dl vcrdom arc nnpc~dcd unll rbc dmc 
hmml  bu u p k i  u until Ln d m  h v c  Ad. TbL 

is PQY* - m r l y  k is DO rul dmc 
r q u k m n t  mrhin DEDIX Tbe system d mcd - 
h d w  m .mnnmod.rc rbc b -, e u  - 

L y d  Dedp. Tbc I.@ &go d DEDJX lm 
mrnyadv~o~OlroIrbc~~l~impmyrb~tirrahrP 
qlcriy. Tbc ptpnc af each Lycr u ta a& mpia 
r c n l c u r o r b c h i g b c r L y c n . s h i d & g r b c b i g b a ~ h  
~ a n ~ r b c o t i a F d r r v i o = r . c m r l l y r r c '  ,' . - A i d .  

F ~ l m y a a d i h n e r s m w k s r o r b o r ~ b p t b c b p a  
Lp% Th smcmo md a l g o ~ ? h n  at ole k~ ax aa 
visible aumt  rkat layer. Fa a a q k ,  r layer an prwidc a  
tult-cotrant - r h t  id& auhdmq sod rlgmitbam 
fa kult-m and leowey. Arocbcr impDmnr .dnnogc 
n f l m t r h ~ r n ~ a f a  ~ I a p a n b c ~ g c d  
wilbout *g rh: orber Lym. ~--edcd rbc tcrrrio: ai tbc 
Lyer k uncbvlgd 



mrpar: This Lycr a~rrpolr rbc cramnrmicrb d 
- g a  (amuining rbc &Is) bclpacn cbc r i b  wp 
m b r m h  fa d acdvc Grcr Tbc Lycr mrLcr surc r h t  XI 

-gc is loat. dupliactd. damaged. or misaddaunj. and it 
rbc ardaing o f  nmt merue A dirconrrcda~ u 

r c p d  la rbc Lyer a k  

Comme&Sioa:rbcrrkmarchrhinguakult-f~ -. tbc T- Lyer mu% bc ideatilied virh tbc 
LilrclibaDd r h t  a mczvgc is Irm or dmugcd. ir. t k  reliability 
a f r h : ~ n n r n b c s u l c d  A k d i n r m s f o r r b c h i n k  

kap&(.Um: O r m n r l y .  a h g k  ring s- d 
inrcrpmauk.UNMpiperkd S i w r h L i ~ n m b  
dam wc rIlor a rirc 4. a ~ d m t  in- 
r~rwnrrr is - impkyaadoa Th: I n i b l  ring 
rmptmcmrdmpnmi&dmvlcb-6 . . in rbc 
~ymm wbim =& it mueh a s k  m obwe m d  debug rbc 

kY=- 

hrporr F a  each physidly dimitud drc. rhL kycr 
brmhu r d n  (rrdng rbc Tt-urspxt urvips) m d  cnllcdl 
- g a  mrh rbc d m .  Cm-3 fmm dl otbcr drcr Th 
k p  d y  d n  r h t  mz both bwdarr within a 

Cornwarn Th pm~avrn awl to h cvcnt- 
y o c h m n r r t d i n a r d d r o ~ r h t d o f m n ~ d i n g  
v u d o m  ate ompd Orberrir. if rrro wn of 
Lmm ma dif fem oanpuatiom Ire a w , .  rbc * 
rtgcuirhm might mnmgty d u &  b t  - of t k  
u e  fa*. TraQdaruny. rhL +zmkadan hr h obmud 
~ r c L r r i n g r n ~ c e r n m r r n d a c k a r u r d d & T h S m  
r y r m n F L U S Z l = ~ = a = v k a f ~ ~ d = k ~  
ryr~rn h SFT it is prrdiaod & rbc remlo & d d  bc 
anilabk far a To r h t  rbc d m  rrc 
&blc h SFT. vverrl dcrilpl mcrnrrer m: & ro 
dimiaatc all m p d a a b k  &lap. mch u &g a M y  
rrnrrvrrrA aommuaicrk muman=, using r a i a  pceiOdie 
ukm.r;rrg, o a  rDoring crorrmi bemrpo ( d y  dak 
inmnq=-- dmd fa -1. e-Y 
'Y g k -  

Implcmm(.doo: A s y d u m h c m  ptad L dcligred 
V, provik rh - It alLurz. &at ck ~ U I U  chat 
a o m ~ b y r b c ~ m f m a i o o ~ f m ; r . c l r - c n a s  
cbak (a) poiat in cuh vcrrica Tbc v c l i m ~  arr: rropped mdl 
d d r b c m h ~ d r b c ~ ~ p i a : ,  n ~ J r h y a r r n o t  
rPrcd again undl rbc rcurln m a&.-:& u d  a &&ion u 
e y d c T o b c a b L ~ d c M v c l i o m r h . t ~ i n m i r r [ i a i u : l ~  
urd la alhw d m  vaxiaxs co at& up, ck pviornly  
m c o d o r r d d m - n n ~ h d b y b ~ ~  

b t  d y  waking vcrdom bavc aaplaon 
d n r a . i . c . r h y p . i l l ~ r e a r l n o r i r h i n o r b d ~ r ~ ~  
s p d k d  k - t  in- 

Each so h both a SmQ and a Rmiocr clay in 
chis layer. which aDmmrmiearc with rbc ocbcr l i d s  
c o ~ ~ ~ p o o d m g ~ d e t r ~ g l a r h p m c o m l  Tbc- 
c a ~ c y o o l l c e o ~ g e , t r o m r b c S c o d m u r d i r  & h a s h  
la rbc n-dsian f d o n  AicP rbc bdivcy. it unQ 
d a ~ ~ g c m e r r 0 b a c L c o r k S m ~ c o ~ r b c d c l i v c r y .  
W b e D a ~ d a d r y b a r ~ ~ L d ~ o ~ d  
r h a r b e r r i t a ~ v ~ L t b r r a t k a ~ a ~ j o r i c y o l  
uknowWgpmn. It wiU rhL to cbc Dedpbn m d  
EoeudKLyer.~iadiadaailrrrcd r o u m n r b c - ~ n  
h might ~ n a  ~lmnrrvry to uy ~ l t d ~ q  i a u  a 
Rmciwaur idarm rh Seo& r h t  it ha. 4 - g h  
&u Ehwmzr. ck R R might bavc lo iPcondrccnt 
Y j E l o a c b c n u m k d r o c c i K d d ~ F a r c u m ~ i n a k  
Jlc -t. two Yco might get rhrPc d n  ; m m r f i . d y  
w h i k t b c r h i r d s i t c d y g c n w . T b c t h i r d J u : - y a  
.43epr a w d reurln. By miag chis i n d i a h .  it L 
~ r h t o l l R m e i v m . n : r e a d y t o a a e p r a ~ c p . u l d  
d a .  Tbc s@Gacioo m d  v m d o o  af ck pmcad u 
~ i i n a o m p n i o l r a p e r [ ~ .  

h ~ T h L L p r m i v c r ~ m ( ~ u ' -  
-3 [mm In lod vcmon. & ag-t 

dcdriom on laJn ' 1 fmm dl o k  vcrriom urd  
dJivercd by cbc syl-,do0 l a p .  - wbcrbcr tbc 
loal verdon is kulty ar mot. l a d  ulra -anr 
~ d u m f ~ r o r b c b c ~ o p  Ita3am,!, 
rbc inpudaurpuc of rh loal verrioo M seam r h t  ~ n w c  
khDdMeLvrbcremdkudcot~~hyer. 



Implemmbdoo:Tbc Lyu hr f a x  a %, a 
n-drion fwa+m.andmo~dricrfaomaoUingrbcrcrney 
~ a L m l E r c a c i K u r d a Q o h l E r r m c i v r T k S e n Q  
coticy cbc mqvcar (mm k be bol and It 
~ ~ r r r r b c ~ w h m a ~ a a b u b a c a m b w i r h  

d U .  TbClC - faur U a m t  t y p  d mwd 

om(ntima rcquau: aorc a:--, ovrpy a- =. bur.  md V&Q - m d Lbcm m 
bmdcvl totbcorbers ta .andnmthroughtbc*  
f l m c k l r o ~ ~ m d r y  ' ' k A l . n W  
~ a ~ u G n c ~ ~ r b c f o r m r c r o a o r M ~ c b c  
remrl 'mpuc rcrd is pcrfamcd Wbca rbc lad v c m h  hu 
rrLedura+~fromvhi&itapwrrrrrruer . i tdrrurh  
abwmd creep- vbicfr is bnwiialdy drrerrcd ro 
rbcLPerl- 

TbcSmdcrcnticyrmcbamacrwrrrvc~u,chc 
-t aidcndIier (aid) af rbc a--- Tbc 

U rrrd to rrniqucly i&tify a a- id .  s k z  rbc umc a-id 
r 9 a p p a r i n l o q a m d a b c r r c p a l a d p m g u n ~  F a  
& t i m c a ~ i r ~ g a d c d d o o , r h c m r r r e n c E  
n r r m b d f a r h r a G i d ~ u i n a u n a r c d  

LpocX)nqot S m  Tbc inpurloutput sysfcm ro rbc 
.erriomudedgnedrak@arodumdL Hwrver.Lnchc 
c r ~ r a n ~ n t i c n a ~  "edcmni~Imnrrm'rmu 
used fa 9 iupnlwrput. and Ibc data u, bc prinlcd or r n d  is 
~ h ~ u d r n d v a s i r m r T b y ~ v i c r ~ & m u r @ i n r c d  
Tbc in- buraeo DEDM rod rbc inp l r lmpt  sppm u. 
s k i k t o r b c i n w h a k n m n D E D D C m d t h ~ v a i c m .  
~ ~ a r m d f ~ a ~ m i g h c b c ~ i f L t  
6aoormpLmdIrrphydLhrbcaber  ' ' . 8 n d c k  
wput dam h a rhrough rbc M funcdm Ma tbc 
a a r t d o u r p a . T b c r c q u a r t o d & ~ ~ ~ n m t h m u ~ ~  
DaddonfuMialtocmurcmp.iucacy. 

The Cbbd W d n  Tbc pup- d tbc Qohl 
~ b r a a ) c n I l m a n r r ~ I r o m r b c ~  
f u o c d o D d t b c L m l E r m r d t r r . b ) ~ ~ ~ r e p o m  
rithcrrcr).abcr.cd.cQhtErmrdK.mdc)&ickoaa 
DEI lnYsnfiynriao. huod oa 9 crm r c p n  Tbc aPrrnr 
rmptmewfioa is -wy. T k  hmcciom d Lbc Clobrl 
~ u c h r i c r l ( y C b C - u i u r b c ~ ~ O r r  
Q f L r e o o u I h . t r b c S I F T c l a p r d R k i n v o L c d a ~ ~  
dmc.inrcrvrbataRdocr. This is wr p s i &  iu tbc DEDM 

 sin^ the sim might huz a d i f f w t  s ~ r c  d 
c ~ m p r u d o a u r b c ~ c i m c ~ d . r b c G l o h l E r a m i u L  
invoLod r(er a nomber d achags d d h  (- 
m t m b e r a f d e d d a m ) b s ~ p L e T b c m r m b r a C ~ g c r  
l r c k a + r a r d r r a r ~ ~ ~ ~ ~ ~ ~ ~ i a d r l t a T b t b . t y  
* g r o ~ p r r m b a . i t i r . . r . i h l r t O - b t . 1 l  
d y  w r k h g  rim v9 acbrnge cma rqxro d dcddc 
a n a ~ g u n d r a u t b c u m c r ~ r c d c a m p u t . d o e  Tht 
n u m b u ~ L c p ~ f ~ r b c ~ '  ' b p m l n L  

ErraRcporo. E v c y ~ ~ d v c h u m a m  
rqnn mbk. via anc amy far trch ricr 18 rbc -t 
inxpkmmrian rhkmmy h a n c r m r a a m r a f a r r h t  s i r r  7 k  
~ t a P l a v c i a a r W n u r b c a ~ a r a f o r a  Jlc.achdnr 
r h t  rbc rife hr arba a divgrada~ a missing d r  Thir 
-m &at rbc lad f iwrivc doc. dldnpub bcheea a 
miuing clcprlt and a &)red d~ k Jrcr might gct 

T b c a m P d L . d u , r b c Q o h l E x a J d v c w b e D m  
a h g c  d d o  M d  &a Tbc Clohl Eraxivc at 
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