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S O m V A R E  FAULT-TOLEWCE DY DESIGN DIVERSITY 
DEDW. A TOOL FOR EXPERDCEhT'S 

A large n u m b  of mmpdDg s p a  require vcry high l o d r  of relirbilirl(. arrihbilicy. 
a day. A faUIt-avoid3DOC a m  is not in many asu. uld u andy ~d CiZfiarlt for 
dmarq if mat kpz4bJc Ooe way of rcdu&g t k  effcep d au crrca inPaluctd Curing f.!u 
&sign of b m use multiple v c n i ~ m  of rhc pmpm. bdcpndently dcrigncd fmm a 
~ ~ i c r d o o .  U rhdC mi- are dcrjpcd by indcpmdsr w g  m. it u to 
b9 rbu r fault in oac vmia 4 am bare rbc same bAavior as m y  fault in fk orbe 
VCGOEL ~ r k ~ i n t h e o u r p u t d r b c r r n i ~ v i l l b c d i f ~ ~ d ~ ~ r c d ~ i t u p n -  
u i  to nm rhs vcni- m d y .  atxs-cbak rbdr rcmla at p r a w ~ e d  poino. and mask 
cna* A DEdp Dlvenity eXpcrimau (DEDM) rathsd hu bcco i m p l ~ ~ ~ r e d  at UtLA to 
smdychcian~oCcommonmodccrmnw~anrcnrltioaf~mofrbeadrr~ The 
byered der ip  of DEDIX rod iu daddm algorithm arc &bed l3.c usage d the syrren a d  
im a m  ia m ungoing -at arc cIpllioed. 

A large ~ ~ t r n b a  of pmtrmporyy a3mprdng s r r r m  
in& f a  p r o o ~ d  B&QUU~S &VC 5Uhgeot 
d i & d i c y d a v d a b i i i c y r q u k m c a a  s m u n s c h a t  
-A= =ax k w.cC ik a b 2 7  -a pirh a 
high p b d a i t y  of being axrea. .st& procns wPd 
mmpncn orich high &pmhb&y goah cur k found. for 
cnm@c, in thc aodar and aau%pnz indpscria. A sim- 
p f c d d f i e o t w a y d ~ g v h i s d ~ g o a I u  
t o ~ m r r r o r ~ t i n g a p p x a a & A n c r m r c u r k  
rmskcd if the synrn ir p v i d d  arirh amgh dun-  - c p i u l l y .  thc -00 of -* (N-fold) am- -. ad owpupsiao having - abjoaiw 
[AvitioirlWl. The of a& axqnxdcn rhQ b 
M l C d a n b y a m o r c u r l c r i ~ d c E i s i ~ r l p  
r i b  Tbc d t  is arha a single ao- or coc ourplt 
far d mp11pd00 &and which u oichia r s p a i f i d .  
acmzpubtc rolaana. 

In order ro J1m dc;mdablc oodng aa the ouqn~t. unfy r 
M y  of tbc mmpumdoa -CIS m y  prcxluoc ao 
e r m r ~ a g i v c a ~ p o i m .  T h i s d t i a n i s u n c d  
rbc bsic asampeioor n r d a i  for s d u l  voting. 
Fwckm0m.X - tbe inpw co acb a x n p u l a ~  &anad arc w- 

sistcoh - the ourpro are wccd upon (in r more or I c u  
lophistiarcd dcdri0O furiuicm). and 
- rhc probability d b h g  r c h d  -I u ~ulfi- 
amrty lm. 

&en. rbc output o f  b syszea is suftiacntly dc+ble 

- ' OR Irme flon Uppsak  uni.rrsjr: svrkrr 
O m  Icrrvr f i  I U - C V R .  Pisa. Iw 

J om k- , F r - 2 / / ~ ~ s  4h-!~ 
' On &-/ran KFK. R e ,  FR. c- 

Tbac uaunpdwr rrc mually srrirCkd. The 3car  mm- 
b I a o m e d a f s c v i ~ ~ a r o r ~ . T b b u n r s p t i o D u v c r y  
i m T t .  bearrrc if ~ m r r  r p p ~  h o l t a ~ ~ l y  
i n a n r p r i ~ d ~ c L t . ; z n y d a h i o ~ h r n d ~ n o r i l l ~  
dua M d L  Thad=. rhb ~K?MS~J. of 

node CTU has m bc k w  Irrrr. 

k l a g  a ccrrrin daign c r i b  uc obe)rd. rbcsc 
r d a c d c s m n u c n a l i k e l y r ~ a p p s X t b c y ~ d c s r o  
iDLcrnal p h ~ i a l  faulm (m of -.e g.). u 
c h c u h d o a r c W c e l y a , h v c m & a f d y a a ~ o f ~  
~ a t a d m r ~ h u l c u c m m l i k c l y m p r o  
duarrlredamrr wayrofdclGngorichthcva7~ 
r r t r o k e r h c c h a a n d a l o o v i y ~ p l c d . m d m u w d i f -  
f c r e ~ t  t&nOk@a for ehc CbaancL. Tbea. ao croerYl 
f a u l c s r i P e o c s a i k e ~ E h u r n d a o b c n ~ a r C ~ ~  
samesou.sndrbyrrillwrcxrinrhcsameay.They 
ut rhrrr dinin-. 

Anolhcr d r d s d  crmn are dcrign m. 
Lukd.rhc."roDpiaof~dty~kwarcdldlbcincrmr 
at rhc same dms w h  pmvidcd Grh i k c i a l  inw &U 
A way co avoid relaced a m t ~  n to have d i f f m  
vmiorrs of &*: soltvuc (and of rbe adrc cllands) 
instead of using simple copier. Tbm a k q  armhu for 
high d e w  rysreru appcsn to bc diva- 
siy in & th ing.  tcchnobgy. md dcrign @ydrvuc d 
Sofnmc) of rhr d i f r m c  &sa.&. 

La us define a cross-cfuct point (a-N): to bc Lhe we- 
b g  pint ac which tbc different vcnioar &ge their 
ruulrr (a-vcaor) for votins. 7 % ~  basii*asua@m. th3r 
culyaminoriyisinaror.anrhcnalsabccrprorcdas: 
b e e s  fPlO sumasivc  a-poinu d y  a minority of rhe 
redundant chYroclr n m  likely to fail. ather by procuding 
cmmcour OUCQU~ m by CShg ro dcliva tbcir result in 
dm= :. ils io che~puodoo PriO have an dm on - Proceedizrgs of S:\FECO?IP'85. Como. I ca l v .  Occoberl-3. L985 



this a-rmnr arul arc tacrdarc Jcua;rMc Ihc d c d ~ m ~  
d@bm rill rq rbc a-vcnon d will aurpul iU 

r d i n f a r m d r d c & i m w o r .  

Lo ordm m nakc mawenma in a multi vcnioa 
-g a terrbcd was o a d a i .  A baric 

m q n i r m  was to simuke rhc ~Ilimamcno in which 
dcrip divc&y should k used. The Daim Divcniy 
r r  . textd(DEDIX)brrthmraoaspcm:a 
fault-rolcMI. o~mpuriDg system. and an apcrimcorada 
rooL We or9 dcnlop rbac w aspxts in chis ppa. 
TbcmainIayo~rofthcDDEDIXsysrcrnpril lk~urd 
rhc -011 Jgorithm i m p l c m d  in DEDDC will be 
aphid mere dordy.  F d y ,  tbc mc d DEDIX in 
m t - U Y i U b C d a c n b e d  A m W U l f i a  
*pian of DEDlX a n  k f a ~ d  in [~viti&l9(1S]. 

DEDM AS A FAULT-TOLERAii COM- 
P U n N c m  

& d ~ . d a i g n d i v e n i t y n i U o f t c ~ k u r c d i n m  
co*iroomcllr wiwirb high rcdundmy. Thad= cbc 

- cer rbcdhutobCamodu la r . red~syr remtoau~ lor  
ditfamr erpaimcoa Ibc basic rupirmx~n f a  DEDIX 

. a r e t b c f 0 ~ ~  

I . T b c d i ~ n n i a n d t b c l o f r a ; r r c r b r l l b c  
a M c m r u u a a d i C K a z m ~ i n o r d c r m t c s t  
r b c m d c m r r i n r b e - d d  
via suy aoe w a s h .  Vcrrioo Npporr d m  
rllcrdo5hrrokdisuii 
2 DEDIX mrm rrm olr rbc e t c d  Laur 
em'nwmmt at U C U  [W*19a31. &dng of a 
a a w r k o f r b a u t D V A X l ~ S 2 k . r a d s b a r l d b e  
p o m M c t D o k r U a i r ~  
3 . A ~ d g a i c h m h u m b e p ~ r d r b c ~  
which pmvida dilIamt Lindr d M o a  
for tbc user like bit+-bit la idclrricy. 
md-virhiDr-- 
4. Tbc isfcHau fcr the sus im  pmgfuamct hu ro 
b c u m p l s a a d t h c h ~ m n s b c l P d c p c o d c n t d  
LknllmberduxnrlrrrrioolrPed. 

In ardcr to fuUil thu rquirenraa. DEDIX rrr 
~ a s a m o d r r L u ~ s y r t e m .  -goo 
Q n o m b e r d ~ d r b e ~ b c r o l ~  -. DEDiX wlau hrdrvr 

- w e  tbc l ad ie is  a f C d  by rbc UCU CcnCCT for 
ErperinrcDtJ Compucr sear I-& umchiea are linked 
b y m ~ l o c r l # w r k .  W e m c r b c U n i x d w r r  
d c v c l o V  - I and in i n r a - v  cpmmuni- 
ado0 fa -  (;lips). LDM .uoy) 7 10 

m u a i c a t e  w i 6  U& ~Khcr In Lhc same way r h !  

r bc~  arc mint oa chc sanc &nc or on Ji(faenr 
tlmchhu It h fhin us). fa dl-fc uch cornpution 
chid m a  di(fCrc11t nlxbinc 

Th e a o  dprirhm implcnvnccd viU bc dacibcd in 
morc dcuil lala.  u wclI u Lhc uur ; 'm Jolb 
uc dcrigrcd to fdfd Ihc above mcndoaa, .cquircmaa. 

A globrl v i e  of rhe DEDIX supporring N v a -  
riom h dva, in Eg. 1. The ammuniate vith 
rbc diflacat pup of DEDX. wbic5 in rum d o  uu of 
rhc kcu apcraeing system. and rhc d i f f m t  ita arc 
i n m d  &Lh cJch o h  vh E r h ~ r n a  

DEDIX: A UYERED APPROACH 

DEDM h duigDcd u a sa d h k a d i d y  soslenrnd 
I a y c r r ~ o f c b c s i r a w h i c h u e ~ f c e r r m n i n g  
DEDDIX has a~ idcnricJ set of Iaycn a d  end&. pmvid- 
i n g ~ t o i u n n i o o m d r h c c n c m a l m c r . T b c u  
hy-.Lnrntopmbormm.= - rbc Vasioo Lyer. 

- r h e ~ m d k m r d v c L p .  
- ~ S ~  . . 

hyer. - tbe Trrnrpon Lya. 
Thcv hym arc implcmcntcd m M o r n .  a d  -hi& a 
drc. t b q  share dan s m r c l ~ a  (- Fig. 2). 

T h h l a y a ~ ~ r b c . p p l i c r t i ~ ~ r r n i a P  Tbc 
~ Q f c h i s I r y u u ~ i n r c r C a a r b c o c r d o D v i ~ t h c  
DEDM qsu~ The M o l r  h dai rbc 
- o r e - ~ s i n a i t k a J l c d b y h v r r r i o n  
rr each a-L P o i n ~  1 0  Ibc d n  to h arrrmcd 
uc u n t  r p n m a a ~  to this hak .  The efrmcbom 
masfen rhc vcnh rrpracnuficm d d a  into a ac 
v c a r r s o r h r t r h c D ~ I X i n c c r n r l ~ h d a c c  
~ u b i d d c a f ~ r t h c v e r r i o n p r o g r r m . K r h c ~ i o a  
algorithm dncea m error in tbc rude of rh version. 
rhc a-- rrim back rbc Pxmcrcd r a u l a  into Lbc 
vcrsion. M a r c  -king m. 

To ma oo DEDM a version must bc - m i  n u t  
h. rbc version must a U  DEDUC at a& of a 



=point, md ps i a  remla ro gencnte rbc umupod- 
b e  a-+ceurrr. We will shuw hem th b done in a mhu- 
qumt soaioa Currently. Ibe available appliution 
Iangnags an C and Pascal. Orha hgnaga d d  be 
d far the venicas. if tbc bmf= beta- fhb 
Imguagc and C b pmvidcd. 

Thb layer rceeiva a-vams from the vcniom. 
atbcwmursulS&amka=bdhcrmvarionb 
faulty or not. and makes r c a v q  dodriom. A mrrccrcd 
a-vcum is f a r w d t d  to h e  vcnion. All &at 
anmx bc handled ac h e r  I d  uc &d to this 
Iaycr. 

The layer has four entidcr. a radcr. a bcal aecdu .  a 
&cdonfuurion. a d  a globel a m h e .  The locrl  am^- 

tivc aticy &a requarp fmm the m i o n  and 
rrrpwQ w the version whm a M c a  has baen Pkm 
tberc uc forn dirrueoc rypcr of d tcqrar: iarcr- 
e r e  a-voeocr (m r subss of tbc intamd scars d Lhe 
dmncds). eu(PIII a-vcum. *t. and -ion tcmior- 
om. M o f r h c m  arcbrmdastoLbcotbasita.aad run 
rbrongh fhc dc&ial f d o n  m cnmrr o~mbtecy and 

rnrdedcorhwtrecuti*c 

Tne g J o U  amative is advaccd v h a  the -ion 
tiW indiacu Lhr rault is not luun;ma.-., or when 
vrmc w b l c  aa@m is dyl led fmm cbc version 
ar vrmc otha layer. S ~ I  an aceprim m l d  be d i p  
.iw of a mmmuniodoD cnmdao. This global am- 
dvc pwi& fault diagmsia. d g u r a t i u n .  and hult 
rrporring car Mirrcensaoc purpawr. W a y .  it hy tbc 

- wmc funaium u tbc global aepltirc found in SIR' 
[Mellirr-SmiLhl9gZ]. 

To cnwe thar a oxsislcnt r&~gwatim -a is 
fakm. rhc glotal cxaucivc rc mcb site must r i t  g=r a 

a J r u i u c n c a m r q r r r  M g k Y t d s r m t i . ~ ~ .  
~ O n l l i ~ L h a t h ~ m ~ i I e m d  
dcddcdopoa. T b c p r o p D I c d ~ ~ d o m u c ~ d a o  
bit-by-bit rhich vill amuc a unnisan vier m a new 
adgrP.da0 at Cvcry m y  e t i n g  r i k  

- caroPly working rrrsiom prulooc e n c r l y  rbe 
~ + m c I l u m b P o f ~ ~  - corracdy WOTking va5iam b u s  similar cxePreim 
bo, ie .  they -3 pndaa rn -=ifbin a spaei- 
6 e d ~ + m r ~ .  - a aajori~y d -missingo masaga da, oat & at 
a rmiority d Si-. 

- a n ¶ a j o r i r y o f ~ g c r u c w t d C J a y c d m o r r ~  
the spcdGcd time-out in- 

hya. wbircb wmmtmicllc rirh -g endrier of 
ather sites aemrding to the pma& T I C  r e  a t i y  
~ m a v g a l m r r r r h c s a d a s a a d i t d d i v ~ ~ ~ r o  
rbc ~ Q O  fun- Afrcr rbc d-. it sends ack- 
omlcd-a back to rbc to azdm the 
ddivay. W h e  a vndcr m d y  hu collacccd a&- 
oaarIcdganaafmmaUtbeothcrhorwheni thrrat  
taa a mapriy CY€ adcwwlcdpcn~. ic oriU indiatc & 
to iu dc&a and umxk layer. Thia indim- b uccd 
by the Lya a h  ro rumn rbe vcruon. By using rhir 
' b d i a r i o q i t b p s i b l c t o ~ t h a t a I l s i ~ d l s ~ r t  
rhe new scz of cpmpu~om within rbc spcdIicd time 
in-. 

fiz scndcr, and Wa uc d u i m  u ~ u n k t i n g  
QMdd rdre stare ma&iaa. Thy ro cvcna 
such as from rhc l a d  czerreivc. maw-ga a 
acknuwlcd~an. rod i n c a d  timc-. State vanabla. 
ic Lrrmc squma n u m k .  forming pr- m rhc 
roe uaasitiapr am uJcd to dPcriminrcc ncnrga and 
cckamvlcd~a delayed too long iu the 
systan Thc s p d a t i a  md veri[iarioo of the pmroed 
h -bed in [&ming~l36S] .  

Rh laya o~aPo l r  cbc armmrrnicrh d musager (on- 
caiaing tbc r d n )  b e e n  the rim. Musaga arc 
bmrdast to 9 aaivc dm. The hya makes sue thrt ao 
mssagc u l a .  duplialtd. damaged. or missddrrsud. 
md it -0 the ordering of MI mcssaga. A d k m -  
ndm ia rcponcd to the layer abovr 

Currcndy. rhir laya b implcmartal as simple loop of 



p n c  UY f n n t  links b U S I S  i n c a l n m  pllrr. 4- A, an example a m s ~ d c r  lac intcgcr V. it a a  be rricte 
rhb i m ~ u t i a r  Jlu nut Jlapr a Site m. a redun- u suing W. 9'. or '9. rh& rrould rcrult in 
&at  intcrpxulcaia smclurc b under ~~~~~- diwgocmcnt in a bit-bybit a o m m .  In cooput. ij 
wc arc a h  invrstigaring the uu 01 rbc pad sire lad rhe numta rq-utioa m ~ j .  
h-pnrxn, m m u n i a r i m .  pmcoed -c - k am- of 9' u an integer v a J d  result in d l  
l x a n s ~ d o n  dfidc;rcy [Coopcrl9&r]. OM @Me rcprewnutia Therefore numbo,  should 

not k rq~ocncd aa cbuJca r u i n p .  

THE DECISION W C n O N  OF DEDK 
'rp Tbc dccbiaa frmcdoa - haa m rcmgnizs whcrha the 
-miom arc ia a p u a c o t  =itb cc5 a k r  ar wl The 
doisim fuodoa h used far each a-pint. and uch of 
fbac b indqxadcnt of rhc p r d g  -. and 
bascd only on the set of a - v a a m  char b uaasmind by 
rbc Ipmmnintion Iaya. An a m t  b achiwed if at 
Ic+rr a  mjcfiry of vcniorn b d d c r c d  to bc cquinlcot 
by rbc algorithm. and r!6s value is u d  as an 
c m w  Thb value k also mmmaiacal w Lhc vcnioor 
in e m .  so chq a n  ruc it f a  rhcir subwquatr ompufa- 
tion 

An a p e  a n m g  a-vocao mnm b u i d l y  thrr 
rbcv a-moo mnUin tbc sane infunnation. at  the lcvcl 
ofabsPlPjon01LhCuscrdthevasia~r. TRb maas  chat 
th vcnicm (thu have bca dai@ difrcrrat p 

tams. in diffumt langvaga. tht may rrr, on 
d 6 ,  ...) may have different wp af 

-g i d d u n .  Thc ~ ( J O  fuocth~ bu thus 
m cuaa rbr: maning of rh a-vcaol.l A 3it-by-tic' 
vote cso bc d for d of rhc a-vector sinc lircrc is 
d y  one passiblc m t a t i c m  ot che data. Nmnbc - (cu prcvbn crperirncPa have sbwn that bit-by-tit vot- 
i:g a n  bc too s~cCELYC and re* semantically quiv;rlax 

- [Kdyl982]. 

Tbadorc. the a - m  is nabdi*idcd into pyn, and a 
scpantc dcdrion h possible for eJch plrr Tbc glohl 
d o e i s i o n ~ t o r k ~ p x e d o f r b c ~ o f r h c v a l u a o f  
a c h  p~ Tbe pu a n  k M a d  in rhc foU-g 
-Y= - 'marching class'. what n bit-by-bit vorc b uwd 

(WmriIy for integar). - 'as& class-. w b a c  wsmdc rn arc all& 
( d y  d far chrnecr soiogr). - 'ral n m k r  class-. OYel-g ra l  nrrmbcn 
which arc dowed m k slightly diffbQIl 

Each da.u h m a s i d c d  m c d y  &I-. 

For charracr r u i n p ,  rc have ro doddc -hi& PLupcl- 
linp ro dm. b a study [ P o l l a k l ~ j  misspcllinp 
f a d  ia wvarl journab have been atcgarircd. Aa the 
tur of rbew pUrnab has bccn a& by onnprtcr. 
rhe M d aiup5hp in hcp a n  bc -cd to bc 
reprcscnmrivc of fadm cntcrd Ebmugb a k y b m r d .  md 
so rqn-odve of T5e Snrdy sboorrd rhu one 
misspelling ~ e e u r d  for w c y  ZH) e. Mmc c b 8  30% 
of rbde mbspclling a n  k u bdng - an omisrim of ooc c5ar;rar.-. - an inxnicm of one chuacc., 

a subrtirutim of OIK cbncz ky m a  me. - a m n s p x i h . o f  mu rdjaanr Jarac:cs. 
b m c e *  c r m  arc wlaatcd LIC ;-IUTCC e i m  if 
~arepanofrhcabovcfourczia .  

Far dc&hs on red numben. mu ~ l u ~  am p m  
p& a orrc ~ t a e i v c  value or wlerau dl 
r d l u a  within a g i v a  IOIaanfJ% In Lhe Gnt ow. rbc 
rev-cadve value has to be deGnej and ih u l d o n  
algorithm has to be implcmeted. which wil l  a l v a y  d r  
in m w l c  solurioe h rhc scamd cuc. tbc r a d n  
of rhc d i i u a t  v e n i ~ a r  arc mmpvcd with cacb & m 

w b c h a  a maprity d hem is CICBC enough 
m@ia arilhin rhc to\- Currcnuy. rbe f m t  
a& h impl-rcd in CEDK sisa: we b v c  bcrm 
able to derive a very simple dcdsion a l p i t ! u ~ ~  This d p  
r i b  is summarized ic rhc fdovhg.  

s d  rbu a vcrsicm Vi is assumed to k non Cauly. if m d  
d y  if i n  raw (R) k s d  that 
mEALv,um - a, s q s r n W v A L u E  + a,. 

TbekqoCthc  algorithm b rhar it- kprmd b r .  u, 
lmg as r majority of vasium arc nor faulty. ISe median 
o f ~ ~ ~ i s r L l d 3 c b a r  

cqusl. like binry d u c r  or intcgo.  Tbs amparha on 
quality 'u done krPsEn Jy a-vmon. 

Ccnmcdc anm rrc d d m d  u cmrn ia duractc~ s&g  
like minor miss@liag in a ward which is m be displayed 
to rh -tor. The human would c u q n k  rhe aror 
and sriIl a m m l y  undcrsond rbc Mlrd ar mcuagc If 
diwnc vasiom arc used wirh a hit-by-bit vote. a . '-dally faulty' vcrsion arill be dodared faulty. and. 
-g to rhc rcmnfigur;aion policy, muld k d'u- 
cudd. If. on rhc orhcr band. rhe dcdrion f u n d m  a n  
mknrc oram& amn, a syncm using b i g n  divcrrity 
dl wx be in ompuboo to a  'dassierl' fault- 
tolcrd~l system. A v k u a  with - c r m  d wc 
k dkardd. Hoarcver r crnmcdc crrrrr mmc be dir- 
~ g u i s b c d  fmm a fatal aror. 

S a u u L i n g t b e m d a n o C n ~ ~ L v c y ~ y t o d o .  
we hrvc thus a wry simple way to a~mpulr a &on 
n l u c  Thc mvst diverging vtrsiom a n  also bc dclaud. 
u, unda rhc same amdidon as rbc ~~g p m .  it 
caa be pmcd bat  a v&m Vi u fauIey if 

MEDkY + 8- + I _  < 5 
a 

R, < .HEDM - a- - a*. 

The agrremcnt i- ruched in tbe f o l l h g  step:  - cpmplr~aaa of Ihc median of rhc skcrvr (id cbc 
v - i m  use d i d f b ~ ~ t  sk-). - computation of Lhc median d rhc r a m .  - fduarioa of the wniom using ~k s k  diuu. 

Aa agumcnt u i s u  if a mapric). of vmimts b u  not 
hen discxdcd by Lhc rim. rhc a i m  value ir &- 
median 



hmuUpk.erdnnroOIucQc.crbomdmappIh&m 
~ u c . I I r r i a e n ~ g o r b c ~ f o o e r i o o r l  - - q c d b a c ~  l k ~ m u t ~ n a c d y r b c  
o u d i n p m a a a n a l n f ~ r b c ~ b a e ,  
@am. tut rlso =hidm - ' L C  r u d m  mrnt bc -. and u r k b  pc+nm in rh crenxdoP Tbc 
d i t f e  - a B U n - ~ C  prognm a d  rbc 

r c r d o o ~ ~ g o a  
DEDM t 

vaa- T b c ~ ~ m r a d t b c s ) n e m ~  
m d a r t p l r r k e b u n t i : r b c - c r o p b  

ul. 0 < 
ebu -crlmeQ: 
l W  clock: 
&mblm I-clock: 
c r u  -crrw--c: .- 
char -reply my\* 
.uuc au ..I - '\rorce 1.: *: 
.UILC du 0.1 r 9 ~o wa comtlnme7 (T/.) .: 
e11e (wplyC01 I. 'I' II replr[Ol - ' Y ' )  < 

I-clock - um.(O); 
clock - I clock: 
crime ret-* ccimeCk~lock) : 

(-m9. mi. cr~me-rer. J): 
. c ~ f  (*So=. r-ply); 

\ 

(2) l ' b c C r o a 4 b o c k f ~ ~ L a l l a J t o d a e i d c ~ r b c  
d a k  rrlncr d diUQCO( vasiom 8fta rhc syltcm 
doeL is mad- Tkc f m  argument s @ ~ a  the a- 
point id. Th sand b rbc [- which s p i f i i  
t h u r h d o E i E v a l ~ ~ t ~ ~ d ~ ~ U ~ r d o l r m k r  
r i t h & ~ ~ k c r .  

Tbc r~cr interfirr: af DEDM dkm usen m  debug rhc I 

~ u r r I l z r ~ . c r r i o m . m o n i r o r ~ a p e r r f i c n n d  
r b c ~ r p p l y M t o t b c s j s x m , m d m d k u  
wierl dam durisg c-. A number of 
~ u c ~ t o t b C r r Y T I O C a J n O O I I i D g L b C  
r r r r n t ; m r a d ~ ~ ~  

BraLpotnL ' L h b e s t r n m m m d ~ r b c w m s a  
b-u & a DEDDC aopr 
mdgosintorbet tsu~rbcrcthr rvrc+narcr  
~ m m r r r i n t b c c n r r e n t s y r a e m ~ . ~  
p s t a a n r i n a ~ , a i n j m P i m n l i m c h r s y ~ c m .  

S ~ h J a t b &  S h c t n a b ~ m i n j c a l u J a t o  
rbc smem b dunging ti% sptcr. ct. rhc a 
- . b ~ g t b c = w v -  

Tbe&mu,cdnaimidbcmcdurcnlurlcrhcmcrning 
of daip d i v h c y  and thc archiunurc of fume fault- 
ldcruu c o m p u ~ .  



Wbat a b t  th ast? It bar k d a k d  that kip 
d i ~ ~ l L I D ~ ~ ~ ~ f l y f D ~ & m c d T h b ~ y I % U t  
r h c a u p k n r h c ~ o E z ~ ~ ? f t h e ~ ) . n e n r & i m p o r -  

(wrrrep cz iifs). Wirbaxr chiming aa [tiIb1¶41 rbar 
N-rcriicn pmpmming oriIl J I I ~ ~  icduac w g  
c r s r . r c w a s i & r b e a d r ? n r a g c a l t e r d n g r b c ~ m  
p a n l l e l . r i r h D E D t X f a c n m p l c I n d t c d . r k ~ & a  
are applied to dl v d m  cogahcr. md m d c r e ~ c r c  is 
&: rbc rdcimoc is given by tbc agreeing mrpricy of 
the veniam. 

Cumenfly. DEDM h o~mplcrrly implcmcnd md nm- 
ning. l k  inirirt n u m k  d variclm can be 2 a man. 
and a e u l  &@dm oearn w k n  a is 
rej=ued P being too often m. An C-r h 
u o d a d c r i g n . l r n d a r h c ~ ~ r d N A S A . = i c b r b c  
~~ of four Pnncnitia (U- d V i  
uakniy of xlEaois. Narrh CMEinr %re 0-. 
a d  UCLA). Alur rku a p k a m .  = arbcr f d t -  
lolcaee cahaQna will k uid on DEDK @areicrrLrly 
i n r h d o r m i n u f m u m f i ~ a o d ~ ) .  
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