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ABSTRACT

The NASA Goddard Mission Services Evolution Center (GMSEC)
system is a message-based plug-and-play open system architecture
used in many of NASA mission operations centers. This presentation
will focus on the use of GMSEC standard messages to report and
analyze the status of a system and enable the automation of the
system’s components. In GMSEC systems, each component reports
its status using a keep-alive message and also publishes status and
activities as log messages. In addition, the components can accept
functional directive messages from the GMSEC message bus. Over
the past several years, development teams have found ways to utilize
these messages to create innovative display pages and increasingly
sophisticated approaches to automation. This presentation will show
the flexibility and value of the message-based approach to system
awareness and automation.
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Ground System Architecture Principles

Different missions may have different needs
— Do not believe in the “one size fits all” approach
— Do believe use of common configurable products as appropriate

Must allow for continual innovation
— Must support missions that last many years
— Missions should be able to upgrade, replace, or add components over time

Must allow for industry participation
— In the U.S., the commercial sector competes for available work
— The commercial vendors are the source for much of the innovation
— They work to have the most advanced capabilities for the fairest price

Must have processes to promote broad use while controlling the common baseline
— Configuration control boards, governance approach, open source distribution
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GMSEC Introduction

The Goddard Mission Services Evolution Center (GMSEC) is a proven satellite mission
operations center open architecture software framework for use at the mission, fleet, or
enterprise level.

Key Features

Publish/Subscribe approach with standardized messages

Supports multiple middleware products via standard API

Allows for easy integration of many commercial and in-house products
Encourages shared software or capabilities across organizations
Operational since 2005, used on many missions since then

The GMSEC API is released as Open Source and we are considering the release of many
of the supporting software components.

m m Publisher/Subscriber

Registers Registers
interest interest

GMSEC Middleware
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GMSEC Architecture (portions still in development)

/GMSEC—Supported\
Middleware

*TIBCO SmartSockets
*ActiveMQ

*IMB Websphere
*GMSEC Bolt

*Oracle Weblogic
*JMS-compatible products
*AMQP (early 2016)

Comm Interface
Components

MO Services Adapter
*XTCE-based data generator
*Simulators

*Network front-ends

Q/ISEC.Support Suite

[not specific to mission ops
centers]

» Automation — Criteria Action
Table, Scripting Adapters
Notification — ANSR

Ground Equipment Monitoring
Event message reporting
Remote Access Tools -
Message trap/dsp tool
Environmental Monitoring
Performance Monitoring Tools

Webserver

\_ b

Mission Ops
Components

GSFC AVAILABLE
PRODUCTS

*TLM/CMD

e ASIST

e ITOS

*Archive and Data Access

» DAT — Data Access Toolkit

User/Mission
Applications

e |ITPS 4
*XTCE Support Suite
*Countdown Clock
*Product distribution

*Event/Log Message
Archive and Retrieval

* GMSEC Heritage Tools

GMSEC API and Middleware with security options

e COTS Products
(dozens available — see
catalog)

e OGA Products — see
catalog

Config Files, Build/Dev
Tools, Documentationj

1
, I-_-_-_-_-_-_-_
/  Make mission tools common -=
‘\ where appropriate |
N e - - —-—— - ol

\_ /

Msg Specification Doc,
Level 2 Addendums

Operating Systems: Microsoft
Windows 7 (32 & 64 bit), Microsoft

‘e

=

Windows 2003 Server; Red Hat 3, 4, 5
& 6 (32 bit & 64 bit); Solaris 10

Programming languages:
C, C++, Java, Perl, Python,

Ruby, JavaScript




Simple Requirements for Each Component

2. Must publish a

keep-alive
1. Must perform its (" ) message on a
designated regular interval
function, using Com ponent
standard messages 3. Must report actions
as appropriate ) and events as log
messages

4. Must accept
directive messages
and generate
responses

.
1 v \ 4

If it is a commercial component, do not create a special “GMSEC-compliant” version.
Instead, develop an adapter to convert existing tool interfaces to GMSEC interfaces.

A special component also resides on each node to report status, receive directives.
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GMSEC Message Subjects — Key Routable Fields

Subject Mission Message Miscellaneous
Standard Elements Elements Elements

Subject -
E|§mjeeﬁts SC%%%E Mission| Sat ID | Type | Subtype| mel me2 | me3 | me4...

FIXED PORTION VARIABLE PORTION
Message Definition Determines
Required Elements Whether a Miscellaneous Element

IS Required or Optional

Telemetry Message Subject Example:
GMSEC. EOS .TERRA .MSG.LOG. TLM.RT.RED.4.TLMSYS1.357

Fixed, required portion Message dependent,
variable portion

(Body of the message follows the above header)
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Using the Pub/Sub Messaging Approach

The architecture enables new approach for monitoring and automation
- Can “listen” for status from all components - situational awareness
- Can direct actions of component —> system-wide control
- Recognize status and respond —> event-driven automation

Many types of tools can be developed to provide these capabilities

Situational Awareness
Filterable event/log message displays
Query and report tools for analyzing consolidated events logs
Spacecraft or ground system monitoring
System-Wide Control
System-wide scripting; one component can send a directive to another
Event-Driven Automation

Rule-based analysis and action tool
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GMSEC Event Message Display and Analyzer

Real-time view of message traffic on the bus
Inspect contents of any message

Filter view of messages

0 Declutters display

0 Focus on messages of interest

Search messages based on
topic or content

* Retrieve historical messages
from GREAT database
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New Tools that “Listen” to the GMSEC Bus

/oS

= GMSEC API Monitor
File Edit Help
D@ | 58| 5 B Comnected

SDOSIM SIMSS
sdofedsd FEDS4

GMSEC-WS2 EA_SDO

[ sdofedsz FEDSZ |

GMSEC-WS2 EA_GMSEC-WS2-CAT |

sgoasist] ASIST |
sdoasist2 ASISTZ

EXTREMES S5

GMSEC-WS2 S5_MON_BACKUP

GMSEC-WS2 CAT |

GMSEC-WE2 SIS | ' gmsecportal
& I - il GMSEC WS4 ANSR
TFE1 TFE 1
GMSEC-WS2 SA_GMSEC-WS2 |

GMSEC-WS1 SS_MON_PRIME

CEEEEXTEEE
EEEEEEEE |

gmsecportal WSAGENT
T ———

TRMWCS01 ECLIPSE

Overview | Log | Message Traffic  Components | GiSECAWS2 CAT | GMSECWS2 55_MON_BACKUP | GMSECWS2EA_SDO | sdofedsd FEDS4 | 4 | »

Learning more. Subscribe to
keep-alives and log messages
and show actual configuration
and activities as they occur.

First steps. Subscribe to all
messages and show their
distribution.

) Macromedia Flash Player 7

25634 502007
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GMSEC System Data Analysis Tool

B3 GEDAT - GMSEC MONITOR
File V\iew Options

==l

. omponent Status : Bus Status | : .
QUICk'IOOk 2 Critical : ® primary 4 BUS Status via Y201
2 WMfarning
overall status
T e e e e A e A i e
EEEEST ) % esssow.aitEsToM GS580S-GSVCOS GS5B0VV_GITESTO2 Message
GMSEC System | Status Migsion ID Facility Mode Component Fublish Rate (s...|Elapsed Msg Ti...
¢ @ (5500S-GEVCOS aK -
W w5 PRIME oK SYSTEST GMSEC_LAB | GS5805-GEVCD5|  WS_PRIME 10 1
Monitor ¢ @ GEE0W-GITEST4 oK —
¥ cystemagent oK SYSTEST GMSEC_LAB  |GS5B0VEGITEST..|  SystemAgent 10 0
. ¥ 2nsR aK SYSTEST GMSEC_LAB  |G55B0WE-GITEST.. ANSR 0 32
prOCGSSGS via ¢ X GEs80W-GITESTO
¥ cystemsgent aK SYSTEST GMSEC_LAEB  |GS5B0VEGITEST.|  SystemAgent 10 7
heartbeat msgS : CATGUI aK SYSTEST GMSEC LAE  |GS580MEGITEST. . CATGLI 0 20
EAR =
: CATEngine aK SYSTEST UNKMOWN  |GSSB0W-GITEST.  CATEngine 0 4
EARN
¥ :usR aK SYSTEST GMSEC_LAB  |35580W-GITEST.. ANSR 30 26
A CAT WARNING SYSTEST UNKNOWN  GS580W-GITEST... CAT 0 B.26
¢ W GSSI0WLGITESTOZ aK
¥ GrD aK SYSTEST GMSEC_LAE  |GS5E0WMLGITEST.. GFD 5 5 ]
¥ cystemagent aK SYSTEST GMSEC _LAE  |GSSE0MCGITEST.|  Systemagent 10 4
¥ GRacP aK SYSTEST GMSEC_LAB  |GS5E0WLGITEST.. GRASP 0 20
¢ @ GES0W-GITESTOZ oK B
¥ cystemagent oK SYSTEST GMSEC_LAB  |GS5B0WEGITEST.|  SystemAgent 10 5 -

Customizable

message publish

buttons

2011-085-14:35:07.714 Motified Test Operator: Limit Yialation
2011-088-14:35:07. 730 GSE red limit violation
2011-089-14:47:32 220 Kotified Test Operatar: Limit Yiolation

2011-089-14:47:32.252 GSE red limit violation

Events LDiagnos‘tics LLogs |

EﬁStartI B ormmand Pra... | B Command Pra... | B ommand Prom...l BN CWINDOWSY,., ”{x: GEDAT - GMS... | £ Evert Analyzer | 14 cEDATScreens... | 2)

2 |« & 10:55 am
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Node Resource Monitoring

File View Options Help |
omponent Status : Bus Status : 1
10 Critical : : 0411772014
0'Varning
40K 20:59:39
GMSECMW ............... ' 'x gswuwdwﬁ ........ 5530,., gdwz1 ......................................................................................................................................
CPU Utilization Memory Utilization
100 100
H - /5 o 75
M O n ItO r g = ? 50
o o — e
resources for o ﬂ s
0 0

Se I ected n Od e 16:30 17:00 1730 18:00 18:30 19:00 1930 20000 20030 2100 16:30 17:00 17:30 18:00 18:30 19:00 1920 20100 20130 21:00

Time Time I
[—cpur —cPu2 —cpuz  cpu4) [—MEM1 —MEMZ —MEM3  MEM4

Network Bandwidth Disk Utilization

100

750 =
L 75

2 500 = -
a =
=3 Qo
250 5 s
[=%

0

16:30  17:00  17:30 1800 1830  19:00 1930  20:00 20030 2100 16:30 1700 17:30 1800 1830 1900 19:30 20000 20:30 2100
Time Time

— ethd — lo0

Start STE-001 End STF-001 Start STF-002 End STF-002 Start STF-003 End STF-003 =
Start STF-004 End STF-004 Start STF-005 End STF-00% Start STE-006 End STF-006 =
Start STE-007 End STF-007 Start STF-008 End STF-008 Start STE-009 End STF-009 —
014-108-00:26:00.355  Health State  Red =
014-108-00:26:00.3558 Event Message GSE red limit violstion u
014-108-00:41:27 555 Page page 1=
014-108-00:41:27.859 Event Messaue Matified Test Operstor: Limit Violation %
Diagnostics
Dan Smith, NASA/GSFC Using Pub/Sub for Status and Automation 1 2
European Ground System Architecture Workshop (ESAW)

June 16-17, 2015 Darmstadt, Germany



Flight Dynamics Facility Universal Display
Use GMSEC messages and
automation rules to show |
progression of flight dynamics _  EE C | |
processing steps and automate the |
sequence of activities and
notification.

Automation

1coM - 1COH Tcom - 7COH ?CoM ?COH
TFSW TGNC TFSW 7GNC PFSW ?GNC
77cs TEPS 1TCs TEPS 7 NAV 77CS
THIR ?MLS TAIRS 7 AMR TEPS ?CEA
Today. Process 1,000’s of messages to
?Other T TLMCHECK 7CEA ? CEF TMOD TMOP . . .
?BACKORBIT TSCILR THSB 7 MOD 755R ? Other -
LT LA L S provide drill-down status of multiple

o e satellites and the ground system. Fully
configurable, available on mobile apps.
Tested at up to 5,000 messages per
second.

N o s
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Automation

» Script-Driven Automation

Since each component can accept directives, scripts can be written to
send action requests to the different software components

Scripts can generate or subscribe to any GMSEC message

Can support PERL, PYTHON, and soon will be JavaScript compliant
and support RUBY and other tools

Example. Script to run a demo that configures simulator, telemetry
system, trending system, etc.

e Event-Driven Automation

Can combine ability to monitor event/log status with ability to send
directives.
Criteria Action Table (CAT) tool developed to provide event-driven
automation.

e Supports timers, variables, etc.

* Rules can be developed by Operations Team
Example. Scheduler says a pass should start now, if we do not get the
start of telemetry within 30 seconds, then page the shift supervisor, run
the diagnostic routine, and send a message to the remote site to try
again to acquire the satellite.
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Automation

* Another Example
* Once a pass starts, keep a list of the first 10 parameters shown to be
out of limits. After the pass, wait 30 seconds, then submit an archive
retrieval request for the parameters for the last 24 hours and display
the plot on the large screen in the front of the room

» Types of Rules
« Controlling daily activity plan
* Helping with the simple daily tasks
« Watching for anomalous behavior and responding accordingly

e Advice
« Start simple
 Have several people on the team that can develop the rules
* Only automate what is repeatable and completely understood
* Rules should be configuration managed like other critical software
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Final Notes

* At NASA/GSFC, missions are gaining sophistication in their use of the open, message-
oriented GMSEC architecture

— Most new missions find it much easier to integrate their new systems
— Automation capabilities are getting more and more complex
— Situational awareness tools are now evolving

The GMSEC architecture and
software is enabling new levels of
collaboration between 3 _
government and industry to
efficiently meet the long-term INTEGRAL
goals we all share. ;

The benefits of simplified
integration, a broader set of =l | Foee I
available components, increased - <= o I SR omoany| PATIBCO s
status and automation capabilities e '
and the enabling of new
operations concepts are realized
through the open GMSEC
architecture.
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