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Abstract (196 words)

Part 1 of the Civil Contingencies Act 2004 provides a framework that governs the planning
and preparations for a wide range of potengahergencies. It requires the engagement and
co-operation of numerous ‘public’ bodies including central government, local authorities and
the emergency services, as well as a range of ‘private’ organisations such assutilitie
companies. It is apparent that information plays a fundamental role in the Part 1 planning
provisions and associated guidance. This article will focus on one specific information
related provision, namely the duty to maintain plans to warn and inform the public in the
event of an emergency. It undertakes detailed analysis of the CCA provisions, secondary
legislation and extensive government guidaregarding informing the public and related
mediahandling. It will analyse these measures in light of two competing organisational
models identified by Walker and Broderick as being present across various CCA
arrangements. The tensions between traditional authoritarian ‘command’ structures on the
one hand, and more flexible, -dentralised arrangements on the other, are particularly
pronounced in the context of informing the publitey reflect the challenges of maintaining
political authority whilst landling and disseminating information that is fluid and in nature
and evades control.



‘Keep Calm and Carry On’: Informing the Public under the Civil
Contingencies Act 2004

Introduction

Part 1 of theCivil Contingencies Act 2004CCA) provides a framework that governs the
planning and preparatidor a wide range gbost-Cold Warpotential emergenciesicluding
terroristincidents,cyberattacksand natural hazards such as flooding extreme weather.
The sturdy, reliable planning required Bart 1 CCA has been relatively neglectay
lawyers,in favour of the potential dystopian dangersgoffernment emergency powers in
Part 2. Nevertheless, emergency planning is a globatern that fuelsa vastinter-
disciplinary research indstry” and firther scrutiny of Part 1revealsilluminating material

regardingnodern goernmentn the informationAge'.

Across various accounts of ememngg planning literature there emergedasic, recurring
tension between two broadrganisationalstructures The first model, characterised as
‘commandandcontrol’, is a centralisechierarcly directed by a clear sitg point of
leadership. In contrast, the second approach-tedtalised, flexible anbbcally-situatedin
nature. The tensionbetween both models especially pronounceckgarding the function
and organisation ahformationwithin the CCA regime The role of information dominates
Part 1,arguably reflecting the Pitt Review’s claithat it is ‘the lifeblood of effective
emergency planning® However, his article will examinejust one specific information
related measurie the CCA its regulatiors* andassociated government guidanpeovisions

to warn and inform the public in the event of an emergency.

! These are identified as three of th&op-tier’ threats to UK: HM Governmen# Strong Britain in an Age of
Uncertainty: The National Security Strate@m 7953, 2010) p 27.

2See e.g. Ben Wisner, JG Gaillard llan Kelman (eflsg Routledge Handbook of Hazards and Disaster Risk
ReductionRoutledge 2012)

% ThePitt Review,Learning Lessons from the 2007 Flopds
<http://webarchive.nationalarchives.gov.uk/20100807034701/htthiv@rcabinetoffice.gov.uk/pittreview/the
pittreview/final_report.htm# accessd 13" November 2013at18.1.

* Civil Contingencies Act @04 (Contingency Planning) Regulations 2005, S| 2011/615 (hereinafter deferre
as CCA(CP)R)
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This article will start byproviding a brief outline of the emergency planning regime, before
providing an overview of thewo alternativemodels It will then lookat how these models

operaten the context of warning and informing the public under the CCA.

Emergency Planning: Overview

To achievelocallevel emergency planning across the country the CCA places legal
obligations on a range of relevant organisations, divided into two groups. Thgrdusgt,
termed ‘category 1 responders’ because they fomirtmtline of local emergency services,
includes local authoritieghe police, fire brigade and ambulance servicedhe second
group, termed ‘category 2 responders’, may also be heavily involved in spgpdis of
emergency andncludes privateorganisations such asitilities companiesand transport
operator$. Though this latter group’s involvement in various aspects of emergency gannin
is required under the CCA, its duties are less onerous than ‘category 1¥eathprimary
responsibility for such planning. Within each localig (based on police distrigtshese
category 1 and 2espondemgroups are required to -@perate’ share relevant informatién
and participate in a locajroup cdled a ‘Local ResilienceForum’ (LRF).'° This forum
organises and performs varioG€A-prescribed mergency planning activitieshough it has
three main relatedasks all of which are undertaken biys category 1members First,
drawing on government guidanteand local expertiseé? the LRF carries out risk
assessmentsf potential emergencies that may affect the localfiy Second, the forum
compiles @Community Risk Registet* based on the risk assessments. This registsrout

the various potential emergencies, their likelihood and potential impabird, the forum

produces a range efmergency planahich outlinethe response arrangemetdde followed

® Listed inCivil Contingencies Act 2004, Part 1, Schedule 1.

® Listedibid Part 3, Schedule 3.

"CCA(CP)R(n 4) reg 4.

8ibid reg 4(1)(3).

%ibid reg 4(4)(3).

ibid regs 4(4)(b), 4(7), 4(9).

1 Cabinet OfficeEmergency Preparednefdarch 2012)
<https://www.gov.uk/government/publications/emergepogparednessaccessed {ONovember 2013, at
4.41-4.42, Box 4.4.

2ibid 4.36-4.37.

3CCA (n9 s 2(1)(a); CCA(CP)R reg 13.

14 CCA(CP)R(n 4)reg 15. The current CCR for Northumbria Local Resiliesrea can be accessed via:

<http://www.northumberland.gov.uk/pdf/CRR%207.1%#2023%20Apr%202012.pefaccessed 10
November 2103.



https://www.gov.uk/government/publications/emergency-preparedness
http://www.northumberland.gov.uk/pdf/CRR%207.1%20-%2023%20Apr%202012.pdf

if particular emergencies occlit In the event of an emergency local responders use the
plansto guide their respons&Vhere aremergacy is more serioyselectseniormembers of
the LRF will form a ‘Strategic Cerdinating Group’ (often termed ‘Gold Commandf).
This group, usually chaired by a senior police representative, promdeagement and

strategic leadership tirect the emergency resporige

The CCA supporting regulations and extensive government guidimtesail how these
arrangements should be put into practice, e.g., by prescribing: the methodsnaigyléghe
format of documents; the procedures for allocating planning tasks to responders and
informationsharingetc; standards ofgood practice’ and model protocol$hough planning
occurs at a local level, this is overseen by central governaéntsponders areceountable

to Ministers for thei emergency planning activiti€sand must take account of central
government guidance in their planniffy.Central government wilklso become involved
where an incident escalat@s a ‘significant’ levetl emergencyt will provide the leadership

of an appointed ‘Lead Government Department’ with expertise in the relevantesmerg
area’’ Alternatively, ‘serious’ level2 emergencieand abovewill involve the leadershipof

the COBRA Cabinet committee of senior mimgt??

[1] Command vs Decentralised Structures

The influence of wo alternative organisational models, one hierarchical and the othe
decentralisedis apparent across various parts of the CQAor example, Wen discussing

potential forms of relationship betweeresponder agencies, Walker and Broderick

15CCA(n 5 s2(1)(d). For arexample of an emergency plan, see the flood respsasdor the Northumbria
areaaccessible viacwww.northumberland.gov.uk/idoc.ashx?docid=9ea032i64- 4ecala48
d27b97e8163f&versiond> accessed fONovember 2013

16 Cabinet Office Emergency Response and Recoyapyil 2010)
<https://www.gov.uk/goverment/publications/emergencgsponsandrecovery accessed*10ctober
2013, at 4.2.191.2.33; Cabinet OfficeResponding to Emergencies, The UK Central Government Response
(April 2013)

<https://www.gov.uk/government/uploads/system/uploads/attachmeatffild&t92425/CONOPs_incl_revised
chapter 24 Apf3.pdf accessed fONovember 2013, at 5:8.8.

" Emergency Responge 16 4.2.23

18 particularlyEmergency Preparednegs 11) andEmergency Responée 16).

9 CCA (n 5) ss 9(1)(4).

20 CCA(CP)R (n ¥ reg 26.

% Responding to Emergenci@s16) Section2.

#ibid, Section 3.
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https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192425/CONOPs_incl_revised_chapter_24_Apr-13.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192425/CONOPs_incl_revised_chapter_24_Apr-13.pdf

distinguish betweeria purely hierarchical system in which all is directed or at least
cascaded from the centreand, alternatively,'a networked or nodal modelhereby
emergency planners coalesce in horizontal, heterarchical partnerghifteeiceproduction

of security, > the latter being more effective for emergency planning purposes. Thnis pa
outlinesthe relevantpropertiesand theoetical justificdions/mationalesassociated with both

models?*

‘Command-and-Control’ Model

The first model, characterised as ‘commamdicontrol’, assumes authority vested in a
single individual (or groupwho can provide strong, decisive leadershifi. therefore
involves adistincthierarchical, topdownlinearstructure where a ‘commear’ ‘controls’ the
‘commanded’. This model, based on a somewhat authoritarian leadership, tidtuieeen
particulary cogent in times of crisis or war. Its influence, therefore, in emergency
planning® and responsat national and local level is to be expectdthe rationalefor this
model isexemplified by Whitty, who claims

“Emergencies most frequently develop into disasters because of the inadequacies of
command and control. Confidence in commanders is established before an incident occurs

and is dependent upon a number of qualities, the most important of which is ledd&rship

Similarly, notingthe importancef strong leadership in emergency response,ghao nore

circumspect terms, Twigg refers e history, character and culture of disaster work, with

% Jim Broderick and Clive Walker, ‘Applying ‘Civil Protection’: A Reviewf'the Civil Contingencies Regime
in the UK’ [Referencgp 10-11. SeealsoClive Walker and James Broderickhe Civil Contingencies Act
2004, Risk, Resilie®, and the Law in the United Kingdof@UP 2006)17.

% These the two most influential models thegcur acrosgjovernment guidance and literature. For further
discussionseeTimothy Sellnow and Matthew Seeg@iheorizing Crisis Communicatior{Viley-Blackwell
2013) ch 5114-119.

% See, e.gBurmah Oil v Lord Advocatf1965] AC 75(HL) p 100(Lord Reid) Peter HennessyThe Prime
Minister, The Office and Its Holders Since 19B&nguin, London, 200103

% The Buncefield Incident 11 December0B5, The Final Report of the Major Incident Investigation Board,
Volume 1 <http://www.buncefieldinvestigation.gov.uk/reportsiccessed f0November 2013, at [153].

2" Garth Whitty in JointCommittee on the Draft Civil Contingencies Billyaft Civil Contingencies Bil(HL
184, HC 1074 2003) Annex 7,108-9.



http://www.buncefieldinvestigation.gov.uk/reports/

its command and control mentality, bipgnt planning, technocratic bias and disregard for

vulnerable communities’ knowledge and expertie

Commandandcontrol featuresare apparemicrossthe CCA regime The model’s influence

is particulaty markedin Part 2of the Actwhich confersemergencyowers on rmisters but

also in Part 1regulatiors that allow ministey to issue orders or urgent directions that
category 1 responders must perfdfmSuch tendenciealsoinfluence central government’s
ongoing desire to maintain its traditional monopoly regarding national securitglated
information® Furtherhegemonidendenciesre evidentn the Act’s disparate allocation of
legal duties between central government and lcesdonders; this resuliis ‘bottom-heavy’
responsibilities and a lack of higher accountability.Yet, as guidance indicatethere
remains‘a public expectation that [government] will give a strong lead at a time of crisis,

take charge of events and manage situatidhs

The centralityof the commanéndcontrol model inemergency response closebflects
traditionaldemanddor a strong protective lead@n times of crisis or disastefThis modelis
very much epitomisetly Thomas Hobbed’eviathan writtenduring thechaosof civil war.3
This backgroundclimate clearly influencedHobbes’account of the lawless ‘state of nature’
as chaotic, disorderedand uncertainfilled with conflict, ‘continuall feare and danger of

violent death’*

a hypothetical disaster zone of sortdobbes social contraciadvocateshe
creation ofa strong, powerful sovereign memech whose command can maintgeaceprder
and individual security *®* In doing so, this patriarchal monarcmust be given the
unconditional obedience of the pop#z® Hobbes’'grand narrativdegitimises modern

liberal nation states, yet it &so, as critichave suggeste@ modelultimately grounded in

% John Twigg, ‘Disaster Risk Reduction, Mitigation and Preparedness in Development medydhcy
Programming’ <http://www.odihpn.org/hpimesources/googracticereviews/disasterisk-reduction
mitigation-and-preparednes-aid-programming accessed 1ONovember 2013, 18

2 CCA(CP)R (n ¥regs 5,7.

30 Applying Civil Protectior(n 23 12; Pitt Review(n 3) ES.96

3L Draft Civil Contingencies Bill(n 27) [101]; Risk Resilience & the Lawn 23 243 Clive Walker,
‘Governanceof Critical National Infrastructure’ [2008] PL 323.

32 Cabinet Office Communicating Risklanuary 2011)
<https://www.gov.uk/government/publications/communicatiisi-guidance accessed fNovember 2013,
at52.

3 Thomas Hobbed,eviathan(first published 1651, Penguin 1985)

*ibid, 183188.

*ibid 192

*ibid 227.
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fear  Such dynamics arearguably implicit in modern approaches to emergency
management whergovernmentpolicies are luttressedoy rhetoric that, for exampléerms
the presenérathe ‘ageof uncertainty’*® Yet, asmoderntheoristsexplain,this urcertainty is
‘manufactured’; a paradoxicahd inescapablebtnsequence of scientific and political efforts
to control or manage (earlier) [risks]*® That thefour main threats identified in tHeK’s

National Security Strateggre primarilymanmade tends to support this.

Decentralisedmodel

The ‘decentralised’ model imeergency planning represemntrastingcharacteriscs to the
command rodel. This form of arrangemert less formally structured and more flae. It
does not situatauthority at a single poinssuing topdown commands, bus insteadnon-
hierarchicaland works at localgroundlevel. It entails people working in a horizontal
networktype arrangemenin a collaborative, coperative anddemocraticculture’® This
model ismost influental in the CCA regime’s strong emphasisamroperation between local
responderé’ and provisions to facilitatenformationsharing*> Walker and Broderick
identify these measures as decentralised in natureclaim that in making institutional

arrangements tattainresilience

“the late modern state is beirigrced to adopt styles of governance intended to achieve
influence in complex horizontal (or heterarchical), decentred and networkedoredaips,

with an emphasis on shared knowledge and conséf$us

This commenindicates that thelecentralised model is haecessarily compatible witthe
pre-existingculture ordynamicof the staten emergency management mdddnich arguably
more comfortablyfits with the command model). It implies that this decentralised model is

not the preferredr natural choice, bus nonetheless necessary for emergency management

3" pierre Schlag, ‘The Empty Circles of Liberal Justification’ (1997) MidRev 96(1) 1, 2&;Jacque®errida,
The Beast and the Sovereign, Volunf®/diversity of Chicago Press 2009)-89. For a discussion of fear in
the context of disasters see Frank Furedi, ‘New Dimensions: The GréwtiMarket in Fear’ in Havidan
Rodriguez, Enrico Quarantelli aftussell Dynes (ed$jandbook of Disaster Resear(®pringer 2006).

3 A term repeatedly used Mational Security Strategi 1).

39 Ulrich Beck ‘Politics of Risk Society’ in Jane Franklin (e@pe Politics of Risk SocietPolity 1998) 12;
Anthony Giddens'Risk Society: the Context of British Politics’ ibid 28.

“0Sellnow and Seegén 24) 117119.

“LCCA(CP)R (n 3 reg 4(1)(3).

“2ibid regs 44A, 4750.

3 Emphasis addedApplying Civil Protectior(n 23 3.



One crucialunderlying reason for this is argualthe rature ofinformation that constitutes

thevery'lifeblood’ of the system.

The decentralisedhodelis broadly reflective of, and more compatibiéth, the nature of
information itself. With the emergence of what some commentators term the ‘Information
Society’ rather than the ‘Risk Socief{*there haveemergedtheories exploringhe nature

and properties of informatigrparticularlyin light of technological developmentsin this
context, threeelatedfeatures of information are significanEirst, information is intangible,
incorporeal anctannot be understooas a physical thin Digitisation replaces physical
informationstoragewith a‘complex—and highly liquid- pattern of ones and zero&$ This

view of information, or rather its movements, as being liquid in character is also evident in
common accounts of information ‘flow’'and ‘leaks’. Pitt’s depictionof information as

‘life blood’ similarly draws upon a metaphor of liquidit§. Second,as Lash argues
information acts to compress time as it traveldistances rapidly allowing realtime

communicatiod”® ForLash,

“The primary qualities of information are flow, disembedednspstial compression,
temporal compression, reéime relations. It is not exclusively, but mainly, in this sense that

we live in an information age?®

Thoughrapid transmissions a clear consequencef advancements in digital technolqgy
Lash explains that this & continuation ofrends that startedith the emergence dhe mass
media in earlier time3. Third, information works in aondinear anddisjointed waywhich
Lash refers to asa quasianarchy of infomation proliferation and flows>? It works via a

rangeof networks(at individual level, but with global reackhich play a crucial role in the

“4ScottLash Critique of Information(Sage2002)1.

% John PerryBarlow, ‘The Economy of Ideas Selling Wine Without Bottles on the Global Net’

i <https://homes.eff.org/~barlow/EconomyOfideas.htnalccessed 10th October 2013.
ibid.

*"Manuel CastellsThe Rise of the Network Sociéiley-Blackwell 2010) ch 6500; Emergency Responge
47) 4.4.22, 8.3.3.

“8zygmuntBauman proposes ‘fluidity’ as ‘the leading metaphor forpresent stage of the modern’etaquid
Modernity(Pdity 2000) 2.

“9Lash(n 44 3, 18-21.

*ibid 2, 1820; Castells(n 47) xxxixxxii, ch 7.

1 Lash(n 44) 73-5.

*Zibid 4.



https://homes.eff.org/%7Ebarlow/EconomyOfIdeas.html

Information Society® Lash claims that technology stretches and breaks the linear bonds
associated with the nation state. But these bonds are ‘reconstitute[d] as thef It
linear and discontinuous networkéHe alsonotes thedecline of traditional organisatiotts
into ‘disorganisations’ that ‘are perhaps less hierarchical than horizdaad more fluid,
mobile’” andreflexive®® Such developmentsise questions abouthe standing of thaation
state® and powemore generally® BecauseInformationwants to be fré&* it poses major

challenges for thoseho wish to tightly controbr monopolisat in the InfaomationAge.

Summary

Both models reflect alternative, eveaspposing, properties that may be necessarfpr
emergency planning and respon3dere is a longestablished traditionf the need foclear,
decisive leadershipn an emergency. Yet in our technologically complexinformation
Sodety’ any infamationreliant endeavour, such as emergency praponand response,
must be arrangedo enableinformation to be handledeffectively, and must therefore
understandts nature How do these conflicting models, and thwaluesthey represent,

operaten the context of warning and informing the public?

[2] Warning and Informing the Public

Government guidance states th@ommunicating with the public is an integral part of
preparing for and responding to incidents and cannot be done in isdl¥tamd furthermore
‘Good public comuomicationis vital to the successful handling of any emergency aodlégh

be incorporated in all contingency plannitj So as parthe general dutjo assess anulan

> ibid 20, 26;Castells(n 47) xviii -xxvii, 501.
> Lash(n 44) 20.

*%ibid 39.

*%ibid 40.

*"ibid 41.

*Bibid 42.

*9ibid 35.

®ibid xi, 25.

®1 Brand quoted bgarlow (n 45).

2 Emergency Preparednegs11) 7.31

%3 Emphasis addedEmergency Responge 16) 8.1.1. See alsibid 7.4.2



for emergencie&’ category 1 respondersnust maintain arrangements to warthe public,

and toprovide information and advice to the public, if an emergency is likely to occur or has
occurred’®® Guidance divides thiduty into two specific functins. First, it requires those
responders to inform the public about the risk of emergencies in their locality byakivuigr
ongoing awarenessising, education and community engagenféntSecond, it requires
responders tbave plans in place to warn and advise the public in case an emergency actually
arises encompassing.g. evacuation alestand practical advice abouthat actim to take
Though the twdunctionsare relategdthe secondspect of the duty is the focus of this article.
This second aspect of warning the public must be coverethieygency plafféand, in turn,
respondersnustfollow (‘regard’) these planswhen advising the public in an emergefity.
This ensures that a pprepared communications strategy, covering before, during and after
an emergenc$’ is ‘fully integrated’ into emergency plarid.

Guidance divides the public into three broad groups, each with different informational needs
first, thosedirectly involvedin the emergengysecond, local people alod relativesof those
directly involved:; and third, the widg@ublic and news medid. Guidance alstighlights the

needs of vulnerable groups within the public, such as the elderly, those with mobility issues
or nonEnglishspeaking group& However across variougroups, the basic rationale for

the ‘public advice’ duty isthe belief that a welinformed public is better able to respond to

an emergency and to minimise the impact of the emergency on the coffiuBb better
public information will enable people to makeetter decisions,and is therefore

empowering’*

“CCA(nY s 2.

% ibid s2(1)(g)

 Emergency Preparednegs11) 7.1, 7.67.7, 7.387.40;EmergencyResponsén 16 8.3.1

57CCA (n 5 s 2(1)(g);:CCA(CP)R (n 4 reg 20.

%8 CCA(CP)R(n 4)reg 28.

9 Emergency Preparednegs11) 7.35

ibid 7.26.

" ibid 7.105

2ibid [pard.

3 Emergency Preparednegs11) 7.6.

" Cabinet Office, Expectations arddicators of Good Practice Set for Category 1 and 2 Responder$ (Apri
2009) <ttps://www.gov.uk/government/publications/expectatiandindicatorsof-goodpracticesetfor-
categoryl-and-2-responders accessed*1October 2013, &27.

10
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CCA Arrangements Overview

Under the CCA, category 1 responders musbperate to appoint one of their numlzer
having lead responsibility fanaintaining and implementing plans to inform the public in the
event of an emergendy. Public information plans may cover general matters such as the
genericadvice to ‘go in, stay in, tune iffdeployable in various emgencies or relate to
more specific emergencies,g. instructions @ evacuate a particulaarea such as city
centre!” The lead ‘must’ be abl® collaborate with other category 1 responders, and ‘must’
inform them of itsactions (and proposed actione)inform the public’®they in turn ‘must’
regulrly consult with the lead on these mattes.”® Collaboration partnership and
informationsharing between category 1 responderthis critical element in the effective

delivery of information to the publit® and protocols can be used to help achieve®this.

Guidancesets out more detailed arrangements for informing the public in the event of an
emergency with particular emphasis omanaging media interest in an emergeffcylt
confirms that responder information should be-oodinated from the outset of an
emergency® This mightentail arrangements such assharedmedia brief, a central press
office ard the involvement of a media liaison offié8rAs the emergency develops this may

be headed up by an experienced media communications sp&tiaistere Gold Command

is involved in directing an emergency response it too must ‘implement 4inaalching and
public communications plan&® though this can be delegated. Gold Command will also be
supportecand advisedy amedia communications ‘cel?’ These arrangemenemsure that
responsibilities are clearly allocategreferablyin advance, to enablgenior personneto

provide clear leagrship in informing the public.

S CCA(CP)R (n 3 reg 32.

1Y GovernmentPreparing for Emergencies, What you Need to K(2004)
<http://www.direct.gov.uk/prod_consum_da/groups/dg_digitalat@sig/@en/documents/digitalasset/dg 1
76618.pdF accessed 10th Novemt2913.

""CCA(CP)R (n ¥reg 29.

8ibid reg 33.

ibid reg 34.

80 Emergency Preparednefs1l) 7.22; Annex 70 step 3.

®ibid 7.99.

8 Emergency Responge 16) ch 8 (‘working with the medig. See also Clive Walker, ‘The Police and the
Mass Media in Emergencies’ (201Muman Rights Reviety1) 1534.

8 Emergency Responée 16) 8.3.5.

®ibid 8.5.88.5.11

% ibid 8.5.38.5.5

®ibid 4.2.23, 4.2.25

% ibid 8.51-8.52

11
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Central government occupies a background role at planning stage; the Cabineis8ifse
national guidancen informing the public for responders to follow. The Cabinet Office is in
turn advised by an independent committee whose stated objectives are to improve warning
mechanisms, and to ensure public information is timely and effe@ivanhere an
emergency becomes national in scale, central government will become thiroivanagig
information to the publi€® A News Coordination Centre can be set up at national 1&Vel.
Government will ‘support and complement’ local responders’ efforts by undertakilogiva
activities including ‘determining the public infmation strategy and cordinating public

advice in consultation with [Gold Command}.’

Maintaining authority in an emergency

The concern of CCA guidance ifostering ckar, hierarchical leadership Emergency
handling extends to communicating with fngblic. The reason for this is arguabhetCCA
regimes focus on the needs and response of the public, or specific groups within thé public.
Overall the regulationstresstheimportance of avoiding unnecessary pariitiey statdhat
category 1 respondersnust have regard to the importance of not alarming the public
unnecessarily’ when publishing emergency plaasd when maintaining arrangements
warn andadvise the public in an emergentyRelated to thisguidancendicates a recurring
concern withmantaining public confidence in an emergencyhe National Risk Register
recognisesthat most emergencies will have a psychologitapact upon the public

affected? The purpose of providing informatioim such circumstanceis for practical

8 National Steering Committee on Warning and Informing the Public,

<https://www.gov.uk/government/polieydvisorygroups/nationlasteeringcommitteeonwarninginforming-
the-public> accessed #ONovember 2013.

89 Emergency Responge 16 ch 13.

Dibid 8.2, 13.4.1.See alsoEmergency Preparedne¢s 11) Annex 7A Responding to Emergenciés 16)
3.403.42.

o EmergencyResponsén 16 13.1.4

92 See gg. Communicating Risfn 32 3.4; Cabinet Office Social and Behavioural Science Guidance for Local
Resilience Forums in Planning and Conducting Civil Alé®sptember 2012)
<https://www.gov.uk/government/publications/pubdimergencyalertsreviewsandguidance accessed 0
November 2013.

% CCA(CP)R(n 4) reg 27.

**ibid reg30.

% Cabinet Office National Risk Registgduly 2013)

<https://www.gov.uk/government/publications/naticriak-registerfor-civil -emergencie®013editior>
accessed THNovember 2012, &t.16.
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guidanceand vital reassurancé& though it is widely acknowledged that panic and the

breakdown of social order are ‘disaster mytHs’.

One method of fostering publealm and confidence is vaareassuringuthority figure This

will be particularly vital to thoselirectly involved in the emergency® Yet guidance
suggests thahis should also be planned for those in the vicinity of an emergdienause
‘the majority of people need leadership and direction; some need to be controlled. ... the
majority of individualsare likely to need some level sipport’®® More broadly, there is a
concernnot just to haveclear command structures in place, but to ensureléhderships
alsovisible to the public. For exampl&mergency Preparednesscommends that trained
spokespersons will be more effective.!.already recognised as a trustworthy authoritative
person,, for example' because they already have a good public profile in the area or are in
uniform (research shows that the public hayeat confidence in spokespeople from the
emergency servicgs™® This emphasis othe uniformas a powerful visual indicator reflects
guidance advising authorities to make use of imafeSimilarly, the Pitt Review into the
2007 floods across England found that in areas where ‘Gold Command’ was usedathere
more visible leadership and better involvement of mediach helped essential infoation

to reach the publit®? Pitt also noted the value tfcal leaders with a high media profile who
provided reassurance to the public and used the media to communicate"&d@oestrong
leadershipin emergenciess insufficient per se; it must alsgffectively project itself when
communicating with the puldi The aim isto maintain authority and the appearance of

authorityin order to foster public trust and reassurance.

% Emergency Responge16) 2.6.6;Indicators of Good Practicén 74) 56.

°”Thomas Drabek and David McEntitfEmergent Phenomena and the Sociology of Disaster: LesEmerg]s
and Opportunities from the Research Literature’ (2@8aster Prevention and Managemé2(2) 97,98-9;
Wisrer etal (n 2) 477.

% | ondon AssemblyReport of 7 July Review Commitigeine2006)

<http://www.london.gov.uk/sites/default/files/archives/assemeborts7july-report.pdf accessed 10
November 2013, at 4.1; recommendation 22.

% Emergency Preparednegs11) 7.109

1%ihid 7.103

1%1yse of images is one ofduiding principles oficomnunicatiors strategyadvocated irCommunicating Risk
(n 32 46.

192pijtt Review(n 3) ES75

1%3bid 23.1623.11, recommendation 68.
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Authoritative information in an emergency

The maintenance ofesponderauthority is partially reliant upoits capacity to provide
informationthatis itself authoritéive; ‘The flow ofauthoritativeinformation... underpins the
resilience of a community to disruptive challerigd$ Thus CCA guidance affords much
attention to ensuring that information, particularly that provided to pheélic, is
‘authoritativé and credible!® A useful starting point for such examination is the core

objective of public communications in an emergency

“When an emergency occurs, the key comaoationsobjective will be to deliveaccurate,
clear and timely information and advice to public so they feel confident, safe and well

informed” 1°®

To foster public confidencehe information it isprovided must be clear, accurate and
provided quickly. Rapid dissemination will be particularly essential for early alerts or
warnings of sudden emergencies which nmgstch as many people as possible as quickly as
possible’>®” But beyond this governmentguidancesuggests that in the first hour of an
emergency th@ublic needs information regarding thasic details of the incidé health
implications, practical advice (e.ghat to dowhere to gpand reassurance if necessHfy
Next, clarity requires any technical information, e.g. scientific guidargardinghe health

or environmental implications of a particular emergency, to be communicateani tteat
people can understari But most importantly, it requires a unified anzhsistent message
to the public and the importance thiis is repeatedly stressen guidance:*® Appointing a
lead responder to inform the public assists in this aim by avoudingcessargiuplication of
information and conflicting messages® The idealis respmders ‘speaking with one

voice’, % and his is especially important regarding emergency warning systems, e.g.

194 Emphasis addedEmergency responga 16) 2.6.7. See alsGommunicating Risin 32 47.

195 Guidance indicates that maintaining public credibility is an ongoing esig@l for governments:
Communicating Risfn 32 8, 52

1% Emphasis added.Emergency Responge 16) 8.1.1. See alscEmergency Preparednegs 11) 7.4.2;
Responding to Emergenci@gs16) 3.40.

197 Emergency Preparedne@s 11) 7.427.43

1%ihid 7.58. See alscCommunicating Risfn 32) 46.

199 Emergency Preparedne@s 11) 7.59

10iphid 7.15, 7.60, 7.62, 7.86. SalsoCommumicating Riskn 32 section 6.4

“ipid 2.28 7.16.

12 Emergency Responge 16 95 (case study).
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evacuationg™ Finally, information to the public must be accur&té. Factually correct
informationis vital to ensure the public is adequugtieiformed about the situation duely can

make informed decisior’s? and in this sense contributes to public empowerrént.

Informaion must also be effectively disminatedand guidancestates that: The key to
effective comomicationwith public is getting the mesga right for the rightaudience **’

One key way in which the CCA regime seeks to ensure that the ‘right messagjees the
‘right audience’ is by utilising the mediparticularlylocal radio and televisioras a meansf
disseminattn. Though nedia organisations are not afforded Category 2 responder, status
they do havea ‘public service’ role or ‘duty’ in the event of an emergenty.During the
2007 floods the medijgarticularly local radiounderbok this role by providing information
and updates about tHod.*'® Guidance confirms that in the event of an emergency the
media cardeliver informationto large numbers of people aitds oftenthe quickest most
effective means of deliver?® So in emergency siations media organisations, particularly
television and radio, mayndertake a kesconduit’ function** channelling vital messages
from responders tdahe wider public For this reasonCCA guidancestates that media
organisations have a key rdie playand should be encouraged to participatéR¥s and
planning!? It also advises ongoing liaison and condaaiiding with media representatives

so that parties can work together effectively in the eveah@&mergency?

Summary

Overall,authority @ctual orperceived)partly rests orhavingcommand of information.The
ideal set out by government guidance is fast, clear authoritativemiafionissued from a

single, credible official source and disseminated widely via a conduit media,Tovigg’'s

113 Juan Carlos VillagranedLeon,'Early Warning Principles and Systems’\lisner et a(n 2) 486.

14 Communicating Riskn 32 18.

15 Emergency Preparedne@s 11) 7.57.

16 Communicating Risfn 32 8.

17 Emergency Responge 16 8.3.2. See alsBmergency Preparatiofn 11) 7.32.

187/7 Repor(n 98 6.26.3.

19pitt Review(n 3) 23.1, 23.2

120 EmergencyPreparation(n 11) 7.121, busee7.111.

1217/7 Repor(n 98)6.1, 6.4.

122 Emergency Preparedne@s11) 15.315.4, 15.13.

123ibid 7.125, 7.137 See also Ford Burkhaitjedia Emergency Warnings and Citizen Respdkigestview
1991) 27, 31.
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terms,‘information command and controf®* Discussing warning systen&rensen @ims
that though thislinear communications modelvhich‘assumes a tegown flow of ‘official’
warning infaoamationto the public’ is ‘not without merit’, itrieeds to be revisédh light of
social and technolagal changes? So tow viableis ‘information command and controih

light of shifts intechnology and culture?

[3] ‘Command-and-Control’ of Information: An Uncertain

Future

As previous emergencies highlight, there are recurring problems achieviogjéutive of
fast, clear, accurate information. The decentralised, flatdre of infomation means that
the ideal model of a clear authoritative voice is difficult to sustain in the rezslign

emergency.

The implications of failureto provide fag consistent and accurate infmation in an
emergencywere starkly illustrated in the London bombings of JUfy2005 (7/7). Though

the 7/7 Review Committee Report found thia emergency response had been excellent in
many respectdhere were recurring flaws with communicatidretween rgzonders and to

the wider public For example, newspapers obtained information about the London
Underground explosions within minutes of the first bombii§. However, official
confirmation of the explosions was not provided until approximately two hours aftersthe f
bomb?’ Official information initially confirmed (incorrectly) that there had been a ‘power
surge’ on Tub&®and was quickly overtaken by media coverage. As a result, news editors
corfirmed that the credibility of official information came into questtéh.The committee

found that the gap between known information and police confirmations can result in a loss

124 Twigg (n 28 314.

125 John Sorenseand Barbara Vogt Sorensen, ‘Community Processes: Warning and Evacirfodriguez
etal(n 37 198.

126717 Repor{n 98 6.18

27ibid 6.20, 8.1

2Bibid 6.19

2%ihid 6.17.
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of credibility and appear secretiV€® Furthermore the committee found thaasle
information and advice on 7/7 should have been provided to the public $dbnithin 1
hour!®? The public information provided in the aftermath lacked practical instructions for
people to follow and some messages were contradictdtyThe ‘go in, stay in, tune in’
message was disseminated for longer than necessary and this caused publioncdhfusi
Subsequent incidents have also highlighted problems with timely dissemination of public

information*** and clarity of messag@&®

The provision offast, clear and accurate infmationis not readily achievable in emergency
circumstances. Establishing an accurate account of factual events on the ground is often
intensely difficult in the confusion and uncertainty of a rapidly developing emeargenc
situation*®’ Furthermore, thédeal may be frustrated by conflicts between these standards,
e.g. between accuracy and sp&&dFinally, information will be produced and disseminated
by other bodies, particulariyne mediathat potentially undercuts and/or competes witte
single, authoritative voice of respondét.As Twigg claims, in an age where people have
access to more and more sources of informatiom the media and in the internet[the]
controlling and centralising of information supply is no longer feasibfe It is to these

alternative sources of information that discussion now turns.

The media as arnlternative source of infanation

CCA guidance providedetailedcoverage oimedia handling as part of the public warning

duty**! Because the media largely shaffespublic's perceptiorof an emergency?it will

130ihid 6.21 See als€Communicating Risfn 32 12.

1317/7 report (n 98 6.11 owards.

32ihid recommendations 35 add.

133 ibid 7.7, 8.6. Guidance acknowledges that inconsistent, contradictory messages cage danidic
confidence and be hard to repaitmergencyPreparation(n 11) 7.62;Emergency Responée 16) 8.3.4.

184717 report(n 98 8.1, 8.38.17, recomrandatior43.

135 Department for Environment, Food and Rural AffaitSxercise Watermark Final Repd@eptember 2011)

<https://www.gov.uk/government/publications/exereiggtermarkfinal-report- accessed 0November 2013,
at3.1113.112 recomnendation30.

136 The Pitt Review(n 3) found that public information during the 2007 floods wifodilt to find, inconsistent
(ES99, 20.10),not explained clearlfES.63) or too technical (10.24) In essence, ‘there was no single
authoritative voice’ for waning and informing the public (E&;recommendation 35).

187 Emergency Responée 16 8.3.3, 2.5.14.4.17.

138 Emergency Preparedne@s 11) 7.83 See alsd/7 report(n 98 6.21

139 Sellnow and Seegén 24 30.

0 Twigg(n 28 177.

141 Emergency Responge 16) ch 8.
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also influencehe emergency respon&®. Emergency Preparednetiserefore indicates that
media managemenan be categorised as ‘other action in connection with an emergency’ and

that emergencplans should cover such mattéfs.

As well as the public senac'conduit’ function, during an emergentlye various forms of
media will also undertake their usual oefage and, where necessary, theatchdog’
function of holding officials to accourt® Thus they are both ‘vital allies’ and ‘potential

adversaries*#®

Guidance recognisekatthe media’s emergency reportagdl be concerned
with the performance ofthe responders;the handling of the emergency, as well as the
emergency itself, will all be part of the stol§’ It advises category 1 responders to plan
aheadto deal with potential criticism antb avoid ‘inconsistencies in presentation or
message’®® The media’s reportage role alsequentlyinvolves relaying the experiences of
individuals involved in or affected by the emergency. By doing so the mediprovidea
platform for alternative narratives the incident:** Thesemay compete with theesponders’
singularmessage, particularly if there are varyirgrqeptions regarding thefficacy ofthe

response>’

Guidance indicatea clear concern to retain a degreenfiience ovethe melia coverag®f
the emergency, tersurethatthe official narrative dominates. tirawsa distinction between
official and unofficial or informal information;lt is important to be aware that infmation
can be generated by official or unofficial sourcds Failure to provide official information
to the media will lead them to informal or alternative souttesThis may lead to a loss of

messaging control ... and put [responders] in a position of having to defend themselves

142 EmergencyPreparednesén 11) 7.118 See als€ommunicating Risfn 32 19

143 Emergency Preparednegs11) 7.117

“ibid 5.125.13

145 pitt Review(n 3) 23.3 Emergency Preparedne@s11) 7.122. See alsBurkhart(n 123 12.

146 Communicating Riskn 32 48.

147 Emergency Preparednegs11) 7.124

“Sipid 7.123.

149«The multiple voices of disaster are easily lost over time, leaving posteritpmijttthe official account of
what took place. Such narratives need to be handled with care as they inevitably obscaoarte use such
events for their own profit Greg Bankoff, ‘Historical Concepts of Disasters and RisksWisner et aln 2)
42.

150 Robert littlefield and Andrea Quenette, ‘Crisis Leadership and Hurricane Katrina: The Portfayal o
Authority by the Media in Natural Disasters’ (20@8urnal of Applied Communication Reseaxch 35(1),
26-47,42.

51 Emergency Responge 16) 8.1.2. See als&Emergency Preparednegs11) 7.12.

152 Communicating Riskn 32 56,61; Emergency Responée 16) 8.5.6, 8.4.3.
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against unfounded criticism or inaccurate analysi¥ The assumption that unofficial
information will be inaccurate and/or critidalpresent elsewhere in guidancé.As well as
effective management of the medigendaguidance also stresses the importance of retaining
ownership (and perceived ownership) obfficial information **° Yet, despite the
preoccupation with sucmatters media reportagmay actuallyprovide valuablenformation

that potentially assis the emergency responsé&or example, the medteelped to highlight

the ‘highly inadequate response in crisis leadership during Hurricane Katrirfa.
Additionally, acording to guidance, the media’s rtiale reportagewhich will include
individual experiences and/or analysi$ the emergency responsg,’an important source of
information’ that will be fed back toGold Conmand®’ and presumablynay be used as a

basis for further action.

In short, responders need the media (as a condiié fublicandas a source of intelligence
but simultaneously compete with the media (in reportage mokleje we see strugglefor
narrative control and informational authorityhe clear, authoritative voice of responders

becomes potentially just one among many.

The impact of mwtechnologies ananedia

The emergence of digital technologies, particularly mobile phonewealrtiased media such

as social networking siteSKNS like Facebooland Twitter raises further challenges (as well
as opportunities) regardingforming the public iremergenciesGovernment guidance does
recognise the potential uses of social media iergancy communications with the public.
Though it outlines certain risks with the medidtfit suggests that LRFs might consider
producing social media protocols® The volume of SNSelated guidance has gradually

increased®® arguably reflecting offi@l recognition of its sociaignificance.

153 Emergency Preparednegs11) 7.124

ibid 7.122

15 Emergency Responge 16 8.3.2. See alsBommunicating Risfn 32 60.

136 jttlefield and Quenettén 150.

157 EmergencyResponsegn 16 8.5.18.5.2. Guidance states that media monitoring is one of 6 guiding
principles of a communications strate@gommunicating Riskn 32 46.

138 Emergency Preparedness 11) 7.132.

*9ipid 7.133, 7.110

10 This has been a particular fodas the National Steering Committee on Warning and Informing the Pfblic
89).
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As demonstrated in the 200Asian tsunami, new technologis enable theglobal

disseminatiorof groundlevel information in reatime. EmergencyPreparednesstates,

“Mobile phones with cameras and other similar devices mean that the public are able to
publish their own content. Within seconds of a disaster, pictures can be broadcast around

the world, sometimes before the emergency services have had a chance ta'r&pond

This usergenerated content (UG@yovides material for traditional media organisatiGhs
whilst also competingvith them!®® addingyet more Voices’to theplethora,and ultimately
increasing pressure on responders to provide timelynivstion*®* Yet this aspect of new
technologyis alsoparticularly valuable to responders because UGC provides potentially
intelligence during an emergencyRather tharlinear, bottoradown communication, social
media sites provide live two-way communications they enable infonation to be
communicatedto the publict®® but also information from members of thepublic to be
gatrered'® Yet they also crucially facilitateomnunicatiors between the members of the
public!®” Guidancestates thatAnalysis of social media can aid situational awareness
and better understanding of the working corité%tand indeedSNS have been utilised by
Australian respondstto assist flood respoas® For this reasomuidancestates that social
media does potentially play a rdteemergencyreparation and respon$®. Furthermore, it
is ‘an area that emergency responders cannot ignetetst having little control over it
Consistent with thisrecent research confirms that SN#ljust the traditional dynamic

between ‘commander’ and the ‘commanded’ public:

81 Emergency Preparedne@s 11) 7128. For actual examples semergency Responge 16) 95.

162:City Evacuations: Preparedness, Warning, Action and Recovery, Riepbrt of the DFUSE Project’
(March 2013) ttp://www.cityevacuations.org/uploads/6/8/1/7/6817950/finalpublfe.pdccessed 1D
November 2013, &.

1%3ibid 5.

1% Emergency Respea(n 16 8.4.3

1% Though traditional media is arguably a more effective initial warniaghanismDFUSE Reportn 162 13-
15, 37.

186 Exercise Watermarin 135) 3.117119;Emergency Responée 16) 8.3.14 Emergency Preparednegs 11)
7.131

167 Castells terms this ‘mass sefmmunication’ Castells(n 47) xxx-xxxi. See als@ellnow and Seegén 24
127-131

188 Emergency Preparedne@s 11) 7.131

189 Exercise Watermarfn 135 3.117

0 Emergency Preparedne@s11) 7.131. See alsoExerciseWatermark(n 135) vii and recommendation 32.

"1 Emphasis addedEmergency Preparednegs11) 7.13Q
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“[They] present a disruptive technological challenge to the assumption of publics as passive
recipients and consumers of one directional emergency broadcasts thtadjtional

medial channels (e.g. radio and tefsion)”. *"2

Despite limitations,® such echnologyis empowering andthe citizen ... is recast from

passive recipient to potentiséarcher, creator or collator @dmmunication*"

These developmentsexacerbatethe difficulty respondersface in dominating the wider
coverageof an emergencyand aptly highlightthe greatdisparity betweerthe command
model andhe decentradied, fluid means by whicimformation operates The disparitywas

recognised byExercise Watermark whiclound:

“Thespeed of social media means that some command and control structures are not flexible
enough or fast enough to respond to public questions and this can undermine the authority of

responders and the public’s trust™

Suchchallenges are not restricteditdorming the public in emergencies and indleise in
other areas of lawhat involve ineffectiveattemptsto controlinformation particularlyin the
digital domain, e.g.privacy injunctions’® and enforcing copyright to preventillegal
downloads:"’

All of this indicates that, as Twigg statesprhmand and control of infmation is [now]

unrealistic. The public are increasingbpnsumerf infarmation from different sources,
choosing what infonationto use and where to obtain’{t’® As a result, Twiggrgues that
emergency planners will have to move away from commraantktontrol communicative

approacheso alternativeghatrecognise these developmeht In short, public information

2 DFUSE Reportn 162 6, 12.See als®ellnow and Seegén 24 73.

13 E g. reliance on social media to disseminate emergency informasignmarginalise groups without access,
and also presupposes tiesilience of this teafology in such circumstances.

74 DFUSE Reportn 162 7.

175 Exercise Watermarin 139 3.123 See alsdFUSE Reportn 162 5, 25.

176 E g.CTB v News Group Newspapers [2011] EWHC 1334 (QB).

7 Barlow (n 45).

8 Twigg(n 28 314. See alsSorenserfn 125 186

9 Twigg(n 28 177.
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and planning needs to become interactive, dynamic and respotiSisewe might even say

reflexive.

Conclusion

Thoughclea, decisiveleadership isan importantaspect of an effective emergency response
(alongside cepperation andflexibility), a commandandcontrol approach tonformation
managemt in emergenciess increasinglyoutmoded and unviablgarticularlyin light of

the potentiallydemocratising forces of new technology. Information dissemination in
emergencies does not follow a basic-ttmuvn, linear model; instead the flow of information
is more complex and reciprocal, fluid and evasive. Government guidaesen occasion
acknowledge thisg.g.by claiming thatthe monitoring ofmediaand SNScan yield valuable
intelligence for responders Thus it becomes apparent that the authorities provide
informaton to the media angublic, the media provides information to the public and
authorities andfinally the public provides infanationto the media and authorities. This
circulating infamationis used by all parties as a basis for action, theeefwoducing more

information which is used in turn as a basis for further (or modified) action.

Yet elsewhere government guidanceveals the ongoing tendency to cling orda
informational hegemony.For example, despite accepting that the media SN& may
provide useful information, elsewhere guidance indicates an underlying agsuthpt such
informationwill be false or critical and the best way to minimise this risk tattically feed
information andnanage mediéold and new)yo that the official narrative dominates. Tisis
arguablyjustified atthe heightof an emergency wheKe.g.) responders neg@eople to take
specific actions. Bubeyond thisgovernmenmneed to grasp that the ‘official’ narrative of
events is not the only, andeedthe correct, one. Sometimes the authorigesit wrong and

sometimes official informatioabout a crisiss not the only truth.

180 DFUSE Reportn 162 25.
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Government guidance omforming the public revealsnaongoing preoccupation with
maintaining institutionalauthority (local or national) as much asmpowering the public
Unlike in other forums® ‘official’ information is not alwaysautomatically revered as
definitive by the public and, arguably, nor should it be. Instead, informational aythmrgt
beearned Theconcern to provide authoritative imfoation is at least partially linked the
(actual or perceivdauthority®*that this fostersthough such authority is ostensibgguired
to assistan effective response. So, ultimately, though government guidamcadvises
engagement witmew technologies and recognises thed realities of the ‘Information
Society, itsimplicit aim is stillcommandandcontrol of information of sorts, albelly more

sophisticated, complex means.

181 RebeccaMoosavian ‘Judges and High Prerogative: The Enduring Influence of Expertise and Ledggl! Pur
[2012] PL 724, 746748.
182 Communicating Riskn 32 46.
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