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Abstract

Many web sites host temporary information about short-term events and news (conferences,
meetings, competition announcements, etc.).

Typically these announcements are created by manually inserting a short description into the
home page with a link to a page describing the event. Of course the announcement should be
inserted a certain amount of time before the event and removed afterward. Often the need for
manual modification is the reason for many out-of-date web sites.

This work describes a web application to automate this process. Administrators can insert data
about new events by using a web form, specifying: the title of the event, the publication date,
the expiration date and the HTML page describing the event. The application saves all the
information in a database and modifies the home page (inserting the event title among the links
to the describing page) on the publishing date, and removing the link on the expiration date. The
application interface also permits managing the information stored in the database: events can be
viewed, modified or deleted. In order to maintain a history of events all information is kept in
the database for one year after the expiration date. Security administrator access is provided
using SSL and user identity can be checked using a digital certificate or password.
Administrative work is greatly simplified by use of this application. The home page is not
modified by hand (thus reducing the possibility of errors). New announcements needn't be
inserted on the publication date; the administrators are free to insert the announcement
whenever he/she likes before the publication date and old announcements are automatically
removed. Login to the web server machine is not necessary since all operations may be carried
out from every machine on the internal network, and the use of SSL and digital certificates
ensure the operation's security.

At present this application is used to manage the Italian National Research Council web site

news.



Introduction

The aim of this work is to provide a tool for automatic management of event announcements on
web sites. Many web site home pages contain information about short-term events or news that
must be frequently updated in order to keep the site up-to-date. Typically these announcements
are done by manually inserting a short description in the home page with a link to a page
describing the event. Of course the announcement should be inserted a certain amount of time
before the event and removed afterward. Often the need for manual modification is the reason
for many out-of-date web sites.

This application provides a tool for the automatic insert, update and deletion of announcements
on one web page (typically the home page). Administrators can insert data for a new event using
a web form, specifying: the title of the event, the publication date, the expiration date and the
HTML page describing the event. The application saves all the information in a database and
puts the announcement online on the publication interval time. All the event's information is kept
in the database for 1 year (a different period can be configured) after the expiration date, in
order to maintain a history of events.

The original idea for this work came from the need for a tool to maintain the news

announcements on the Italian National Research Council web site.



How the system works

In this section we describe how the application works. First the software used is described, then
the security model, the web interfaces (how the web administrator view the application) and

last, how the application works internally.

Software used

All the software used is "open source". They are free and available on various platforms. The
use of "open source" software is justified in order to avoid licensing problems and to be

platform-independent. The following kind of software are used:

* PHP (www.php.net) as a script language. PHP is an embedded script language, powerful

and easy to use. All the web interfaces are written in PHP.

*  Open SSL (www.openssl.org) for security management. All communications of the

administration web interface are encrypted using SSL. The identity of administrators can be

checked by SSL using digital certificates.

*  MySql (www.mysgl.com) as database management system. All information about events is

stored in a mysql database.

e Perl (www.perl.com). The application that publishes the events on the publication interval

time is written in perl.

Apache HTTP server (www.apache.org) as web server

The security model

The security model must ensure that definition or modification of events can only be carried out
by authorized people. The following description concerns only security aspects related to this

application. The security of the web server is a more complex matter and is not within the scope



of this work.

All administration web interface communications are encrypted using SSL (HTTPS protocol) to

ensure that unauthorized people cannot read or modify data transmitted on the net.

A table in the database contains the names of the authorized users; the same table can also
contain the password associated with each user. The password is used only for HTTP

authentication.
This application can be configured to check the identity of an administrator in two ways:

1. HTTP authentication. After connecting, the application, responds with "401 Unauthorized",
the browser displays a dialog box asking for user-name and password, the application checks
the supplied user-name and password with the valid user-name/password contained in the

database.

2. Digital certificate. Each administrator must obtain a digital certificate from a certification
authority known to the web server. At connection time SSL checks the certificate validity
and the application checks if the user is authorized (the certificate "common name" must be

in the database table of authorized users).

The web interfaces

Each administrator accesses this application via a web browser connected to the application web

site. The application URL depends on the installation and configuration chosen.

The Figure 1 shows the first page (customized for CNR web site) appearing after the
connection. The page contains a link "define new news" to allow the definition of new events.
The rest of the page contains a list of existing events ordered by publication date. Currently
published events are show on a white background. The title of each event can be clicked on in

order to modify its data.



Generale del ChR |00 2001 {30032 1o minaD s hitm : 180801
IEsitn finanzlamen T&/07200
aensazot - fpoorroot{31ereooe SR s o cigpony 3 13 |182013

j 17/08E007
27082001 [ ez | NewsAgerziap0i-2 him 45 (193146
LR - L | = d=100] 0
JosNE LM - I[.e.r.!m 17/07/2001
! :HI -i'. -I.-I e | Emn1 ‘5‘12!’2']]2 1 E ” I . 192455

|5elezione Direttorl d 170807001
it G [19/eiz001 mnzmmz|1 Ll M

manziament . ADD 17082007
; C4/DEZ001 3111 2f2002 1 NewsAgenzia?0it.him : 19:4857

Aedensig c L

Figure 1. Initial page with list of existing events



Figure 2 shows the page (customized for CNR web site) used to define a new event. The
administrator specifies the title, the start publication date, the end publication date and a pointer
to an event description. The event description can be specified with a file name of a previously
written HTML page or a URL pointing to an existing page. The field "note" is never published,

it can be used by the administrator as he/she likes.

Events, in the publication interval time, are automatically put online by an off-line procedure.
The procedure is started automatically by a "cron" job at regular intervals (a new event in the

publication interval time will be put online at the next run of the publication procedure).

Figure 2. A form to define a new event

An internal overview

Figure 3 shows the logical relationships between application components. The application is

composed of two parts: the web interface and the publication procedure.



The web interface consists of HTML pages with embedded PHP code. This interface is used by

the administrators to define, update and view events. The work carried out by PHP code is:

* At each connection checks the authorization of the user trying to connect.

* Dynamically generates parts of HTML page from database data (the list of existing events, a

form to modify a existing event, etc)

*  Checks the validity of the data specified in the input forms

* Inserts data in the database (for new events or modification). All the data are saved in the
database: title, start publication data, expiration date, HTML pages describing the event or
URL and note. A unique ID is automatically assigned to each new event using an

auto_increment database field.

The publication procedure consists of a perl program started at regular intervals by "cron" (a
unix daemon used to execute commands at specified dates and times). This program extracts
data from the database and generates its files in the directory NEWS of the web site home page.

The operations are as follows:

e Extracts from the database the data for all the events for which the current date is within the

publication interval time.

* Generates a file named NEWS/ news. ht ml containing an HTML unordered list of event

titles. Each list item is a link to the page describing the event (if the event description was a
URL the link points to that URL; otherwise the link points to an HTML file as described

later).

» Ifthe event description is one or more HTML pages: for each event generates a directory, in
the NEWS directory, named from the event ID and puts the HTML pages describing the

event in this directory.

* Removes all the data of expired events (directories and files) from the news directory.



In order to use this application to automatically manage short-term events or news, the web
administrator must enable the "server side include" feature in the web server configuration. See
apache documentation for the module mod_include to enable server side include. The
administrator must also insert an include statement like

"<--#include virtual NEWS/ news. htm -->"inthe document where he/she wants

the automatic generated list of events to be placed.

Web site
bome dir Web browser
NEWS
dir.
—News.html
—— Bwentid 1 dir.
A WEE Server
T Fublication program
"——________q
Apache server
i Btarted by cron FHE
s , Open§SL
LB
MySqgl

Figure 3. An internal overview



Conclusion

This application can be used to simplify the announcement management of short-term events or

news on organization web sites.

* The web interface provides an easy to use tool to insert and/or update announcements.

* No particular skill is required to use the web interface.

* The possibility of error is reduced.

Data in the database permits to maintain a history of events (future, present and past) that can

be viewed via the web interface.

Starting from July 2001 this system is used for the news management of the Italian National

Research Council web site.
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