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Terrorism costs money. Although the costs of specific operations may be relatively
inexpensive, terrorist organizations require much larger budgets in order to function. But
how do terrorist groups acquire funding? What explains the variation in the particular
sources used by different groups? This article develops a theory of terrorist financing
that identifies criteria by which we can evaluate the different sources of terrorist funding,
particularly in terms of their advantages and disadvantages to the terrorist group. These
criteria are then applied across a typology of four primary types of terrorist financing:
state sponsorship, illegal activity, legal activity, and popular support.

Terrorism costs money. In fact, some experts have described money as “the lifeblood” of
terrorist organizations.1 Without money, these groups could not conduct their operations or
exist as organizations. But how do they raise money? What are the possible sources of ter-
rorist financing? The sheer variety of sources is impressive, ranging from state sponsorship
to petty theft, from the international smuggling of drugs to the extortion of local businesses,
and from dispersed diaspora communities giving charitable donations to wealthy private
individuals using their personal wealth to fund the organization. These, among many oth-
ers, are just a few of the ways that terrorist groups acquire funds. But why would terrorist
groups use one of these sources and not others, or why a particular combination of sources?
Understanding this variation requires a theory that explores and explains the relative ad-
vantages and disadvantages of each source of terrorist financing. In other words, from the
terrorist organizations’ perspectives, what are their goals when it comes to financing and
how do they maximize these goals by picking the right combination of sources?2

While much has been written about terrorism financing, most of this literature ad-
dresses specific case studies of terrorist groups or addresses potential countermeasures that
could be implemented to disrupt terrorist financing by targeting the movement of funding
through charities, hawalas, or the official banking sector (by applying anti-money launder-
ing regimes).3 These studies are clearly valuable but do not offer explanations that theorize
why terrorist portfolios vary as much as they do.

To construct a theory of terrorist financing, this article proceeds in several steps.
The first (brief) section addresses why terrorists need money and how much money they
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actually need. The second section develops a theory of terrorist financing that identifies six
key criteria by which we can evaluate the advantages and disadvantages of different sources
of financing. These criteria are: quantity, legitimacy, security, reliability, control, and sim-
plicity. The third section offers a typology of terrorist financing sources that identifies four
broad sources: state sponsorship, illegal activities, legal activities, and popular support. This
article will analyze the advantages and disadvantages of each type according to the criteria
set out in the theory section. Finally, the fourth section will address the counterterrorism
financing implications of understanding the rationale behind different sources of financing.

[Note, this article does not address the movement of money into, within, or out of
a terrorist organization. Just as there are many possible sources of funding, terrorists ex-
ploit several methods of moving money including: formal banking, informal banking (e.g.,
hawala), trade-based money laundering, charities, cash-smuggling, and others. Under-
standing the movement of money is an important facet of terrorist financing, but one that is
sufficiently different from the sources of money to warrant a different theory and a different
typology.]

The Need for Money

The costs of individual terrorist operations can be relatively low, even for “strategic” level
attacks. For example, the 1993 World Trade Center attack was estimated to have cost about
$19,000. The 2002 Bali bombings are thought to have cost $20,000, and the 2004 Madrid
attacks, somewhere between $10,000 and $50,000. In comparison, the 11 September attacks
were relatively expensive, costing between $350,000 and $500,000, but they involved at
least nineteen hijackers operating abroad, with several requiring expensive flight simulation
training.4

Although the costs of specific operations may be relatively inexpensive (and even more
so for low level attacks), terrorist organizations require much larger budgets to function.
Organizations need to devote resources to recruiting new members. If they are operating in
failed or sympathetic states, they need funds to build training camps, and sometimes must
provide food and housing for their members. Organizations must acquire the equipment
necessary for conducting acts of violence—guns, explosives, triggers, training simulators,
as well as fake passports and other travel or identification documents—and communication
devices such as phones and computers. They may need to bribe officials to turn a blind
eye to their activities. Finally, many groups need funds to pay stipends to their “retired”
veterans and the families of dead terrorists or suicide bombers.

As a result of these expenses, terrorist groups have budgets that can range up to hundreds
of millions of dollars per year, especially for the larger and more active groups. Although
the following numbers are just estimates, they are indicative of the overall phenomenon: Al
Qaeda’s annual budget was estimated to be $30 million;5 until the 1990s, the Provisional
Irish Republican Army (IRA) had a budget of up to $15 million per year;6 at its peak in
the 1990s, the Kurdish Workers Party (PKK) was thought to have an annual budget of
$86 million;7 Hezbollah’s budget is between $100 million and $200 million per year, and
may range as high as $400 million;8 the Fuerzas Armadas Revolucionarias de Colombia
(Revolutionary Armed Forces of Colombia—FARC) in Colombia has an annual budget
of somewhere between around $100 million and $1 billion;9 the Afghan Taliban raises
somewhere between $240 million and $360 million per year;10 and all the different insurgent
groups in Iraq collectively raised between $70 million and $200 million per year.11 As these
figures demonstrate, the organizations that are responsible for terrorist attacks are much
more expensive to operate than is indicated by the cost of any individual attack. Acquiring
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tens or even hundreds of millions of dollars requires that the organization must pay a certain
degree of attention to its own financial portfolio.

A Theory of Terrorist Financing—Six Criteria

What do terrorist organizations look for when they consider various sources of financing?
What makes one source more attractive than others? Overall, terrorist groups might be
concerned with the following six criteria: quantity, legitimacy, security, reliability, control,
and simplicity. From a terrorist group’s perspective, there is no perfect source; each has
advantages and disadvantages across the following criteria.

Quantity

Terrorist organizations want as much money as possible. Sources that offer the largest
amount of money are clearly the most desirable. With more money, terrorist groups can
conduct more frequent and more violent attacks, be more likely to be able to offer social
services to a constituent population, can better protect themselves from the state’s security
forces, can offer more incentives to potential recruits, and so on. Put simply, more money
allows terrorist groups to be stronger and more effective; sources of financing that provide
larger quantities are better than those that do not.

Legitimacy

Terrorist groups need legitimacy if they are to sustain themselves. If the ideology of a
terrorist group is seen as illegitimate, they will have little popular support and few recruits
(which is often the case). Likewise, if their strategies or tactics are seen as illegitimate
(e.g., attacking targets that even their supporters see as innocent), then they will also lose
support. Particular financing sources, as one type of tactical decision, can also impact the
legitimacy of a group in several ways. First, they can be an indicator of legitimacy, especially
if groups get large sums of money from a broad support base (e.g., diasporas, religious
contributions). Second, certain fund-raising methods are often seen as illegitimate and
might be avoided by a terrorist group or, when used, prove counterproductive. Involvement
in the drug trade, for example, is often avoided or reluctantly embraced by terrorist groups
for this reason. Finally, the legitimacy of a terrorist group can be undermined if members
use their fundraising methods to acquire personal wealth (e.g., Abu Sayyaf and kidnapping
for ransom).12 Not only does this distract members of the organization from their mission,
it also may lead to perceptions, perhaps justified, of corruption within the organization.
Both these distraction and corruption dynamics can undermine the legitimacy of the group.
Everything else being equal, then, terrorist groups will look for sources of funds that
demonstrate their legitimacy, that are themselves seen as legitimate, and that keep members
focused on their mission rather than leading to distraction or corruption.

Security

Terrorist groups generally operate clandestinely, hiding from the security forces of the
state to organize, plan, recruit, and train. Meanwhile, the state is looking for avenues to
infiltrate the organization or gain intelligence on them. As a result, terrorist groups will
often employ specific sources of funding that allow them to stay off the state’s intelligence
“radar screen.” Some sources of financing, like criminal activities for example, may draw
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unwanted attention from the police and others. They may also make it easier for the security
forces to infiltrate someone into the terrorist organization, especially because the terrorist
group may have more interactions with organized crime organizations, members of which
may be easier to turn.13

Reliability

Sources of financing that are predictable and consistent are better for terrorist groups than
those that fluctuate inconsistently. Whether or not a particular source of financing is reliable
often depends on factors of geography and demographics. For example, a terrorist group
that wants a reliable revenue stream that is tied to the drug trade needs to be near the source
of the drug (e.g., FARC and cocaine, Taliban and heroin), located along a trafficking route
(PKK and heroin), or have access to a domestic population with sufficient numbers of drug
users (especially Western Europe, but to some degree everywhere). Likewise, demographics
matter because a group relying on a diaspora community for funding, for example (like the
Liberation Tigers of Tamil Eelam (LTTE)), must have access to and control of the diaspora
community in order to extort contributions or be able to receive voluntary assistance.

Control

Money is often associated with influence and power. Different sources of financing can
threaten or strengthen a terrorist group’s control over its members and operations. Terrorists
do not want to be beholden to external sponsors because these sponsors (states, private
donors) will often use their funding to influence the nature of the terrorist campaign. The
sponsor could encourage the terrorist group to commit acts it otherwise would not do, or
might discourage them from committing acts they might otherwise do. Another concern for
terrorist groups is the possible lack of command and control within the organization itself,
especially if small units or local commanders are responsible for their own financing. When
this is the case, the decentralization of funding may mean that the central command has less
control over its subsidiary units. A different issue is that often funding sources can create
competition from rival organizations operating within the same political space. For example,
if charities are supporting a broad cause (Palestinian independence, for example), there may
be multiple actors all vying for funding, thereby creating competition and threatening any
one actor’s control over the political space. Lastly, terrorists will also want to control the
timing and speed of their financing, especially if they need to raise funds quickly for a
future attack.

Simplicity

Terrorists groups, like any organization, want their methods of financing to be as simple
as possible. Methods that require fewer specialized skills, that require as little effort as
possible, that have simpler processes, and that have fewer inherent costs will be more
desirable than other methods. For example, petty theft and extortion require fewer skills
than cybercrimes and are simpler processes than elaborate, multi-stage, and multi-actor drug
smuggling operations. Also, for example, terrorist groups that receive external support will
have to exert less effort than those groups that have to actively acquire funding.

With all of these criteria for evaluating the sources of terrorist financing, clearly
terrorist groups will face tradeoffs. One source, for example state sponsorship, might be
advantageous for bringing in large sums of funding, but may be disadvantageous because
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the terrorist group may be beholden to the state sponsor’s agenda and so lose some control
over how their organization functions. These types of tradeoffs will be explored in more
detail in the following section.

Because there are tradeoffs, terrorist groups must prioritize among the different criteria.
Is getting more money worth the loss of control? Or is some loss of legitimacy worth
the gains in acquiring more reliable funds (for example, through extortion)? How, then,
would these six criteria be ranked? At a general level we might be able to hypothesize a
prioritization list for the criteria, perhaps with quantity and legitimacy at the top. However,
in practice, terrorist groups prioritize their needs according to their own situational context.
Any particular ordering of the criteria would probably only explain a handful of cases.
Overall, though, groups that are “better” will manage these tradeoffs more efficiently while
less capable groups might make more mistakes, mistakes that the state can encourage and
exploit (more on this in the final section).

Sources of Financing—Four Types

The range of terrorist financing sources is broad, ranging from state sponsorship to petty
theft. To make some sense of this phenomenon, the different sources are divided into four
general categories: state sponsorship, illegal activities, legal activities, and popular support.

State Sponsorship

One of the primary sources of funding for terrorist organizations is state sponsorship. With
a few notable exceptions, state sponsorship has decreased significantly in recent years.14

It was much more common during the Cold War years, when Marxist groups around the
world were allegedly supported by the Soviet Union, Cuba, and North Korea.15 The United
States also supported its own collection of groups; a number of these, such as the Mujahedin
in Afghanistan and the Contras in Nicaragua, could be considered terrorist organizations.
Many Arab states financed the Palestine Liberation Organization (PLO), providing at least
$100 million per year during its early years, and possibly upwards of $250 million a year in
the 1970s and 1980s.16 In the 1980s, Libya gave aid and financial support to many groups,
including Abu Nidal, the Red Brigades, the IRA, the PLO, the Euskadi Ta Askatasuna
(ETA), the Japanese Red Army, and Baader-Meinhof.17

Today, Iran is perhaps the most active state sponsor of terrorism, providing Hezbollah
with an estimated $100 million per year—approximately half of the organization’s annual
budget.18 Syria is also an important sponsor of terrorism. It provides weapons, safe havens,
and financial support to Hezbollah and seven other groups on the U.S. State Department’s list
who have headquarters in Syria, including Hamas and Palestinian Islamic Jihad. Pakistan’s
Inter-Services Intelligence agency (ISI) sponsors the Afghan Taliban19 as well as groups
that are fighting for Pakistani control of Kashmir, including the Lashkar-e-Taiba, Harakat
ul-Mujahidin, and the Hizbul Mujahideen.20

From the perspective of a terrorist organization, state sponsorship is advantageous
because of the quantity of funds it can provide and the simplicity by which the terrorists
can get them. The budgets of nation-states dwarf that of a terrorist group, making it an
incredibly inexpensive proposition for a state like Iran to fund Hezbollah, and with a
quantity of funds that Hezbollah would have a hard time replacing with other methods.
From the terrorist perspective, state sponsorship is also relatively simple because it provides
high returns for almost no effort.
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State sponsorship has disadvantages for terrorist groups in terms of control and relia-
bility. First, a state can use its financial support to control the group’s activity, compelling
the group to act as a proxy for the state’s interests. The state may attempt to constrain
the terrorist group, or force it to escalate its efforts, or require it to change its tactics. As
a result, the group may be compelled to engage in activities that it would not otherwise
undertake. The second disadvantage of state sponsorship is that states and their policies
change. In some cases, states disappear, which is why many Marxist groups lost much of
their funding when the Soviet Union dissolved in the early 1990s. In other cases, states may
change their policies and stop funding terrorist groups, which Libya has done in response
to international pressure.

Illegal Activities

Because state sponsorship can be unreliable and constrain terrorist behavior, terrorist groups
have increasingly sought funding through illegal activities. These include extortion or
“revolutionary taxes,” kidnapping and ransom, theft, smuggling, petty crime, and pirating
and counterfeiting goods.

Terrorist groups often impose what they call “revolutionary taxes” on a population,
forcing the population to provide funds for the group. Some notable groups that have
used this method include the Shining Path in Peru, the FARC and ELN in Colombia, the
Tupamaros of Uruguay, and the ETA in Spain, among many others. The Pakistani Taliban, as
a specific example, publishes a “tax schedule” that lists various fees for different activities.21

Extortion, although similar to “revolutionary taxes,” is usually directed at particularly
vulnerable targets who are threatened with violence unless some sum of cash is paid. For
example, the PLO extorted $5 to $10 million a year from airlines in the 1970s and allegedly
extorted $100 to $220 million from Organization of the Petroleum Exporting Countries
(OPEC).22 The Protestant Loyalists in Northern Ireland were also quite adept at extortion.
They would simply approach local business owners and offer to protect them from violence
for a fee. Of course, they were the ones who would be committing the violence. The
business owner could even claim 40 percent of these expenses as a tax deduction, until
the British government realized that it was essentially funding the terrorists and changed
the laws. Before the laws were changed, extortion was the primary source of funding
for the Loyalist groups.23

Kidnapping powerful officials or wealthy businessmen and holding them for ransom
not only provides publicity for terrorist organizations, but it is also is one of their most
profitable sources of financing.24 Groups that are or were heavily engaged in kidnappings
include the Abu Sayyaf Group in the Philippines, the FARC in Colombia, the Italian Red
Brigade, the Tupamaros of Uruguay, and insurgent groups in Iraq, the Pakistani Taliban,
among many others. The ransoms paid for the safe return of kidnapped individuals may
run in the millions of dollars; the record seems to belong to the Monteneros of Argentina,
who received $60 million for the release of Juan and Jorge Born.25

Sometimes terrorist groups simply steal cash or valuables to finance their operations.
The more notorious of these thefts include: the PLO/Christian Phalange robbery of the
British Bank of the Middle East, which netted somewhere between $20 and $600 million
in 1976;26 the Jemaah Islamiyah bank robberies, which yielded five pounds of gold that
were used to finance the Bali bombings;27 the 1963 Tupamaros raid on a rifle club, yielding
twenty-eight guns that were used to jumpstart the organization’s campaign of terrorism;28

the ongoing theft of oil from pipelines in Iraq by insurgent groups;29 numerous bank
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robberies conducted by the Pakistani Taliban;30 and bank robberies carried out by the
Symbionese Liberation Army.31

Smuggling is a profitable activity for anyone engaged in it. Terrorists smuggle almost
anything, including drugs, diamonds, cigarettes, cash, people, and even animals, in order
to finance their organizations and operations. The link between drugs and terrorism has
garnered a lot of attention in recent years, and has spawned the term, “narco-terrorists.”
Some of the more notable organizations involved in the drug trade include the FARC
in Colombia, the PKK in Turkey, and the Shining Path in Peru.32 The Afghan Taliban
profits from the opium trade, making between $70 million and $400 million per year.33

While terrorist groups may be involved in the growing and selling of drugs, they are more
commonly involved in their distribution and transit through or out of a country. For example,
the PKK is heavily involved in the heroin traffic from Southwest Asia into Europe, with
some estimating that 80 percent of the drugs in Europe have some connection to the PKK.34

The profits are large; a kilogram of heroin that costs $1,000 to $2,000 in Thailand is worth
$6,000 to $8,000 in Turkey, and has a street value of $200,000 in Germany.35 Additionally,
terrorists often provide drug dealers with protection from security forces in exchange for a
cut of their profits.

Terrorist groups also are reportedly heavily involved in the smuggling of commodi-
ties. For example, there are some reports that Al Qaeda engaged in the smuggling of
diamonds from West Africa and Tanzanite from Tanzania.36 Likewise, Hezbollah has also
been implicated in gold and diamond smuggling. For terrorist groups, the appeal of these
commodities is that they are small, yet highly valuable, secure in their value, and hard
to trace. Smuggling is often common in places with differential tax rates. For example, a
Hezbollah bought cigarettes in North Carolina, where the taxes were low, then sold them
at a discount in Michigan, where taxes were higher. It has been estimated that they raised
approximately $3.7 million dollars over the course of several years, and sent at least a
portion of their profits back to Lebanon.37

Terrorists also engage in human smuggling. For example, the PKK is reportedly heavily
involved in the smuggling of people from Iraq and elsewhere in Asia into Europe, usually
through Italy. Interpol estimates that the PKK receives between 2,000 and 3,000 Euros per
individual. The exact number of people smuggled per year is unknown, but there was a
single operation connected to the PKK in which 9,000 Kurds were smuggled into Europe.38

In one of the more odd cases of smuggling, the IRA raised $2 million in one year by
smuggling pigs across the border between Northern Ireland and the Irish Republic border.
The IRA would openly export the pigs to the British side of the border, collect the export
subsidy (eight pounds per pig), then smuggle the pigs back into Ireland and repeat the
whole operation with the same pigs. As one scholar notes, this produced “a considerable
amount of cash and some very tired pigs.”39 Besides cigarettes and pigs, almost any good
could be and has been smuggled across borders to take advantage of the differences in taxes
or subsidies.40

Petty crime is also an important source of terrorist financing. This category can include
almost any criminal activity that might be used by terrorists to raise funds. For example,
Ahmed Ressam, the Millenium bomber, stated during his interrogation that while living in
Montreal, he stole from tourists, sold passports for cash, robbed a currency exchange, and
engaged in credit card fraud.41

Last (although this is far from an exhaustive list), terrorists have been known to deal
in pirated and counterfeit goods and currencies. For example, the Tri-Border area between
Paraguay, Brazil, and Argentina is well known as a market for pirated goods, and Hezbollah



468 M. Freeman

is believed to be heavily involved there.42 The Provisional IRA and Loyalist groups in
Northern Ireland are known to deal in counterfeit clothing, compact disks, perfume, videos,
currency, and so on and have raised around a million pounds for both sides combined.43

The PKK is known to deal in counterfeit stamps and bank notes.44

For the terrorist group, there are several advantages to illegal activities as a source of
funding.45 First, illegal activities provide a reliable source of income because, as Picarelli
and Shelly put it, “crime provides cash on a rapid and repeatable basis.”46 Extortion, for
example, can be used repeatedly and expanded as needed. The diversity and availability of
illegal activities means that they can take place anywhere. Commercial activities that can
be exploited, or scarce resources that can be smuggled, traded, or stolen, can be found all
over the world, and terrorists of all kinds take advantage of these opportunities to finance
their organizations.

Another benefit of illegal activities is that they can enhance the legitimacy of the
terrorist group, or at least undermine the legitimacy of the state. When groups engage in
extortion and the population does not report the activity to the authorities, the terrorists have
achieved at least the passive support of the population. Ideally, they would want strong,
active support, but their ability to engage in extortion to the extent that they do indicates
that either the population does not feel loyalty to the state or lacks confidence in the state’s
ability to exert control. In other words, extortion shows that the terrorists may not have
fully won over the population, but at least they have taken them out of the state’s area of
control. This also undermines the legitimacy of the state. By engaging in these practices, the
terrorists show that the state cannot control its own territory. In a world that is “zero-sum,”
a loss for the state can be seen as a win for the terrorists.

Illegal activities are also often relatively easy. Depending on the type, illegal activities
may require only minimal levels of skill in order to be carried out successfully. For example,
robbing a bank or store requires a weapon and nerve, but not much else. Likewise, extortion
is a relatively simple process, especially compared to many other methods of raising money.

A final advantage to the terrorist group in engaging in illegal activities is that they can
maintain more control, especially if these activities allow them to be independent of state
sponsors. The collapse of the Soviet Union was what led many terrorist organizations to
shift their funding from state sponsorship to illegal activities.

Engaging in illegal activities also has some disadvantages for the terrorist groups. For
some activities (like extortion, for example), there are limits to how much they can take
from a population, thereby impacting the total quantity available from this source. The
terrorists are essentially in a parasitic relationship; they want to feed off their host, but they
cannot kill it without dying themselves. If they force a business to pay more than it makes
in profits (at least for some extended period of time), that business will have to close down,
and the terrorists will lose it as a source of income.

For terrorist groups concerned with legitimacy, several types of illegal activity may
alienate the terrorist group’s constituent population. Groups engaging in kidnappings, ex-
tortion, or drug smuggling may antagonize the community, costing a terrorist group some of
its popular support. Many organizations stay away from these types of activities in order to
avoid a public-relations disaster. The Provisional IRA, for example, has refused to become
involved in Northern Ireland’s drug trade for precisely this reason. Also, having access to
large amounts of money from criminal enterprises may result in corruption among mem-
bers of the organization, who may be tempted to take some of the profits for themselves.47

Illegal activities will often be kept a secret even within the organization, and the funds
generated by such activities are not easily tracked or accounted for. For example, Yasser
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Arafat is believed to have skimmed off between $900 million and $1.3 billion from the
PLO’s coffers.48

In terms of security, illegal activities are risky. The state and its police force are already
looking for and trying to stop these activities, so the danger of capture is high. A cost/benefit
analysis may lead an organization to conclude that illegal activities carry too high a risk
when compared to other avenues for acquiring funds. Additionally, when the state does
become aware of illegal activity conducted by terrorist groups, government security forces
may use that information to track and disrupt the group. A small, clandestine organization
is more likely to “fly under the radar” if it does as little as possible to challenge the state.49

Finally, terrorist groups may lose control when they engage in illegal activities. When
a group is profitably engaged in criminal activity, it may grow more interested in pursuing
profits than in attacking the state. This can be a particular problem when the illegal activities
are carried out by peripheral cells of the organization. Self-sufficient cells that are capable
of financing themselves may feel free to act independently of the leadership if they disagree
with the organization’s strategy.

Legal Activities

Terrorist groups do not just engage in criminal activity; they often operate totally legal
businesses for a profit. For example, while Al Qaeda was in the Sudan between 1992 and
1996, the organization operated many legitimate businesses, including farms where peanuts
were grown and honey was produced, several trading companies, a tannery, a furniture-
making company, a bakery, and an investment company.50 Elsewhere, Al Qaeda cells ran
a construction and plumbing company, a company that fixed and sold used cars, a fishing
business, and a manufacturing company.51 The Aum Shinrikyo group in Japan operated
a similarly large host of legitimate businesses, running a copy shop, a noodle shop, a
computer software company, and a real estate business, among others.52

The Provisional IRA and Loyalist groups in Northern Ireland have also used legitimate
businesses to finance their organizations. Both have operated drinking clubs or pubs;
although these did begin as illegal operations, the groups then went on to obtain the proper
licenses, and reported their income to the government (but usually not all of it). They
also operated gaming machines—only some of which were legal—in the drinking clubs.
Some scholars contend that these clubs were the single greatest source of income for these
groups in the 1980s.53 Both groups also operated taxi services, with the IRA owning two
companies of up to 600 taxis and the Loyalists operating over ninety cabs.54 Because of
their cash-based operations, both the pubs and the taxi services provided channels through
which the groups could launder money that had been obtained from other illegal sources.
As a last example, both sides in Northern Ireland also ran security firms that guaranteed the
safety of companies and their workers, although these security firms often crossed the line
into outright extortion.

For the terrorist group, engaging in legal activities to raise money is especially advan-
tageous in terms of security. Because the activity is entirely legal, there is little the state can
do to target the activity or those engaged in it. To do so would require the state to rewrite
its laws in a way that might be seen as discriminatory or illegitimate.

Nevertheless, there may be some disadvantages to engaging in legal activities for the
terrorist group. In terms of security, even legal activities may draw unwanted attention from
the authorities. This would be particularly problematic if the terrorist group is trying to
remain secret or clandestine while still in the planning stages. The use of legal businesses
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may give the authorities greater insight into the terrorist network or organization. A legal
business may act as a beacon that offers the authorities a door into the terrorist group, and
might allow them to trace back communication or flows of money into the “dark” side of
the organization. Legal businesses are also required to keep records and can be audited,
both of which provide the state with possible avenues to gather intelligence on the terrorist
group.

Second, legal activities are not necessarily simple; they require that terrorist groups
have good business skills if they are to make a profit. They will be competing in the market
with all the other businesses who are also trying to make a profit. For terrorist groups that
lack business skills illegal activities would become more attractive.

Lastly, in terms of quantity, legal activities may yield lower profits than other funding
sources. Legal businesses have to compete in the marketplace, and doing so drives down
profits. Illegal activities, in contrast, may yield higher profits, in part because of the risk
premium attached to them.

Popular Support

Many terrorist groups rely on the support of a sympathetic population or constituency
as a source of funding. Charitable donations comprise a large portion of the revenue for
many Islamic groups in particular. Terrorists might also tap into sympathetic diaspora
communities living overseas, or rely on membership dues to fill their coffers.

Many groups receive money in the form of charitable donations. This is a well-known
and well-documented phenomenon for many Islamic groups. As examples, the Global
Relief Foundation and the al-Wafa organization have been associated with Al Qaeda; the
Holy Land Foundation for Relief and Development and the Quranic Literacy Institute have
given money to Hamas; Benevolence International has been tied to Chechen groups; and
the Islamic Concern Project and the World and Islam Studies Enterprises have sent funds
to Palestinian Islamic Jihad.55 Much of the money collected comes from Saudi Arabia
and other Gulf states, where there are many wealthy donors sympathetic to these causes.
Iraqi insurgents also received some funds from wealthy donors from the Gulf region; some
Iraqi insurgent leaders had arrangements with the imams in the mosques where the money
was collected.56 The Afghan Taliban also receive money from charities located in the Gulf
countries estimated at between $150 million and $200 million per year.57

Some groups also receive financial support from their diaspora communities. (The
difference between this support and charitable donations is that support from the diaspora
is based more on ethnic or racial connections and less so on religious ones.) For example,
50 percent of the IRA’s revenue in the 1970s came from donations collected by NORAID
from Irish-Americans. Likewise, many Palestinians living abroad would send five to seven
percent of their salaries back to the PLO. Similarly, the LTTE raises $7 to $22 million a
year from the Tamil diaspora in Canada, while many Lebanese expatriates around the world
send money back to Hezbollah.58

As a final category, popular support can also come from membership dues or donations
by members directly to the organization. Osama bin Laden has probably donated much of
his personal wealth, for example, to Al Qaeda, although the estimates of the size of his
fortune have probably been exaggerated. As another example, members of Aum Shinrikyo
would usually give the organization all of their wealth upon joining the group.59

For terrorist groups, acquiring funds through popular support can be tremendously
advantageous. First of all, it can be a clear signal of their legitimacy. By providing a clear
and concrete demonstration that people support the cause, widespread financial backing is
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both a boon for the organization and a blow to the state. Moreover, some terror groups use the
contributions they receive to conduct social welfare activities, thereby further undermining
the legitimacy of the state and gaining supporters for their own cause.

In terms of simplicity, popular support is relatively easy. Terrorist groups do not have
to devote a lot of resources to acquiring funds; instead, they can simply “sit back” and wait
for the money to come in. This is similar to the advantage coming from state sponsorship.

Popular support can offer a terrorist group a reliable source of income because charities,
specifically, give the terrorist group more geographical flexibility. Not only can groups
solicit donations from anywhere—for example, Hamas collected $13 million from the
United States through the Holy Land Foundation—but they can also operate anywhere.
Charities can go to remote parts of Indonesia, Iran, or Lebanon and, by providing aid on
behalf of opposition movements, gain the trust and support of those populations.

Although receiving financial resources from donations and charities is generally advan-
tageous, there are several disadvantages for the terrorist group. One possible disadvantage
is a loss of control. Popular support can affect the terrorists’ behavior, much like state
support does. It could lead terrorists to moderate their behavior if they fear that their actions
could undermine their popular support. Conversely, popular support could force them to
escalate their behavior if their constituent population is more “hawkish” than they are. It
could also cause them to escalate their operations if they are in a competitive environment
for funding. For example, Hamas and Palestinian Islamic Jihad rely on more or less the
same population base for support; if one of them is seen as less active, it may lose some of
its financial revenue. Additionally, popular support may create a competitive environment
in which new groups form in order to take advantage of the widespread sympathy and
support available to organizations that espouse a particular cause. As in the business world,
new companies form and move into areas where there are large profits to be made.

Popular support may also be disadvantageous in terms of the quantity of funds raised
because popular support depends on the overall health of the economy. If people are
struggling to meet their own needs, they will be less likely to donate money to a charitable
cause.

Countering the Sources of Terrorist Financing

Different sources of financing have different vulnerabilities that can be exploited. This is
good news for a state that is trying to cut the financial resources of terrorist groups; it is
also a warning that countermeasures must be specifically tailored not only to the particular
group being targeted, but also to the way in which that group acquires financial resources.
For example, the countermeasures most likely to be successful against the Iraqi insurgents
would vary depending on whether they are receiving state sponsorship from Saudi Arabia
and Iran, or whether they rely on kidnappings and extortion. This is made more complicated
by the fact that terrorists often use a wide portfolio of sources and that no two terrorist
groups will have the same profile of funding. As a result, there can be no single strategy for
addressing the sources of terrorist financing; instead, strategies must be tailored to different
groups and their different portfolios of fundraising.

In addition, terrorists adapt. Although the categories discussed in this chapter are meant
to capture the best known sources of funding, terrorist groups have proven themselves adept
at finding new and creative ways of financing their organizations, and it is therefore possible
that there are other categories of funding not known at this time. When the state cracks
down on particular paths of support, terrorist groups are sometimes able to respond by
financing their operations through less risky or more lucrative arenas.60 For example, the
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funding sources of Iraqi insurgents have shifted over time; they were originally financed by
regime loyalists, and then got the bulk of their money from foreign fighters who smuggled
cash into Iraq; and then were self-financing through crime, extortion, and donations.61 As a
result, there cannot be a fixed strategy; instead, strategies for countering terrorist financing
must be as flexible and adaptable as the terrorists’ strategies.

One should also recognize that there is no easy strategy to disrupt the sources of terrorist
financing. Typically, states are reasonably well organized to counter the movement of money
(through anti-money laundering measures, financial oversight and regulation, etc.), but are
less capable of going after the sources of funds. While almost all recommendations require
a more intensive dedication of resources, resources are always scarce. Many states are
already attempting to improve their intelligence gathering, enhance their police forces,
improve their governance, or provide more social welfare goods.

Despite these difficulties, the theory of terrorist financing articulated above offers an
important way of thinking about how better countermeasures can be developed. Ultimately,
states need to reverse the logic behind the six criteria. If terrorists want to acquire money in
large quantities, legitimately, securely, reliably, simply, and in a way that they can control,
then states must reduce the quantity of funds and make their acquisition illegitimate,
dangerous, unreliable, distracting, and complicated. The following suggestions are just
some ways this might be done. [These options focus on the first three criteria (reducing
quantity, legitimacy, and security) as these are more open to manipulation by the state. The
reliability, simplicity, and control aspects of various sources may vary, but are harder to
impact externally.]

To reduce the large quantities of money terrorists receive from state sponsors, states
can impose economic sanctions or embargos; they can offer incentives to induce sponsor
states to change their behavior, essentially “bribing” them to stop supporting terrorism;
they can apply diplomatic pressure in an attempt to convince the sponsor states to behave;
or they can attack and invade the countries that support terrorism. Although international
pressure can work—it has been effective in convincing Libya to change its ways—sanctions,
diplomacy, and military action can sometimes have little impact. U.S. attacks on Libya in
1986 and Afghanistan in 1998 failed to deter those countries’ support for terrorism, and
Iran continues to support Hezbollah. Charities, too, provide large quantities of funds to
terrorists and countering this source requires that states can do a better job of monitoring
where and how charities raise money. In Saudi Arabia, for example, the government has
recognized the role that charities play in financing terrorism, and has responded by creating
more oversight and legal constraints on how charities operate within the kingdom.62

Addressing the terrorists’ desire for legitimacy is sometimes hard, especially if they
rely on charities for funds. Charities are rarely entirely devoted to financing terrorist orga-
nizations; rather, they may distribute most of their money to other, legal causes, including
other charities. Additionally, even the money that does go to terrorist groups is often
spent on social welfare programs and not on violent activities. Both Hamas and Hezbollah
are well known examples of groups that engage in robust social welfare activities where
the government is incapable or unwilling to do so.63 If the government provided better
governance—and this might require more international aid—it would undermine popular
support for the terrorist organizations. Additionally, the state could, for example, use in-
formation operations to publicize the connections between charities and terrorist groups.
Oftentimes, donors are unaware of how their donations are distributed, and may be less
likely to support a charity if they know that its funds are used to support terrorism.

To make terrorists less secure in the methods used to acquire funds, the state can also
improve its police, domestic intelligence agencies, and legal prosecution organizations to
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put more pressure on terrorist organization.64 For example, the state could focus more of its
resources on prosecuting criminals, especially those who might be tied to terrorist groups.
Additionally, the state could increase the punishments for terrorists who are convicted of
engaging in such illegal activities. For example, if the punishment for smuggling drugs is
five years, it could be increased to ten years if the person is also affiliated with a terrorist
group. Also, devoting more resources to the police should have the effect of lowering crime
overall, which should lower the rate of terrorist related crime as well. Lastly, there needs to
be greater information sharing between police and intelligence agencies. Better information
sharing would allow authorities to tie together disparate pieces of information in order to
identify and counter terrorist organizations.

These recommendations are not an exhaustive list; rather they are meant to be illustra-
tive suggestions for how we might think about addressing the sources of terrorist financing.
There are no easy solutions to disrupt the sources of terrorist financing; nevertheless, more
can be done. Since money is the lifeblood of terrorist organizations, attacking it in better
and smarter ways will result in a more effective fight against terrorism overall.
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