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Audit summary

Frontline information and communications technology (ICT) includes the hardware,

software, and supporting network infrastructure that helps public sector agencies
achieve organisational objectives and deliver services. Today, the public sector would
be unable to function effectively without ICT.

Due to the very high tempo of innovation and subsequent refresh rate of technology

assets, when compared to other types of assets, frontline ICT assets can quickly
become obsolete if they are not carefully managed on a life cycle basis.

Inadequate management of the inevitable obsolescence of frontline ICT assets could,

at best, lead to poor or degraded service delivery by public sector agencies. At worst, it

could lead to widespread equipment failure and extended outages of critical public

services.

Industry research shows that many public and private sector organisations do not

accurately identify the costs or risks related to ICT life cycles. This may lead to the

unexpected obsolescence of frontline ICT equipment, which may then become no
longer ‘fit for purpose’ to meet service delivery requirements or community
expectations.

The Department of Treasury and Finance’s (DTF) Asset Management Series
describes the purpose and fundamental principles of effective asset management and

provides a strategic framework for asset life cycle management. These principles are

also applicable to frontline ICT assets in public sector agencies.

The objective of this audit was to assess whether the obsolescence of frontline ICT

equipment and software is managed effectively and efficiently throughout the
technology life cycle.

The audit examined DTF’s role and responsibilities in developing and managing
frameworks and policy for ICT assets across the public sector, and the following
agencies that deliver frontline services:

the Department of Education and Early Childhood Development (DEECD)
the Department of Justice (DOJ)

the Emergency Services Telecommunications Authority

four government secondary schools

Victoria Police.
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Audit summary

The following frontline ICT systems were subject to detailed case study examinations

for the audit:

° the Mobile Data Network (MDN), used by Victoria Police and managed by the
Emergency Services Telecommunications Authority

° the National Secondary School Computer Fund—an initiative to provide ICT
equipment for students in Years 9 to 12—funded by the Commonwealth
Government, and overseen by DEECD.

Conclusions

Obsolescence of frontline ICT assets is not being given adequate recognition, even
though ICT assets age rapidly and are pivotal to frontline service delivery. There are
major shortcomings in planning and asset management frameworks, unsustainable
funding models, and a lack of oversight of frontline ICT assets. This means that
effective management of frontline ICT obsolescence is very much dependent on
localised expertise with good practice achieved on a case-by-case rather than
systemic basis.

Whole-of-government frameworks and guidance have not kept pace with the
increasingly central role of ICT in service delivery. There are no ICT-specific policies or
frameworks to clearly guide the ongoing management of ICT obsolescence. Insufficient
oversight by DTF means that government is not fully informed about the current
capacity of, or future optimal investment for, frontline ICT assets.

A more robust funding and management model is needed to better reflect the rapid
ageing of ICT assets. This would assist agencies to better plan and provide for ICT
obsolescence costs across the life of their ICT asset base. Funding arrangements for
frontline ICT assets should take into account all the costs involved in sustaining the
existing capacity of essential services.

Secondary school student learning goals that depend on ICT assets are at risk, due to
insufficient oversight by DEECD, despite it knowing that schools do not routinely take
into account the life cycle costs of ICT assets. DTF and DEECD have not planned, or
acted, to remedy this deficit. Further consequences, identified by DEECD, arising from
the obsolescence of these assets are serious and include student, parent and teacher
dissatisfaction, as well as reputational damage for DEECD.

ICT obsolescence has been effectively managed in the case of the MDN. However,
because MDN relies on radio waves to transmit its data, obsolescence risks go beyond
the equipment’s useful physical life span to external factors, such as radio spectrum
(the frequency bandwidth occupied by radio waves) which is managed and regulated
by the Commonwealth Government.

DOJ and DTF must continue to closely monitor this strategic risk to make sure that the
Commonwealth is made aware of the present and future spectrum requirements of
Victoria's emergency services.
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Audit summary

Findings

ICT asset management

The state’s Asset Management Framework does not provide sufficient specific
guidance for the management of ICT assets. Nor does DTF provide appropriate or
sufficient oversight of the framework, which is delegated to departments.
Whole-of-government policies relevant to ICT also fail to give guidance on
obsolescence. DTF provides a range of ICT focused policies and instructions, but
these only guide activity in areas such as procurement, information management,
networks and security.

The DEECD documentation on asset management does not give adequate guidance
to schools on how to manage their ICT assets, including obsolescence. Oversight by
DTF and DEECD of ICT asset management in schools is also inadequate, and is
compounded by a lack of funding to address the inevitable ageing of school-based ICT
assets.

Risk management guidance, at a whole-of-government and departmental level, also
fails to specifically address the inevitability of ICT obsolescence.

There are opportunities for DOJ to improve the rigour applied to asset management
strategies and the identification and aggregation of risks that are relevant to frontline
ICT obsolescence. Links between the vision and the implementation are often unclear.

On a positive note, DOJ has developed an Emergency Services Communications
Strategic Framework.

However, a more deliberate approach to progressing this master planning by DOJ and
emergency services agencies has meant that, in effect, the state has had few realistic
options but to extend the existing contract arrangements. This is because a clear
vision and specification for future frontline ICT for the emergency services sector has
yet to emerge.

Education sector case study

DEECD's IT operations risks register identifies schools as the owner of obsolescence
risks relating to ICT assets used by students. However, DEECD has not informed
schools of this risk transfer.

After more than two years of Commonwealth funding for the National Secondary
School Computer Fund initiative, DEECD and the audited schools have not identified
alternate funding sources or developed comprehensive action plans to manage the
inevitable obsolescence of these ICT assets.

This means that future cohorts of secondary students could miss out on access to
computers, which jeopardises DEECD'’s strategic direction to embed ICT in the school
curriculum.
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Audit summary

DEECD's planning tools for student-based ICT assets can identify obsolescence risk
but they do not assist schools with developing appropriate responses. This case study
highlights an emerging disconnect between DEECD’s ICT-based learning objectives
and the management of ICT assets used by students.

Justice sector case study

The Emergency Services Telecommunications Authority, within the whole-of-sector
emergency services administrative arrangements, has effectively managed
obsolescence risks for the MDN.

The MDN contractor has performed well against demanding performance measures,
and the system has, through a range of modifications, evolved to meet changing
operational needs.

Despite this positive outcome, there is limited evidence demonstrating that DOJ and
DTF have formally captured any ‘lessons learned’ from the past five years of operation
of public private partnerships (PPP) ICT systems, compared to traditional procurement
models.

A PPP procurement model adopts a life cycle costing approach. There may be merit in
DTF and DOJ examining whether PPP value drivers, such as transfer of operational
risk, rigorous service delivery and maintenance standards, as well as periodic
equipment refresh, could meet the stringent needs of emergency service agencies at a
reasonable price.

Recommendations
Number Recommendation Page
1. The Department of Treasury and Finance should: 14

e provide specific guidance to departments on ICT
governance and asset management, and review the
implementation of such guidance

e better recognise the rapid ageing of frontline ICT
assets in funding models.

2. The Department of Education and Early Childhood 14
Development and the Department of Justice should:

e develop a comprehensive ICT asset management
framework

e provide specific guidance to portfolio agencies on ICT
obsolescence.

3. The Department of Education and Early Childhood 20
Development should quantify and give comprehensive
advice to government on the looming mass obsolescence
arising from the National Secondary School Computer
Fund without delay.
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Audit summary

Recommendations — continued

Number Recommendation Page

4. The Department of Justice should continue to engage 26
proactively with the Commonwealth Government to
safeguard appropriate and sufficient radio spectrum for
current and future emergency voice and data services
across Victoria.

5. The Department of Justice should work with its portfolio 26
emergency services agencies (such as the Emergency
Services Telecommunications Authority and Victoria
Police) to finalise the operational communications
component of the emergency services communication
strategic master plan within the next year, in order to
procure the next generation of frontline ICT equipment.

6. The departments of Treasury and Finance and Justice, the 26
Emergency Services Telecommunications Authority and
Victoria Police should conduct a comprehensive ‘lessons
learned’ study on the use of the public private partnership
procurement model for frontline ICT and consider whether
this approach:

e reduces agencies’ exposure to operational risk by
transferring day-to-day technical performance and
availability issues to the managed services contractor

e provides equal or better value-for-money when
compared to traditional ICT procurement costs over a
typical technology life cycle

e gives agencies more certainty of funding for the
systematic refresh of critical ICT equipment than
annual bidding for recurrent funding.

Submissions and comments received

In addition to progressive engagement during the course of the audit, in accordance
with section 16(3) of the Audit Act 1994 a copy of this report was provided to the
Department of Treasury and Finance, the Department of Education and Early
Childhood Development, the Department of Justice, the Emergency Services
Telecommunications Authority and Victoria Police, with a request for submissions or
comments.

Agency views have been considered in reaching our audit conclusions and are
represented to the extent relevant and warranted in preparing this report. Their full
section 16(3) submissions and comments however, are included in Appendix A.
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Background

1.1 Information and communications technology

Information and communications technology (ICT) is an umbrella term for hardware,
software, network infrastructure, and supporting equipment.

ICT is increasingly important in the delivery of services across the public sector and is
pivotal to frontline service delivery, such as school education and law enforcement.

1.1.1 ICT obsolescence

A better practice approach to ICT asset management involves the acquisition, use, and
disposal of ICT assets to maximise service delivery over an asset’s useful life.
Management of the life cycle of a particular technology mitigates risk and helps define
and plan the cost of updating and replacing assets when they become obsolescent.

Life cycle management is particularly important for ICT assets, due to the high speed
of innovation for information and communication technologies. Unlike other assets with
relatively long life spans, ICT assets can quickly become obsolete if not managed
carefully.

Inadequate management of the inevitable and recurring obsolescence of ICT assets
can, at best, lead to poor or degraded service delivery by public sector agencies. At
worst, it could lead to catastrophic equipment failure, and an extended outage of a
critical public service.

Industry research shows that many organisations fail to accurately identify the costs or
risks related to ICT life cycles. This can lead to the obsolescence of critical ICT assets,
meaning that unexpectedly they can be no longer ‘it for purpose’ to meet service
delivery requirements or community expectations.

1.2 Asset management policy and guidance

The Department of Treasury and Finance (DTF) provides guidance to Victorian public
sector agencies to develop and implement good asset management practices.

DTF supports government by administering a range of financial management policies
and frameworks, including the Victorian Government Risk Management Framework,
the Financial Management Compliance Framework, and the Asset Management
Framework.

These frameworks are in place to guide public sector performance, manage assets
and mitigate risks. DTF also has a key role in helping public sector agencies manage
their assets, including ICT equipment.

Victorian Auditor-General’'s Report Obsolescence of Frontline ICT: Police and Schools 1



Background

DTF’s Asset Management Series outlines the fundamental principles of effective asset
management and provides a strategic framework for asset life cycle management. This
guidance, and the principles contained within it, also applies to all ICT assets in public
sector agencies.

Figure 1A shows the basic and generic asset life cycle approach advocated by DTF.
However, due to the faster refresh rates for ICT assets, some elements of the model
may need to be concurrent, with planning for the next generation of ICT assets often
needing to commence as soon as a new ICT asset has been acquired.

Figure 1A
Concept diagram of a basic asset life cycle

Planning Acquisition

Operation
Disposal and
maintenance

Source: Department of Treasury and Finance.

Under Victoria’s devolved funding and governance model, as defined in the Financial
Management Act 1994, agencies and their accountable officers are responsible for
adhering to whole-of-government policies. In addition to this broad compliance and
accountability framework, they also need to develop and implement agency-level
policy and guidelines for the identification and management of their own agencies’ ICT
asset life cycles, and to mitigate risks arising from ICT obsolescence. DTF administers
this Act and is responsible for its oversight.

This audit reviewed the application of these frameworks in DTF, the Department of
Education and Early Childhood Development (DEECD) and the Department of Justice
(DOJ).
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Background

1.3  Frontline service delivery

In addition to the agency level frameworks, the audit examined the following two

frontline ICT case studies in detail:

° the National Secondary Schools Computer Fund (NSSCF), which is funded by
the Commonwealth Government and is being implemented in Victorian
Government secondary schools

° the component of the Mobile Data Network which is used by Victoria Police and
managed by the Emergency Services Telecommunications Authority.

1.3.1 The National Secondary School Computer Fund

The Digital Education Revolution is a nationally funded program designed to prepare
students to live and work in a digital world, by giving them access to ICT equipment in
their learning environments. The major component of the initiative is the NSSCF.

This $2.2 billion program aimed to achieve a computer-to-student ratio of 1:1 for
Years 9 to 12 in all Australian secondary schools by 31 December 2011. The program
has helped improve the age of ICT assets in Victorian schools, as shown in Figure 1B.

Figure 1B
Changes in the age of school ICT from 2007 to 2011
Per cent
35 4
31.6
30 4
Four year mark —
measure of obsolescence
25 4
20 4
159 14.0
10 A
7.0
4.0 4.0
> 6.3
4.0 17 2.1
0 T T T t T T T )
Lessthanl 1-2years 2-3years 3-4years 4-5years 5-6years 6-7years Morethan7
year old old old old old old old years old
2007 2011

Source: Victorian Auditor-General’s Office based on Department of Education and Early
Childhood Development information.

In early 2008, at the outset of the program, 90 per cent of government schools
reported a computer-to-student (Years 9 to 12) ratio of less than 1:2.3. By the end of
December 2011, not all Victorian Government secondary schools had met the 1:1
computer to student ratio due to slow purchase action by schools and/or signing of
their funding arrangement with DEECD.
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Background

By January 2012, government schools had installed 83 155 devices, with a further

34 000 devices funded under the program about to be, or being, installed at the time of
this audit. Of the total Digital Education Revolution-funded devices under the NSSCF
(approximately 117 000) funding for 99.4 per cent had been distributed to schools and
71 per cent of devices had been installed.

1.3.2 The Mobile Data Network

The Mobile Data Network (MDN) is a wireless emergency services communications
network that provides Victoria Police and Ambulance Victoria with remote access to
critical information from the field.

MDN enables the dispatch of ambulance and police vehicles, provides wireless access
to information systems as well as the return of data from field vehicles, and automatic
vehicle location.

MDN is fundamental to Victoria Police’s operations in greater metropolitan Melbourne
and Geelong. It sends secure law enforcement data between headquarters and
operational police.

Figure 1C
The Metropolitan Data Network coverage and service area

Source: Department of Justice and Emergency Services Telecommunications Authority.
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Background

MDN also has a critical personnel safety role, as it enables vehicle positioning and
tracking via global positioning system satellites, as well as a duress alarm button built
into the system’s screen, which can be activated quickly if a police member is under

any threat.

Figure 1D

The Mobile Data Network as deployed by Victoria Police
and Ambulance Victoria

GPS Automatic
Vehicle Location
(AVL)

Up to 700
Victoria Police
vehicles

MDT Hardware —piii
MDT software

Up to 310
Metropolitan
Ambulance

Mobile Data

Radio Network

Victoria Police ICT environment

ESTA Computer
MDN Message MI':E:r};:AeD <— Aided Dispatch
Switch (CAD) system
PMS
Performance o
Management Sg?fzg‘fss
System Database

.............. .

[ : MDN
Service vehicles H Databases
: l l l Interface
VicPol nggr?ller VicPol VicPol VicPol
. Data Desktop Data LEAP I/NetViewer
i\ Warehouse Acct_ess Terminals Database Terminals
Terminals
VicRoads NVOI
Databases Database

Source: Victorian Auditor-General’s Office based on Department of Justice information.

The MDN is designed, built, financed, operated and maintained by a private provider
under a public private partnership contract. In August 2003, the MDN contract had a

net present value of $140 million.

In late 2010, the state exercised its extension options and delayed the contract expiry

date to 2014.
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Background

1.4 Audit objective

This audit assessed whether obsolescence of frontline ICT equipment is managed
effectively and efficiently throughout the technology life cycle.

This objective was addressed by examining whether audited agencies:

° identify obsolescence risks for ICT equipment used in frontline service delivery

° develop evidence-based plans and strategies to effectively mitigate or control the
obsolescence risks for frontline ICT equipment

° implement, in an effective and timely manner, refresh and rectification programs
for obsolete ICT equipment used in frontline service delivery

° review the effectiveness of their refresh and rectification strategies and programs
to reduce the threat of obsolescence of frontline ICT equipment.

These sub-objectives were examined at the central and portfolio agency levels, and
specifically tested through two case studies.

The audit was conducted in accordance with Australian Auditing and Assurance
Standards.

The cost of the audit was $450 000.

1.5  Structure of this report

This report is structured as follows:

° Part 2—ICT asset management frameworks
° Part 3—Education sector case study: Computers for Years 9 to 12
° Part 4—Justice sector case study: the Mobile Data Network.

6 Obsolescence of Frontline ICT: Police and Schools Victorian Auditor-General’'s Report



ICT asset management

frameworks

At a glance

Background

Comprehensive asset management is particularly important for information and
communications technology (ICT) given its relatively short life span, the rapid rate of
obsolescence and the critical role that ICT plays in frontline service delivery.

Conclusion

Frontline service delivery is at unnecessary risk of failure due to incomplete or absent
guidance on ICT obsolescence, unsustainable funding models for ICT assets and lack
of effective oversight. This means that ICT obsolescence cannot be managed in a
coordinated manner, and is instead being left to local expertise. This is unacceptable,
given the increasingly critical role that ICT plays in service delivery.

Findings

° There is no whole-of-government framework or policy that specifically guides
departments on managing ICT assets and their obsolescence.

° The Department of Justice does not provide clear guidance on ICT obsolescence
to portfolio agencies.

° Although the Department of Education and Early Childhood Development
(DEECD) has developed a systematic framework for student-based ICT assets, it
has not provided clear guidance and necessary support to schools.

° Oversight by the Department of Treasury and Finance and DEECD of asset
management is inadequate, and is compounded by a lack of financial recognition
of the ageing of school ICT assets.

Recommendations

That the Department of Treasury and Finance:
° provide specific guidance to departments on ICT governance and asset
management, and review the implementation of such guidance

better recognise the rapid ageing of frontline ICT assets in funding models.

That the departments of Education and Early Childhood Development and Justice:

develop a comprehensive ICT asset management framework
provide specific guidance to portfolio agencies on ICT obsolescence.

Victorian Auditor-General’'s Report Obsolescence of Frontline ICT: Police and Schools 7
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8

2.1

Introduction

2.2

Information and communications technology (ICT) assets increasingly support the
delivery of customer-facing, frontline services. These frontline ICT assets include
hardware and software, as well as any supporting network infrastructure.

The principles underlying sound management of traditional fixed assets—such as
planning throughout the asset life cycle to maximise service delivery—also apply to
ICT assets. This includes the acquisition, use, and disposal of ICT equipment, while
also managing costs and risks over the asset’s life cycle.

Funding arrangements also need to take into account the rapid rate of technological
advance and consequent obsolescence if service delivery capacity and capability is to
be sustained. Diligent management of ICT assets drives appropriate, effective and
efficient service delivery outcomes to meet community needs.

Conclusion

Frontline service delivery is at unnecessary risk of failure due to incomplete or absent
guidance on the management of ICT obsolescence, unsustainable funding models for
ICT assets, and lack of effective oversight. This means that ICT obsolescence is not
being managed in a coordinated manner, and is instead being left up to local expertise.
This is unacceptable, given the critical role ICT increasingly plays in public service
delivery.

Obsolescence of ICT assets is not given sufficient recognition in whole-of-government
guidance provided by the Department of Treasury and Finance (DTF). This also
applies to ICT frameworks in the Department of Education and Early Childhood
Development (DEECD) and Department of Justice (DOJ).

ICT assets and infrastructure are critical to services such as education and law
enforcement, and guidance for the public sector needs to better reflect this imperative.

DTF’s oversight of DEECD’s management of its ICT assets is not sufficient. In turn,
DEECD does not provide sufficient oversight of schools’ ICT asset management
practices. DEECD offers very little support or guidance to assist schools to manage
ICT obsolescence. These gaps mean that DTF cannot fully inform government about
the state of, and appropriate investment required for, Victoria’s school-based ICT
assets. This is concerning, given that more than 115 000 student computers are due to
become obsolete from 2013-16.

DOJ does not have a comprehensive ICT asset management policy or framework to
guide agencies within its portfolio on ICT obsolescence issues.

Obsolescence of Frontline ICT: Police and Schools Victorian Auditor-General’'s Report



ICT asset management frameworks

2.3 Asset management

DTF’s Asset Management Framework is intended to guide public sector asset
management, including ICT assets.

The framework consists of a policy statement, Sustaining our assets, and the Asset
Management Series, in addition to an agency'’s yearly Service strategy, Asset strategy
and Multi-year strategy. Agencies are responsible for developing and managing their
own assets, and the associated strategies and plans.

2.3.1 Department of Treasury and Finance

Whole-of-government framework

There is no whole-of-government framework providing adequate and clear guidance to
departments to comprehensively manage ICT assets and their obsolescence.

Despite DTF stating that the Asset Management Framework (the framework) is

appropriate for this purpose, a 2010 internal review by DTF found significant

weaknesses in the framework, including that it:

° does not provide processes and guidance for the actual operation of asset
management, which is delegated to departments

° was never fully implemented

° has not been adequately monitored and resourced, despite numerous previous
reviews that have identified this shortcoming.

A recommendation from this review was to ‘document an end-to-end set of asset
policy, process and guidance materials’ to support the framework. This is particularly
relevant to ICT assets as the framework offers little detailed guidance on the
identification and management of their obsolescence. It does not, on its own,
adequately address issues unique to ICT, such as the rapid rate of change and
requirement for upgrade and replacement.

Part two of the Asset Management Series identifies technical obsolescence as a factor
in reducing the service potential and utilisation of an asset. However, it does not
provide guidance on how to manage this risk. Apart from this reference, the framework
is silent on technical obsolescence.

Whole-of-government policies specific to ICT do not offer obsolescence guidance. The
Government Services Division of DTF provides a range of specific ICT policies for the
public sector, but these are only intended to offer guidance on issues such as
procurement, information management, networks and security.

Oversight

There is no active oversight by DTF of a department’s adherence to the asset
management framework. DTF expects portfolio agencies, such as DEECD and DOJ,
to develop compliant policy and guidelines for the identification and management of
ICT asset life cycles.
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2.3.2

While it is then the responsibility of agencies to manage their own ICT assets in line
with the framework, there are no checks and balances in place so that departments
systematically apply the framework to their assets.

This means that, under current arrangements, DTF cannot demonstrate public sector
compliance with asset management principles and good practice across the state. It
also means that DTF cannot have a complete understanding of the present state of
ICT assets, and cannot properly advise government on frontline, ICT funding priorities.

Department of Education and Early Childhood
Development

DEECD does not give the management of student-based ICT assets and their
obsolescence the focus it deserves in strategic and planning documentation, or
departmental governance frameworks. This is despite the same documents
emphasising the central role that ICT assets will increasingly perform in school
education.

DEECD divides educational ICT assets into corporate and student-based assets.
Corporate ICT assets are owned by the department, and include the administrative
assets and supporting network infrastructure required by schools. Student-based ICT
assets directly face the student and are owned by each school. This audit focused on
the student-based ICT assets within secondary schools.

DEECD has a serious emerging exposure to obsolescence of student-based ICT
equipment provided by the National Secondary School Computer Fund (NSSCF). Itis
now facing a wave of obsolescence of these student devices that were provided from
2009-12, with 9 000 computers to become obsolete in 2013, 23 000 in 2014, and
almost 40 000 in 2015.

There is little evidence of coordinated or deliberate departmental activity or planning to
address this looming challenge. DEECD could not provide any analysis of the impact
of such obsolescence on school learning goals and its effect on the increasingly
ICT-dependent curriculum. The department has not adequately explored alternative
funding options, nor assessed other possible contingency scenarios to replace the
obsolete fleet.

Departmental planning documents

Key departmental documents clearly identify the pivotal importance of ICT in
education. The 2011-12 DEECD Service strategy identifies keeping pace with
technological change as a key challenge. This challenge is reflected within the
2011-12 Asset strategy, which supports the department to deliver on its service
obligations.

One of four areas of focus in the Asset strategy is the use of ICT to drive quality
learning outcomes. This reflects the changing nature of education, where ‘virtual’
service provision and enhanced ICT capacity is increasingly being relied upon.

Obsolescence of Frontline ICT: Police and Schools Victorian Auditor-General’'s Report
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The NSSCEF is one initiative that assists the department in achieving this objective for
Years 9 to 12 students. It is a national program funded by the Commonwealth
Government and provides computers and support for students in Years 9 to 12. The
aim was to achieve a computer-to-student ratio of 1:1 by the end of 2011.

Asset strategy

Management of the NSSCF is not consistent with principles of the departmental Asset
strategy. The 2011-12 DEECD Asset strategy states that ‘ICT planning must be
continuous, reflective and proactive’, with one of the key directions to ‘harness the full
benefits of the Digital Education Revolution.” The department could not demonstrate
continuity of planning, nor could it demonstrate a reflective or proactive approach to
the NSSCF.

Asset policy and guigance

The 2011 DEECD Asset management policy and guidance is not consistent with the
whole-of-government Asset management framework, nor does it provide any
instruction or information on technical obsolescence or asset life cycles. Key
components of the framework, such as developing a strategy for replacement, and
identifying key challenges and risks, are absent. The departmental policy and guidance
is more focused on identification, recording and management of assets from a financial
compliance perspective.

DEECD reports that its broad-based approach to manage frontline ICT equipment
obsolescence is to replace equipment on a four-year cycle. This includes
student-based ICT assets and the corporate environment that supports teachers and
administrative staff.

A February 2012 census of school computers found that this approach does not reflect
reality: 10.3 per cent were more than four years old. Further, this ‘rule of thumb’ is not
formalised in any policy or guidance for schools.

This means that schools do not receive clear guidance from their portfolio department
on the proper management of their ICT assets. This ad hoc approach does not reflect
the increasingly important role that ICT performs in school education.

Multi-year strategy

The DEECD Multi-year strategy outlines the department’s proposed asset investments
over a three-year forward period. The replacement or refresh of devices funded from
the NSSCF program has not been assessed, unlike other ICT assets and systems.
This means that a funding stream after the NSSCF program ceases has not been
proposed or secured, and the risk of these assets becoming obsolete is very likely to
occur.
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Technology and service strategy

The 2012-15 Technology and service strategy is a specific document that addresses
key challenges, such as increasing service demand and information management, for
education ICT services across the state. It identifies the NSSCF as one of the six
challenges faced by DEECD. This strategy acknowledges that strong evidence exists
that schools do not take the life cycle costs of ICT assets into account. Despite
recognition of this issue, the department has not identified any targeted action plans or
specific risk mitigation strategies.

2.3.3 Department of Justice

There are opportunities for DOJ to improve the rigour applied to asset management
strategies and the identification and aggregation of risks that are relevant to frontline
ICT obsolescence.

The majority of DOJ’s ICT assets were transferred to the shared services provider
(CenlTex) in October 2010. CenlTex is now responsible for managing DOJ’s
departmental level ICT assets including refreshing servers and network equipment.

DOJ has been working with CenlTex to develop a framework for an ICT refresh plan to
replace DOJ ICT assets. DOJ has provided CenlTex with accumulated depreciation
funds to cover the end of life replacement for its transferred infrastructure assets as
well as a one-off payment for accumulated depreciation.

Nevertheless, the DOJ ICT Refresh Plan 2011-12 is not clearly aligned to the
department’s overall strategic direction. The rationale to implement proposed projects
is not clear, and it appears that projects are being individually implemented depending
on the availability of funds, rather than according to a longer-term strategic direction.

Generally, DOJ’s strategic planning for its ICT asset base has a number of areas for

improvement such as:

° asset management plans need to better address obsolescence of frontline ICT
equipment throughout economic and technology life cycles

° plans need to integrate with overarching DTF whole-of-government strategic
direction, as well as service, asset and multi-year strategies, and the current
Budget/funding processes

° plans need to be supported with asset management decisions that are based on
an evaluation of alternatives that take into account full life cycle costs, benefits
and risks of assets, or a focus on obsolescence risks

° plans need to have clear ownership, control, accountability and reporting
requirements for assets which are clearly communicated and implemented.
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2.4 Risk management

There are a number of risks common to all assets, associated with asset ageing and
obsolescence. These risks are particularly acute for ICT assets.

Assets may no longer support contemporary service delivery outcomes, leading to
underperformance, decreased capacity and even asset failure and consequent service
delivery risks.

2.4.1 Department of Treasury and Finance

DTF does not provide risk management advice on operational matters to agencies.
The role of DTF is to provide risk management policy, and it does this through the Risk
Management Framework.

This framework contains little guidance on ICT obsolescence, apart from references in
appendices stating technical obsolescence to be a common operating risk. It is the
responsibility of portfolio departments, such as DEECD, to provide guidance and
oversight operational risk management to secure service delivery.

2.4.2 Department of Education and Early Childhood
Development

DEECD and schools are exposed to substantial risk of mass obsolescence of some
115 000 student computers from 2013-16. Neither the department nor schools could
demonstrate that they are actively managing this risk.

DEECD does not provide schools with specific guidance on the management of
frontline ICT equipment obsolescence risks—its risk management framework is silent
in this regard. This is despite DEECD acknowledging that strong evidence exists that
schools do not take the life cycle costs of ICT assets into account.

Although student computers are school-based assets, and as such are owned by the
schools, it is the responsibility of the department to provide guidance on risk
management.

For example, there are detailed risk control policies and procedures provided by
DEECD for schools in areas such as occupational health and safety, financial issues
and emergency management. There is no reason why DEECD cannot provide similar
guidance for the management of ICT assets.
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2.5 Financial issues for ICT asset obsolescence

Depreciation is the recognition of the declining service provided by an asset over time.
It is a way of accounting for the cost of an asset over its useful life. A decline in service
capacity can be arrested or reversed by updating or replacing the asset with
depreciation funding that is built up over the life of that asset.

DEECD reports that depreciation equivalent funding is not received for school ICT
assets used by students. The typical cost of a student computer is around $700. This
amount is usually expensed in the first year, with no subsequent depreciation.

However, if schools or the department cannot find funding from other sources, ICT
systems remain obsolete until they are replaced after a new capital funding allocation.
This places these assets at a significant risk of failure or degraded performance.

A more robust model is needed to better reflect the rapid ageing of an ICT asset. This
would assist departments and schools to better estimate, and provide for, ICT
obsolescence costs across the life cycle of the asset base.

The 2010 internal review by DTF of its Asset Management Framework recommended
that funding arrangements should take into account the costs related to the whole of
an asset’s life in order to sustain existing capacity.

Recommendations

1. The Department of Treasury and Finance should:

° provide specific guidance to departments on ICT governance and asset
management, and review the implementation of such guidance

° better recognise the rapid ageing of frontline ICT assets in funding models.
2. The Department of Education and Early Childhood Development and the

Department of Justice should:

e develop a comprehensive ICT asset management framework

e provide specific guidance to portfolio agencies on ICT obsolescence.
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Education sector case study:

Computers for Years 9 to 12

At a glance

Background

The National Secondary School Computer Fund (NSSCF) aims to improve access to
computers for Years 9 to 12 students, with a target computer-to-student ratio of 1:1 by
the end of 2011. Due to the bulk purchase of these information and communications
technology (ICT) assets, more than 115 000 student computers will become obsolete
during 2013-16.

Conclusion

After more than two years of NSSCF funding, the Department of Education and Early
Childhood Development (DEECD) and schools have no plans to replace or refresh
these assets, meaning future cohorts of secondary students could miss out on access
to computers in learning environments.

Planning tools are inadequate to address this risk, and schools are not universally or
effectively applying them. This case study highlights an emerging disconnect between
DEECD'’s ICT-based learning objectives and the management of student-based ICT
assets in government secondary schools.

Findings

° DEECD's planning tools developed for student-based ICT assets can identify
obsolescence but do not assist schools to develop appropriate responses.

° DEECD and the audited schools have no identified future funding, or action plans
to manage obsolescence of the NSSCF assets.

° DEECD cannot demonstrate whether schools are adequately managing ICT
obsolescence in a systemic way.

Recommendation

That the Department of Education and Early Childhood Development quantify and give
comprehensive advice to government on the looming mass obsolescence arising from
the National Secondary School Computer Fund without delay.
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3.1

Introduction

3.2

Locally and internationally, information and communications technology (ICT) is taking
a pivotal role in education and teaching. Rapid advances in ICT devices, and the
widespread adoption of ICT has resulted in this technology being embedded in
schools’ curriculum.

The Department of Education and Early Childhood Development’s (DEECD) 2011-12
Asset strategy reinforces ICT’s central role for Victorian schools by stating that
‘seamless access to ICT is increasingly essential for effective teaching and learning
practice’.

State and Commonwealth Government funding over recent years has enabled the
department to upgrade and expand its ICT infrastructure and computer fleet. The
National Secondary School Computer Fund (NSSCF) is a national program that aimed
to deliver a computer-to-student ratio for Years 9 to 12 students of 1:1 by the end of
2011.

This program is the largest ever rollout of student computers across the state, with
more than 83 000 devices already in schools, with approximately 34 000 to be installed
as at January 2012. DEECD's planning frameworks for student-based computers, and
four secondary schools, were assessed for their management of ICT obsolescence in
relation to this initiative.

Conclusion

Neither DEECD nor the audited schools could demonstrate effective management of
ICT obsolescence. Despite the critical role of ICT in education, DEECD does not
provide adequate guidance to schools on the management of ICT obsolescence.
Planning tools developed specifically for ICT assets in schools can identify
obsolescence risk but do not assist schools with appropriate responses to this ongoing
threat.

Further, schools are not universally or effectively applying the guidance available to
them from DEECD. For example, only 36 per cent of schools have a completed and
current eLearning plan, which is designed to improve outcomes through the use of ICT
in the school curriculum. This reflects a disconnect between DEECD’s objectives and
educational reality in government secondary schools.

A 2010 independent review commissioned by DEECD found the overwhelming
majority of schools (85 per cent) had a proportion of its ICT infrastructure that was
aged and/or unstable—a clear indication of obsolescence. DEECD has initiated a
range of corrective actions to address the results of the School ICT Progression
Strategy (SIPS) health check review. However, none of the audited schools could show
that the specific recommendations for their school had been considered or addressed.
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Planning for and managing ICT obsolescence in the NSSCF program is either absent
or inadequate. Despite the NSSCF program facing mass obsolescence for more than
115 000 computers from 2013 onwards, the audited schools report that DEECD has
not informed them of this looming challenge or the unfunded liability for this program.
This is unacceptable as DEECD's risk register identifies schools as the owners of this
portfolio level risk.

Neither the department nor schools can demonstrate that they are actively or
effectively managing this risk. DEECD acknowledges clear evidence that schools do
not take into account life cycle costs of ICT assets.

3.3 School ICT frameworks

DEECD'’s eduSTAR (School Technology Architecture and Resources) provides a
framework for ICT in schools. It is designed to assist schools to realise eLearning
strategies, access learning resources, collaborate with the education community and
provide essential support for school operations. The eLearning plan articulates each
school’s strategy to improve educational outcomes using ICT. The obsolescence of
student-based ICT assets puts eLearning objectives at risk.

By early 2012, only 36 per cent of schools had an eLearning plan that was completed
and maintained, with 12 per cent of all schools lacking a plan altogether. This is
concerning as this plan guides school-wide integration of ICT into learning and
teaching, and is integral to a school’s strategic plan. School-wide documents such as
the Strategic plan and Annual implementation plan do not specifically address ICT
obsolescence risks.

3.3.1 School ICT Progression Strategy

DEECD has developed SIPS—a suite of documents, outlined in Figure 3A—to assist

schools to manage their ICT assets. The aim is to make schools aware of the currency

of their ICT fleet. Schools complete an annual self-assessment process, through:

° the school ICT inventory, a stocktake which provides a baseline for future ICT
planning

° a school computer census, which collects data on school computers, including
their age

° a school ICT self-appraisal, generating a star rating for schools reflecting best
practice standards, from one star (emerging ICT infrastructure), to five star
(advanced ICT infrastructure)

° a school ICT infrastructure roadmap, which details the ICT assets needed to
support eLearning goals.
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self appraisal

Figure 3A
The School ICT Progression Strategy

School

elLearning Plan

Plan Do Act Review and
extend
Step 1 Step 2 Step 3 Step 4
computer ICT network ICT roadmap Build ICT Extend ICT
audit development foundation beyond foundation

School
infrastructure
roadmap

School
ICT inventory

Source: Victorian Auditor-General’s Office based on Department of Education and Early
Childhood Development information.

The schools ICT inventory and census are data inputs that allow the identification of
current and future ICT obsolescence. However, these documents and the
self-appraisal do not provide schools with any guidance to effectively manage ICT
obsolescence.

The ICT roadmap does provide a framework for managing obsolescence, as schools
are required to detail ICT requirements, along with funding and milestones, which are
needed for learning outcomes to be achieved. However, in April 2011, in 57 per cent of
government schools, ICT roadmaps were either in progress or did not exist, while only
28 per cent of schools had complete and current ICT roadmaps.

In three of the four schools visited, the plans were not current and none of the ICT
roadmaps examined contained all the required information, such as milestones for key
tasks. This suite of documents is complex, and although assistance can be provided
by DEECD, this is charged to the school. Either better support, or a more
straightforward framework, needs to be provided to assist schools in managing their
ICT assets.

Although the ICT roadmap addresses some aspects of asset management, such as
acquisition, it does not cover other aspects such as disposal and risk management, as
required by DTF’s Asset Management Framework.
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This means that the planning framework, although adequate in identifying ICT
obsolescence, is not being universally or effectively used by schools. As strategies are
not required to be developed to actively manage obsolescence, the ICT roadmap, on
its own, is of limited use.

3.3.2 Reporting and monitoring

In the final step of SIPS, DEECD reviews each school’s ICT inventory and ICT

roadmap to determine:

° how effectively schools are managing achievements against these planning
documents

° whether these planning documents are being kept up to date.

This analysis should inform future ICT planning, by directing funds to refresh and
rectification programs.

However, DEECD has advised that in 2011, 90 per cent of ICT inventories were
complete but only 28 per cent of roadmaps were complete and current.

This raises questions about the usefulness of this review, and SIPS as a whole.
Further, schools report that they do not understand what is being done with the
information collected as part of SIPS.

SIPS health-check project

In 2010-11, DEECD commissioned a one-off SIPS health check to examine the

currency of 1 560 schools’ ICT infrastructure. It found that:

° 54 per cent of schools had a proportion of devices that were more than four years
old

° 85 per cent of schools had a proportion of ICT infrastructure that was aged and/or
unstable.

DEECD has not followed up with schools to check on whether they acted upon
recommendations presented to them by the evaluators.

One of the four schools visited during the audit had not taken any action on
recommendations from the report. The other three schools could not provide evidence
to show that recommendations had been considered or addressed. This raises doubts
about whether schools are making use of the health check results to improve
school-based ICT infrastructure.

3.3.3 Funding

Based on current student enrolments, DEECD estimates that to maintain a
contemporary student-based ICT fleet—by replacing the asset after its fourth year of
use—32 000 devices need to be replaced each year.

Over the past four years, DEECD has been funding approximately 8 750 new devices
through an annual $7 million ICT grant to schools. This leaves a funding liability for the
majority (73 per cent) of school computers.

Victorian Auditor-General’'s Report Obsolescence of Frontline ICT: Police and Schools 19



Education sector case study: Computers for Years 9 to 12

20

3.3.4

To date, DEECD has not developed a comprehensive action plan or strategy to
address this significant funding shortfall.

Risk management

DEECD does not provide schools with specific guidance on managing ICT
obsolescence. There are no school-based risk management frameworks required,
such as a whole-of-school risk register or strategies to mitigate identified risks.

Formal departmental risk management policy and guidance does exist for specific
risks, such as fraud, but these do not include risks relating to assets over their life
cycle, including obsolescence risks.

Although student computers are school-based assets, and as such are owned by the
schools, it is the responsibility of the department to provide guidance on risk
management. For example, there are detailed risk control policies and procedures
provided by DEECD for schools in areas such as occupational health and safety,
financial issues and emergency management. There is no reason why DEECD cannot
provide similar guidance for ICT.

The DEECD IT operations risks register identifies the obsolescence of student-based
ICT assets as a high inherent risk. Schools report that DEECD has not informed them
of this looming challenge and the unfunded liability to sustain this asset base.

This is unacceptable as the portfolio risk register identifies schools as the owner of this
risk. The seriousness of this shortcoming is highlighted by DEECD’s identification of
the following consequences of school ICT obsolescence:

° student learning goals are not met

. reputation damage to DEECD

° student, parent and teacher dissatisfaction.

The major challenge facing student-based ICT assets, including those funded by the
NSSCEF, is the uncertainty of ongoing funding. There are no DEECD or school refresh
or replacement programs proposed.

Without funding, schools might not be able to keep their student-based ICT asset fleet
current and realise eLearning objectives. Clear communication and guidance from
DEECD is critical to school planning for 2013 and beyond. DEECD has already lost
over two years to plan with schools for this shortfall.

This puts DEECD’s capacity to replace obsolete ICT equipment when and where
necessary, at risk, which in turn affects future service delivery capability.

Recommendation

3. The Department of Education and Early Childhood Development should quantify
and give comprehensive advice to government on the looming mass obsolescence
arising from the National Secondary School Computer Fund without delay.
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Justice sector case study:

the Mobile Data Network

At a glance

Background

Law enforcement is a critical frontline community service requiring rapid and mobile
information and communications technology (ICT) equipment and robust infrastructure.
The Mobile Data Network (MDN) was chosen as a case study for this audit, as it is
fundamental to Victoria Police’s metropolitan operations.

MDN is an operational ICT system comprised of 578 vehicle mounted units, radio
transmission equipment, base stations and core computing and network technology.

Conclusion

The Emergency Services Telecommunications Authority (ESTA), within the whole of
sector emergency services administrative arrangements, has effectively managed
obsolescence risks for MDN.

Findings

° The MDN contractor has performed well against demanding performance
measures, and the system has, through a range of modifications, evolved to meet
changing operational needs.

Recommendations

° The Department of Justice (DOJ) should continue to engage proactively with the
Commonwealth Government to safeguard appropriate and sufficient radio
spectrum for current and future emergency voice and data services across
Victoria.

° DOJ should work with its portfolio emergency services agencies (such as the
Emergency Services Telecommunications Authority and Victoria Police) to finalise
the operational communications component of the emergency services
communication strategic master plan within the next year, in order to procure the
next generation of frontline ICT equipment.

° The Department of Treasury and Finance, DOJ, ESTA and Victoria Police should
conduct a comprehensive ‘lessons learned’ study on the use of the public private
partnership procurement model for frontline ICT.
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4.1

Introduction

4.2

The Mobile Data Network (MDN) is a complex and integrated operational information
and communications technology (ICT) system comprised of computer devices, radio
transmission equipment, base stations and towers, and core network and computing
technology.

It interfaces with legacy law enforcement and emergency management ICT systems
such as the Emergency Services Telecommunications Authority’s emergency call
taking software, the main police database (LEAP), VicRoads’ registration and licensing
database (via LEAP), the national stolen vehicle register (via LEAP), and the Sheriff's
Office warrants database.

In summary, MDN allows police to:

° receive detailed information on emergencies from ‘triple zero’ operators via
in-vehicle screens, when en route to an incident

° check the name, address, ‘wanted’ status and other law enforcement data on
intercepted individuals

o check the licensing, registration and ownership status of intercepted vehicles

° monitor and record the location of police vehicles for evidence purposes

° send a duress alert with vehicle location data, if required.

Conclusion

4.3

The MDN public private partnership (PPP) contract has produced a successful frontline
ICT arrangement for Victoria Police.

The contractor has performed well against demanding performance measures, and the
MDN system has, through a range of modifications, evolved to meet changing
operational needs.

The Mobile Data Network

4.3.1

Background

In 2001, Victoria launched a ten-year strategy to improve emergency services
communication, using a multi-agency approach. Known as the Statewide Integrated
Public Safety Communications Strategy (SIPSaCS), this was the genesis of the
decision to procure the MDN as a PPP.

In 2011, the Emergency Services Communications Strategic Framework superseded
SIPSaCS. This new communications strategy is intended to meet emergency services’
capability requirements for the future, drive long-term planning and ‘provide the broad
vision, principles and directions that drive effective and fiscally efficient investment in
long-term Emergency Service Communications’.
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The Emergency Service Heads of Agencies Committee (ESH0OAC) supervises the
delivery of the strategies detailed in this framework. ESHOAC oversees the
development, implementation and issue resolution for all aspects of multi-agency
interoperability solutions.

The Department of Justice (DOJ) is a key coordinator and interface between Victoria
Police, the Emergency Services Telecommunications Authority and the Department of
Treasury and Finance (DTF) for MDN.

4.3.2 Operating context of the Mobile Data Network

The MDN system is fundamental to Victoria Police’s operations in the greater
Melbourne and Geelong metropolitan areas.

It sends secure law enforcement data to and from headquarters and operational police.
It has a critical personnel safety role as it enables vehicle positioning and tracking via
global positioning systems. It also builds in a duress alarm if a police member is under
any sort of threat.

However, an integrated system such as MDN needs to both manage obsolescence on
a system life cycle basis and consider critical components across a ‘system of
systems’ that could become ‘operationally’ obsolete.

Operational obsolescence includes:

° functional obsolescence—system interoperability and capability

° technical obsolescence—including systems and interfaces that can no longer
be supported, upgraded, or interoperable with other systems

° logistical obsolescence—such as supplier parts no longer being available

° economic obsolescence—when the cost of repair or maintenance becomes
more than the cost of system replacement.

4.3.3 Obsolescence issues

Because MDN relies on radio waves to transmit its data, obsolescence risks go
beyond the equipment’s useful physical life span to external factors, such as radio
spectrum, which is the frequency bandwidth occupied by radio waves.

‘Rationing’ and ‘reallocation’ of spectrum is emerging as a major concern, with the
Commonwealth Government continuing to auction off spectrum that has become
available due to the ‘digital dividend’ arising from decommissioned analogue
transmission services for radio and television.

Network congestion, topography and surge usage need to be managed and modelled
to enable the system to handle ‘worst case’ workloads without degradation of service.

Due to their critical community safety role, emergency service radio and data systems
need to be robust, survivable and prioritised within public radio networks. Public radio
networks, such as mobile telephone networks, are often heavily affected by outages
caused by mass public usage when a major incident or emergency occurs.
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4.3.4

4.3.5

4.3.6

Extension of contract

The MDN contract was signed in late June 2003 after a lengthy process to procure a
PPP that would design, build, fund and maintain the system. The main contractor
developed the network and supporting systems, and commenced pilot operation of the
system in November 2004.

The pilot phase of the project was expected to be completed on 1 February 2005.
However, due to a range of technical issues, the contractor was not able to achieve the
required customer specified service standards, which resulted in the initial five-year
operational term of the contract commencing more than a year late.

Due to the project being procured through a PPP contract, the state was protected
from the consequences of late delivery. It was able to maximise its use of the services
as they became available, while maintaining its commercial position under the contract
to ensure the contractor worked diligently to resolve the outstanding issues.

Failure by the contractor to do so would have placed its significant capital investment
in the network at risk.

Managing the MDN system’s obsolescence

The MDN contract originally had a five-year operational service term, with two two-year
options (and a full refresh of users terminals) available to the state if it wished to
extend the contract rather than taking ownership of the assets. Another option was to
‘hand back’ the services at the end of the initial service term.

The state and the contractor agreed in late 2010 to exercise both of the two-year
extension options simultaneously—taking the contract expiration out to 2014—in
conjunction with a significant upgrade of the core network and operational equipment.

This decision provided a win-win outcome for the contract parties, as it gave the
contractor certainty in its ongoing business while the state received a guarantee of the
continued operation of a critical service, plus a major technology upgrade.

For Victoria Police users, MDN now deploys 578 vehicle-mounted units, 100 desk
terminals for police stations, 100 ‘ruggedised’ laptops. An operational test and
evaluation is also underway for 100 hand-held units for use by specialist police.

The latest equipment refresh also introduced a mobile phone data modem which
enables MDN to be used beyond the UHF (Ultra High Frequency) radio coverage
boundaries of metropolitan areas, as well as to provide a ‘fail-over’ if the UHF radio
network is unavailable.

Findings
The MDN contractor has performed well against demanding performance measures,

and the system has, through a range of modifications, evolved to meet changing
operational needs.
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The commercial negotiation to extend the contract implemented a full replacement of
all vehicle mounted terminals, and a substantial technology overhaul by the contractor
of the radio network and other core systems technology.

However, any loss of operational spectrum or a major reallocation of bandwidth could
trigger mass obsolescence for any radio-based equipment that has been manufactured
for specific frequency bands.

DOJ and DTF have recognised this threat to spectrum availability. They have engaged
with working parties convened under the auspices of the Commonwealth’s Australian
Communications and Media Authority to examine this issue.

DOJ and DTF must continue to closely monitor this strategic risk so that the
Commonwealth Government is aware of the present and future spectrum requirements
of Victoria’'s emergency services.

4.4  Management of ICT obsolescence by the
Department of Justice

4.4.1 Background

As the coordinating department for the justice portfolio, DOJ needs to prioritise and
equitably manage diverse ICT needs across various frontline emergency and law
enforcement agencies.

Much of the ICT used in DOJ agencies supports and enables critical community
frontline services.

4.4.2 Emergency Services Communications Strategic
Framework

DOJ has developed an Emergency Services Communications Strategic Framework
and an ICT Infrastructure Asset (Replacement) Strategy to provide vision and strategic
direction for ICT assets and their associated economic and technology life cycles.

These initiatives have been in place for more than two years to rationalise and
understand future communications and technology needs.

A more deliberate approach to progressing this master planning by DOJ and
emergency services agencies has meant that, in effect, the state has had few realistic
options but to extend the existing contract arrangements. This is because a clear
vision and specification for future frontline ICT for the emergency services sector has
yet to emerge.

Further, there is limited evidence to show whether DOJ, DTF, the Emergency Services
Telecommunications Authority and Victoria Police have formally captured ‘lessons
learned’ from the past five years of operation of PPP ICT systems, compared to
traditional procurement models.
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Because a PPP procurement model adopts a life cycle costing approach, there may be
merit for DTF and DOJ to examine whether PPP value drivers, such as transfer of
operational risk, rigorous service delivery and maintenance standards, as well as
periodic equipment refresh, could meet the stringent needs of emergency service
agencies at a reasonable price.

Recommendations

4. The Department of Justice should continue to engage proactively with the
Commonwealth Government to safeguard appropriate and sufficient radio
spectrum for current and future emergency voice and data services across
Victoria.

5. The departments of Justice should work with its portfolio emergency services
agencies (such as the Emergency Services Telecommunications Authority and
Victoria Police) to finalise the operational communications component of the
emergency services communication strategic master plan within the next year, in
order to procure the next generation of frontline ICT equipment.

6. The Departments of Treasury and Finance and Justice, the Emergency Services
Telecommunications Authority and Victoria Police should conduct a
comprehensive ‘lessons learned’ study on the use of the public private partnership
procurement model for frontline ICT and consider whether this approach:

° reduces agencies’ exposure to operational risk by transferring day-to-day
technical performance and availability issues to the managed services
contractor

° provides equal or better value-for-money when compared to traditional ICT
procurement costs over a typical technology life cycle

° gives agencies more certainty of funding for the systematic refresh of critical
ICT equipment than annual bidding for recurrent funding.
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Avait Act 1994 section 10—

submissions and comments

Introduction

In accordance with section 16(3) of the Audit Act 1994 a copy of this report was
provided to the Department of Treasury and Finance, the Department of Education and
Early Childhood Development, the Department of Justice, the Emergency Services
Telecommunications Authority and Victoria Police, with a request for submissions or
comments.

The submission and comments provided are not subject to audit nor the evidentiary
standards required to reach an audit conclusion. Responsibility for the accuracy,
fairness and balance of those comments rests solely with the agency head.

Responses were received as follows:

The Department of Treasury and FINANCE ..........cvevveeeiiiiiiiiiiiee e 28
The Department of Education and Early Childhood Development........................ 30
The DepartMent Of JUSTICE ......uuiiiiiiiiiiiiiiiee e 32
The Emergency Services Telecommunications Authority............cccccvvvvveeeiiiivnnnen, 34
VICTOMIA POIICE. ...t e e 35
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RESPONSE provided by the Secretary, Department of Treasury and Finance

Department of Treasury and Finance

1 Treasury Place

GPO Box 4379

Melbourne Vie 3001
Australia

Telephone: (+613) 9651 5111
Facsimile: (+61 3) 9651 5298
DX 210759

14 JUN 2012

Mr Des Pearson
Auditor-General
Level 24, 35 Collins Street
MELBOURNE VIC 3000

2

Dear W’é\rson

PERFORMANCE AUDIT - OBSOLESCENCE OF FRONTLINE ICT: POLICE AND
SCHOOLS

Thank you for your letter of 30 May 2012, providing the Department of Treasury and Finance
(DTF) with an opportunity to comment on the proposed report relating to the Performance
Audit — Obsolescence of Frontline ICT: Police and Schools. I understand that representatives of
my department met with VAGO on a number of occasions during the course of the audit and
again on 25 May 2012 to provide preliminary teedback on the draft report.

The proposed report makes a number of conclusions and recommendations about the roles of
DTF and relevant departments within the public sector resource management framework. In
responding to VAGO's recommendations. [ would like to focus on clarifying the alignment of
DTF and departmental roles under the public sector management framework. Over a number of
years, and in accordance with best practice in public sector management, accountability for
managing outputs and developing/delivering projects has been devolved to line
departments/agencies.

The key role for DTF is to provide policy frameworks, supporting guidance and to oversee the
performance of departments in delivering outputs and projects. DTF provides the overarching
policy framework (including principles based polices). It is within this framework that
departments deliver outputs and determine the appropriate nature and level of detailed
supporting guidance and processes relevant to their specific operational circumstances.
Departments are involved in a wide range of activities that singular purpose, centrally
developed, and detailed guidance will not necessarily assist them in delivering.

The ICT asset category is a very broad one, and the assets are often applied very differently
across departments. As VAGO correctly notes, these assets may become obsolete very quickly,
not just in terms of their utilisation but also in being replaced by newer forms of technology. It
would be very difficult to develop and maintain specific guidance in these circumstances that
has any ongoing relevance to departments. In DTF’s view, it is more important to establish and
maintain strong investment management frameworks, within which departments can develop

State Government W

Victori
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RESPONSE provided by the Secretary, Department of Treasury and Finance —
continued

operational guidance and processes to support their specific circumstances. To this end, DTF is
currently undertaking a broad ranging review of the Investment Management Framework and
its associated guidance materials. This includes the development of supplementary guidance
for ICT projects, which focuses on key risk areas associated with the planning and delivery of
ICT projects. It is not however intended to provide specific information on any particular asset
type but rather to present information that can be used by departments in a number of different
circumstances.

At a high level, the proposed report implies a further shift toward greater central control, not
only of ICT-enabled projects specifically, but other program delivery and management
functions. Ultimately, departments (and their ministers) should be held accountable for
efficiently and effectively delivering services (whether or not using ICT assets) to the
community. It would be unfortunate if increased central control and oversight of projects
eroded that accountability.

Yours sincerely

C// /;—_/7-'4/(“‘/_M

Grant Hehir
Secretary
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RESPONSE provided by the Secretary, Department of Education and Early
Childhood Development
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RESPONSE provided by the Secretary, Department of Education and Early
Childhood Development — continued
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RESPONSE provided by the Secretary, Department of Justice
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RESPONSE provided by the Secretary, Department of Justice — continued
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RESPONSE provided by the A/g General Manager, Managed Services,
Emergency Services Telecommunications Authority
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RESPONSE provided by the Deputy Commissioner, Victoria Police
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