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Abstract 

Online dating offers new opportunities for individuals to seek a romantic partner; however, the plat-

form has also been exploited by criminals seeking to perpetrate scams, classified as online dating (ro-

mance) fraud. These are arguably one of the most distressing frauds, as victims suffer both financially 

and emotionally. Thus, this emergent issue has fielded increasing attention from diverse disciplines, 

though research still remains limited – in particular, investigation of romance fraud from a risk mitiga-

tion and information systems (IS) approach has been neglected. This study begins to address these 

shortfalls by utilising Protection Motivation Theory (PMT) as a framework for understanding the fac-

tors and processes underlying intention to use protective tools safeguarding against online dating (OD) 

scams. The results of Partial Least Squares analysis showed the perceptions and importance of PMT 

factors differs among protection mechanisms, highlighting the need to better understand and thus en-

hance the mechanisms based on empirical evidence. Additionally, an online dater‘s assessment of the 

protective mechanism (and protective response) generally has a greater influence on adopting protec-

tive behaviour, than the evaluation of the scam itself. 

Keywords: online dating, romance fraud, Protection Motivation Theory, attitude. 

1 Introduction 

Humans have long recognised the difficulty in forging romantic relationships, with the involvement of 

third parties in this endeavour etched in traditions thousands of years old (Coontz, 2005). More con-

temporary concerns such as time constraints and career aspirations have further increased the difficul-

ty of finding a romantic partner (LaBuda and Kostere, 2012). However, developments in Information 

Communication Technologies (ICTs) have facilitated the dating process (Lawson and Leck, 2006). A 

key example being OD services – a relatively inexpensive and practical means to assist individuals in 

their search for love (Barraket and Henry-Waring, 2008), offering larger pools of potential partners 

than likely possible in an offline context (Xia et al., 2014; Wiederhold, 2015). The benefits of OD 

have seen the service proliferate in the last two decades to become a popular and more socially ac-

ceptable means of seeking romance (Madden and Lenhart, 2006; Xia et al., 2014).  

However, these services aren‘t limited to those genuinely seeking love, as scammers exploit the plat-

form to perpetrate their crimes on a broader, global scale (Whitty, 2013). The OD platform offers an 

extension of fraud in the offline world (Cross and Richards, 2015), whilst allowing these scams to be 

conducted with relative ease, speed, and anonymity (Rege, 2009). Therefore, more people are targeted, 

on a more frequent basis, with changing – and often innovative – methods of enticing victims (Button, 

Nicholls, Kerr and Owen, 2014).  OD operates from two main platforms – websites and mobile appli-

cations. However, we have scoped our study to websites only, as the cost of the fraud is much higher 

for scams through this medium ($11 million compared to less than $0.5 million (Scamwatch, 2016)). 

Notably, OD fraud is distinct from other types of scams due to the ‗double hit‘ victims suffer in not 

only losing money, yet also what some victims deemed to be the closest relationship in their life 
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(Whitty and Buchanan, 2012a). Therefore, there is a need to focus on means to better protect users and 

prevent the financial losses and emotional damage suffered by victims. There exists difficulties in co-

ordinating effective and united law enforcement efforts against OD scammers, as they often work 

within an international criminal network (Whitty and Buchanan, 2012b). In most developed nations, 

current processes in place to respond to fraud are often disparate and lack co-ordination among the 

private and public sectors (Smith, 2008). Thus, prevention may be a better tactic than response (e.g. 

prosecution) for tackling these scams.  

Online dating sites themselves offer limited protection. Specialists are employed to review and sus-

pend likely scam profiles (Harrington, 2015); however, such manual checks cannot feasibly investi-

gate all profiles. Where automated detection systems are utilised, they are currently insufficient to pro-

tect users (Huang, Stringhini and Yong, 2015). Government bodies, such as the Australian Competi-

tion and Consumer Commission, have published best practice guidelines (ACCC, 2015a). However, 

these guidelines are optional and their effectiveness is untested. Thus, the onus of protection largely 

lies with the individual when using OD services (Smith, 2005). 

Research exploring OD scams is generally limited and restricted to the fields of criminology, psychol-

ogy, and sociology, which predominantly explore the social engineering involved in the scam (e.g. 

Rege, 2009; Whitty, 2013; Huang et al., 2015) and the process of fraud (e.g. Whitty and Buchanan, 

2012b;  Whitty, 2015). However, there is a stark lack of research stemming from the IS discipline. 

Whitty (2013, p. 682) identifies that it is "important to acknowledge the role of ICTs in creating a 

close and trusting relationship with the victim". Previous research has also generally adopted a retro-

spective, rather than a risk mitigation approach. To address this gap, our study seeks to examine the 

factors and processes leading to the use of protection mechanisms – defined here as tools and tech-

niques used by online daters to safeguard themselves against OD scams.  

The remainder of the paper is organised as follows. Section 2 provides an overview of the current lit-

erature on OD scams, as well as the theory relevant for this investigation. Section 3 outlines the re-

search design and model, followed by results and discussion in Section 4, and finally the conclusion in 

Section 5. 

2 Literature Background 

Current literature on OD scams relevant to our study examines risk perception and management, the 

process of romance fraud, as well as characteristics of victims. In addition, we found the PMT to be 

most suitable for understanding the factors and processes behind protection mechanism adoption. The 

above areas will be presented in this section. 

2.1 Risk Perception and Management 

OD inherently entails a number of risks, including the prospect of deceit, the possibility of encounter-

ing dangerous and suspect people online, as well as risks of a sexual, emotional, and/or physical nature 

(Couch, Liamputtong and Pitts, 2012). Such risks are perceived to be a ubiquitous aspect of the online 

dating experience, though a small proportion of online daters regard using these services as no riskier 

than other means of meeting people (Couch et al., 2012).  

These risks are accepted in the hopes of finding love; consequently, some online daters tend to be pro-

active, using a range of technology and techniques (e.g. online surveillance) to pragmatically protect 

themselves against risks (Couch, Liamputtong and Pitts, 2011).  

However, these studies examine risk from a broader perspective, in which the ‗risk of being scammed‘ 

is one of many. No studies have specifically investigated the risk of OD fraud – in terms of its percep-

tion by online daters, the techniques used to safeguard against it, and/or how effective these mecha-

nisms are perceived to be. 
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2.2 Process of Romance Fraud 

In first crafting the fake persona, scammers adopt features that are stereotypically attractive, with addi-

tional tailoring of personality to match what their victim is seeking (Hickey, 2015). For example, 

women demonstrate a greater preference for income compared to other traits (Hitsch, Hortaçsu and 

Ariely, 2010). Therefore, the typical fake male persona will often be a wealthy man with a steady ca-

reer, in a position of high status. Regardless of gender however, the personas are generally portrayed 

as vulnerable (Whitty, 2013), carefully designed to elicit empathy and prompt norm activation in the 

victim (Schwartz, 1977), essentially instilling a sense of obligation to assist their partner.  

In almost all situations, the scammer will initiate contact with their target victim (Tracy, 2008). Vic-

tims in Whitty‘s (2013) study all appeared motivated to find the ‗right‘ person, and described the pro-

file of the scammer‘s persona as depicting such an ideal. In the burgeoning stages of the relationship – 

generally very early on – the perpetrator declares their love for the victim, and their desire to commit 

to an exclusive relationship. The scammer will often suggest they move their communication to other 

modes, such as email or instant messaging (Whitty and Buchanan, 2012b), which are often unmoder-

ated (Pan, Winchester, Land and Watters, 2010).  

The grooming stage is the hallmark of OD scams (ACCC, 2015b), where the aim of the criminal is to 

create an ―intense intimate connection‖ (Garrett and Taylor, 2014, p. 10), priming the victim to com-

ply with demands for finances (Whitty, 2015). This phase generally lasts 6-8 months (Rege, 2009), 

though can take up to a year (Whitty, 2015). Communication is regular, frequent, and flattering – poet-

ic emails are used to charm the victim, whilst regular instant messages are used to embed the relation-

ship into the victim‘s daily life (Whitty, 2013). In particular, communicating via ICTs leaves a digital 

record which the individual can revisit as they wish, reinforcing the notion that the target individual is 

special, loved, and appreciated (Koon and Yoong, 2013). Thus, ICTs play a key role in strengthening 

the bond, making it more difficult for the victim to distance themselves from the relationship, with 

victims describing being fully immersed, and swept up in the process (Whitty, 2013).  

The ―continuous and progressive exchange of self-disclosure‖ (Koon and Yoong, 2013, p. 31) occur-

ring in this stage fosters trust and intimacy in the online relationship (McKenna, Green and Gleason, 

2002), which is when the scammer begins requesting finances via pretence of a crisis situation, such as 

a medical emergency (Whitty, 2013). This gives the victim little time to consider the situation beyond 

their initial instinct, and if the victim fails to acquiesce, the scammers may then threaten the victim 

with the cessation of the relationship (Whitty, 2013). 

The scam continues for however long the victim continues to send funds to the criminal, and ends 

when the victim is aware they have been scammed and no longer provides money (Garrett and Taylor, 

2014). Upon learning they have been a victim of fraud, individuals generally find it highly difficult to 

relinquish the relationship, with those in denial particularly vulnerable to being scammed again 

(Whitty, 2015). 

While this deep understanding of the process of fraud is useful, it ignores the role that technology 

plays in terms of risk mitigation. Given that technology is a key enabler of this fraud, it is surprising 

that IS researchers have not investigated how technology may be able to assist in preventing the scam 

from progressing, or commencing in the first place. 

2.3 Characteristics of Victims 

The literature and practitioners have reported a number of interesting (and sometimes conflicting) 

characteristics of OD victims; these are summarised in Table 1. 

Victim Characteristics Findings from Literature 

Age range The 55-64 age group were over-represented in terms of financial loss, accounting 

for close to 40% of total money lost to fraud, in contrast to representing only 20% 
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of reports made (Scamwatch, 2016) 

Gender and impact 

Men and women are targeted roughly equally, though women lost more money and 

were also more emotionally affected than men by the scam (Whitty and Buchanan, 

2012b)  

Vulnerabilities 

(past relationships, 

health, risk taking, self- 

perceptions, emotions) 

 Some female victims were previously in abusive relationships, and some male

victims experienced mental health issues (e.g. social anxiety disorder and de-

pression) (Whitty and Buchanan, 2012b)

 Risk takers, believers of fate and destiny (Dudley and Shadel, 2015)

 High in ‗romantic beliefs‘, high motivation to fall in love (Whitty and

Buchanan, 2012b)

 Sensitive, and less emotionally intelligent (Tatera, 2016)

Background 

(occupation, education, 

and income) 

 Range of backgrounds (e.g. professionals, university professors, lawyers)

(Scamwatch, 2011; Koon and Yoong, 2013)

 Educated (university degrees), and middle to high income earners (Hitsch et al.,

2010; Young, 2015)

Fraud Knowledge 

Varied, ranging from no knowledge, to being fairly familiar with a number of scam 

types (Cross and Richards, 2015). However, knowledge of scams did not prevent 

financial scams; rather Whitty (2013) argues that the more skilful the scammer is at 

grooming the victim, the more likely the victim will be defrauded. 

Table 1. Characteristics of victims 

As the Internet becomes increasingly accessible to people of different demographics, and with modern 

lives potentially making finding partners more difficult, people will continue to use OD platforms to 

seek romance. As with many technology misuses, scammers also become more persistent and innova-

tive in their tactics, and consequently, we would also expect users of different demographics to be in-

creasingly exposed to OD scams.  Undoubtedly, more needs to be done to protect online daters. 

2.4 Protection Motivation Theory 

In this section, we describe the PMT which is useful for predicting users‘ behaviour based on their 

threat and coping appraisals. We summarise the original model and its use in both IS and non-IS 

fields.  

PMT was initially utilised primarily in health and social psychology research (Lee, 2011), though its 

application has extended beyond this realm to be applied to various disciplines (Milne, Sheeran and 

Orbell, 2000). In the IS field, the theory‘s constructs have provided valuable explanatory power in 

predicting protective security behaviours (e.g. Herath and Rao, 2009; Lee and Larsen, 2009; Anderson 

and Agarwal, 2010; Johnston and Warkentin, 2010; Liang and Xue, 2010). Johnston and Warkentin 

(2010, p. 561) believes PMT‘s ―impact within the realm of IS research, particularly information secu-

rity, is promising‖. However, the application of PMT in IS is highly limited beyond the security realm. 

To the best of our knowledge, no other similar predictive or explanatory models have been applied in 

the domain of OD scams. 

PMT was developed by Rogers (1975, 1983) and is a framework examining how an individual‘s as-

sessment of the threat and coping mechanism influences their intentions and actions to adopt these 

protective measures (Paravastu and Anandarajan, 2015). PMT is divided into the threat appraisal and 

coping appraisal, which assist with understanding the manner in which individuals perceive a threat, 

and consequently ‗cope‘ with it (Hanus and Wu, 2016).  Protection motivation elicited is a function of 

these two appraisals, and is often operationalised as behavioural intention (Rogers, 1983). 
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Figure 1. Protection Motivation Theory (Rogers 1983) 

The threat appraisal is associated with the maladaptive response, i.e. the undesired response, as the 

level of fear is decreased, though not the threat itself. As can be seen in Figure 1, the perceived severi-

ty (PS) of the threat and perceived vulnerability to personally experiencing the threat (PV) reduce the 

likelihood of the maladaptive response, whereas extrinsic and intrinsic rewards (e.g. social approval) 

increase this probability (Rogers, 1983). These are regarded as the sub-constructs of threat appraisal. 

The coping appraisal is the process by which the individual assesses their ability to cope with, and mit-

igate the threat (Rogers, 1983), in terms of the effectiveness of the mechanism (response efficacy, 

RE), their perceived capability of performing the behaviour (self-efficacy, SE), and an estimation of 

the costs involved (response cost, RC), such as finances and time (Floyd, Prentice-Dunn and Rogers, 

2000). This evaluation influences the adaptive response, i.e. the desired response which assists to re-

duce the threat (Boss et al., 2015). The sub-constructs RE and SE increase the likelihood of the adap-

tive response, whereas RC decreases the probability (Figure 1). 

PMT provides a valuable framework through which to investigate this area– examining how an indi-

vidual assesses the threat and the coping mechanism, and how this then influences their intention to 

engage in protective behaviour. The research questions derived from this objective are:  

RQ1: How do threat appraisals impact users’ intention to adopt protection mechanisms when using 

OD websites?  

RQ2: How do coping appraisals impact users' intention to adopt protection mechanisms when using 

OD websites?  

In particular, any difference between mechanisms will be examined. 

3 Research Design and Model 

In this section, we will describe the design of our research to address the two research questions stated 

in the previous section, and then explain the research model we developed to conduct our study.  

The research design involves two phases. Firstly, we identified the protection mechanisms available to 

online daters. Since there is no prior categorisation system of OD users‘ protection mechanisms, web 

content analysis was performed on the most popular OD websites as identified by Choice 

(Sheftalovich, 2014). The first author navigated through each identified dating website to search for 

protection mechanisms and features. These were listed and functionally described in an Excel spread-

sheet and then they were further grouped according to similarities in overall functionality. A few itera-

tions of grouping were performed with co-authors to ensure agreement on the final classification 

scheme. Table 2 shows the categories and the descriptions identified. In this initial study, we decided 

to focus on two categories only – informational and reporting - which were more common to OD sites. 
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Category Example(s) Description 

Informational Guidelines, FAQs, tips 
Content with the aim of providing OD users with information 

on how to date safely 

Reporting Flag, block, report 
OD website features which allow users to flag suspicious mem-

bers, or to prevent communication from a particular member 

External 

Check 

Private investigator, 

DateSmart.Com 

Users pay an external entity to check the background of a given 

profile 

Do-it-yourself 

(DIY) Check 

Searches on Google, 

TinEye, or social media 

Members use their own IT skills to perform background checks 

on another OD member 

Table 2. Categories of protection mechanisms on online dating websites 

Secondly, we developed the research model shown in Figure 2, using PMT as the baseline with a few 

changes summarised below:  

1. We added a number of constructs – awareness, attitude, and behavioural expectation - to the basic

PMT model, in order to capture as much predictive power as possible (described below).

2. We developed new constructs to capture the overall coping and threat appraisal constructs as spec-

ified in Rogers‘ (1983) update of the original PMT model. To our knowledge, these overall ap-

praisals have not been used in IS studies using PMT. We include them to test their importance in

potentially explaining the overall impact of threat/coping appraisals leading to adoption intention.

Awareness plays an important role, serving as a source of information for individuals‘ appraisal pro-

cesses (Milne et al., 2000). The importance of IT security awareness has been widely emphasised both 

from an organisation (Whitman and Mattord, 2010) and an individual (Kritzinger and von Solms, 

2010) perspective. Awareness is distinguished in terms of awareness of the protection mechanism it-

self, and awareness of the threat (i.e. OD scams). 

The attitude construct refers to ―an individual‘s positive or negative feeling (evaluative affect) about 

performing the target behaviour‖ (Fishbein and Ajzen, 1975, p. 216). Studies exploring IT adoption 

have neglected the role attitude plays in explaining technology acceptance behaviour; however, as 

identified by Kim and colleagues (2009), there is considerable support in the social psychology realm 

suggesting the critical influence of attitude on behaviour, and information processing. 

The concepts of behavioural intention (BI) and behavioural expectation (BE) have often been used 

interchangeably, though are distinct concepts (Warshaw and Davis, 1985b). BI refers to the develop-

ment of conscious plans to perform a specified future behaviour; on the other hand, BE refers to their 

perception of the likelihood they actually will act upon this behaviour (Warshaw and Davis, 1985b, p. 

4). In essence, BE is a broader construct which is often believed to be superior to BI in predicting the 

performance of behaviour (Warshaw and Davis, 1985a). (For definitions of the various constructs, 

please refer to Appendix A – Construct Definitions.) 

Figure 2. Research model 
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 (Bolded circles indicate base PMT constructs; PMA = protection mechanism awareness, TA = threat 

awareness, RE = response efficacy, SE = self-efficacy, RC = response cost, OCA = overall coping 

appraisal, TA = threat awareness, PS = perceived severity, PV = perceived vulnerability, OTA = 

overall threat appraisal, ATT = attitude, AI = adoption intention, BE = behavioural expectation) 

The research model presented in Figure 2 utilises the core nomology of PMT as defined by Boss and 

colleagues (2015). This was deemed more appropriate as incorporating fear (including fear appeals) 

and maladaptive rewards may introduce potential issues associated with their measurement, potentially 

altering participant reactions in a manner that would not occur outside of the study, and/or sensitising 

participants to the risk. Therefore, ―the core model might provide a safer, more realistic setting for a 

study in the IS field‖, though ideally both versions would be investigated (Boss et al., 2015, p. 842).  

Hypotheses are not explicitly stated, though all paths are expected to be positive relationships, aside 

from paths involving RC, which are expected to be negative. Each path modelled was based on the 

literature, and tested as part of the analysis.  

3.1 Survey Instrument Development 

A survey, utilising online questionnaires was then developed to investigate the impact of individuals‘ 

perceptions of threat and protection mechanisms on their intention to adopt protective measures. Ques-

tions were based on the research model, and consistent for the two mechanisms. 

For the basic PMT constructs, measurement items were adapted from the studies conducted by Lee 

and Larsen (2009), Anderson and Agarwal (2010), Crossler (2010), Liang and Xue (2010), Herath and 

colleagues (2014), Zahedi and colleagues (2015), and Hanus and Wu (2016). Some measurement 

items were self-developed based on their theoretical definition. Using Boss and colleagues‘ summary 

(2015), there are no PMT studies which incorporate the overall appraisal processes within IS. As such, 

measurement items for these constructs were developed based on their definition, as synthesised from 

the literature. Three questions were developed and measured on a semantic differential scale. 

Awareness of threats and countermeasures was based on those constructed by Zahedi and colleagues 

(2015), as well as the theoretical definition of awareness as defined by Hanus and Wu (2016). Attitude 

questions were developed based on those utilised in the study conducted by Yang and Yoo (2004). 

Five questions were devised and measured on a semantic differential scale. The measurement items 

for behavioural expectation were derived from Venkatesh and colleagues‘ study (2008).  

Questions were generally measured on a 7-point Likert scale (1 = ―Strongly Disagree‖ to 7 = ―Strong-

ly Agree‖). The survey was created on Qualtrics and distributed on Amazon Mechanical Turk, which 

is used to obtain reliable data for social sciences inexpensively and rapidly (Buhrmester, Kwang and 

Gosling, 2011).  

4 Results and Discussion 

We used PLS Graph version 3.00 for analysing the data. Partial Least Squares (PLS) places low de-

mands on sample size and measurement scales (Wold, 1985), and is suitable for exploring phenomena 

which may be relatively new or changing (Chin, 1998). While the underlying PLS algorithm estimates 

PLS components scores for each construct in our model, we consider all constructs as modelled at the 

first order level where each block of items are designed to reflect the same underlying construct. The 

measurement model was first evaluated (in terms of indicator reliability, composite reliability, conver-

gent validity and discriminant validity), followed by the structural model (in terms of path estimates, 

and the model‘s explanatory power, R-squared).  

A pilot study of 33 data points was first conducted to assess the quality of the measurement items and 

survey instrument. A number of measurement items were found to have a loading below the 0.70 

threshold and cross-loading issues, which were subsequently modified for the main study. 
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The main study had a sample size of 399 respondents which allowed for statistical power above 0.80. 

All measurement items met the 0.70 threshold for loadings, aside from four, which fell between 0.40 – 

0.70, which is considered acceptable for exploratory research (Bagozzi and Yi, 1988). The composite 

reliability (CR) of each construct was above the 0.70 threshold. In terms of convergent validity, for all 

constructs, the average variance extracted (AVE) was above 0.50 as required. Discriminant validity 

was assessed in terms of the Fornell-Larcker criterion and cross loadings. To meet the Fornell-Larcker 

criterion (Fornell and Larcker, 1981), the AVE of each construct should be greater than its squared 

correlation with any other construct, which was true of each construct. For the cross loadings, each 

item should load highest on its respective construct, which was the case for all measurement items. 

Therefore, discriminant validity can be ascertained (i.e., each construct is more closely related to its 

own measures than it is to other constructs).  

The R-squared for the informational and reporting models were 45% and 41% (rounded down) respec-

tively. As such, the model holds greater predictive power when attempting to assess an individual‘s 

intention to adopt informational mechanisms, in comparison to reporting mechanisms. The path coef-

ficient estimates for the individual mechanism models are presented in Table 3. 

Paths Informational Reporting 

REAI 0.242*** 0.161*** 

SEAI 0.095* 0.174*** 

RCAI -0.083* N.S

PSAI N.S 0.101* 

PVAI 0.177*** 0.134** 

REOCA 0.309*** 0.292*** 

SEOCA 0.189*** 0.203*** 

RCOCA -0.105* -0.082*

PSOTA 0.484*** 0.483*** 

PVOTA 0.224*** 0.225*** 

PMARE 0.363*** 0.307*** 

PMASE 0.561*** 0.638*** 

PMARC -0.174*** -0.284***

TAPS 0.401*** 0.401*** 

TAPV N.S N.S

REATT 0.135*** 0.092* 

SEATT 0.079 0.18*** 

RCATT -0.111*** -0.088**

PSATT 0.174*** 0.129** 

PVATT N.S N.S

OCAATT 0.462*** 0.456*** 

OTAATT N.S 0.099* 

OCAAI N.S N.S

OTAAI N.S N.S

ATTAI 0.386*** 0.392*** 

AIBE 0.676*** 0.697*** 

Table 3. Path coefficients (*** p < 0.005, ** p < 0.01, * p < 0.05, N.S = not significant) 
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Tests for mediation were also conducted. The path coefficients (direct, indirect, and total) were calcu-

lated utilising the percentile bootstrap method outlined by Chin (2010, p. 678). The following tests 

were conducted: 1) attitude mediating the impact of sub-constructs on adoption intention, 2) overall 

coping appraisals mediating the impact of sub-constructs on adoption intention, and 3) coping apprais-

als mediating the impact of sub-constructs on attitude. Attitude was found to be a significant mediating 

variable, though the overall appraisals only mediated the relationship from sub-construct to attitude, 

not to adoption intention. The results per mechanism will be discussed, followed by overall findings. 

In determining whether or not to adopt informational mechanisms, online daters particularly take into 

consideration the value of the information provided (in terms of its effectiveness in safeguarding 

against OD fraud), as well as how personally vulnerable they are to being scammed. Their belief in 

their ability to understand and utilise the information, as well as the time and effort involved are also 

factored into their adoption intention. Of note, these effects (of response efficacy, self-efficacy, and 

response cost) are partially mediated by their attitude towards using protection mechanisms, which 

itself is the single most important factor in determining an individual‘s intention to use informational 

mechanisms. The perceived severity of an OD scam, and the individual‘s overall assessment of coping 

with the threat, increases their intention to use informational mechanisms, though only through their 

sentiment towards using protection mechanisms.  

The time and effort required to report another OD member does not factor into the likelihood of an 

online dater utilising such features. This is likely due to the ease of reporting a user (which often re-

quires simply clicking a button). Instead, their belief in the effectiveness of the reporting tool, and 

their ability to use reporting features, factor strongly into their adoption intention. Additionally, the 

more a user believes they are vulnerable to an OD scam, they more inclined they are to use reporting 

tools. The overall coping and threat appraisals only influence adoption intention through their influ-

ence on attitude, with the greater impact stemming from the coping appraisal.  

Results for threat awareness were consistent with those of Hanus and Wu‘s (2016) study on desktop 

security behaviour. Though threat awareness had a significant impact on how damaging an online dat-

er perceived a scam to be, the results showed that this awareness had no influence on an online dater‘s 

assessment of their own vulnerability. It is possible that knowledge of scams leads online daters to 

recognise that romance fraud does occur, yet they neglect to consider themselves as a potential victim 

– likely an underestimation of their own vulnerability – a finding which is corroborated by Couch and

colleagues‘ (2012) study on online daters‘ perceptions of risk. This plausible cognition may signify

optimism bias, in which individuals have a tendency to underestimate the probability of negative

events affecting them, whilst overestimating the probability of positive events (Sharot, 2011).

Overall, protection mechanism awareness had the strongest influence on self-efficacy. This suggests 

that the more knowledgeable about protection mechanisms an online dater is, the more they believe 

they are capable of using it. Awareness of protective tools was also associated with an increased per-

ception of the effectiveness of the mechanism. These findings are akin to those of Hanus and Wu 

(2016) in their study of desktop security behaviour.  

In terms of threat appraisal (RQ1), PV had a direct impact on adoption intention, whereas the impact 

of PS on adoption intention stemmed from either direct path impact, or through the mediator variable 

of attitude. PS was either partially or fully mediated by attitude. These results suggest that understand-

ing the harm caused by OD scams helps to motivate the use of these protection mechanisms, as it 

helps to form a positive attitude towards the use of these protective behaviours. 

Overall, the coping appraisal (RQ2) – both in terms of the overall appraisal and the sub-constructs – 

had a greater impact on adoption intention than the threat appraisal. This finding is consistent with the 

conclusions drawn by two separate meta-analyses conducted on PMT (Floyd et al., 2000; Milne et al., 

2000). Additionally, RE and SE had greater impact on the overall coping appraisal, attitude, and adop-

tion intention than did RC, which was often insignificant. This suggests that greater attention must be 

paid to improving protection mechanisms, in order to better encourage online daters‘ protective behav-

iour. RE was often one of the top most influential variables on its dependent constructs (i.e. OCA, 
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ATT, and AI), which is consistent with the results of studies using PMT in IS (e.g. Herath and Rao, 

2009; Liang and Xue, 2010; Sun, Wang, Guo and Peng, 2013; Johnston, Warkentin and Siponen, 

2015; Zahedi, Abbasi and Chen, 2015). Thus, this provides further support for the importance of the 

perceived effectiveness of the coping response in PMT.  

5 Conclusion 

This study presents a number of theoretical contributions, both to PMT and to the dearth of research 

investigating the domain of OD scams. Our study demonstrated that PMT may be enhanced with the 

inclusion of attitude – a factor which encompasses general feelings and sentiment, distinct from the 

cognitive thought processes of PMT – and overall coping appraisals. The addition of the attitude con-

struct significantly improved the predictive power of the model, and – in its role/capacity as a mediat-

ing variable – helps to elucidate and more precisely explain the process leading to adoption intention. 

These findings highlight the importance of an individual‘s sentiment towards using protection mecha-

nisms, as it mediates the influence of both the threat and coping sub-constructs, as well as the overall 

appraisals on adoption intention.  

To the best of our knowledge, no studies utilising PMT have incorporated the overall appraisals. Some 

studies have included one appraisal – generally the threat appraisal (e.g. Liang and Xue, 2010) – 

though the majority do not model either of the overall appraisals as specified in Rogers‘ (1983) updat-

ed version of PMT. The inclusion of the overall coping and threat appraisals in the research model 

may not influence adoption intention directly; however, these appraisals play a valuable role in medi-

ating the path from sub-constructs to attitude, suggesting that individuals integrate their disparate as-

sessments of the various aspects of the threat and coping mechanism, to form an overall evaluation 

each of the threat and coping mechanism. These higher level appraisals then influence their general 

feeling towards protection mechanisms. By conducting a more comprehensive examination of the rela-

tionships in the research model, the value of the overall appraisals to the PMT model is realised. 

This study also contributes to existing literature in proposing a preliminary high-level classification 

framework of protection mechanisms available to OD users. Previous research identified ‗risk man-

agement techniques‘, though these studies examined a broader scope of risks in OD, in which the ‗risk 

of being scammed‘ was one of many (e.g. Andrejevic, 2002; Couch et al., 2011, 2012). Relevant 

mechanisms from these studies, in addition to those identified from web content analysis, led to the 

categorisation of protection mechanisms specific to OD scams. We have only reported on the use of 

informational and reporting mechanisms in this paper. Future studies can use the full taxonomy for 

examining the protective behaviour of online daters. 

The study also offers a number of implications for the OD industry and the government. Greater un-

derstanding around the factors and processes leading to the use of various protection mechanisms can 

enhance the design of existing mechanisms, inform the design of new mechanisms, and provide an 

empirical basis for government and/or industry initiatives to combat romance fraud. A summary of 

some example practical implications is provided in Table 4 below. 

Path Implication 

General 

TAPV 

Frame content about scams to place the individual in the position of a victim in order to break 

down the invulnerability barrier (Witte, Cameron, McKeon and Berkowitz, 1996) and perception 

that they are  invulnerable to being scammed; this is particularly important as PV has a direct 

impact on adoption intention. 

ATTAI 

As attitudes impact adoption intention considerably, and play an important role as mediator, it is 

important to ensure attitudes towards using protection mechanisms are positive. This could in-

clude the publication of success stories of how people were able to avoid losing money or being 

scammed through the use of protection mechanisms. 
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Informational mechanisms 

RCAI 

Content should be easy to find (Whitty and Buchanan, 2012b) and presented in a manner which 

reduces the effort required to understand and digest it. For example, guidelines should be clear 

and concise; otherwise this may dissuade users from viewing the information. 

PVAI 

Information should position the online dater in the narrative (rather than simply as a third party 

observer), as it is important to break past a sense of invulnerability to ensure they recognise that 

they aren‘t ―immune to fraud when using online dating‖ (Cross, 2014, para 29). 

Reporting mechanisms 

REAI 

Implement proper investigative procedures and establish the required transparency to build trust 

in the effectiveness of the tool; for example, clarifying the process of how the report is followed 

up, and providing information about whether any actions are taken as a result of a report. 

SEAI 

Ensure the tools are easy to locate, and if a form must be completed, this should be relatively 

simple to answer in order to promote users‘ perceived ability to use reporting features. Standardi-

sation across sites in regards to the location of the feature would also assist to lower the perceived 

ability required to use the tool (particularly for those users who may use more than one site, or 

change the service they use). This is of particular importance as ease of use is an important con-

sideration for potential adopters of a tool (Karahanna, Straub and Chervany, 1999). 

Table 4. Practical implication recommendations 

Research limitations of the study pertain to the external validity of the results, and the proxy measure 

of intention. As the questionnaire was disseminated via Amazon Mechanical Turk (AMT), only online 

daters using the service were able to respond to the survey. Since AMT users cannot be taken to be a 

representative sample of the population of OD users, the results may not be completely generalisable 

to the entire OD population. Additionally, in terms of the usage of the various protection mechanisms, 

our study measured behavioural intention and expectation, and not actual behaviour. Therefore, we 

cannot ascertain actual adoption of the mechanisms. It should be noted, however, that measuring be-

haviour in a cyber-security context is difficult (Vroom and von Solms, 2004), particularly given the 

private nature of OD. Additionally, it has been demonstrated that ‗adoption intention‘ can be useful in 

predicting actual behaviour, if 1) the behaviour, situation, and object are measured at the same level of 

specificity, 2) the measure of intention reflects intention at the point in time in which behaviour is 

measured, and 3) the behaviour is under the volitional control of the individual (Fishbein and Ajzen, 

1975). As our measurement items meet these requirements, our results should be valid. 

The current study aims to address the issue of OD fraud from an empirical, risk mitigation approach. 

Utilising PMT as a base framework, we examined the factors and processes leading to adoption inten-

tion of protection mechanisms in the OD domain. Our findings show that the coping appraisal process 

generally has a greater impact on adoption intention than the evaluation of the threat. Attitude was a 

considerable influencer of adoption intention, and functioned as a mediator, whilst the overall apprais-

als also played a mediating role in the model, further helping to explicate the process leading to the 

adoption of protective tools. These results lead to a number of key practical implications for the gov-

ernment and industry to enhance the design of protection mechanisms, and encourage online daters to 

utilise safeguarding measures against romance fraud. Our study is the first to utilise PMT to investi-

gate OD scams, and one of the first to examine the issue with prevention and mitigation in mind, ra-

ther than retrospection. This work will hopefully be built upon by further research in this relatively 

new and critical area. 

Appendix 

Appendix A – Construct Definitions 

Construct Definition 

Protection mechanism 

awareness (PMA) 

User awareness of protection mechanisms that may assist to prevent or mitigate 

the threat of OD scams (Hanus and Wu, 2016) 
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Threat awareness (TA) User awareness of OD scams (Hanus and Wu, 2016) 

Coping  

appraisal (OCA) 

An individual‘s assessment of his or her ability to use a protection mechanism, 

and his/her confidence that the protection mechanism will be successful in miti-

gating or preventing the potential loss or damage resulting from an OD scam, 

whilst also taking into consideration finances, time, effort, and other costs in-

volved (Crossler, 2010) 

Response 

efficacy (RE) 

An individual‘s confidence that a recommended protection mechanism will effec-

tively prevent or mitigate an OD scam (Witte et al., 1996; Crossler, 2010) 

Self-efficacy 

(SE) 

An individual‘s confidence in his/her ability to use the recommended protection 

mechanism to prevent or mitigate OD scams (Witte et al., 1996; Crossler, 2010) 

Response cost (RC) 
The opportunity cost (e.g. time, effort, money) of using the protection mechanism 

to prevent or mitigate OD scams (Crossler, 2010) 

Threat appraisal (OTA) 
An individual‘s assessment of the level of harm posed by an OD scam (Crossler, 

2010; Liang and Xue, 2010)  

Perceived 

severity (PS) 

An individual‘s assessment of the degree of harm of the consequences resulting 

from an OD scam (e.g. amount of money lost, emotional harm) (Crossler, 2010; 

Johnston and Warkentin, 2010) 

Perceived 

vulnerability 

(PV) 

An individual‘s subjective assessment of the probability of experiencing an OD 

scam (provided no adaptive behaviour is performed, and there is no modification 

to the existing behavioural disposition) (Lee and Larsen, 2009; Crossler, 2010) 

Attitude 

(ATT) 

Reflects the individual's positive or negative evaluations about using protection 

mechanisms to prevent or mitigate an OD scam (Karahanna et al., 1999; Au and 

Enderwirck, 2000) 

Adoption 

intention (AI) 

An individual‘s conscious plans to use (or not use) protection mechanisms 

(Warshaw and Davis, 1985b)  

Behavioural expectation 

(BE) 

An individual‘s evaluation of the perceived probability that he/she will actually 

use protection mechanisms (Warshaw and Davis, 1985b) 

Table 5. Definitions of research model constructs 

Appendix B – Questionnaire Items 

Con-

struct 

Survey question 

PS 

Online dating scams can result in serious harm 

The results of OD scams can be very severe 

Online dating scams can lead to significant negative consequences 

Online dating scams can result in [negligible - very serious] harm 

PV 

I am a likely target for scammers on OD websites 

There is a slight chance that I may get scammed on OD websites 

There is a possibility that I will fall victim to OD scams 

I am at risk of being a victim of an OD scam 

Ta 

(over

all) 

Overall, the threats associated with OD is [very low - very high] 

Overall, the threats associated with OD is [non-existent - substantial] 

Overall, the threats associated with OD are [insignificant - significant] 

TA 

I am conscious of OD scams when I use OD websites 

Online dating scams can occur on OD websites 

I am aware of the OD scams that occur on OD websites 

PMA 

(over

all) 

Overall, I have knowledge of protection mechanisms when using OD websites 

Overall, I am aware that protection mechanisms are available when using OD websites 

Overall, I am conscious of protection mechanisms being available when using OD websites 

Overall, I understand that protection mechanisms are available when using OD websites 
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Ca 

(over

all) 

Overall, managing the threats associated with OD websites is… 

- Of little value - valuable

- Unhelpful - beneficial

- Worthless - worthwhile

PMA 

I have knowledge of informational / reporting mechanisms being available on OD websites 

I am aware of informational / reporting mechanisms being available on OD websites 

I am conscious of informational / reporting mechanisms being available on OD websites 

RE 

Informational / reporting mechanisms are effective in safeguarding against possible OD scams 

Informational / reporting mechanisms are valuable in safeguarding against possible OD scams 

Informational / reporting mechanisms is helpful in safeguarding against possible OD scams 

SE 

I am confident in using informational / reporting mechanisms on OD websites 

I am capable of using informational / reporting mechanisms on OD websites 

I am competent in using informational / reporting mechanisms on OD websites 

RC 

Using informational / reporting mechanisms on OD websites is inconvenient 

Using informational / reporting mechanisms on OD websites is time-consuming 

Using informational / reporting mechanisms on OD websites takes significant effort 

AI 

I plan to adopt informational / reporting mechanisms when I use OD websites. 

My intention to adopt informational / reporting mechanisms on OD websites is: 

[very low – very high] 

I aim to adopt informational / reporting mechanisms when using OD websites. 

BE 

Overall, I expect to adopt informational / reporting mechanisms when I use OD websites 

Overall, I will likely use informational / reporting mechanisms when I use OD websites 

Overall, I predict that I will use informational / reporting mechanisms when I use OD sites 

ATT 

Overall, my attitude towards the use of protection mechanisms during OD is: 

- Undesirable - desirable

- Bad - good

- Negative - positive

- Foolish - wise

- Unhelpful - beneficial

Table 6. Questionnaire items 
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