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ABSTRACT

Over-the-air(OTA)updateisamethodforvehiclemanufacturerstoremotelydistributemaintenance
updates,performance,andfeatureenhancementsthroughthevehicle’slifespan.Recallsofvehicles
costthemanufacturesalotofmoney.OTAsolvestherecallissue,whileallowingconsumerstopay
forservicesandfeaturesviaanupdate.TheOTAecosystemincludesthecoderswhofirstdeveloped
the firmware, the 1st Tier suppliers, the vehicle manufacturers, and the vehicle itself. Currently,
manufacturersdesignedthenetworksforspeedandresponsiveness,andnotsecurity.Thisarticle
examinestheseelementsanddrillsintothesecurityavailableforeach.Theslowestandoneofthe
mostvulnerablepartsofthesystemisthecommunicationswithinthevehicle.Thevehiclenetworks
mustensuretheintegrityandauthenticityofmessagestransmittedtoguaranteesoftwareprogrammed
ontoECUsareauthorizedandtamper-free.Specialisthardwarewithinthevehiclemakesthispossible
inanoperationenvironment,suchashardwaresecuritymodules.
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1. INTROdUCTION

Modernconnectedvehiclescontainupto100ElectronicControlUnits(ECUs)andupto100million
oflinesofcode(Continental,2019,Riggsetal.,2018,Petrietal.,2016,Holmes,2018).Theincrease
infunctionality,i.e.advanceddriving-assistsystemandautonomousdriving,hasincreasedthevalue
ofthevehicle’ssoftware.

With the introduction of new concepts, i.e. paying for vehicle functionality per feature aka
Software-as-a-Service(SaaS), theautomobile isevolvingintoasoftware-drivenmobilityservice
definedbytheexperienceitdeliverswhilsttransportingpassengers(Windriver,2018;Stevic,2018).
Theconsumer’sdesiretostreammusic,receiveemailsandsocialmediapostshasintensifiedthisissue
(Petrietal.,2016).Theincreaseinsoftwarefunctionalitymeansmorepotentialforbugs,andsowe
haveseenanincreaseinaftersalessoftware/firmwareupdates(Teraokaetal.,2016;Windriver,2017).

Mostvehiclesoftwareupdateshaveoccurredatdealershipseitherforarecalloranupgrade
(Quain,2018;Chowdhury,2017;Continental,2019).Thiscanbeinconvenienttotheuser,expensive
forthedealershipandaffectthebrandimage(Windriver,2017).
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Thesoftwareindustryhasimplementedover-the-air(OTA)updatesformanyyearstofixbugs
andmakeenhancementstosoftwareoncomputers,mobiledevices,andeventelevisions(Chowdhury,
2017;Quain,2018).OTAiswirelessdeliveryofthesoftwareupdatetothevehicle(Rouse,2018).
Intheautomotiveindustryitisstillrare.OTAonvehicleseliminatestheneedtotakethevehicleto
thedealership,protectsbrand-imageandsavesthewaitingforupdates(Riggsetal.,2018;Holmes,
2018).By2022thecar-parcwillcontainhundredsofmillionsofconnectedvehicles,andconsequently
VMswouldsave$35billionbyusingOTAratherthanvehiclerecalling(Neiger,2016).

SomeVMshaveimplementedsoftwareOTAsystemsbuthaveconcentratedonnon-essential
systemssuchasupdatestothevehicle’sinfotainmentsystems,maps,andtelematicssoftware.Thisis
knownasSOTA.SomeVMs,notablyTesla,haveventuredintoupdatingthefirmwareonindividual
ECUsincludingsafety-criticalsystems,suchasthebrakes.ThisisknownasFOTA(Quain,2018;
Kim&Park,2018).

EventhoughOTAupdatesseemlikeapanacea,newvulnerabilitiesstilloccur.Anattackercould
takecontroliftheyintroducedamaliciousupdatetoavehicle,eitherattheback-endorintransit
(Pedroza,2011;Verma,2018).Historyhasshownsoftwaresystemsaremostatrisktolapsesinsafety
andsecuritywhenundergoingchange(Chowdhuryetal.,2017).AnOTAupdateisasubstantial
change;therefore,itisessentialsecurityisparamount.ThispaperexploresOTAconceptwithan
emphasisonsecurity.ProceedingsectionsdivedeeperintotheOTAecosystem,intotheback-end
systems,andthevehicleinternals.Althoughmanyoftheconceptsdiscussedareinrelationtosoftware
andfirmware,thispaperconcentratesonthelesstrivialFOTA.

2. ReLATed WORK

Recentlyseveralscholarshaveresearchedtheareaofsecurityissuesofsmartcars(Maglaras,2015)
andespeciallythoserelatedtoOTA.AnOTAupdatesystemmustberesilienttospoofing,tampering,
repudiation,information-leakage,denial-of-service,andescalation-of-privilegesattacksamongothers
(Vasenev,2019).Severalsecurityandprivacyissuesmayarisefromdifferentpartsoftheecosystem,
likecloud,Servicestation,carorOEMbackendandseveralsecuritymethodsmustbecombinedin
ordertocounterthosethreats.Thefreshnessoftheupdateinformationalsoneedstobepreservedin
ordertopreventreplayattacks(Halder,2019).Moreover,softwaredistributionduringOTAupdates
mustbearrangedinsuchawaythathighsecurity;lowlatencyandcontinuousdataprotectionare
guaranteed.

Hashalgorithmsanddigitalsignaturesaresomecommonmethodsthatcanbeusedinorderto
ensureauthenticityandintegrityofsoftwareupdates,butmoresophisticatedmethodswererecently
proposed(Zhou,2019).Anotherpromisingideaistousefogcomputinginsmartvehicles(Fizza,
2019).Fognodesaredistributedinanad-hocfashion,andhenceleadtoamorereliableandrobust
system,withoutasinglepointoffailure.

Havinginmindtopresentaholisticmodelofasmartcarthatincludesalldifferenttechnologies
thatmakethecar‘smart’ENISAissuedareportlastyearwhererelevantthreatsandcybersecurity
riskspertainingtosmartcarsareanalyzedandseveralsecuritymeasuresareproposed(Enisa,2019).
Thereporttakesintoaccounttheparticularitiesofthishighlycomplex,heterogeneousandvolatile
environmentand the fact thatnomodern systemcanbeanalyzed in isolation. In this report the
interconnectionofsensors,AI,machinelearningalgorithms,cloudcomputingandconnectivityis
presentedandthreatsthatcomefromallthesecomponentsofsmartcarareanalyzed.Inoneofthe
scenariospresentedinthereportalarge-scaledeploymentofaroguefirmwareafterhackingOEM
back-endserversaffectsOTAandconsequentlytheproperbehaviourofthevehicle.Inthisarticle
wefocusmainlyontheOTAratherthantheWi-FiandwithinaV2V/V2Iecosystem.
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3. OTA

3.1 What is OTA?
OTAupdate isamethodof remotelydistributingmaintenanceupdates,performanceandfeature
enhancements throughoutvehicle lifespan (Windriver,2019). It allowsVMs tomanageupgrade
processof each individual vehiclevia cellular,Wi-Fi,Bluetoothor other connectivity. It allows
theupdateof individualvehicleECUs/systems(Khurrametal.,2016).EachECUin thevehicle
has firmware controlling its operation. Firmware is software that is semi-permanently placed in
hardware (Flashrouters, 2017). Firmware is associated with embedded systems where hardware
requiresbespokesoftware.

ECUsuppliersupdateVMsonfirmwareupdatesfortheirECUs.Typically,VMseithercombine
asetofcompatibleupdatestogetherinservice-packs,orasanindividualupdate.Onceavehicle’s
suitabilityforupdateisestablished,updateisdownloadedtovehicle.Thevehicletheninstallsupdates
whenpossible.Service-packsmaycontainotherservice-packswhenacombinationofupdatesis
required(Petrietal.,2016;Balmusetal.,2017).

3.2 Significance of OTA
Ratherthanthecustomerneedingtoreturnvehicletothedealershiptoreceiveupdate,VMscanpush
theupdatedirectlyouttoowner.Oneissuewiththecurrentmethodissomecustomersignorethe
requestsevenafterrepeatedrequests(Quain,2018).RecallsareexpensiveforVMs,withsomeVMs
incurringcostsofnearlyabilliondollars(Riggsetal.,2018).

ThereareseveraladvantagestoOTAupdatesovertraditionalmethodsconductedindealerships
(Continental,2019;Rouse,2018,Windriver,2017,2019;Riggsetal.,2018):

• Improvedcustomerexperienceandremoveneedcartovisitdealership
• Customersreceivelatestfeaturesandapplications
• Immediateupdateofsecurityfixes
• VMssavemoneye.g.Teslaadapter-plugupdate
• Conveniencefunctionalitysuchaspause,resume,rollbackandrecovery
• Newrevenuestreamsthroughmonetizationofdataanalysis,enhancedfeaturesandperformance.

Figure 1. Ecosystem
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3.3 Current Solutions
SeveralVMsarecurrentlyofferinganOTAservicefortheircustomers.MostoftheseVMsoffer
OTAfornon-criticalsystemsi.e.theinfotainmentsystem.Criticalsystemssuchasenginecontroland
brakesarereservedfordealershipupdates.AfewsuppliersarestartingtoreleasefullOTAsolutions
withfullFOTAcapacitysuchasWindRiverandHarman(Stevic,2018).AfewOTAincidentshave
causedmoreissuesthantheyhavesolved.FiatChryslerreleasedanOTAupdateforitsUconnect
infotainmentsystemin2017/2018whichcausedthevehicle’shead-unitintoaninfiniterebootcycle.
AsimilarupdatebyLexusin2016causedtheinfotainmentsystemtobeunresponsiveand‘bricked’
(Golson,2016).TeslahasmadenumerousOTAupdatestotheirvehicles.Oftenwithsafetyrelated
items,suchasbrakes.

4. OTA eCOSySTeM

TherearetwoelementstotheOTAecosystem(Figure1),back-endoperationsandvehicleoperations.
Thesetwoprocesseshavenumeroussub-processes.Securingthemechanismistoughasthereareso
manyattackvectorstoconsider.Theecosystemgeneralsecurityperspective:

1) Allconnectionsbetweenback-endsystemsandwithinthevehiclemustbesecure
2) Authenticateallentitieswithinsystem
3) Thetransmissionpayloadmustbecorrectandtamperfree
4) Onceinstalledfirmwaremustbecryptographicallyverified

Thefollowingsectionsdescribehowtheelementsofecosystemoperateandhowsecuritymust
bedesignedintosystem.

4.1 Back end
TheECUsuppliersproducefirmwareupdates.Alongsupply-chainofsub-tiersuppliersmayproduce
theirhardwareandsoftware.TheVMscollectsrelevantfirmwareupdatesfromtheECUsuppliers
andcollatesthemintoaservice-pack,oranindividualupdate.TheVMsmaystoretheupdateona
hostedOTAserverfordistribution.

4.1.1 ECU Supplier
Avulnerableelementofecosystemduetolargesupply-chainsinvolvedindevelopingvehiclepartsis
ECUsuppliers.Developmentoffirmwareoccursacrossnumeroussuppliersandgeographicalareas
(Windriver,2017).Suppliersmustcomplywithallrelevantinformationandcloudsecuritystandards
andvehiclecybersecuritystandardsi.e.ISO/SAE21434.Thereareseveralfactorstoconsider:

• ProtectionoffirmwareIntellectualProperty(IP)
• Insideractionsi.e.maliciousback-doors
• RecordingUIDofECUtofirmwareversion
• Securecodingmethods:

◦ SecureCodebestpractices(i.e.buffer-overflowattacks)
◦ Authenticationandauthorisationoffirmwarecontributors
◦ SecurefirmwareandcodestorageaccessedbyVPN
◦ Securityof3rdpartysoftwarelibraries(i.e.back-doors/bugs)

ThefirmwareproducedtoaccompanyECUmustbecryptographicallysigned.
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4.1.2 Vehicle Manufacturers
VMsmust,inasimilarfashiontotheirECUsuppliers,complywithallrelevantinformationsecurity,
cloudsecurityandvehiclecybersecuritystandards,andindependentlyaudited.VMsmustmonitor
forupdatesfromsupplieranddealwiththeevent.Anupdateprovidedbyasuppliercould‘break’
anotherpartofthevehicleandthereforeVMmustrequestfurtherupdates,potentiallyfromadifferent
supplier.TheVMmustmonitorstatusoffirmwareonavehicleaskthevehiclewhatfirmwareitis
runningandcompareitwithitslistofknowncompatiblefirmware.TheVMmayconsiderhosting
updatesonaseparatehostingsitewhichmayhavebuiltinsecurityservices.

4.1.3 Download to Vehicle
Thedownloadedupdatecantakeafewforms.Itcanbeafullcopythatjustneedsswappingintoplace.
Itcanbeadifferentialimagewhereonlythepartsthathavechangedaretransmitted.Thelatter’sbenefit
isasmallerupdate,althoughECUmustconductworktore-assemblefirmware(Balmusetal.,2017).

Mobile device management (MDM) describes software to manage mobile devices within a
system,includingupdating.OpenHandsetAllianceDeviceManagement(OMA-DM)isaprotocolto
communicatebetweenback-endserverandclientandisvendor/deviceneutral.OMA-DMspecifiesa
firmware-update-management-object(FUMO)andahigh-levelclient/serverinterfacefordownload,
upload and status reporting (Doddapananeni et al., 2017; Oma, 2009; Windriver, 2011). PUSH
method,usedforresource-constraineddevices,whereserverpushesdatatoclient.PULLmethod
involvesserverprovidingclientwiththedataURLandmanagingprocessofdownloaditself.PULL
issuitabletomorecapableECUssuchasGateway.OMA-DMsupportsPUSHandPULL,butPULL
istypicaldownloadprocedure(Doddapananenietal.,2017).

TheserverprovidesaURLforclienttoPULLdownloaddownfromit.Oncecompletetheclient
replieswithanacknowledgement.Theserverthenrequestsforclienttoupdatethefirmware.Once
theclienthascompletedthefirmwareupdateitsendsanacknowledgement.Thesystemmustrestart
the process if failure occurs, this negatively impacts battery life. A known vulnerability around
downloadingusingthePULLmechanismistosupplyanincorrectURLtopullmaliciousfirmware
(Riggsetal.,2018).

OMA-DMcommunicates overHTTPS (OMA2015),whichutilises transport layer security
(TLS).TLSutilisessymmetriccryptographytoencrypttransmitteddata,usingkeysexchangedvia
asymmetrickey-exchange(GDS,2016).TLSsupportsAdvancedEncryptionStandard(AES)with
128/256bitkeys.TLSusescertificatesforserverauthentication.TLSsupportsMessageAuthentication
Codes(MAC)withineachtransmissiontopreventlossorinterference.Itutilisesasharedsecret-key
andpublicly-knownalgorithmtogenerateandcheckauthenticity(Tutorialpoints,n.d.).

4.2 Vehicle Network
ThemultitudeofECUswithinthevehicleareconnectedtomultiplenetworkswithdifferentproperties.
Networksinclude(Verma,2018;Kimetal.,2018;Ryuetal.,2008)(Figure2):

• CAN(ControllerAreaNetwork)andCAN-FD(higherbandwidth)
• MOST(Media-Oriented-System-Transport)
• LIN(Local-Interconnect-Network)
• FlexRay
• Ethernet
• K-Line(ISO2012)

TwoECUsinvolvedinOTAprocessistelematicscontrolunit(TCU)andgateway.TCUprovides
communicationsfunctionsviamobilephonenetwork.Italsoprovidesemergencycallfeatures.in-
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vehicleinfotainmentsystemalsoprovidescommunicationswithotherprotocolssuchasBluetooth
(Balmusetal.,2017).

Thegatewayfunctionsasadatarouterandacentralcomputingunitbetweendifferentnetworks.
Thegatewayoftencontainsthevehicle’scentralstorageusedwithinOTAprocess.Forvehicleswith
OTA,Gatewaycontains theupdate serverwhichusesTCU todownloadand storeupdates.The
gatewaywillalsocontaintheDMclientasdescribedinprevioussection.Theupdateserverresidesin
gatewaybecauseithasparallelaccesstoothernetworksandsimultaneouslyupdatesdifferentECUs.
Thegatewayperformssecuritytasksi.e.firewallingandbusseparation(Continental,2019;Balmus
etal.,2017).TheupdateserversubsequentlydistributesindividualupdatestoECUs.

TheGatewaymustincludefastnetworkconnectionstoTCUandothernetworks,andflashmemory
storageforupdates/backup(Balmusetal.,2017).Duetospeedrestrictionsnetworks,thebottleneck
ofOTAprocessissendingupdatefromcentralstoragetoECUs.If10%ofCANbusisavailablefor
update,thenapproximately98%oftimeofupdateisupdatingECUs(Teraokaetal.,2016).Other
factorscanalsoaffectperformanceofOTAsuchasabilitytotransferthefirmwareinparallel,and
methodGatewayopensanddistributesservice-packs(Balmusetal.,2017).

4.2.1 ECU
Thevehicle’selectronicfeaturesarecontrolledbyECUs.ModernECUscontainFLASHmemoryto
storefirmwareandpersistentdata.TheECUhasaFLASHBootloaderprogram,oftenresidentof
ECUROM,responsibleforactivitiessuchasbooting-upsystemandloadingFLASHcontentsinto
RAM.Thebootloaderhasfunctionstoerase/read/writetoFLASHandcoordinatetheupdateprocess.
ThebootloaderhasfunctionalitytocommunicatewiththeGatewaywithprotocolssuchasUDS(see
below).ReprogrammingofECUgoesthroughthestagesofmakingthenetworkconditionscorrect,
programming,andthenvalidating/resettingECU(Shietal.,2015;Embitel,n.d.).

Balmusetal.(2017)describestwoapproachestoECUreprogramming.Thetraditionalapproach
toupdatinganECUistousecentralstoragetosendupdatedfirmwaretoECUFLASHinsmallchunks
inonestepviainternalnetwork.TheECUneedstobereadyforupdatetooccur,vehiclecontains
enoughpower,andback-upstoredincentralstorage.OTAalsousesthemethodtoupdateECUsvia
theGatewaywithcentralstorage.

Thismethodisslow,andECUareuninterruptableandthereforeinoperable.Balmusetal.suggests
timecomparisonsof4MBECUupdateinTable1.UsingaCAN,updating20ECUsinaservice-pack
theupdatewouldmakethevehicleuninterruptablefor1h40minimum.

AnotherupdatemethodisA/Bswapmethod.IfwithinnormaloperationtheECUisbootingup
firmwareinFLASHstorageA,thisprocesscopiesupdatefromcentralstoragetoFLASHstorage
BandtellsECUbootloadertobootfromfirmwareinBonnextpowerup.Benefitsincludelittle

Figure 2. Typical network
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downtime for thepowerup/downcycleandback-up firmware stored (Balmuset al.,2017).The
downsideisinternalon-boardFLASHisexpensiveandthismethodwouldneeddouble,andfew
ECUscurrentlyhavethiscapability.Figure3showstheapproaches.

Fromasecurityperspective, transmissionofsmalldatachunksfromcentralstoragetoECU
FLASHstorageneedsprotectionagainsteavesdropping.Onceinplace,updateneedsverification
beforeactivation.Multiplesignaturescanaccompanyfirmware,whereGatewaychecksouterand
targetECUchecksinner.AfailurecausesGatewaytoswapbacktopreviousfirmwarefromcentral
storage(Balmusetal.,2017).

4.2.2 UDS
AtypicalCANframecontainsamaximumofeightbytesofdata.CANsnetworksarefastandbusy
withsmallpackets(WCT,n.d.).Updatesarealwaysgoingtobemuchlargerthaneightbytes.Unified
DiagnosticsServices (UDS) is aprotocolused in application layer (OSInetwork-stack) andhas

Table 1. Traditional update

Protocol (nominal data rate) Realistic transfer rate Time of transfer

CAN500kbits/s 16.8kbytes/s50%busload 250s

CAN-FD2Mbits/s 88.5kbytes/s50%busload 47.4

FlexRay10Mbits/s 300kbytes/s50%dynamicsegment
usage 13.6s

Ethernet100baseT 5to10Mbytes/s 0.8–1.6s

Figure 3. Update methods
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upload/downloadfunctionality (Shietal.,2015).UDSiscomprisedofseveralverticallystacked
protocollayers(Table2).

IntheCANexample,thebottomlayerislow-leveldriversresponsibleforCANframereception.
Themiddle-layerisusedtopack/unpackdataupordowntootherlayers.Atthislevelalltransmitted
dataover8bytesissentinaseriesofmulti-frameCANpacketsincludingtiminganderrorhandling.
This level handles maximum payload of 4095 bytes. The highest level is the UDS application
level where relevant services are carried out (Yu & Luo, 2016), i.e. ECUReset, SecurityAccess,
RequestDownloadandTransferData(Shietal.,2015).

Dependinguponnetworkarchitecturetheappropriateapplicationlayerisutilised(ISO2012):

• CAN(UDSonCAN/ISO14229-3)
• FlexRay(UDSonFR/ISO14229-4)
• Ethernet(UDSonIP/ISO14229-5)
• K-Line(UDSonK-Line/ISO14229-6)

Eachapplicationlayercallstheirrelevantstacks.ThestacksareunifiedandpresentECUswiththe
sameinterfaceregardlessofnetworkarchitectureunderneath.UDScommandsareusedtodistribute
achunkedupdatefileoveravehicleregardlessofnetworkarchitecture.Manydealershipdiagnostic/
updatetoolsutiliseUDStoupdateECUfirmware.ManymodernECUssupportUDS.Itisalsoused
toupdatefromtheGatewayviaOTA(Yu&Luo,2016).

UDS implements seed/key security for mutual authentication. To access security-critical
functionality,i.e.updatingfirmware(requestdownload&transferdata),Gatewayrequestssecurity
accessfromtargetECU.TheGatewayrequestsaseedfromtheECU.OncereceivedtheGateway
usesthesharedcryptographicalgorithmtocalculateakeytosendbacktotheECU.IfECUreceives
expectedkey itgrantssecurityaccess.TheUDSstandarddoesn’tspecifyalgorithm,orseed/key
length,orwhetherseedneedstobestaticoralternating(Ringetal.,2014).Somesystemsimplement
achallenge-keysystembuiltintothebackend(Brirus,2017).

4.2.3 Cryptography
CryptographycounteractsthreatssuchasfirmwareIP,datatheft,sensormanipulation,fraudulent
featureactivation,firmwaredowngradeandECUcounterfeiting(Petrietal.,2016).

Symmetriccryptographyusesasharedsecretkey.Forexample, inproduction/assemblyVM
supplyakey,suchasAES128/256bitkey, to theECU.TheVMstores thesamekey insecure
storage(HSM).Thebackend/Gatewayencryptsinformationwiththekey,laterdecryptedbytheECU
withembeddedkey.Othersystemsimplementsupplyingthesymmetricsecret-keyslater.Themain
drawbackiskeepingthekeysecret.Asymmetriccryptography,knownaspublic-keycryptography,uses
aprivate-keyandapublic-key.Forexample,inproduction/assemblytheVMsuppliesprivate-keyand
public-keytotheECU.Thebackend/GatewayencryptsinformationusingtheECU’spublic-key,that
theECUdecryptswithitsownprivate-key.Asymmetriccryptography’sbenefitisnosharedsecret.
Asymmetricisseveralordersofmagnitudeslowerthansymmetrical.Manyasymmetricalsystemsuse

Table 2. UDS CAN-Stack

ApplicationLayer
ISO14229

NetworkLayer
ISO15765

CANDriverLayer
ISO11898
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symmetricsystemoncethesecret-keyissharedusingasymmetrical(SSL2BUY,n.d.).Asymmetric
examplesareRivest-Shamir-Adleman(RSA)orElliptic-Curve-Cryptosystems(ECC)(BALMUSet
al.,2017).ECChasasignificantlysmallerkey,thereforelessRAM/CPUoverheadduringoperation.
ECCismoresusceptibletoanattackfromaquantumcomputer(SquemishOssirage,2018).

SigningisachievedusingAsymmetricCryptography.Forexample,thebackend/Gatewayhashes
informationandencryptsthehashwiththeirprivate-key.Theinformationandencryptedhasharesent
totheECU.TheECUusespublickeytodecrypthash,thenhashestheinformationitself.TheECU
checkstheinformationintegritybycomparingthedecryptedhashwiththenewhash(INSTANTSSL,
n.d.).Ifinformationstaysencryptedbetweentheback-endandECU,thereisaperformancebenefit
asgatewaydoesnotneedtodecrypt.Ifupdateresidesingatewayunencrypted,thengatewaycan
signtheupdateforintegrityandauthentication.Ifunencrypted,thegatewaysetsupkeysandencrypt
thedatablockswithintransittoECU.ThegatewayinitiatescontactwiththeECUbootloaderwho
decryptseachencryptedblocksenttoit.Encryptionensuresdataconfidentiality.

Balmus et al. (2017) conducted speed comparison studies on encrypted and non-encrypted
messages.Thestudiesshowedthatusinghardwaretoconductcryptographicalserviceswasfaster
bytwoordersofmagnitude.Table3showstheencryptionandhashingspeedinsecondsonCAN/
CAN-FDcomparedtotheupdateframespersecondsentof1MBupdate.ThetablesuggeststhatOTA
isn’tpracticalunderCAN/CAN-FDwhilstthevehicleisoperated(lowframerate).Ifthevehiclewas
movingandoneframeeveryfivesecondssent,thenitwouldtake9.7daystocomplete.

ManyECUscontrolsafety-criticalsystems,requirereal-timeresponses,socannotbeimpaired
bycryptographicobligationsorthenetworkbeingoverwhelmedwithupdatepackets(Jordan,2018).

4.2.4 HSM
Ahardwaresecuritymodule(HSM)isasecuritydeviceaddedtoasystemtogenerate,manageand
securelystorecryptographicmaterial(Gibson,2015).HavingaseparateHSMmoduleonboardthe
vehicleallowstheHSMtoencrypt,decryptorsigndatawithouthavingtoexport thekeysfrom
the HSM (Gibson, 2015; Petri et al., 2016). ECUs have real-time application requirements that
needbalancingwiththeECUsecurityfunctions.HSMsaddressthisissuebyoffloadingthecrypto
functionalityontoaseparateprocessor/unit.

Althoughexpensivetoimplement,throughdedicatedRAM,FLASHandperipheralsliketimer,
hardwareacceleratorsforalgorithmsandrandom-numbergenerators,dedicatedHSMsarefarmore
securethanco-processors.ECUscanrequestcryptographicaloperationswithoutthekeysleavingthe
HMS(Jordan,2018).HSMssupportthesecure-bootfunctionality,whereECUsbootloaderrequests
theHSMtocheckthefirmwareintegrityandtrustlevelbeforecodeexecution(Balmusetal.,2017).

Table 3. encryption and hashing speed in seconds on CAN/CAN-FD

Bus Utilisation 
Frame /s

Classical CAN (s) for 1MB CAN-FD (s) for 1MB

AES-128 SHA256 AES-128 SHA256

0.2 839680 860160 20480 20480

0.5 335872 344064 8192 8192

1 167936 172032 4096 4096

2 83968 86016 2048 2048

5 33587 34406 819 819

10 16793 17203 409 409

20 8396 8601 204 204

50 3358 3440 - -
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4.2.5 TPM
Atrustedplatformmodule(TPM)isadedicatedhardwarecryptoprocessorbuiltintotheECU.TPMs
oftenhaveencryptionkeysburntintothemforasymmetricencryption.SomeTPMs,likeHSMs,can
generateandsecurelystoreencryptionkeys(Gibson,2015).TheTrustedComputerGroup(TCG
2015)consortiumproducedinternationalstandard(ISO-11889)forTPMandreleasedTPM2.0library
specificationin2015.

TPM2.0supportsRSA2048/2072bitsandSHA512hashing,andsymmetricencryptionssuch
as 128bit AES and Hashed-key MAC (HMAC).TPM2.0 supports the upgrading of encryption
algorithm,whichisessentialforvehicleswith10-15yearlifecycleswhentheoriginalalgorithms
becomeobsolete(Petrietal.,2016).

HardwareTPMsareexpensive.UnderTPM2.0,ItisalsopossibletoimplementtheTPMwithin
firmwareinvirtualenvironment,supportedbyahardwareisolatedexecutionenvironment.Figure4
showsbootsequence.Thehardwarecallsthebootloaderwhichbootsahypervisorthatcreatestwo
environments.OnebeingtheTPMinsecureOS,thesecondbeingECUapplicationinaricherOS.
TheTPMrunsinsecureOSinanisolatedhardwareareainaccessibletotheapplication(Petrietal.,
2016).Thissolutioniscost-effectivebutrequiresincreasedRAM/ROM/CPU.

TheEVITAproject(2008)wasco-fundedbytheEU,tostandardisetheon-boardvehiclenetworks
architecturetoensuresecurity-relevantcomponentswereprotectedagainsttampering.EVITAdefines
threelevelsofTPM/HSM(Petrietal.,2016):

• Full-RichTPM–i.e.Infotainmentsystems/Gatewaywithsmartphonelevelcomputingpower.
CorrespondstofullTPM2.0specification.

• Medium-Enginecontrolunitswithmoderatecomputingpower
• Light-ThinTPM–AllECUswithscarceROM/RAMresourcesrunningnon-conventionalOS.

i.e.sensors/actuators.

4.2.6 SHE
Thesecurityhardwareextension(SHE)isanopenstandardusedbyAudiandBMW.SHEspecification
includesimplementationofadedicatedsecurelyfirewalledsecurezonebuiltintothesamesiliconas
themainmicrocontrollerCPUandmemory.WithinthesecurezoneisanAEShardwareaccelerator.
SHEdefinessoftwarefunctionsandanAPIthatallowsasecurezonetoco-existwithinanyECU.
Theareahandlesstorageandkeymanagement.Ithandlesauthentication,encryptionanddecryption
algorithms.WhereasTPM2.0supportsasymmetriccryptography,SHEdefinesaprotocolforsecurely

Figure 4. Virtual TPM (Petri et al., 2016)
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changingsymmetricalkeys.SHEusesAESforsigning,authenticationandencryption(Soja,2014),
makingalighterweightandfastersolution.SHEcorrespondstolightEVITA(Fujitsu,2012).

4.2.7. AUTOSAR
VMsandsuppliersdevelopedAutomotiveOpenSystemArchitecture(AUTOSAR)tostandardise
thesoftwarearchitectureforautomotiveECUs.AUTOSARisbasedonathree-layeredarchitecture
model(Ryuetal.,2008;Embitel,n.d.),designedtoseparatesoftwarefunctionfromECUhardware
throughastrictlydefinedmiddlelayer:

1. BasicSoftware(BSW)-ECUspecificmodules
2. Runtimeenvironment(RTE)–MiddlewarebetweenAUTOSARlayers
3. ApplicationLayer–Variousapplicationsspecificsoftwarecomponents.

AUTOSARimplementsfunctionalitystandardisationthereforesoftwarefromvariousvendorscan
communicate.ManycurrentfirmwarestacksareAUTOSARcompliant(Stevic,2018).AUTOSAR
softwarealsoallowsforstandardisationofsoftwaremodulesonECUSconnectedtodifferentnetworks
architecturesuchasCAN,LIN,FlexRay(Ryuatal.,2008)(Figure5).

AUTOSAR introduces Secure Onboard Communication (SecOC) concept to test the single
ProtocolDataUnit(PDU)authenticity,i.e.CANpacket,todetectreplay,spoofingandtampering
attacks.TheSecOCgeneratesaMACinthePDU.AUTOSARaddsafreshnesstoPDUtoprotect
againstreplayattacks.Tofitinto8-byteCANframealongwithpayload,AUTOSARtruncatesMAC
andfreshnessvalues(27bitsforCAN),henceitislesssecure.Thissecuritymethodismoresuitedto
CAN-FDorEthernetwherefull-sizeMACsaregenerated(Islingeretal.,n.d.).

AUTOSARCryptoServiceManager(CSM)providescryptographicservicestoECUapplication.
CSMsupportsSymmetricandAsymmetricencryption,Randomnumbergeneration,MACverification,
and key management. CSM utilises software and hardware cryptographic implementation, and
lightweightTPMSecureHardwareExtension(SHE)(Vector,2015).

TheCSMfunctionalityrunsasynchronoustotheECUapplication,althoughmustqueuefora
slotwithinMicrocontroller(round-robin)(Jordan,2018;Vector,2015).Cryptographicservicesare
processorheavyandlowpriorityagainstmainapplicationprocesses.Therefore,ECUsthatneedto

Figure 5. AUTOSAR Architecture (Embitel, n.d.)
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produceareal-timeresponse,acryptographicsolutionneedshardwaresupporti.e.HSM(Jordan,
2018).

In2017,AUTOSARreleasedAdaptiveplatform,designedtoallowdynamiclinkingbetween
services and clients during ECU runtime producing flexibility. Dynamic interfaces support
implementationofautonomousdriverfunctions,OTAandmediastreaming(Hellgren,2018).Adaptive
AUTOSARprovidesa fullOTAviaupdateconfigurationmanagement (UCM)moduleadaptive
AUTOSARalsosupportsEthernetwithadvancedcryptographyi.e.TLS(Stevic,2018).

5. LeGISLATION

WithinEurope,typeapproval(TA)isconfirmationthatthevehicleproductionwillmeetspecified
performancestandardsandisbasedonUNregulationsandECDirectives(VCA,2019).OTAupdate
canaltervehicleperformance/capabilityafteritsinitialcertificationforTA,whichwouldconstitute
anewvehicleitemofequipmentsubjecttoapprovalandsoneedreassessment(UNSECRETARIAT,
2016).

UnderUNECEWP29draftrecommendations(UNECEWP29,2018)OTApostTA:

1) VMsshallassesswhetherupdatewillimpactTAcomplianceanddocumentresult;
2) IfupdatedoesnotimpactTA,e.g.bugfixes,VMconductsupdateinasafesecuremannerwithout

contactingTAauthority;
3) IfupdateimpactsTAthenVMcontactsrelevantauthorityforanextensionornewcertification.

6. dISCUSSION

AsetofprinciplesforanidealOTAsystemasfollows(Verma,2018;Windriver,2017;Quain,2018;
Petrietal.,2016;Teraokaetal.,2016).

VMsandsuppliersmust:

• Maintainchain-of-trustensuringSoftwarefromtrustedsourcesandvalidatedacrosschain
• CryptographicKeymaintenanceandconfidentialityensured
• Accreditedtoinformationandcloudsecuritystandardswithindependentaudits
• Maintainback-endservers:

◦ ProtectagainstIPbreachandinterference
◦ Protectagainstfirmwaredowngrades
◦ ProtectionagainstDenial-Of-Serviceattacks
◦ Monitoragainstanomaliesandattacks
◦ Log/Auditevents,errorsandirregularbehaviour

• Followindustrystandards/protocolsforin-vehicleandback-end
• Firmware:

◦ Designedwithsecurityinmind
◦ Cryptographicalsigned,potentiallymultipletimesfordifferentECUs
◦ Incremental/Differentialupdatestosavebandwidth

Vehiclesmust:

• Mutuallyauthenticatewithbackend,alongwithindividualECUswithinvehicle
• Abilitytorecoverfrompartial/failedupdatesi.e.GatewayreturningECUbacktoitslastworking

state
• ImplementSecure-bootprocedureforintegritycheckoffirmwarebeforeexecution
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• Constructedofvehiclenetworksutilisingprotocolsthatsupportencryptionandcryptographic
integrityandauthenticationofmessages

• ImplementECUswithenoughdedicatedresourcessosecuritydoesnotconcedetoapplication
forCPU/Memory

• Future-proofingcryptographicservices.NISTstatedin2015theminimumforSymmetrickey
sizemustbe112bits(128bitstypicalusage).AsymmetricalmustbeminimumofRSA2048bits
andECC224bits.Withthreatofquantumcomputinglooming,thesemayneedtobesufficiently
higherinthefuture.Securitymeasures,suchasUDSSeedandKeymustbeimplementedwith
futureproofinginmind.

• CryptographicKeymaintenanceandconfidentialityensured

Thereislittlestandardisationacrossindustry.Althoughindustryhasproducedstandards,i.e.
AUTOSARandTPM2.0,adoptionisfarfromstandard.Duetosystemandvehiclecapability,VMs
seemtobeimplementingsomeandnotalltheprinciplesabove.

Integrityofthefirmwareupdateisimportantasitdetectstampering.Equallyauthenticationof
OTAprocessisimportantforthesamereason.Bothmustbesecuredwithcryptographicalservices.
Confidentialityisoflessimportancethroughouttheprocess.It is importanttoprotectIPagainst
snoopingbutnotasimportantasintegrityofupdate,whichindicatesamaliciouschangetooperation
ofasafetycriticalECU.

AfullencryptionsystemforOTAisalsoademandingsituationforVMs.Theycanuseunique
private/publickeysorsharedsecretkeysforeverysingleECUandhavetheissueofmanagingall
informationorhavereducedstrengthofencryptionbyusingoneprivate/publicorsharedsecretover
allECUs.

7. CONCLUSION

ThispaperexaminedsecurityelementsaroundOver-the-airupdates.OverallOTAisverypositive
forthesecurityofthewholeCAVenvironmentbutcomesatacost.Manufacturersmustdesignand
buildvehicleswhereentireOTAmechanismissecurethroughout,whichrequiresresourcesandeffort.

A significant issue with CAN bus is it just not sufficient as a modern automotive network
architecture,duetolackofavailablespeedandbandwidth.CAN-FDisbetteraseachpackethasroom
forcryptography,butevenbetterwouldbeautomotiveethernetwithfull-blownTLS1.3implemented.

Currently4Gdownloadspeedisapproximately21Mbps(2.6MB/s),averageWi-Fiisapproximately
46Mbps(5.8MB/s)and5Gwillprovideaminimumof50Mbps(6.3MB/s)(Jackson,2018;4G,2019;
Hill,2019).Withcurrentvehiclenetworks,thebottleneckisinternalvehiclenetworks.Oncefaster
vehiclenetworksarestandard,thiswillreverse.

Theencryptiondescribedisalreadygettingoldandlesssecureascomputingpowertobrute-force
increases.QuantumKeyDistribution(QKD)isanencryptionkeygenerationmethodthatrelieson
light’squantumproperties.ECUswilldetectaninterceptionofatransmissionbyreadingquantum
statesofthekey,soissecurefrominterference.QKSworksintandemwithtraditionalmethodsonly,
andoverheadissignificant(Soja,2014).

AutomotiveOTAisanimportantsubject.Thispaperfocusedonthematterandhasalsotouched
uponothersubjectsasdownloadingfromWi-FiandwithinaV2V/V2Iecosystem.Regardlessof
apparentissueswithimplementingOTAonvehicles,thebenefitsinthelong-termfaroutweighthe
disadvantagesitmaybring.Itisimperativeallpartiesinvolvedcollaborateonhardware,software
andprotocolsstandardisationtodevelopandimplementthehighestlevelofsecurityandprotection.

IncreasedconnectivityofSmartcarsalongwithadvancedautomationmethods,exposethemto
severalcrucialcyberthreats.Thosethreatsmaydirectlytargetsmartcarsorcomefromassetsthatare
directlyorindirectlyconnectedtothemsuchasRSUs,trafficsigns/lightsorevenremoteserversof
theOEMorthird-partyserviceproviders.ThecurrentarticlefocusesonthesecurityaspectsofOTA
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andproposesasetofprinciplesforanidealOTAsystem.Thoseprinciplesincludecryptographic
Keymaintenance,cloudsecurity,securenetworkingprotocols,recoverymechanismsandmanyother
elementsthatprovethatthesecurityofasmartcardemandsaholisticapproach,
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