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Tackling cyberbullying: A cross-cultural comparison
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This article examines cyberbullying in the UK arappdri and compares the steps that eagh
country is taking to address the issue by explothng general principles through which
central government, parents, charities, teachardests and ICT providers in each countr
are working together. It also suggests that peppati schemes have a unique contributig
to make and that an emphasis on peer group resdijgsand processes of collaboration wit
young people offer useful ways forward. It is edise to acknowledge that the problem ig
multi-dimensional and without a full understandiofythe complex ways in which young
people relate to one another it is unlikely thatenpullying will be reduced.
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Introduction

Since the millennium, there has been a huge teobiwall growth in the ways in which young
people have been able to interact with one anothighn, rapid developments in online gaming, instant
messaging, broad-band connectivity and social nédng sites. At the time of writing, in both theKU
and Japan, the majority of young people betweei §ehrs can access the Internet either at home or a
school, and of these a very large proportion (@@ in each country) have a computer at home and
own a cell phone. Younger children are more likelyse the Internet for games while 12-15-yeas-old
are more likely to use it for downloading music diahs, or watching video clips. Older adolescents
use the Internet for communicating with friends social networking sites, uploading files or
photographs, and using blogs (Byron 2008). Therteteis widely perceived as a valuable resource in

young people’s lives for accessing social netwoeksd offering a means of social engagement for
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adolescents who may face difficulties in makingrids, for example those who are school refusdie T
widespread ownership of mobile phones has enhahegoersonal safety of children.

However, as responsible adults, we need to recegrosential risks and be ready to safeguard
young people in the virtual, as in the real, workdthough ICT has opened up new avenues of
communication and enhanced opportunities, it is ats arena where violence and bullying can happen.
There is widespread concern in both Japan and khalddut the dangers that are emerging in the \lirtua
world of ICT, some of them caused by the young sif@emselves, and anxiety that many children and
adults lack awareness of basic e-safety. In thesgmt article, we focus on the phenomenon of
cyberbullying which has recently become a topicimterest in each country. First we define
cyberbullying. Then we examine its incidence inheaountry. Finally we compare and contrast the

interventions that are being developed to countet.ac

What is cyberbullying?

Cyberbullying has been defined as the use of e;mmabile phones, text messages, video clips,
instant messaging, photos and personal websitesydar to engage in repeated hostile behaviour
intended to harm another person or persons (Srhigh 2008). It varies in the forms it takes bahc
include cyber-stalking, harassment, denigration ardusion, teasing or making fun of or making
unpleasant comments about another person. Intéulbting can also involve threats of physical
violence or death to a person or their family, syghological bullying such as posting offensive and
embarrassing material about a person on a welmitmenacing chain messages (Rivers and Noret,
2009 in press). Many young people do not know vehbullying them since cyberbullies can hide, for
example in chat rooms, behind screen names andravatabling anonymity. We illustrate the nature
of cyberbullying and its potential for serious emmpél damage to its targets in two case studies, on
involving bullying by a group and the other invaigibullying of one individual by his “friend". A et
deal of cyber bullying is conducted through molple®nes with Internet and e-mailing (text messaging)

capabilities, as shown in Case Study 1 where tigetavas Hozumi (a pseudonym).
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Case Study 1 Anonymous messages by cell phone ahd tnternet

For Hozumi, a high school student, his cell phoeeane an instrument of mental torture that nearly,
drove him to suicide.

"Even when | stopped going to school and stayduwate, my cell phone kept ringing with harassing|e-
mails," he said.

Subsequently, Hozumi became anorexic and rarelygeddrom his room for nearly six months.
Eventually he returned to school. Although he geded from high school and has just started his firg
job as a hairdresser, Hozumi is still haunted leyftttt that classmates regularly posted photognof h
along with insults on a website and sent cell phoessages to him even during the night telling tam
die. He was so distraught that he attempted sutaride.

"When people tell you your life is not worth livingou start to think that way," he said. "I coutdn
believe in human beings anymore.”

Case Study 1 indicates the acute emotional distoezsgeer that cyberbullying by an anonymous
group of peers can cause. Hozumi became a ‘schidal’ so an additional outcome appears to be that
since he spent so much time away from school, hedféao gain the qualifications that might have
enabled him to apply for further study, for examgl@niversity.

Case study 2, reported by Stayton (2008), showsthe Internet can exacerbate anxieties over
sexual orientation and fears about ‘coming outfrant of peers. In this case, the cyberbullyingktoo
place between two apparent friends but the bet@ayabnfidential material led to deep shaming onftr
of the whole peer group. Seventeen year-old Andys@udonym), who had misused the Internet in a
similar way previously, wanted to get revenge os fniend, Ben (a pseudonym), aged 16, who had
divulged some of Andy's personal secrets to othedents. He did this by creating a fictitious
character, Callum, with the deliberate intent totfBen by luring him into an intimate relationstwgh
Callum.

The outcome for Ben was far more serious than Anaty imagined it would be. He said he had
no idea that Ben had tried to kill himself untihet people told him. This case was widely publidise
the media. Andy was fined and his computer wasistated.
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Case Study 2 Creating a fictitious character on th Internet as an act of revenge

Andy created a fictitious character, Callum, on &end then tricked Ben into forming a relationship
with Callum over a number of months by exchangingagls containing explicit sexual material. Andy
then revealed the e-mails between Ben and Callumetads and teachers. The outcome was that Ben
felt so embarrassed that he could no longer faogeggo school. When Ben discovered that Callum|had
been invented by Andy - a person that he considierée a close friend — the betrayal was too moch t
bear. He then tried to commit suicide by overdgsin a cocktail of 30 paracetamol, 15 Buscopan and
15 ibuprofen tablets. Fortunately, Ben was disoedan time to save his life. Andy was genuinely
repentant. He sobbed uncontrollably during hiseapance at the Youth Court: "I wish | never dong it
feel 100 per cent sorry for the pain | have caugmd family. | can't contemplate what | have doog t
your family. To think | have caused someone tham pa take their life, it's just really hard to ki |
have done something like that, especially whenviehaeen working with the victims of bullying. To
think 1 am one of those people. | am ashamed oft Whave done. | can't explain what came over|me.
All I can say is that | don't recognise that perso | don't like who | was. | am wholeheartedly
unconditionally sorry. If you ever find me doinggdfagain, lock me up and throw away the key”.

The incidence of cyberbullying

Rivers and Noret (2009, in press) point out thatcontrast to the longstanding agreement
amongst researchers of traditional forms of budlyiabout the repeated nature of the behaviour,
researchers of cyberbullying have been less réas#&im applying a definition that requires a pstsnt
and meaningful interaction between the perpetratat the victim, mainly because of the anonymity
offered to the perpetrator. They often fail to talceount of advances in technology with the rethat
we do not know whether apparent increases in incel@re simply the outcome of greater availability
of new forms of ICT. This makes it difficult to Ipgecise in documenting actual rates of cyberbuljyin
depending on the ways in which the questions dedaand the actual definition of the behaviours and
media used. As a result, rates of cyberbullyingehaeen reported internationally as ranging from 4%
(Ybarra and Mitchell 2004) to 36% (Hinduja and Paic2008).

Recent nationwide surveys of bullying in generaltihy Japanese Ministry of Education (2007,
2008) found a 20% increase in reported cases aieblllying from 2006 to 2007. According to this
survey, while some of the bullying took place thgbuwcell phones and personal computers, the most
extensive cyberbullying took place on school birléoards, ogakko ura-saitpwhich are sites run by
students in elementary, junior high and senior heghools to disseminate information to the whole
school community (Kyodo News 2008). The JapanesgshMy of Education, Culture, Sports, Science

and Technology acknowledged that there remaindatwliies in recognizing bullying cases at schools
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but reported that it had asked local boards of atie to urge schools to hold interviews and home
visits in an effort to prevent it. In a smaller-caurvey, Hyogo Prefectural Board of Educationnidu
that 10% of high school students said they had besassed through e-mails, websites or blogs
(Yomiuri Shimbun 2009).

Although some media reports claim that Japan hasexageptionally bad problem with
cyberbullying, there are broad parallels with fimgs in other countries (Livingston and Bober 2005).
For example, Microsoft Service Network (MSN) (20@G6und that 11% of children in their survey
reported being the victims of some form of cybefng and that girls (14%) thought that
cyberbullying was worse than face-to-face bullyigg% of this sample of young people reported that
the worst aspect of cyberbullying, in comparisothwiace-to-face bullying, was that more people woul
know about it.

In the UK, Smith et al (2008) report results fronswvey of 533 secondary school students.
Cyberbullying increased with age, from 14% at a@€l2 years to 23% at age 15-16 years, with the
most reported types being instant messaging (1@8f&phone calls (10%) and text messages (7%) In
this survey, students were asked about who had tthengyberbullying. Some were reported to be @& th
same class (21%) or a different class in the samae group (28%) and a few from higher years (6%) or
a different year (2%). Some were from differeriaas (22%) and some did not know the identity of
the bully (21%). Girls were more likely to be thietims of cyberbullying than boys.

Rivers and Noret (2009 in press) included an amalgk longitudinal data in their 5-year study of a
cohort of around 2,500 pupils in 13 UK schools. Shely charted reports of nasty and threatening tex
and e-mail messages received by students ageddretileand 13 years. Results indicated an increase
in the incidence of offensive material, especialtyongst girls, from 13% in 2002 to 16% in 2006.

However, reports ofrequent(once a week or more) receipt of such messageasimenh stable
over the same time period at 1.00% - 1.08%, withsigmificant differences between boys and girls.
Girls were twice as likely as boys to be cyberleall{(21% as opposed to 10%) once a term. But there
were no gender differences fioequentcyberbullying and very little change across time.

A proportion of cybervictims are traditional victimoo. Of the 42 traditional victims who were also
cyberbullies in the study by Smith et al. (2008), Bere traditional bully-victims. In this studyhet
researchers found that boys who were being bulbétine were more likely to report being
cyberbullied. Unpopular girls were more likely rieport being cyberbullied. These findings confirm

other studies (e.g. Ybarra and Mitchell 2004) ihdicate links between online and offline bullyintn
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the case of boys, Rivers and Noret (2009 in preggyest that male bullies extend existing threfts o
direct physical attack to on-line forms of bullyingln the case of girls, the sending of nasty or
threatening online messages is an extension ofigximanipulation of peer relationships in order to
ensure that unpopular girls remain unpopular aedwather excluded from the peer group.

It is clear from the brief summary of surveys iffetient countries that it is difficult to gain a
precise figure with regard to incidence. Howetkere is consistent agreement that the problemsexis
and that action needs to be taken to address ithel next section, we explore some of the intdrgas
that have been most frequently implemented.

What can be done to prevent cyberbullying?

Cyberbullying is far harder for parents and teashertackle than face-to-face bullying because
of the anonymity of cyber space and a lack of texdirknowledge on the part of adults. Howeverrg¢he
is already a wealth of expert advice and guidan@elable (for example, Shariff 2008). In the next
section, we examine different aspects to the swiutio include recourse to the law, monitoring
websites, education for e-safety, provision of guk, the use of peer supporters and the emotional
education of the whole peer group.

Recourse to the lawCyberbullying is not a specific offence but there aeriminal laws that can
apply in terms of harassment, and threatening araciag communications. In the UK, for example,
head teachers are advised to contact the politeyf feel that the law has been broken and to becom
aware of the legal support available to them whgplyegng sanctions. Schools have some power to
regulate the conduct of pupils when they are d#;sncluding the right to confiscate mobile phoaes
other items. In Japan, the Ministry of EducatiQulture, Sports, Science and Technology guidance
reports on the specific issue of chain e-mailsylmch a person sends a derogatory e-mail and uhges
recipient to forward the message to a number ofrsthOne school reported the problem to the police
and told its students the police were investigathng) case while at the same time conducting its own
investigation. The school was able to identify shiedent who sent the first e-mail in the chain. eash
of these examples indicates, schools have a ¢nbéato play in the protection of children by oking
the law where appropriate.

Monitoring websitesin Japan, many private schools have been usingr@rcial companies to
monitor student Internet activity and to scrutingtes for cyberbullying since 2007. Recently, an

increasing number of local governments, includimg Tokyo Metropolitan Government, the Koto Ward
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Office in Tokyo, and the Sapporo Municipal Govermmere setting aside large sums of money for
private companies to do the same. Other local gwwents will follow suit later on this year. For
example, The Tokyo Metropolitan Government is pgyam IT company 19 million yen this year to
monitorgakko ura-saitdoulletin boards in 2,200 public high, middle anaary schools. Typically, the
company will check all messages posted on the tiuloards for abusive and threatening remarks.
Such messages are deleted and reported to the BoAdiication.

Educating for e-safetyHowever, schools also have the power to createafessan e-learning
environment as possible by providing training omho stay safe in virtual worlds. Many educatans,
both the UK and Japan, consider that training stiedand teachers in e-safety is a more constructive
approach than relying only on sanctions. For exantpe Ishikawa Prefectural Board of Education has
dedicated two computers and two cell phones affiise in Kanazawa and launched a special team that
includes eight teachers to monitgakko ura-saitobulletin boards. A spokesman of the Board of
Education said: "Compared with private compani@s thonitor thegakko ura-saitdulletin boards, our
skills and work efficiency might be inferior. Howaw it's important for students to feel they're ciaad
over by teachers. We can't just throw all this wiarkhe private sector."

In the UK, Becta (2005 p. 4) proposes that thetmeaf a safe ICT environment has four elements:

* An infrastructure of whole-site awareness, respmlitses, policies and procedures;

* An effective range of technological tools;

* A comprehensive e-safety education programme;

» A review process that monitors effectiveness offits¢ three elements.
Becta (2008) also proposes a co-ordinated approacduce the risks by drawing together a packége o
policies and practices, education and trainingastfucture and technology to address the issue.

Guidance to parents, students and teachershe UK as in Japan, the government has delivere
guidance for teachers, parents and students tes&ldne issue by regularly updating and monitoring
existing anti-bullying policies, advising targetidents on appropriate action and actively promogng
safety throughout the school,. With regard to pagiors, schools are advised on ways of identyfyin
cyberbullies, taking steps to change their attisuded behaviour, and, where appropriate, applying
technology-specific sanctions such as limiting iné¢ access for a period of time or removing tiyétri
to use a cell phone on the school site.

Additionally, NGOs have also initiated campaignsd dmave developed their own sets of
guidance. For example, Beatbullying, a leading kiKlying prevention charity has developed easily
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accessible  materials for children and parents to wnimad. The  website

www.digitalparents.org/cyberbullying/ highlights short educational videos for stimulatohgpbate and

discussion.Parents are recommended to keep a close eye orchildren’s activity on the web and to
be alert to changes in behaviour that might in@icame emotional distress. Parallel advice talodml
suggests that they should be aware of risky bebavieuch as disclosing passwords and personal
information, engaging in risky sexual behaviour afalent gaming. They are also advised to keep
evidence if they suspect that cyberbullying isrtigkplace, whether to themselves or to another peer.
Another resource for parents and children is predidby the Dizigen website

www.dizigen.org/cyberbullyingivhich provides similar advice and reminds childrever to retaliate

to cyberbullying but instead to report it to an lada helpline, such as ChildLine, or to the sesvic
provider. If it is very serious, Dizigen advisesqras to consider contacting the police.
Cybermentors:in the UK, the BeatBullying websitbttp://www.cybermentors.org.uldffers

training to young people who would like to take i@t against cyberbullying by becoming
Cybermentors, that is, young people who help peen® are being bullied on the Internet.
CyberMentors are given training by BeatBullying exp and then typically log on for around 30
minutes every day to offer active listening and cpcal tips to peers who are experiencing
cyberbullying.

Conclusion — a collaborative whole-school approach

The previous section indicates a range of wayshithvcyberbullying is currently being tackled
in both the UK and Japan. It would appear that s@amg have an important role to play in addressieg
problem once it has occurred, but punishment alignaot the most effective way of preventing
cyberbullying. Nor is it necessarily helpful to pesid to media-induced moral panic only through
external control of websites, without ongoing cdtaion with representatives of all members of the
school and its community. Real account needs ttaken of the complex social dynamics of the peer
group when considering how to address this isso&{€and Jennifer 2008).
In the two case studies that we quote earlier is plaper, there were a number of interventions that
could have prevented the bullying from escalatimghte serious levels that it reached. The schavls i
each case could have created opportunities fofedysaducation for all students and held awareness-
raising events on the dangers from ICT as wellhaskienefits. The schools could have taken much

more positive action when it was observed thaudesit like Hozumi was refusing to come to school.
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Andy, in case study 2, claimed to be a person witarked with the victims of bullying”, so presumably
there existed a peer support system in his schBelgular supervision of peer supporters would have
brought to light issues relating to misuse of theeinet. The teacher in charge of the peer support
scheme at this school could then facilitate in-depflection during supervision in order to identiey
training needs for peer supporters with regardytietbullying. Peer supporters, for example, cdadd
trained to act as cybermentors to maintain on-liigglance and to provide immediate support and
advice for victims.

The pastoral care teams in the school as wellasybtems of peer support should have created
confidential systems to which Ben could have bemergaccess to information and guidance. The
adults whom he contacted would have urgently retetris case on to specialists trained to deal with
acute emotional distress and suicidal tendenciée Aumiliation of Ben could have been greatly
reduced if at least some of the students in the gemip had refused to laugh at the embarrassing e-
mails and had instead shown some empathy for Hiravelopment of empathy for a peer in distress
would be an integral part of the school's pastaade system and personal and social education
curriculum. The school could have promoted a cagmp# challenge cruel homophobic prejudice and
linked the campaign to wider education on sexualab®ur and common sexual fears and anxieties.
This would include promotion of the right of stutketo have clear information about sexual orieatati
issues.

The key priority area concerns whole-school colfabion between school principals and school
governors, class teachers, young people, parergsgcdocal authorities and internet service prexsd
(ISPs) to identify issues of concern and to devetepvork security measures (Becta 2005; 2008;
Shariff 2008; Media Literacy Task Force 2009). Wa&hmore sophisticated whole-school approach,
education authorities and central government caeldp detailed guidelines for teachers, princield
administrators regarding the extent of their olilgyss to prevent and reduce cyber-bullying, andrimf
schools on the latest strategies for networkingdp warents, police, technology providers and comtguni
organizations to provide support systems for vistand perpetrators of cyberbullying.

In this article, we have outlined general princgptbrough which central government, parents, dearit

teachers, students and ICT providers can collabdmtackle the problem of cyberbullying. We also
suggest that peer support schemes have a uniquebation to make. Students can learn to protect
themselves against cyberbullying through e-safefiglalines. They can be vigilant online to report

harassment and abuse when they observe it. Thewlsa refuse to condone or reinforce bullying
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behaviour that demeans fellow students, whetheutir cell phone messages, blogs or websites. Most
importantly, it is essential to acknowledge that firoblem is multi-dimensional and without a full
understanding of the complex ways in which youngpbe relate to one another it is unlikely that
cyberbullying will be reduced.
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