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Abstract

Thi s docunment specifies a padding convention for use with the AES Key
Wap algorithmspecified in RFC 3394. This convention elimnates the
requirenent that the length of the key to be wapped be a nultiple of
64 bits, allowing a key of any practical length to be wapped.
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1. Introduction

Managenent of cryptographic keys often | eads to situati ons where one
symmetric key is used to encrypt and integrity-protect another key,
whi ch can be either a symretric key or an asymmetric key. The
operation is often called key w appi ng.

Thi s docunent specifies an extension of the Advanced Encryption
Standard (AES) Key Wap algorithm[AES-KW, AES-KW]. Wthout this
extension, the input to the AES Key Wap algorithm called the key
data, nust be a sequence of two or nore 64-bit bl ocks.

The AES Key Wap with Padding algorithmcan be used to wap a key of
any practical size with an AES key. The AES key-encryption key (KEK)
must be 128, 192, or 256 bits. The input key data nmay be as short as
one octet, which will result in an output of two 64-bit blocks (or 16
octets). Although the AES Key Wap al gorithm does not place a

maxi mum bound on the size of the key data that can be wapped, this
extension does so. The use of a 32-bit fixed field to carry the
octet length of the key data bounds the size of the input at 2732
octets. Mst systens will have other factors that limt the
practical size of key data to nuch |ess than 2732 octets.

A message length indicator (M) is defined as part of an
"Alternative Initial Value" in keeping with the statement in Section
2.2.3.2 of [AES-KWL], which says:

Also, if the key data is not just an AES key, it nay not always be
a multiple of 64 bits. Alternative definitions of the initial
val ue can be used to address such probl emns.

2. Notation and Definitions
The following notation is used in the algorithmdescriptions:
MBB(j, W Return the nost significant j bits of W
LSB(j, W Return the least significant j bits of W

ENC( K, B) AES Encrypt the 128-bit block B using key K
DEC(K, B) AES Decrypt the 128-bit block B using key K

Vi | V2 Concatenate V1 and V2

K The key-encryption key

m The nunber of octets in the key data

n The nunber of 64-bit bl ocks in the padded key data
qdil The ith plaintext octet in the key data

Pli] The ith 64-bit plaintext block in the padded key data
ail The ith 64-bit ciphertext data bl ock

A The 64-bit integrity check register
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3. Aternative Initial Value

The Alternative Initial Value (AIV) required by this specification is
a 32-bit constant concatenated to a 32-bit M.I. The constant is (in
hexadeci mal ) A65959A6 and occupi es the high-order half of the AV.
Note that this differs fromthe high order 32 bits of the default IV
in Section 2.2.3.1 of [AES-KWL], so there is no anbiguity between the
two. The 32-bit M., which occupies the | oworder half of the AV,
is an unsigned binary integer equal to the octet |length of the

pl ai ntext key data, in network order -- that is, with the nost
significant octet first. Wen the Ml is not a multiple of 8, the
key data is padded on the right with the | east nunber of octets
sufficient to nake the resulting octet length a multiple of 8. The
val ue of each padding octet shall be 0 (eight binary zeros).

Notice that for a given nunber of 64-bit plaintext blocks, there are
only eight values of M. that can have that outcone. For exanple,
the only M.l values that are valid with four 64-bit plaintext blocks
are 32 (with no padding octets), 31 (with one padding octet), 30, 29,
28, 27, 26, and 25 (with seven padding octets). \When the unw apping
process specified below yields n 64-bit bl ocks of output data and an
AV, the eight valid values for the M.l are 8*n, (8*n)-1, ..., and
(8*n)-7. Therefore, integrity checking of the AV, which is
contained in a 64-bit register called A requires the follow ng

st eps:

1) Check that MSB(32,A) = A65959A6.

2) Check that 8*(n-1) < LSB(32,A) <= 8*n. |If so, let
M.l = LSB(32,A).

3) Let b = (8*n)-M.I, and then check that the rightnost b octets of
the out put data are zero.

If all three checks pass, then the AIVis valid. |If any of the
checks fail, then the AlIVis invalid and the unw appi ng operation
nust return an error.

4. Specification of the AES Key Wap with Padding Al gorithm

The AES Key Wap with Padding al gorithm consists of a w apping
process and an unwr appi ng process, both based on the AES codebook
[AES]. It provides an extension to the AES Key Wap algorithm

[ AES- KW, AES-KW2] that elimnates the requirenent that the | ength of
the key to be wapped be a multiple of 64 bits. The next two
sections specify the wappi ng and unw appi ng processes, called the
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ext ended key wrappi ng process and the extended key unw appi ng
process, respectively. These nanes distinguish these processes from
the ones specified in [ AES-KW] and [ AES- K\2].

4.1. Extended Key W apping Process

The inputs to the extended key wrapping process are the KEK and the
pl aintext to be wapped. The plaintext consists of between one and
2732 octets, containing the key data being wapped. The key w appi ng
process is described bel ow

Inputs: Plaintext, moctets { 1], 2], ..., dn}, and
Key, K (the KEK).
Qut puts: Ciphertext, (n+l) 64-bit values {C[0], (1], ., dn]l}.

1) Append paddi ng

If mis not a multiple of 8, pad the plaintext octet string on the
right with octets {@dm1], ..., Qr]} of zeros, wherer is the
smal lest multiple of 8 that is greater than m If mis a multiple
of 8, then there is no padding, and r = m

Set n =r/8, which is the same as CEl LI NG n18).

For i =1, ..., n
j = 8*(i-1)
PLi] =dQj+1] | dj+2] | ... | Qj+8].
2) Wapping

I f the padded pl ai ntext contains exactly eight octets, then
prepend the AV as defined in Section 3 above to P[1l] and encrypt
the resulting 128-bit block using AES in ECB node [Mddes] with key
K (the KEK). In this case, the output is two 64-bit bl ocks (0]
and C[1]:

o] | d1] = ENG(K, A | P[1]).
O herwi se, apply the wapping process specified in Section 2.2.1
of [AES-KW2] to the padded plaintext {P[1], ..., P[n]} with K (the

KEK) and the AV as defined in Section 3 above as the initial
value. The result is n+l 64-bit blocks {C[0], (1], ., dn]l}.
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4.2. Extended Key Unwrapping Process

The inputs to the extended key unw appi ng process are the KEK and
(n+1) 64-bit ciphertext blocks consisting of a previously w apped
key. |If the ciphertext is a validly wapped key, then the unw apping
process returns n 64-bit blocks of padded plaintext, which are then
mapped in this extension to moctets of decrypted key data, as

i ndi cated by the M.I enbedded in the AlV.

Inputs: Ciphertext, (n+l) 64-bit blocks {C0], (1], ., Cn]}, and
Key, K (the KEK).
Qutputs: Plaintext, moctets {d1], 2], ..., dnj}, or an error.

1) Key unw appi ng

When n is one (n=1), the ciphertext contains exactly two 64-bit
bl ocks (0] and C[1]), and they are decrypted as a single AES
bl ock using AES in ECB node [Mddes] with K (the KEK) to recover
the AIV and the padded pl ai ntext key:

Al P[1] = DE(K 0] | C1]).

O herwi se, apply Steps 1 and 2 of the unw appi ng process specified
in Section 2.2.2 of [AES-KW] to the n+l 64-bit ciphertext bl ocks,
{d0], d1], ..., dn]}, and to the KEK, K Define the padded

pl ai ntext blocks, {P[1], ..., P[n]}, as specified in Step 3 of
that process, with Al0] as the A value. Note that checking "If
A[0] is an appropriate value" is slightly delayed to Step 2 bel ow
since the padded plaintext is needed to performthis verification
when the AV is used.

2) AV verification
Performthe three checks described in Section 3 above on the
padded pl aintext and the A value. |If any of the checks fail, then
return an error.

3) Renove padding

Let m= the M. value extracted from A

Let P=P1] | P[2] | ... | P[Nn].
For i =1, ... , m
Qi] = LSB(8, WMsSB(8*i, P))
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5. Algorithmlidentifiers

Sone security protocols enploy ASN. 1 [ X. 680] and enpl oy al gorithm
identifiers to nane cryptographic algorithnms. To support these
protocols, the AES Key Wap w th Paddi ng al gorithm has been assi ghed
the following algorithmidentifiers, one for each AES KEK size. The
AES Key Wap (w thout padding) algorithmidentifiers are also

i ncluded here for convenience.

aes OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organization(1l) gov(101) csor(3)
ni stAlgorithm4) 1}

i d-aes128-wrap OBJECT IDENTIFIER ::= { aes 5}
i d-aes128-wrap-pad OBJECT IDENTIFIER ::= { aes 8 }
i d-aes192-wrap OBJECT IDENTIFIER ::= { aes 25}
i d-aes192-wrap-pad OBJECT IDENTIFIER ::= { aes 28 }
i d- aes256-wr ap OBJECT IDENTIFIER ::= { aes 45}
i d- aes256-w ap-pad OBJECT IDENTIFIER ::= { aes 48 }

In all cases, the Algorithmdentifier parameter field MJST be absent.
6. Padded Key Wap Exanpl es

The exanples in this section were generated using the index-based

i mpl ementation of the AES Key Wap algorithmal ong with the paddi ng

approach specified in Section 4 of this docunent. Al values are

shown in hexadeci mal .

The first exanple waps 20 octets of key data with a 192-bit KEK

KEK : 5840df 6e29b02af 1 ab493b705bf 16eal ae8338f4dccl76a8
Key :  €37b7e6492584340 bed1220780894115 5068f 738

Wap : 138bdeaa9b8fa7fc 61f 97742e72248ee S5aeb6ae5360dlaeba
. 5f 54f 373f a543b6a

The second exanple waps 7 octets of key data with a 192-bit KEK.

KEK : 5840df 6e29b02af1 ab493b705bf 16eal ae8338f4dccl76a8
Key : 466f7250617369
Wap : afbeb0f 07df bf 541 9200f 2ccb50bb24f
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7.

Security Considerations

| mpl enent ati ons nust protect the key-encryption key (KEK).
Conpromi se of the KEK nay result in the disclosure of all keys that
have been wapped with the KEK, which may lead to the conprom se of
all traffic protected with those wapped keys.

The KEK nust be at | east as good as the keying material it is
protecting.

If the KEK and wapped key are associated with different
cryptographic algorithns, the effective security provided to data
protected with the wapped key is determ ned by the weaker of the two
algorithms. |If, for exanple, data is encrypted with 128-bit AES and
that AES key is wrapped with a 256-bit AES key, then at nobst 128 bits
of protection is provided to the data. If, for another exanple, a
128-bit AES key is used to wap a 4096-bit RSA private key, then at
nmost 128 bits of protection is provided to any data that depends on
that private key. Thus, inplenmenters nust ensure that key-encryption
algorithms are at |east as strong as other cryptographic algorithns
enpl oyed in an overall system

The AES Key Wap and the AES Key Wap w th Paddi ng al gorithns use
different constants in the initial value. The use of different

val ues ensures that the recipient of padded key data cannot
successfully unwap it as unpadded key data, or vice versa. This
renai ns true when the key data is wapped using the AES Key Wap with
Paddi ng al gorithm but no paddi ng i s needed.

The AES Key Wap with Paddi ng al gorithm provides al nost the sane
amount of integrity protection as the AES Key Wap al gorithm

A previous paddi ng techni que was specified for wappi ng Hashed
Message Aut hentication Code (HVAC) keys with AES [OLD-KW. The
technique in this document is nore general; the technique in this
docunent is not linted to wappi ng HVAC keys.

In the design of sonme high assurance cryptographic nodules, it is
desirabl e to segregate cryptographic keying material from other data.
The use of a specific cryptographic nechanismsolely for the
protection of cryptographic keying material can assist in this goal.
The AES Key Wap and the AES Key Wap with Paddi ng are such

mechani snms.  System desi gners shoul d not use these algorithms to
encrypt anything other than cryptographic keying material .
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Appendi x A.  ASN. 1 Modul es

Thi s appendi x includes two ASN. 1 nodul es. The first one nmakes use of
the 1988 syntax, and the second one nakes use of the 2002 ASN. 1
synt ax.

Appendi x A. 1 provides the normative ASN. 1 definitions for the
algorithmidentifiers included in this specification using ASN.1 as
defined in [ X 680] using the 1988 ASN. 1 synt ax.

Appendi x A. 2 provides informative ASN.1 definitions for the algorithm
identifiers included in this specification using ASN.1 as defined in

[ X.680], [X 681], [X. 682], and [X. 683] using the 2002 ASN. 1 syntax.
Thi s appendi x contains the same information as Appendi x A 1; however,
Appendi x A. 1 takes precedence in case of conflict. The content
encryption and key wrap al gorithm objects are defined in [ CM5-ASN].

The id-aesl28-wap, id-aesl92-wap, and id-aes256-wap algorithm
identifiers are defined in [ AES-CMVB].

A. 1. 1988 ASN 1 Modul e

AESKeyW apW t hPad-88 { iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1) pkcs-9(9) sminme(16) nodul es(0) 47 }

DEFINITIONS | MPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

-- | MPORTS NONE - -

-- AES information object identifiers --

aes OBJECT IDENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organi zation(1l) gov(101)
csor(3) nistAlgorithns(4) 1}

-- AES Key Wap Wth Padding Algorithmldentifiers are to be used
-- with the Paraneter field absent

i d- aes128-w ap-pad OBJECT IDENTIFIER ::= { aes 8 }
i d-aes192-w ap-pad OBJECT IDENTIFIER ::= { aes 28 }
i d- aes256-w ap-pad OBJECT IDENTIFIER ::= { aes 48 }

END
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A. 2. 2002 ASN.1 Modul e

AESKeyW apW t hPad- 02 { iso(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) 48 }

DEFINITIONS I MPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

| MPORTS
Al gorithmdentifier{}, CONTENT-ENCRYPTION, KEY-WRAP, SM ME- CAPS
FROM Al gorithm nformati on-2009 -- [CMS-ASN|

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nod(0)
i d-mod- al gorithm nformation-02(58) };

AES- Cont ent Encrypti on CONTENT- ENCRYPTI ON : : = {
cea- aes128-w ap-pad |
cea- aes192-w ap- pad |
cea- aes256- wr ap- pad,

}

AES- KeyW ap KEY-WRAP :: = {
kwa- aes128- wr ap- pad |
kwa- aes192- wr ap- pad |
kwa- aes256- wr ap- pad,

}

SM nmeCaps SM ME- CAPS :: = {
cea- aes128-w ap- pad. &mi neCaps |
cea- aes192- wr ap- pad. &m neCaps |
cea- aes256- wr ap- pad. &m neCaps |
kwa- aes128- wr ap- pad. &m nmeCaps |
kwa- aes192- wr ap- pad. &m nmeCaps |
kwa- aes256- w ap- pad. &m neCaps,
}

-- AES object identifier
aes OBJECT IDENTIFIER ::={

joint-iso-itu-t(2) country(16) us(840) organization(1)
gov(101) csor(3) nistAlgorithns(4) 1}
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-- Content Encryption Algorithns

cea- aes128-w ap- pad CONTENT- ENCRYPTION :: = {
| DENTI FI ER i d- aes128- wr ap- pad
PARAMS ARE absent
SM ME- CAPS { | DENTI FI ED BY id-aes128-w ap-pad } }

cea- aes192- wr ap- pad CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER i d- aes192- wr ap- pad
PARAMS ARE absent
SM ME- CAPS { | DENTI FI ED BY i d-aes192-w ap-pad } }

cea- aes256- wr ap- pad CONTENT- ENCRYPTION :: = {
| DENTI FI ER i d- aes256- wr ap- pad
PARAMS ARE absent
SM ME- CAPS { | DENTI FI ED BY i d- aes256-w ap-pad } }

-- Key Wap Al gorithns
kwa- aes128- wr ap- pad KEY-WRAP :: = {

| DENTI FI ER i d- aes128- wr ap- pad

PARAMS ARE absent

SM ME- CAPS { | DENTI FI ED BY i d-aes128-wap-pad } }
i d-aes128-wrap-pad OBJECT IDENTIFIER ::= { aes 8 }
kwa- aes192-w ap- pad KEY-WRAP :: = {

| DENTI FI ER i d- aes192- wr ap- pad

PARAMS ARE absent

SM ME- CAPS { | DENTI FI ED BY id-aesl192-w ap-pad } }
i d-aes192-w ap-pad OBJECT IDENTIFIER ::= { aes 28 }
kwa- aes256- wr ap- pad KEY-WRAP :: = {

| DENTI FI ER i d- aes256- wr ap- pad

PARAMS ARE absent

SM ME- CAPS { | DENTI FI ED BY i d- aes256-w ap-pad } }
i d- aes256-wrap-pad OBJECT IDENTIFIER ::= { aes 48 }

END
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