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A Client—Server Architecture for
Distributed Measurement Systems

Matteo Bertocco, Franco Ferraris, Carlo Offelli, and Marco PamMisnber, IEEE

Abstract—This paper describes a client-server architecture for ~ The first one consists of an easy and efficient use of expen-
the remote control of instrumentation over the Internet network. sive or Comp|ex instrumentation Systems_ Typ|ca| examp|es are

The proposed solution allows muitiuser, multi-instrument ses- o onachoic chambers used for electromagnetic compatibility
sions by means of a queueing and instrument locking capability.

Client applications can be easily developed by using conventional (EMC) expt_eriments or _the _complex inSt_rumentS th"f‘t are used
high-level programming languages or well-assessed virtual in- to test the integrated circuit wafers during the design of new

strumentation frameworks. Performance tests are reported; they devices. In these cases, the remote access to measurement sys-
show the low overhead due to network operation with respect 1o 1o s allows the interaction between designers or application
the direct control of instrumentation. . . . ) .
engineers and instrumentation without the need to physically
Index Terms—Client—server systems, education, intelligent sen- moye people or bulk instrumentation, thus increasing the speed
?r?(;tsé [Sn;ﬁrs?ﬁéworkmg' measurement system data handling, re- of the development process and also improving the interaction
between many experts in the field. One should also note that
the rental of costly measurement services is possible in a rather
. INTRODUCTION simple way, because only the target device needs to be moved
HE increasing use of programmable instruments hadile a better exploitation of valuable instrumentation can be
brought about changes in the operating procedures whiaghieved.
are commonly adopted for the solution of practical mea- A second advantage coming from the availability of a
surement problems. Before the availability of programmabtemote instrumentation is the possibility of arranging dis-
instrumentation, the user was required to set up the tésbuted measurement systems which are both controlled from
system by connecting the device under analysis to propersingle position and able to perform complex measure-
instruments; then one had to choose the best excitation signaknts strictly related to the site where instrumentation is
and configure the instruments by interacting with their fronbcated. An important example is the control of environ-
panels. The results were obtained by reading the data-displgysntal parameters where scientists or government agents
of the instruments and, sometimes, after some further Simwg\/e the need to perform several measurements in many
calculations made by hand. Nowadays, this operating schef€ations distributed on the earth. In this last example more
is outdated and often cannot be applied. Many intelligeiters possibly would like to perform their own measure-
instruments are not provided with a front panel; moreovehents by sharing the instruments with the others to gather

modern tests are performed first by writing a suitable prograiitierent data or compare different post-processing analysis
for a host computer that controls the instruments, and th?ébhniques.

by running that program with the device under test (DUT) tpis paper presents a technique for the remote control of

connecte@ to .the test station. . ) distant instrumentation in a multiple-user, multiple-laboratory
In addition, in the last few years a surprisingly rapid growtg vironment. Such a solution has been developed under a

of fast and reliable communication networks has allowe mmon project that involves the University of Padova and

an easy interchange of information and commands between : : . .
e Polytechnic of Torino, which are located in the eastern
computers both connected to local networks and connected 10
a%nd western parts of Italy.

far sites of wide area networks (WAN) such as the Interne . . . .
. : . The proposed technique is based on a client—server archi-
Thus, network services and programmable mstrumentatlont hich is d ibed in Section II. With this techni
now permit the development of measurement Iaboratori%esC ure which 15 described in section 1. ¥ IS technique,
ny users can simultaneously share remote instruments by

distributed on a wide geographical area and simultaneously. itable cli q hat i ith
available to several users variously located in the territofy>"9 Sultable client procedures that interact with a server

Such a kind of distributed measurement laboratory can sati@{Pgram running on a computer physically connected to the
two main requirements. instruments. This paper also shows that client programs can be

easily built by using a set of library functions provided with

Manuscript received May 21, 1998; revised November 9, 1998. the deyeIODed envwonmen_t' .
M. Bertocco and C. Offelli are with the Department of Electronics and Section Ill reports meaningful examples of end-user appli-

Computer Science, University of Padova, Padova 33131 Italy. cations. The examp|es show that measurement pr0b|ems can
F. Ferraris and M. Parvis are with the Dipartimento di Elettronica, Polite(b—e solved in a remote-controlled environment with a moderate
nico di Torino, Torino 10129 Italy.
Publisher Item Identifier S 0018-9456(98)09754-X. overhead due to network operation.
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lems arising from the physical location of the RPC server.

Moreover, by employing specific TCP “ports” for the message

A. The VXI-11 Solution

already been proposed in the literature. One interesting p
posal comes from the VXI Consortium, which has design

a powerful extension to the IEEE-488 bus [1] referred to 33

VXI-11 specification. Such an extension allows remote ho

interchange, the limitations due to firewall hosts can be easily

. . ) SO
Techniques for the remote access to instrumentation havel.

Ived.
he second quoted drawback of the VXI-11 proposal due to

)ssible multiuser interaction is addressed by establishing and

ndling a queue of client requests, and by allowing the clients
receive fast responses to requests for information forwarded

the server, such as the queue status or the server actual load.

and an instrument controller to communicate over a networ

to perform measurements as if the instruments were conneclt_.? 1 where one client and one server are reported for the

directly to the clients. sake of clarity. Both client and server computers run programs

The VXI-11 specification relies on the TCP/IP COmrmm'\'/vl*uich are logically split into two layers. One layer in both

cation protocol and therefore is suitable for use on both Ioca ent and server sides deals with the network interconnection
area networks and on the Internet, thus allowing address

. . . Wﬂile the other layer deals with the instrument management
long-distance connections. Moreover, it suggests the use

: d user interface.
a technique referred to as remote procedure call (RPC). . L .
According to this technique, the server computer, which is * The client application (.CA) contains the procedures that
connected physically to the instruments, makes available a are related to the user mterf_ace as _wgll as to the measure-
set of remotely callable procedures that perform all standard ment request and processing. This is the program part
IEEE-488 activities (addressing, read, write, status polling, that.would be required if t.he measurem_ent session were
etc.). The client or “remote” computer asks for a procedure carried O.Ut by means of instruments directly controlled
to be executed and receives the results. by the client computgr. .

Software solutions exist that can be used to embed the RPC The measurement client (MC) contains the procedures
approach in already developed applications. This approach that are related to the network management: server contact
therefore allows for the distribution of the measurement tasks aqd log-in, data flow cc_mtrpl, and recovery from network
among several computers, but it has a major drawback when failures. The cpmmunlcatlor) between Fhe MC and t'he
employed in a multiuser environment. In fact, the IEEE-488 CA can be designed according to the different operating

was designed for a scenario where a single user has complete 'Sl'ﬁjeme(;pp?é#glr?tess.er or (MS) contains the network
. . . . L] -
control over all the available instrumentation, while a mul- su ver (MS) NS

tiuser approach implies the simultaneous access of different related procedures on the server s!de and the queuing
computer tasks to the same network-shared instruments. m_anagement. It accepts th? connection request; from the
To solve this problem, the VXI-11 specifies a locking c!lents and processes their messages according to the
mechanism. Each resource (i.e., each instrument) can be Kind of request: the messages _regard_mg the queue and
“ocked” by a user so that any other request of access to server status are acknowledged |mmed|ately, while all the
the same resource is denied until the locking expires. This requests regarding a measurement operation are queued

approach actually prevents abnormal operations, but has a and qt;lspatched to the instrument manager as soon as
limited flexibility. In fact, a user that cannot gain access to _FI)_?]SS'. et' ; M tains th q

a measurement subsystem due to a pending lock operation is Iet 'gst rL{[rr:len :nanag?r (IM) con altnTt € Eroge _uresd
not able to gain any information concerning the duration of :eae ? be Ins rumer; Igsg?&mben .d can e” eS|gr_1t(|aq
the lock or about the number of other clients potentially able 0 qpleracta y gweansbo d t- oards as .W.?. ai Wi d
to access the same resource. Furthermore, deadlock can arise,se:jIa t[r)]or séan h?anb € udse r?. rﬂanagg acqwfl '02 boe;L N
since two users can simultaneously lock two instruments and an Ot e:' atugf er o?rls,v(\; Ic ]San (te.emp oyed by the
then they can mutually require the instrument the other user remote clients for controf and configuration purp.oses.
already locked to complete execution. The development of the MC and MS modules, which have
to deal with network issues, requires a considerable skill and
the knowledge of several network-related topics. The choice
o . of splitting both client and server into two layers that are
To overcome the limitations of the RPC mechanism, aperated by different software modules allows the MC and MS

alternative technique has been developed. It consists otoabe developed independently from the user and instrument
communication protocol and a set of procedures for the intgkterfaces.

connection in a wide area network of a measurement system
controlled by a “server” computer, with more concurrently
operating remote “client” computers possibly running differerit:
operating systems. The interconnection protocol relies on messages composed
Since network connections could be established betweefia header and a body. All the messages have to pass through
different computing environments or operating systems, tlae MC and MS and the headers are used to efficiently identify
message-based protocol has been adopted, based on the #adlmodules that have to process the message body. The header
accepted TCP/IP suite. This latter choice overcomes the praleed not be encoded and is composed of a sequence of ASCII

The block diagram of the proposed solution is shown in

B. A Multiuser Multi-Instrument Proposal

Interconnection Protocol
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Fig. 1. Block diagram of the client—server architecture for the remote control of instrumentation.

characters, while the message body, which can be composedrhead is handled by some library functions that should be
of a long stream of data, can be either a binary stream iostalled overwriting the vendor-supplied ones. The modifi-
a character sequence. This allows both a simple prograations which were required to port the existing applications
development and an efficient use of the network bandwidthwere then limited to the addition of some new global vari-
The messages directed to the IM have been classified igisies which are required to handle the necessary network
two categories which have been referred to as “instrumeniformation.
and “experiment.” The instrument messages refer to operationspecific tests were written to understand the performances
that have to be performed on single instruments and are @¥enetwork-controlled instrumentation systems. The tests were
natural extension of the IEEE-488 messages as in the V{esigned to investigate the overhead due to network con-
11 approach. The experiment messages refer to more comp@¥tion and the effect of a concurrent access. A LabView
environments where a more complex measurement involvigghgram was written that remotely interacts with a waveform
several instruments can be set up with a single encodggherator (Hewlett-Packard HP8904A) and a sampling oscil-
message. Each experiment requires a procedure in the |Mcope (Hewlett-Packard HP54501), the former being directly
capable of decoding the message, setting up the instrumegtsnected to an input channel of the latter.
and encoding back the response. The experiment proceduregne test consisted of a simple remote measurement session,
have to be designed by the end user of the experiment gpdich, was repeated 500 times. Each session was composed of
need to be installed in the IM by the server manager. ThS, steps: 1) request of the exclusive use of instruments to
extension, though not as simple and flexible as the simple, server (lock): 2) setup of the waveform generator and the
instrument driver, has been designed to allow both a substanjjaljoscope to generate a sinewave and to measure its peak-
reduction of the network traffic and efficient mstrument usﬁ)-peak value; 3) reading of the measurement results from
where complex measurement procedures are required. the server; and 4) release of the instruments (unlock). Three
time intervals were determined by using the real-time clock of
IIl. EXPERIMENTAL RESULTS the local computer during each session: 1) the time required

Experiments have been performed both to investigate e obtaining the exclusive use of the instruments, );

degree of difficulty and skill required to port existing applica-) the time required to remotely set up the instruments and

tions in the remote environment and to test the environme ta|_n thel meazufremer;]t results fro;n Sermﬁf’gs); anr(]j 3)
performance in term of measurement throughput. the time elapsed from the request of connection to the server

The porting has been carried out on programs currentIyW? to the instant in which the connegtion is eyentually closed
use for training and research in the authors’ laboratories [2]. {ficonn)- The tests were performed with both client and server
all tests the computer that hosted the server was running Wipnnected to the same local area network which is used in
dows 95 or Windows NT, while some clients were tested in t{8€ _facility. o _

UNIX environment also. The IM was written in VisualBasic, 'he first run was performed by activating one client only;
and both Hewlett-Packard and National Instruments IEE#€ time required to obtain an exclusive use of the instruments
488 boards were used on different computers. The IM wHM server {ioa) was rather low, spanning in the range of
designed to provide basisend to instrument andreceive  0.15-0.35 s. The variability is mainly due to the obvious lack
from instrument capabilities and to manage an “experimerff synchronization between client and server activities, as well
involving the simultaneous use of different instruments. ~ as to network-dependent parameters such as the data traffic.

In all cases the modifications required to existing programs The measurement timé(...;) exhibited a lower variability;
were rather small. Programs that were originally developed iihfact, its standard deviation was approximately equal to 0.06
VisualBasic or VisualC required only the addition of a verg, While the mean value was about 1.5 s. One should note that
small number of statements necessary for establishing @hgk.s includes the time required by the instrument to perform
closing the network connections, together with the substitutithe measurements and some overhead due to the transmission
of the calls to the interface-related functions to correspondinyer the network of the commands and of the measurement
network functions. results.

Even simpler modifications were required when LabView The total connection timel{,,,,) is equal to the summation
programs were considered. In this case, most of netwask 7i,., Tmeas and of the time required for the client-server
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pair to release the exclusive use of instruments granted to 10°
the client as well as to close the connectidh, {occ). BY .
subtracting froml ..., the sumTyc.s + Tiock, it is easy to see % 10
that the average values @f, 1o and7j,cx are about 0.2 s. Q 102
A second test was carried out by activating two clients a
that simultaneously interacted with the server. As the second 10° . HHHHHHHWHHHHHHH
client activated, théj,4 of the first client increased, from the 0 1000 2000 3000
previous recorded values of 0.2 s, to about 2 s. The increase Resistance measurement time [ms]
of about 1.8 s is approximately equal 1Q,,, of the other o
client. For comparison, the measurement procedure described 10
above has been performed in a “local” environment, i.e.,, by 5 44
directly using the CA to control the instruments by means E 2
of a computer equipped with a IEEE-488 interface. The time 09_ 10
intervals7,,... Which were required for accomplishing single 10°
measurements have a mean value of about 0.8 s, which is 0 1000 2000 3000
lower than the meaff,,... for a remote client (about 2 s). UDP trip time [ms] (size<200 bytes)
The difference is due to the intrinsic overhead imposed by the 10°
remote-controlled environment driven in “instrument” mode. A
In this operational mode the client has to await an “operation % 10
completed” message before posting a new command so that 493 102 {
the synchronization between client and server is assured. This o 5
penalty is often negligible when using instruments that take 10 ‘
a long time to complete the measurement procedure, but can 0 1000 2000 3000
become significant with complex devices requiring a lengthy TCP trip time [ms] (size<200 bytes)

setup. In this case the “experiment” approach can be emplo)ﬁ& 2. Probability density function associated with the measurement time
that nearly eliminates the overhead by encoding all the requestsiired for the resistance test and corresponding transmission round trip times
in a single network packet. for the case of TCP and UPD protocols.
Other tests were performed by increasing the number of
clients up to ten. The locking time showed a linear increasgesult report) plus the lock/unlock procedure, while the oscil-
with the number of connected clients. This confirms thégscope experiment was composed of 17 network transactions
the MS does not add significant delay due to the quegacluding lock/unlock procedures) that are required to set up
management. the instruments and to receive the data from the oscilloscope.
Another series of tests was performed to investigate theFig. 2 shows the results for the resistance measurement test
performance of the system over a wide area network. Thile Fig. 3 refers to the oscilloscope test. In both cases the
Italian Interuniversity 2 Mb/s network was used for the corthree plots summarize the total measurement time (including
nection between a client located in the Torino University andthe lock and unlock time) and the TCP and UDP trip times. The
server located in the Padova University. One should note thaterage measurement time for the resistance test was about 1.3
the connection required eight network hops involving differert while the mean TCP trip time for packets with dimension
routers located along the path between the server and the clisgiow 200 bytes was about 120 ms. The measurement time,
computers. therefore, agrees with the sum of the time the multimeter takes
A couple of simple “send-packet” and “echo-packet” proto perform the measurement (about 0.5 s) plus the total average
grams were specifically developed to track the actual netetwork time (five transactions, each of 120 ms), showing
work speed during the measurement tests The programs wii@ system overhead is limited to about 0.04 s per network
designed to measure the trip-time of transmission contiohnsaction.
protocol (TCP) and user datagram protocol (UDP) network A similar situation is shown in the oscilloscope experiment
packets having the same size of those required for the remwatgere the average measurement time is about 4.8 s and
measurements, in such a way that network overload canthe trip time for TCP packets with dimension of up to 3
evaluated. kB is about 0.23 s. The oscilloscope requires 0.21 s to
Two measurement experiments were arranged by writipgrform the measurement with a network time for each of
client programs within the LabView environment. The firsthe 17 transactions of about 0.23 ms. The system overhead is
one consisted of a simple measurement of a resistance vaharefore again limited to 0.04 ms per network transaction.
performed with a digital multimeter. The second experiment It is interesting to note that the use of the UDP protocol
consisted of a more complex test where a function generatmuld reduce the network overhead of a ratio of about 10%.
and a sampling oscilloscope were controlled to acquire a 1024-fact, the mean trip time for small packets was about 90
sample waveform. Both tests were performed repeatedly whites instead of 110 ms, and 210 ms instead of 230 ms for
collecting the data during an experiment that lasted about 24ldrge packets. This overhead reduction, however, is obtained
The resistance experiment involved only three netwodt the expense of a lower transmission reliability. In fact,
transactions to carry out the measurement (data request #nlas been noticed that the TCP protocol timed out during
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Fig. 3. Probability density function associated with the measurement time - . ) ) ) )
required for the oscilloscope test and corresponding round trip times for thig- 5. Probability density function associated with the measurement time
case of TCP and UPD protocols. required for the case of the acquisition of a sampling oscilloscope waveform,

obtained by directly controlling the instruments.

the tests with a probability of less than 0.02% while the .
Emost every new instrument embeds programmable capa-

UDP did not deliver the packets in 2% of the cases. Th]§ . . i
great difference in the transport reliability, along with th llities. Several proposals have been developed by different
’ R/endors to address the remote instrument control issues even

capability of the TCP protocol of signaling any networ h ¢ soluti h b desianed oly “ext
failure, suggests that the UDP approach should be used oﬂ] ugh most soiu |:)ns nave been designhed as simply “exten-
ns of the cable” which is used to connect computer and

for local area networks where it can provide a somewhat highé t ;
transfer rate. Instruments.

For comparison, two programs have been specifically de-Ttr)‘I'S pgp?r presentts Aa proposal r:haF takhes Lhe mudlguzetr
signed. They are identical to the above two clients used foblems into account. A queu€ mechanism has been added 1o

the measurement of a resistance value and for the acquisiﬁ i remote environment along with the possibility for_ ea_ch
of a waveform, but instead of interacting with a remot ient to query the actual server load. The communication
server, they dir,ectly control instrumentation and record tHeetween server and clients can be obtained either at instrument

time required to perform a single measurement. The res ﬁé’el Ci\rNbﬁ'( means dOf en(;]od((ejd _Ifeqtue;ts mb order th) I’edL:the
have been used for the evaluation of the probability densmfe. net (:L."mpoie ((j)verde.?h. ebs S ?ve detenbper orme bIO
function (PDF) associated to the measurement times, which piimate this overnea » and it has been found to be reasonably
in turn reported in Figs. 4 and 5. Fig. 4 shows that a mean ti : about 0.2 s are required for the initial instrument locking

of about 0.5 s is required for the measurement of a resistar?(%j an del_ttlr?nal per{atltytr:)f 0.04 St IS ?xpe_rlenced ft(\)/; escg
value, while about 0.21 s are required for the acquisition gpmmand with respect to the execution ime In nonnetworke

a waveform. These latter results agree with the ones repor?éanronments. . .
in Figs. 2 and 3. In fact, by summing the measurement time” Set of precompiled experiments based on the proposed

obtained for the case of the direct control of instrumentatic}ﬁchmque for the control of far‘mstrume_ntatlon has been mad?
to the TCP round trip delay multiplied by the number of"va'lable to the stqdents of Electronlc_:s anq Measurement
network transactions required to perform a far measuremeftUrses held in Torino and Padova Universities [2].
approximately the measurement time associated to the remote

execution of a measurement is obtained. REFERENCES
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