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Resumen

Actualmente, la adquisicion en la cadena de suministro presenta algunas
ineficiencias relacionadas con la seguridad en las transacciones, tediosos
intercambios de informacion, duplicacion de actividades, demoras en los pagos y
falta de conocimiento sobre la procedencia real y las condiciones de los productos.
Tecnologias potenciales, como blockchain, aumentan la transparencia a través de
un libro mayor distribuido que garantiza a través del consenso entre nodos, la
transparencia de las nuevas transacciones introducidas en la red. Esta tesis muestra
los resultados de implementar blockchain en las siguientes aplicaciones para
adquisiciones: trazabilidad de materias primas, contratos inteligentes, union con
tecnologia IoT, pagos y financiacion de proveedores, y redes que facilitan la relacion
con los proveedores. Si la implementacion se ejecuta correctamente, involucrando a
todos los actores y midiendo el desempeno, es posible reducir costos, fraude y
mejorar la imagen de la empresa. Sin embargo, también existen barreras como la
complejidad.

Palabras clave

Blockchain, Adquisicion, Contrato inteligente, Trazabilidad, Gestion de la cadena de
suministro.



Abstract

The current procurement in the supply chain process presents some inefficiencies
related to security in transactions, tedious exchanges of information, duplication of
activities in verification, delays in payments and lack of knowledge about the real
provenance and conditions of the products. Potential technologies, such as
blockchain, increase transparency through a distributed ledger that ensures through
consensus between nodes, the transparency of the new transactions introduced in
the network. This thesis shows the results of applying blockchain in procurement in
the fields of: traceability of raw materials, smart contracts, its union with loT
technology, payments and supplier financing, and networks that facilitate and track
the relationship with suppliers. If the implementation is properly executed, involving
every actor and measuring the performance, from a pilot project to a project that
completes the entire process, it is possible to reduce costs, fraud, and improve the
image of the company. However, there are also some barriers such as complexity.
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Abstract

The current procurement in the supply chain process presents some inefficiencies related
to security in transactions, tedious exchanges of information, duplication of activities in
verification, delays in payments and lack of knowledge about the real provenance and
conditions of the products, that do not add any value to the business chain. Potential
technologies, such as blockchain, increase transparency through a distributed ledger
that, either private, public or consortium, ensures through consensus between nodes, the
transparency of the new transactions introduced in the network. This thesis shows the
results of applying blockchain in procurement in the fields of: traceability of raw
materials, immutable smart contracts with automatic verifications through its union with
loT technology, payments and supplier financing, and networks that facilitate and track
the relationship with suppliers. If the implementation is properly executed, involving
every actor and measuring the performance, from a pilot project to a project that
completes the entire process, it is possible to reduce costs, fraud or other risks, and
improve the image of the company. However, there are also some barriers such as
complexity that become to achieve implementation in all companies into a challenge.

Keywords

Blockchain, Procurement, Smart contracts, Traceability, Supply Chain Management,
Sustainability, Internet of Things.
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Chapter 1. Introduction

This chapter includes firstly an explanation of the background and the state of the art of
the topic, secondly the motivation, thirdly the objectives pursued, subsequently the
methodology followed to achieve those objectives and finally an overview about the
structure of the rest parts of the thesis.

1.1 Background and State of the Art

Currently we are living the fourth industrial revolution so-called Industry 4.0 that is
slowly becoming visible in companies around the world. [1]

As it is shown in the Figure 1.1, the different revolutions in the industry started at the end
of the 18" century with the first industrial revolution, when the work became mechanic
with the development of steam engines. One century after, a new power, the electricity,
changed the factories creating the mass production during the second industrial
revolution. The third industrial revolution appeared in the 20" century with the arrival of
the digital transformation and the automated production. However, the industry has
continued changing and now, in the 21" century we are in a new industry age, the fourth
revolution of industry. [2]

DEGREE OF
COMPLEXITY

FIRST SECOND FOURTH
Industrial Revolution Industrial Revolution Industrial Revolution Industrial Revolution
Through the introduction of mechanical Through the introduction of a division Through the use of Through the use of
production facilities with the help of of labor and mass production with electronic and IT systems that cyber-physical systems

water and steam power the help of electrical energy further automate production

First programmable
logic controller (PLC),
Modicon 084, 1969

First assembly line, Cincinnati
slaughter houses, 1870

First mechanical loom, 1784

1800 1900 2000 Today

© DFKI, 2011

Figure 0.1. The four stages of the Industry

The concept of “Industrie 4.0” appeared for the first time in the strategies of the German
government in 2011, but it was not until April 2013 at the industrial fair in Hannover that
the word became popular. The aim of the Industry 4.0 is to archive to create a smart
factory with smart and product and using smart services, a decentralized production where
everything is connected with CPS (Cyber Physical Systems) technology and where users
increase their participation in the process. [1]

The nine typical technologies involved in this new age are: CPS (Cyber-Physical System)
and Cyber Security, System Integration: Horizontal and Vertical, 10T (Internet of Things),
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Big Data and Advanced Analysis Techniques, Cloud Computing, Autonomous Robots,
Simulation, Additive Manufacturing and Augmented Reality. [3]

There are four principles in which Industry 4.0 technologies are based: Interconnection,
Information Transparency, Decentralized Decisions and Technical Assistance. [4]

Despite the nine typical technologies, it is possible to find new technologies that can
contribute to the Industry 4.0 and satisfies the four principles of this revolutionary
industry, for example blockchain, that can provide a connection between the actors of the
transactions increasing the security with a decentralized system. Blockchain can be used
in every part of the manufacturing process, but this thesis focuses on the supply chain,
concretely in the procurement.

The blockchain technology seems to emerge in 2008 when an individual or a group under
the name of “Satoshi Nakamoto” published how to create blocks of data and linked them
into a chain in the paper “Bitcoin: A peer-to-peer electronic cash system.” It was only a
way to describe decentralised transactions, but using an electronic cash based on
cryptographic that eliminate the need of a financial third party. In the Figure 1.2 can be
seen a chain of transactions where each block is verified by the previous block [5]

Longest Proof-of-Work Chain

Block Header Block Header Block Header
——FI Prav Hash H MNonce ] Prev Hash | | Monce | Prev Hash | | Monce |
m [ oot
Hashm Hash23

\ Merkle Branch for Tx3
| Hasha |

Tx3

Figure 0.2. Chain of transactions

Nakamoto use Bitcoin as the first virtual currency that uses Blockchain, but the idea was
to extend the concept to every transaction that can eliminate third parties. Here is where
this thesis tries to find an application to Blockchain in Procurement.

An investigation presents the current state of the art of blockchain in procurement, which
shows the improved efficiency of information flows among supply chain actors due to
the use of a blockchain platform and proposes to make the same application for material
flows and money. [6]
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1.2 Motivation

The motivation to work on this topic is to give an idea about how Blockchain can create
a competitive advantage to the industrial companies that are looking for including
Industry 4.0 in their factories.

Procurement is the first step of the chain production system and is the first bottleneck to
overcome. In addition, procurement needs transparency, confidence from each party
involved and a process as simplified as possible to reduce times that do not add value.

Therefore, blockchain support procurement with a simplifies process in which the risk to
manipulate transactions is decreased and in which all the management systems and be
integrated improving the interconnection of each cyber-physical party.

For this reason, it has looked for the appropriate way and fields to use the available
blockchain technology in the process of procurement to secure a competitive advantage.

1.3 Objectives and research questions

Based on the motivation found, there is one main objective in this thesis: to collect
information about the characteristics of blockchain applied in a specific part of the supply
chain process, the procurement, and to evaluate the advantages and disadvantages after
implementing blockchain in this part of the process. Hence, it has been explored the
following Research Questions (RQs):

* RQ1: Which are the fields of application of the blockchain technology in procurement?

* RQ2: Which are the most significant effects expected in procurement when a
blockchain technology is implemented in a company?

- Which are relevant KIPs (Key Performance Indicators) measures? (RQ2.1) and
which are the challenges (RQ2.2)?

1.4 Research design

A qualitative and deductive study has been carried out based firstly on acquiring the
technical base necessary to understand blockchain technology and its potential uses. Once
the technology is understood, the problems and inefficiencies existing in the procurement
process have been studied. And finally, the needs of the procurement process have been
combined with the benefits that blockchain can bring. The different solutions offered by
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blockchain platform providers and different success case studies have been studied to
obtain information about strengths and weaknesses.

Chapter 3.1 n Chapter 3.3

Chapter 3.3.1 ~ Chapter3.3.3

Figure 0.3. Graphic chart of the research design
1.5 Outline

The rest of this thesis is structured as follows:

Chapter 2 - Foundations: This chapter gives an overview on Procurement with the
currently problems that can be found with the actual technology and an overview on
Blockchain, this comprises a definition, a description of their characteristics, their usage
and the way to combine the technology in the field of Procurement.

Chapter 3 — Applications of blockchain in procurement: This chapter includes a study
of the different fields, within the acquisition process, in which blockchain can be applied.
Through examples of case studies found, a vision is given of how companies have been
implementing it in their process and the results they have obtained. After that, it is
explained the methodology to create an implementation in a company. To conclude with
a subsection where the strategy is analysed in order to find the advantages and
disadvantages. In addition, recommendations, points of improvement and indicators to
measure the performance are shown.

Ultimately, in the Chapter 4 — Conclusions and future research: The conclusions and
a guide of the future lines of study obtained are summarized to answer the research
questions.



Chapter 2. Foundations

In this chapter, there is a review about the procurement and blockchain considering how
they have evolved over time to be able to focus on how they are understood at the present
time and what needs and advantages they present in the companies. After this, a first
approach is made to solve how they can fit both, in which steps of the procurement
process can be applied and describing some examples where they have already worked
with this technological strategy in procurement.

2.1 Procurement as a part of the SCM

2.1.1. Supply Chain Management and Logistics

The goal of the manufacturers in the factories is to collect raw materials from suppliers
and deliver finished products to customers. The use of the word “product” includes goods
and services, understanding that goods have associated some services that added value,
like warranties or client services. To get this goal, factories have to organize the
operations of taking products from the suppliers (inputs) and converting them to deliver
to the customers (outputs). [7] These operations require a movement of materials and
information within the organization that is called logistics, shown in Figure 2.1. [8]

Materials flow

Suppliers = Procurement |-»| Operations |-»{ Distribution P Customers

__________________________________________________

Requirements information flow

Figure 0.1. The scope of logistics

However, organizations never work isolated, they have a huge network surrounding,
through upstream and downstream linkages where Supply Chain works, as is illustrated
in Figure 2.2.

s Upstream activities g g Downstream activities s
Initial Third | Second | First First tier | Second | Third Final
supplier tier tier tier customer|  tier tier customer
supplier| supplier | supplier customer|customer,

. VS Yl Y ™ NN -
C/\_ - e (o ORGANISATION _,.{ (- = )

Figure 0.2. The scope of Supply Chain
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On one side the scope of logistics “spans the organisation, from the management of raw
materials and information through to the delivery of the final product”, thus, could be said
that logistics is a part of the supply chain. And on the other side, the supply chain “is the
network of organisations that are involved in the different processes and activities that
produce value in the form of products and services in the hands of the ultimate consumer”.

[7]

2.1.1.1. Definitions of Supply Chain Management

Once the concept of Supply Chain is understood as the network of parties directly
implicated in procurement, manufacture operations and distribution, then... What is
supply chain management? It has been presented a bibliographic review of this concept.

The term of Supply Chain Management (SCM) was firstly used by Oliver and Webber
in the newspaper Financial Times in 1982 which they defined as “The process of
planning, implementing, and controlling the operations of the supply chain with the
purpose to satisfy customer requirements as efficiently as possible. Supply chain
management spans all movement and storage of raw materials, work-in-process
inventory, and finished goods from point of origin to point of consumption”.

Since then, other authors have developed their own definitions, including more details
and adapting to the new times, but most of them remain close the original definition of
Oliver and Webber. [8]

In 1998 Lambert et al. redefined the SCM involving other parties like suppliers in the
process “Supply Chain Management is the integration of key business processes from
end-user through original suppliers that provides products, services and information that
add value for customers and stakeholders”. [8]

And finally, in the last updated glossary of terms of the Council of Supply Chain
Management Professionals (CSCMP) in 2013, the new definition of the concept was
"Supply Chain Management encompasses the planning and management of all activities
involved in sourcing and procurement, conversion, and all logistics management
activities. Importantly, it also includes coordination and collaboration with channel
partners, which can be suppliers, intermediaries, third-party service providers, and
customers. In essence, supply chain management integrates supply and demand
management within and across companies. Supply Chain Management is an integrating
function with primary responsibility for linking major business functions and business
processes within and across companies into a cohesive and high-performing business
model. It includes all of the logistics management activities noted above, as well as
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manufacturing operations, and it drives coordination of processes and activities with and
across marketing, sales, product design, finance and information technology."” [9]

2.1.1.2 The Evolution of the Supply Chain Management

The Supply Chain Management (SCM) has been modernized during the ages and it can
be divided into five Eras: Creation, Integration, Globalization, [10] Specialization and
SCM 2.0. [11]

e Creation Era

The Era of Creation, as is described above, was in the 1980°’s with the first appearance of
the term SCM, however it did not begin to have relevance until the 20th century [11],
when Henry Ford, director of Toyota Motor Company in the United States, began to apply
it on the assembly lines of their cars.

Its main features were reengineering, large scale changes, cost reduction [10] and
continuous improvement; these last two features derive their influence from what Henry
Ford learned from the practices of the industrial engineer Taiichi Ohno on Toyota’s
automotive assembly lines in Japan with JIT system (Just in Time).

e Integration Era

The second age stands out for the developments of EDI systems (Electronic Data
Interchange) in 1960 that improve inter-Organizational integration, and the resource
planning systems ERP (Enterprise Resource Planning) in the 90’s that improve intra-
Organizational integration. [10] With the arrival of internet in the factories, a new
development of the Era of integration has been achieved where both inter-Organizational
and intra-Organizational integrations at the same time are possible.

Thanks to this Age it is achieved through integration to reduce costs and increase value
added. [10]

e Globalization Era

The next was characterized by the expansion of organizations national borders,
integrating global sources and global suppliers into their core business.

The global outsourcing supply with an increase in the competitive as an added value
advantage but it has another disruptions and ethical points This period is characterized by
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the globalization of supply chain management in organizations with the aim of increasing
their competitive and cost reduction through global outsourcing. [10]

e Specialization Era

During the first phase of SCM specialization the vertical integration is transformed into
horizontal integration, with the subcontract of specialized services and therefore, the
expansion in the supplier network. Having good specialized suppliers improves the
efficiency. And then, during the second phase it was created a manage of the SCM as a
service, in order to monitor the performance of the suppliers. [11]

e FEraof SCM X.0

The SCM X.0 Age, defined as the digital value of the chain [12], is based on the previous
ages of globalization and integration [11] and is distinguished by including in addition to
execution, the design of the supply chain. This design is characterized by being: rapid
(incorporating for example demand sensing, automated KPI reporting, real-time planning
and execution, dynamic inventory replenishment or robotic workforce), scalable (using
reconfigurable supply networks, digital products or cloud-hosted tools), intelligent (tools
to predict, to analyse data and cognitive computing) and connected (a platform
collaborative and social). [12]

SCM X.0 manages four flows from the supplier to the end customer: materials and
information (like in the traditional SCM), and two new flows the knowledge related to
co-innovation, and the flow of money. [13]

2.1.1.3 The Importance of the SCM

Once you understand the evolution, you can list some of the main benefits of good supply
chain management: Increases control over each block of the process and on the product
or service, improves customer satisfaction by increasing the reliability offered or faster
order cycles and therefore increases customer loyalty [14], improves profitability and
competitiveness by reducing operating costs [14], improves relations between supply
chain actors [15].

Within the importance of SCM, it should be mentioned that the main barrier that is found
when being implemented is in general the lack of a uniform transaction platform between
buyers and suppliers, many times they must adapt between them. Besides, each company
has different kinds of EDI (Electronic Data Interchange) formats. [15]
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2.1.1.4 Functions for SCM

The Global Supply Chain Forum identifies eight important functions for the supply chain
management: [16]

e Customer relationship management

e Customer service management

e Demand management

e Order fulfilment

e Manufacturing flow management

e Supplier relationship management (Procurement)
e Product development and commercialization

e Returns management (Returns)

This thesis focuses on one of these activities that is procurement, but it should be noted
that all of them are linked and influence each other.

2.1.2 Procurement
2.1.2.1 Definition

The term procurement usually creates confusion because some authors use the term as a
process of buying but using the term of Croxton (2001) procurement is more than this, is
the process of managing the relationship with suppliers and organising the flow of
materials. From this point of view, procurement includes three sub-processes: [6]

e Supplier management: Finding potential suppliers and selecting the bests for the
organization. It is an important part to create close relationships and working
together.

e Contract management: The process of negotiating good quality, services and
prices of the products, ordering goods and payment processing.

e Logistics management: This process includes checking contracts provisions
which include the time, place and material conditions, organising the receipt
goods and monitoring of: contract fulfilment, logistics, goods receipts and storage.
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2.1.2.2 Importance

Porter, 1980, described procurement as one of the four main supporting activities in
business together with firm infrastructure, human resource management and technology
development, in his VValue Chain Model (Figure 2.3) for a general business taking a cross-

cutting role in primary activities. [6]

Firm infrastructure \

Support

T
Human resource man

T
agement
1

l

PRC |
activities |
|

T

\

Technology development |
' i

Procurement

Inbound Operations
logistics

Outbound
logistics

Marketing | Service
and sales

Primary activities

|

Figure 0.3. Porter’s Value Chain

The value chain must be linked with the value chain of its suppliers, customers and
distributors to create a value network improving the exchange of information, the

standardization and the control of the product cost.

2.1.2.3 Steps

After establishing the importance of having a procurement process, the next thing is to
design a procurement process that help manage the procurement cycle within an
organization. For that purpose, the following seven consecutive steps have to be done: [7]

Step 0: The process starts with a preliminary step: The identification of raw material or
service needs. This role is taken by the user department who makes the following work:

- Recognise the need for goods
- Examine the available goods

- Prepare the specifications of these goods
- Check the budget of the department

- Get clearance to purchase

- Prepare and send a purchase request to the procurement department

Step 1: The process continues in the procurement department, analysing the purchase
request and sending a request to a list of suppliers. The tasks are:
- Receive, verify and check the purchase request
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Confirm the decision to purchase after examining the material requested, the
current stocks, the alternative products and the production options

Make a list of a few possible suppliers

Send a request for proposal (RFP) or a request for guotation (RFQ) to this list.

Step 2: Then, each chosen supplier on the list have to:

Examines the RFP or RFQ

Check the status, credit, and see how best satisfy the order

Send a quotation back to the organisation, giving details of products, prices,
availability and quality.

Step 3: After the answer of the suppliers, procurement has to choose the best supplier and
negotiate with him:

Examine the quotations and do commercial evaluations

Discuss technical aspects with the user department

Check budget details and clearance to purchase

Choose the best supplier, based on the details supplied

Discuss, negotiate and finalise terms and conditions with the supplier
Broadcast a contractual agreement between the organization and its supplier
of the transaction with the terms and conditions attached, called purchase order

(PO).

Step 4: The purchase has started, and the next step is that the chosen supplier releases the
goods with the delivery order:

Receive, acknowledge and process the purchase order
Organise all operations needed to supply the materials
Ship materials together with a shipping advice

Send an invoice.

Step 5: Subsequently, the procurement department have to receive the invoice and

manage it:

Acknowledge receipt

Do any necessary follow-up and expediting
Receive, inspect and accept the materials

Notify the user department of materials received.

Step 6: In the next step, the user department have to check the goods that have been

received:

Receive and checks the materials
Authorise transfer from budgets
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- Update inventory records
- Use the materials as needed.

Step 7: To conclude, procurement has to make the transaction of payment to the supplier:

- Arrange payment of the supplier’s invoice.

2.1.2.4 Problematic associated

In the traditional method, with handwritten contracts, the procurement process seems
complicated, because as it has been shown, involves many steps and documents, that is
reflected in a significant loss of time and money. [7]

The problem can be summarized in the following weak points:
- Taking a long time to go through the whole procedure
- Relying on a lot of forms and paperwork which move around different
locations
- Lot of employees busy in the same process
- Intermediaries to verify the compliance of the contracts
- Inevitable errors with so many documents and people involved

When the purchase is very important and expensive, the effort of negotiating with
suppliers is worthwhile, but for making small purchases, the loss of time and money
during the process become a problem for the company because sometimes, the process is
more expensive than the value of the items purchased [7] and the time spent is longer than
the time the customer is willing to take. [6]

The logistics lead time, the time spends in procurement, manufacturing and delivery,
should be equal as the time the customer is willing to take.

Using a traditional, handwritten system took an average of 10,3 days for a customer to

get materials delivered from a manufacturer’s stock.

For that reason, operating on the reduction of the complexity of contracts and transactions
between companies is a competitive advantage.

Other problems associated with the acquisition are determined by the lack of knowledge
about the provenance of the materials and the conditions during transport.

2.1.2.6 E-procurement and Procurement 4.0

A first approach improving procurement came with the e-procurement that appeared in
the 1980s or the Internet to automation the procurement process by replacing the
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paperwork with electronic works. It was created a system to automate internal and
external processes related to the requirement, purchase, supply, payment and control of
products using the Internet as the main means in customer-supplier communication.

It allows to share information between organizations and its suppliers, and when they
have a need of goods, the system can send requests. EDI (Electronic data interchange)
and ERP (Enterprise Resource Planning) systems are based in e-procurement to join in a
unique software the whole process of procurement. SAP, GEP, Oracle and Coupa are the
most significant and known software.

The new trends are reflecting a new way of managing procurement, through the
technologies of industry 4.0 such as the Internet of Things, Artificial Intelligence, Big
Data and Blockchain technology, on which this thesis focuses in order to extract from its
advantages an application the current needs of the procurement 4.0.
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2.2 Blockchain

In this chapter are presented the main principles of the blockchain technology, its
architecture, its types and how does it work.

2.2.1 Definition and properties

Blockchain is a distributed ledger consisting of a chain of immutable blocks that contains
a record of data transactions encrypted. [17] The ledger enables transparency in
transactions over a peer-to-peer (P2P) distributed network of nodes. [18] The chain is
formed adding new fixed blocks from each new transaction, creating a blockchain.
Transactions are validated by cryptography and it is not needed any third party to control.
[17] Each block is linked with the previous block so that every transaction executed can
be traced. [18]

There are three significant properties of blockchain that should be explained:

e Peer-to-Peer (P2P) ledge: A distributed ledge architecture that divided the work in
peers. Each node is called “peer” and is equally privileged. The network stores and
transfers data without any single central server and therefore data cannot be hack,
exploit or lost. Instead of this, it is hosted by a network of distributed nodes in a
manner that the data can be accessible to anyone on the blockchain network. [17]

Station

CENTRALIZED DECENTRALIZED DISTRIBUTED
(a) (8) )

Figure 0.4. Types of networks

e Decentralized: The control of the system is not in a single entity and the third-party
intermediation is eliminated. Rather than relying on a central authority to securely
transact with other users, blockchain uses innovative consensus protocols to validate
transactions and records data of the ledger that make it incorruptible and inalterable.
[17]
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e Immutable and tamper-proof: Once a block of the chain is processed, data cannot
be altered. Each block has associated a hash function that is unique for this block, like
the fingerprint of that block, and it is linked with the next block. Therefore, if a hacker
changes one block, it will lead a change in the hash and the hacker will have to change
the following hashes of the chain of blocks which is quite difficult because requires a
lot of computational power to do. [17]

2.2.2 Cryptography in Blockchain

The origin of blockchain appears with Satoshi Nakamoto who defined the electronic coin,
Bitcoin, as a chain of digital signatures known as “blockchain”. In short, he described that
each owner of bitcoins can make transactions with any other party connected to the same
network. The advantage is that transactions are verified without the need of a financial
institution to check. Transactions are validated with cryptography by a network of users
who donate their computer power in exchange for additional rewards. [19]

- Symmetric cryptography: During the history this method was the most used to
exchange information. The main characteristic is that it exists a key that only the
sender and the receiver know, but it was difficult to guarantee the security.

- Asymmetric cryptography: With the evolution of cryptography appeared this
mechanism that lead the exchange of information without sharing the key previously.
This method uses two different keys: a private key (can be seen as a key) and a public
key (can be seen as a padlock). Public key can encrypt, and private key can decrypt.

Blockchain uses the asymmetric cryptography and a mathematical algorithm (Elliptic
Curve) to encrypt the transactions. The typical digital signature algorithm used in
blockchains is the elliptic curve digital signature algorithm (ECDSA): [20]

The method allows to sign messages guaranteeing the identity of the sender without the
need of long size keys (256 bits). Now, each node has a wallet, that can be seen as a key
chain that includes a private key, a public key and a digital signature, to carry out
transactions.

- The private key is a set of random numbers, like a password, and the public key is a
set of numbers calculated from the private key, but it is not possible to undo the
calculation and find the private key with the public one.
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Figure 0.5. Key pair generation

The digital signature consists in two integer numbers (known as r and s) generated
from a hash of something to be signed, plus a private key. With the public key, a
mathematical algorithm can be used on the signature to determine that it was
originally produced from the hash and the private key, without knowing the private
key. The digital signature is the digest (output) of having applied a hash function to
the public key.

The typical digital signature is involved with two phases: signing and verification.

For instance, the userl wants to send to user2 a transaction. The first step is the signing
phase, userl encrypts the transaction using his private key and sends the encrypted
result of the original transaction to user2. Them, in the verification phase, the user2
validates the transaction with the public key of the userl to check if the data has been

tampered or not. [20]
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Figure 0.6. Digital signature

The method is more secure than a handwritten signature because it must have three
properties: authentication (make sure the message has been created by a known sender),
non-repudiation (the sender cannot deny has sending the message), and data integrity (the
message has not been altered in transit).

Authenticity and non-repudiation are provided using the elliptic curve digital signature
algorithm. But it is the distributed system, the peer-to-peer network, which provides

integrity (double spending attacks) by distributing replicas of the transactions to all nodes
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A cryptographic hash function, shown in Figure 2.7, is a mathematical equation that
enables encrypt information. It must have some properties: Computationally efficient,
deterministic (for any given input, a hash function must always give the same result), pre-
image resistant (the output of a cryptographic hash function must not reveal any
information about the input) and collision resistant (it must be extremely unlikely to find
two different inputs that produce the same output). [22] Hash functions are often called
one-way functions because, according to the properties listed above, they must not be
reversible. If an attacker could easily reverse a hash function, it would be totally useless.
Therefore, cryptography requires one-way hash functions.

Input Digest
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: "] 696c 24p9 7009 cA9g 2D17
function
Lh"e,p;e:‘r::( crypt:agsr:pmc 0086 46BB FB7D CBE2 823C
the blue dog . ACCT7 6CD1 90B1 EEGE 3ABC
Lh:pr::::: crypt:agsr:phm 8FD8 7558 7851 4F32 DIC6
»

the blue dog . 76B1 79R9 ODA4 AEFE 4819
Lh;p'::efs: cryptr:;;;:phm FCD3 7FDB 5AF2 C6FF 915F
the blue dog function D401 COAY9 7DSA 46AF FB45
I‘h:p;eief:x Cryptﬁ;‘:’;ﬁphlc 8ACA D682 D588 4C75 4BF4
the blue dog T 1799 7D88 BCF8 92B9 6AGC

Figure 0.7. Hashing

There are several different classes of hash functions and the most commonly used are:
Secure Hashing Algorithm (SHA-2 and SHA-3), RACE Integrity Primitives Evaluation
Message Digest (RIPEMD), Message Digest Algorithm 5 (MD5) and BLAKEZ2.

They differ in the way the algorithm creates a digest, or output, from a given input and
the fixed length of the digest they produce. SHA-256 is the most famous because it was
used in original Bitcoin protocol.

2.2.3 Architecture of the blockchain

Blockchain is a chain of chronological blocks. One block is like a data container of
variable size. [23] In the blockchain created, each block contains two blocks of data:
Block Header and Block Body. [20] In the following subsection is analysed the
architecture of one block.
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Figure 0.8. Blockchain architecture

Block Header: Contains metadata about that particular block such as the Version of
the software, the Hash of the previous chronologically block, the Timestamp, the
Merkle Root, the Target and the Nonce. [20]

1.

Software Version: The version of the software indicates the rules that the
miners are following. [20]

Previous Block Hash: The Hash is the cryptographic value of the block and
it is the output of applying the hash function to the input.
The first block of the chain is called Genesis which is the unique that has no
previous block. [20]

Timestamp: The moment of the mining competition. In Bitcoin, the
timestamp is the seconds spend since the 1% of January of 1970. [20]

The Merkle Tree Root: The hash value of all the transactions in the block.

The Target: The value to approach. The hash of the block will be less than or
equal to the current target of the network

The Nonce: Is the value adjusted by miners, the number of attempts to find
the target value. A value that usually starts with some zeros and it increases in
each transaction.

Block Body (also called block transaction): Includes the Block identifier, the
Merkle Tree and a table which stores user location and sensing data.



1. Block Identifies: A table which stores user location and sensing data.
2. Merkle Tree: Structure of transactions in the block.
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Figure 0.9. Merkle Tree

Given the latest block, it is possible to access all previous blocks linked together in the
chain, so a blockchain database retains the complete history of all assets and instructions
executed since the very first one — making its data verifiable and independently auditable.
As the number of participants grows, it becomes harder for malicious actors to overcome
the verification activities of the majority. Therefore, the network becomes increasingly
robust and secure. [19]

When a new block is formed, it will contain a hash of the previous block in the block
header, so that blocks can form a chronologically ordered chain from the first block ever
generated in the entire blockchain (Genesis Block) to the newly formed block. This
process is repeated over-and-over again to grow and maintain the network.

2.2.4 How to create new blocks: Protocols of Consensus

As it has been described, blockchain is a decentralized peer-to-peer system with no central
authority figure, which creates a problem in how to create agreement between the
distributed network: someone has to be selected to record the transactions. To solve this
problem, there are several common mechanisms to reach a consensus in blockchain
among which is stand out: PoW, PoS, DPOS and PBFT. [20]

- PoW (Proof of work): This method is the most famous because is the strategy used

in Bitcoin. The specific terminology in Bitcoin is “miners” who are the nodes that
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calculate the hash values to create agreement and “mining” that is the Proof of work
procedure that create a new block. [24]

In the process of mining, the miners will run the header block through a hash function
(which will return a hash value), only changing by brute force the ‘nonce value’,
which impacts the resulting hash value. The consensus means a nonce value equal or
smaller than the target given. When one node reaches it, broadcasts the block to other
nodes and when all other nodes validate the hash value, this new block is appended
to their own blockchains. [20] PoW is a competition between miners. The miner who
solves the cryptographic puzzle faster is the winner and gets some cryptocurrencies
as reward.

There are two big drawbacks in PoW: efficiency and vulnerability. The efficiency is
low, as it wastes too many computational resources to find the target value. The more
the computational power of the miner (hash rate), the more chances to solve the
puzzle. [24] Approximately every 12-15 seconds, a miner finds a block. The
algorithm automatically readjusts the difficulty of the problem if the time to solve the
puzzle starts to take more than 12 seconds. POW is also vulnerable to a “51% attack”,
in which some miners could capture 51 percent of a network’s computing power and
gain dominance to their advantage.

PoW is useful in public blockchains as Bitcoin, that was the first to use this consensus,
then, Ethereum also starts using an improved version of PoW called “Ethash”.

PoS (Proof of stake): Miners in PoS have to prove the ownership of the amount of
currency also called stake. It is believed that people with more currencies would be
less likely to attack the networks. The selection based on account balance is quite
unfair because the single richest person is bound to be dominant in the network. As a
result, many solutions are proposed with the combination of the stake size to decide
which one to forge the next block (Blackcoin uses the size of the stake and Peercoin
favours older coins). The more you invest, the better your chances. Validators are
paid processing fees (no new coins are mined in the process). [20]

PoS consumes less energy and is more effectively. Many blockchains adopt PoW at
the beginning and transform to PoS gradually. For instance, Ethereum is planning to
move from Ethash (a kind of PoW) to Casper (a kind of PoS). [20]

The drawbacks are vulnerability and concentration of capital: Malicious nodes with
enough money to invest exclusively into the destruction of this system can do so by
investing only money, as opposed to PoOW where they have to invest money, time,



expertise, hardware, electricity, etc. Only the richest stakeholders are permitted to
have control of consensus in the blockchain. [20]

PoS has different variations, the most common is DPOS.

DPOS (Delegated proof of stake): The difference is that the democracy is
representative, stakeholders elect their delegates to generate and validate blocks. With
significantly fewer nodes to validate the block, it could be confirmed quickly. The
downside is the creation of cartels and the centralization. [20]

PBFT (Practical byzantine fault tolerance): This protocol reach consensus even
with malicious nodes. The entire process could be divided into three phases: pre-
prepared, prepared and commit. The leader node would enter next phase if it has
received the 2/3 of the votes from the rest of the nodes. So PBFT requires that every
node is known to the network, what is useful in permissioned blockchain.

Hyperledger Fabric utilizes the PBFT. [20]

2.2.5 Types of Blockchain

Depending on the access of the network, current blockchain can be divided roughly into
two settings: public, private. Another categorization can be done attending to the capacity
of creating new blocks (taking part in the consensus) without authority, blockchain can
be divided into two new types: Permissioned and Permission-less.

The combinations of both categories create three current types of blockchain that are
called: Public blockchain, Consortium blockchain and Private blockchain

Public blockchain: Data is public, so every node has access to the data. Additionally,
it does not required permission to participate in the consensus to verify transactions
(usually Pow) [20]. Bitcoin and Ethereum are public blockchains.

Consortium blockchain: Operate under the leadership of a group. The consensus
process is controlled by a pre-selected group of nodes. Less nodes means more
efficiency. Data can be public or private. [20] Banks use this type of blockchain.

Private blockchain: An organization control the networks, turning blockchain into a
centralized system. The organization determines the consensus and is the owner of
the Data [20]. An example of a private blockchain is Hyperledger.
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In protocol consensus, POW and PoS are more suitable for public blockchain, instead

consortium and private blockchains might has preference for DPOS and PBFT. [20]

2.2.6 Platforms

There are implementations with different programming languages and consensus

algorithms for blockchain that result different cryptocurrencies and blockchain platforms.
[25] In this subsection, are presented as public platforms Bitcoin and Ethereum, and as
private platform Hyperledger.

Bitcoin: Bitcoin, as it has been described during this thesis, is a distributed and private
blockchain network. [25] It enables a system to make payments online using the
electronic currency Bitcoin with a P2P network.

At the time of writing (July 2019), there are around 10,5 thousand of nodes
participating in the blockchain mining process, almost 23% being located in the USA
and 18% in Germany. [26]

Ethereum: It appeared in 2013, when Buterin described a new public and distributed
blockchain platform that included besides a cryptocurrency (ether) a new tool for
decentralized applications (DApps) with the concept of smart contracts. [25] Smart
contracts are described deeply in the next chapter.

The programs that make Smart contracts are written in programming languages of
high level like Solidity or Serpent. A new block is added to Ethereum, at the time of
writing (July 2019), at an average of each 10 seconds, and the number of nodes is
around 8,3 thousand, 41% the USA, 14% China, 7% Canada and 5% Germany. [27]

Hyperledger: It is public blockchain network, a project launched by the Linux
Foundation and contributed by IBM and Digital Asset that included a range of
technologies: distributed ledgers, smart contracts, client libraries, graphical interfaces,
utility libraries and sample applications. [25] Hyperledger Fabric is the framework to
create smart contracts but there are other types of frameworks and tools focus on
different applications. [28]

2.2.7 Challenges of Blockchain

Blockchain is an emerging and inexperienced technology beyond its application to
cryptocurrencies, and therefore faces a series of challenges that must be overcome to
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consolidate as a mature technology. Scalability, privacy leakage and selfish mining are
the three main challenges it faces. [20]

Scalability: Blockchain is an expanding network that grows with every new
transaction that is made. All transactions have to be stored before validating a new
one. The rules about the block size and the time expend to generate a new block are
far away from the real requirement of fulfilling thousands of transactions per second.
Meanwhile, as the capacity of blocks is very small, many small transactions might be
delayed since miners prefer those transactions with high transaction fee. However,
large block size is not the solution because it will slow down the speed propagation
of stored old transactions.

In order to solve the scalability problem there are a number of proposals, which can
be categorized into: optimization of blockchain and redesigning blockchain.

Privacy Leakage: blockchain cannot guarantee the transactional privacy since the
values of all transactions and balances for each public key are publicly visible.

Selfish Mining: Blockchain is susceptible to attacks of colluding selfish miners.
Generally, it is convinced that nodes with over 51% computing power can reverse the
blockchain and reverse the happened transaction. However, recent research shows
that even nodes with less 51% power are still dangerous.

2.2.8 Fields of Blockchain application

Blockchain was born to be implemented in the cryptocurrency Bitcoin, however,
nowadays blockchain means a solution in multiple fields as it has been described in this
subsection. The blockchain applications has been classify in this thesis according to the
thematic area that blockchain supply solution to: Financial, Governance, Integrity

verification, Healthcare, Education Privacy and Security, Data Management, Internet of
Things, Business and Industry [29] [19] [30]

- Financial applications: Currencies, Perdition Marketplace, Trade Finance.

- Governance: Digital Identity, Public Procurement, Voting, Public
administration, Mobility, Legal: Smart Contracts and Smart Properties, Proof
of Existence, Defence.

- Integrity verification: Intellectual Property, Insurances: Health, Car, Life,
House, Travel, Counterfeit.
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Healthcare: HER, Vaccinations, Food Outbreaks.

Education: Certification management, Reputation.

Privacy and Security: Anonymization, Secure Storage.

Data Management: Human Resources, Data Distribution.

Internet of Things: 10T E-business, Distributed Device Management.

Business and Industry: Energy Sector, Minerals, Agriculture and Food,
Pharmacy, Supply Chain, 3D printing.



Chapter 1.  Applications of blockchain In
procurement

1.1. Blockchain in Procurement

In the past sections, it has been shown the importance of developing the procurement
process. Companies are calls to apply the most innovative technology in their process
and, in this section, it is going to be presented how blockchain can help to make
procurement more valuable.

Bill McBeath, chief research officer at Chainlink Research. supported in a seminar the
application of blockchain in the production system by companies and suppliers as it
improves the exchange and transparency of data by saying “And it is shared, so multiple
entities see the same data as a single version of the truth. This is the most powerful part
of blockchain. Without blockchain, you end up with discrepancies between systems. One
company with its own ERP system might send an EDI message or PDF to another
company to order, but when they put it into their system, the data may be converted,
incorrectly keyed-in, or interpreted so it is not necessarily the same. With the blockchain,
everyone sees exactly the same data.”

Many other authors talk about the advantages but the immaturity of technology, however,

it is an important field of research that gradually brings the pieces together. [31]

The possible fields of application in procurement have been studied and have been found:
Smart Contracts, Traceability, Internet of Things, Auditing, Supplier Relationship
Management and Finance Service. [32]

There are already some important multinationals that are implementing blockchain in
their procurement processes and they are going to be analysed. It should be noted that
most often the fields of application listed above appear combined in enterprises
implementations and that it is difficult to analyse the results in an isolated way.

1.1.1. Traceability

Globalization have made the process of procurement more complex due to the different
suppliers around the world. Organizations are responsible of following the regulations of
each country about the quality of the products and the conditions of its workers. These
are the reasons why some organizations are testing blockchain in the procurement process
to control the traceability.
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The industry sectors that requires more transparency in the procurement are among
others: agri-food industry because of the quality of the irrigation water and pesticides; the
livestock industry because of the conditions of animals in farms, the diseases and the
medicines supplied to the animals; the pharmacy because of the legal conditions of some
raw materials and the transport conditions to keep qualities and the minerals industry due
to the political conflicts. In addition, as a result of the globalization mentioned above,
many suppliers are from areas with less demanding legal requirements and that can be a
problem if it is unknown under what conditions the preparation of products for
procurement occurs.

The certificates, the supplier credentials and the qualification statuses can be verified with
a distributed ledger which contains the information of each step during the process of
purchasing. [17]

For the purpose of knowing a real case of use, it is going to be analysed the first
application found of blockchain in procurement in Walmart.

Walmart is an American multinational retail corporation that provide fresh products,
bakery, deli and dairy products, electronics, apparel, toys and home furnishings for
hypermarkets and stores. It has more than 11.200 stores in 27 countries and 10 websites
in 10 countries. The 2018 revenue was 500,3 billion of dollars and 2.2 million of direct
and indirect employers worldwide. [33]

In 2016, Walmart collaborated with IBM and the Tsinghua University in Beijing in a new
project in which blockchain claimed to create a new model for food traceability, supply
chain transparency and auditability.

The blockchain platform used is Hyperledger fabric, developed by Linux Foundation. An
open source and permissioned blockchain technology with modular architecture that hosts
smart contracts, consensus and membership services. [34] The open source enables that
Walmart suppliers were included in the project.

The first pilot project was planned to track and trace the pork from China. [34] by
connecting growers, processors, distributors and retailers through a shared record of data.
The suppliers use labels in the products and upload the data through the blockchain. It
can track food from source to consumer for safety and regulatory compliance. It provides
shared data in an immutable ledger to ensure quality of products. And, it adds
transparency and specificity about the sourcing of food products to build brand trust. [31]
The goal was to track food from source to consumer for safety and regulatory compliance.
To provide shared data in an immutable ledger to ensure quality of products. [31]
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The result of the first pilot was the total upload of certificates of authenticity to the
blockchain, bringing more trust to a system and the company.

In the same year, the second POC (Proof of concept) was planned to trace the mangos
sold in United States. The goal was to reduce the time spent in tracing the products that
usually takes around one week. It takes that long because participants in the food industry
supply chain each have their own information silos. Food can only be traced one step at
a time. This time the result after implementing blockchain could be measurable, and the
time spent to trace the provenance of the mangos went from 7 days to 2.2 seconds. [35]
The platform designed for both POCs using blockchain record: farm origin data, batch
number, factory and processing data, soil quality and fertilizers, expiration dates,
temperatures and shipping details. The technology used to get data was bar or QR codes,
radio frequency identification, cameras, temperature and humidity sensors and
geographic information systems.

In the following figure it can be seen an example of the data records of one type of food
with the information about certificates, the identification and the activity timeline.
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Figure 1.1. Blockchain traceability system for Walmart

The procurement managers can remotely trace all information and make
correct deviations. For example, conditions in each refrigerated containers of the trucks
are controlled and, if conditions differ the established, alerts are received to correct them.

[36] y [37]

Before the successful of the two proof of concepts, the next year, Walmart planned to
work with other retailers like Nestle or Unilever to create IBM Food Trust. Now, Walmart

33



traces over 25 products from 5 different suppliers using the IBM Food Trust platform of
Hyperledger Fabric and plans expand the system to more products and categories. [35]

Then, in October of last year, IBM announced that global retailer Carrefour, which has
more than 12,000 stores in 33 countries, will launch the first European IBM Food Trust
blockchain. Carrefour stores will initially use the system to highlight consumers'
confidence in a number of Carrefour-branded products and will expand its application to
all Carrefour brands worldwide by 2022.

Its objective is that at the end of the supply chain consumers can check the entire product
cycle by scanning the QR code. [38]

Recently, Walmart announced to its suppliers of fresh leafy green that they will be
required to start in 2019 tracing their products using the same platform because of the
continuous scandals in US about food-borne illnesses like Salmonella and E coli. In most
cases, it takes authorities days to isolate the problem before it can be contained. [35]

Once the blockchain is enough scale and include at least 10 nodes, IBM believes that
Walmart can also use blockchain to predict patterns and road traffic based in radar
sensors, traffic cameras and GPS devices. [39]

Once applied to fresh lettuce, mangoes and pork meat, they want to apply it to bio-
pharmacy along with Merck for medicines. The project aims to provide an audit trail of
drugs to track who has shared data and with whom, without revealing the data itself. [40]

The consultancy firm Accenture and the shipping company DHL joined in a blockchain
project in 2018 to record the serialization of pharmaceutical products and other products

that suffer frequent counterfeits and imitations. Information about the transportation and
manufacture is recorded in the platform for stakeholders, such as doctors, government,
hospitals and pharmacies, to consult. [41]

Ford motors, together with IBM and Asian manufacturers, has also a pilot project where
it wants to ensure the clean provenance of the Congo cobalt used for lithium batteries,
ensuring that the cobalt extraction has not been a product of child exploitation and has
not contributed to the conflicts of the country. [42]

These examples show the different industries and fields in which traceability is a key
point for development. Food and medicine safety, ethics in mineral extraction and the
assurance of original products are key aspects that blockchain can solve by creating a
transparent and accessible distributed database.
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1.1.2. Smart Contracts

Blockchain was initially designed for P2P money only but the advantages of blockchain
technology, transparency and authenticity, are best applied in Smart Contracts for any
kind of P2P value transaction. Smart contracts can be described as scripts, lines of
“if...then...” programming code, which are stored on a blockchain and automatically
execute when the preconditions of the contract are satisfied. The operation takes place
without any human interaction. [30] [43] The digital information is shared in the
blockchain, but it cannot be modified.

There are three things to consider when smart contracts are applicated: the system has to
guarantee the no entry of malicious contracts (blocks) in the blockchain and moreover,
the contract has to be secure against attacks. [44] They have properties of contractual
agreements but should not be confused with legal contracts.

If a comparison with traditional contracts is made, on one side, in both types the terms
and conditions have to be complete and anticipate all of the possible states. Furthermore,
the time is reduced from days to minutes, the escrow is not necessary, the remittance
becomes automatic, it is not necessary the physic presence to sign the contract and third
parties may not be needed. [45]

The main benefit is the automation of the process [44] that can be summarized in two
advantages: Cost reduction during transaction and transparency increasing by removing
third parties involved.

In a smart contract, the conditions and times in which a certain product of a supplier has
to arrive could be listed: temperature, quantity or colour. These conditions are translated
into lines of code. An integrated system with sensors would detect if the conditions have
been satisfied and could be returned for breach of contract. The satisfaction obtained with
each shipment from each supplier is collected in a database that helps in the choice of
supplier of future acquisitions. [46]

The biggest barrier of smart contracts that is delaying its application is the entry into the
external data blockchain. The data collected by the sensors through Internet of Things on
parameters that condition a contract, being external data (off-chain data) interfere with
the consensus protocols. In order for smart contracts to gain mass adoption, they need the
ability to connect securely and reliably to external off-chain data and systems. [47]

In the subsection 2.2.3 it is explained the architecture of the blockchain, however some
differences have been found between the architecture of the blockchain and the
architecture of smart contracts as it is shown in the figure 3.2.
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Oracles are trusted providers of external data [48], like routers connecting APIs. [49]
External events and data in principle do not belong to a smart contract considering that
smart contracts reside inside a blockchain and only the data about transactions is stored
on that blockchain. Oracles allow an interface between the blockchain and the external
world. It is a type of smart contract that collects data from software interfaces or other
sources: 10T sensors, weather stations or GPS signal and introduce them into the
blockchain keeping transparency. [48]

The main purpose of Oracles is to provide information to other smart contracts in order
to monitor the fulfilment of the terms of the contract. [49]
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Figure 1.3. 10T Oracles for Smart Contracts

Thinking about the future of smart contracts, Gartner has estimates that by 2022, more
than 25% of companies will be using smart contracts. The popularity will increase and
make impact in the global commerce. [50]

An example of a company that uses smart contracts within its blockchain platform is
Maersk, which creates together with IBM the platform TradeLens, to trace containerized
shipping, such as cargo tracking and import and export paperwork.
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Today, “TradeLens has more than 100 participants, which include port and terminal
operators, ocean shipping lines, customs authorities, freight forwarders and logistics
companies, and the platform processes over 10 million discrete shipping events and
thousands of documents each week”. [51]

The platform enables traceability and also the opportunity of exchanging documents.
Besides, the beta program ClearWay, ensure with smart contracts that the approvals are
in place. This module enables players like importers, exporters, government agencies,
customer, brokers and other organizations to cooperate to be able to exchange trusted
information. [51] [52]

The first pilot lasted 12 months in an environment with more than 10 partners where
vulnerabilities, delays and errors were identified.

The results estimated that the required steps to localize a container decreased from 10 to
1 and people involved in the search was reduced from 5 to 1. What is more, the transit
time of a shipment can be reduced by 40%. [51] [52]

1.1.3. Combination with Internet of Things

A powerful improvement in procurement is to be able to connect and control the supply
chain network. This can be achieved through the use of the Internet of Things technology
where all the data collected by the devices are also stored and accessible on a blockchain
platform that provides transparency and security, to be used in smart contract variables,
as explained in the section above, or for consulting information on the conditions under
which the transport of raw materials is carried out, explained in the traceability.

Devices and technologies like sensors, cameras, traffic radars, radio frequency
identification tags, GPS, Wi-Fi, digital fingerprint readers included in the 10T technology
allow to the procurement department to know, among others:

- The real-time location of the items

- The speed of movement and the delivery date

- The transport and storage conditions

- The real state of the products, the defective products and the packaging used
- The identity of the real actors

- The communications

- The property changes

- The fees
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All the data collected are used to make instant decisions but also to predict situations. The
Big Data analysis is also one of the technologies that must be incorporated to obtain
maximum benefits.

A study made by BCG reflects the implications of a system that pairs blockchain and loT
in supply chain and estimates a net saving of 0.4% to 0.8% of revenue comparing with a
system that only use loT. This substantial improvement is given by the solution to
problems such as real-time traceability, automate smart contracts, reduction on credit
letter fees, instant dispute resolution with insurances, fraud instantly detected and
improve of space container utilization.

It is based on the analysis of 35 proof of concepts, but there is no information about the
companies that have implemented it. [53]

To summarize, the combination of these technologies, facilitates the sharing of
information and service managing the ecosystem between humans and machines and
automates the workflows in a transparent manner. [54]

In the future, when the Avrtificial Intelligence technology get more developed, the devices
will be able to make decisions based on those data collected such as, for example, at what
point a truck should refuel or what temperature should be optimal to maintain a certain
product.

1.1.4. Auditing and Governance

Governance in procurement refers to systems and tools established to ensure the control
and probity of the process. It includes procurement policies, effectiveness measurement:
and management procedures. [55]

Smart contracts can include policies and ethical aspects that the company has so that
beyond the internal barriers of the company, these policies can be ensured.

The measure of effectiveness is reinforced by a system that provides secure data,
obtaining much more valuable indicators.

Finally, management procedures can be integrated into blockchain so that the process
cannot be advanced until it is verified that each previous step within the procedure has
been completed

The procurement audit is one of the many processes in procurement management. A
procurement audit is a project management process that reviews different contracts and
contracting processes to determine the completeness, efficacy as well as the accuracy of
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the procurement process. It is a structured review that stems from the Plan Procurement
Management process through the Control Procurements.

Procurement and supply chain audit are a measurement of the right compliance of the
process. Auditing in procurement principally measure: the compliance of contracts, the
transparency in the practices and the compliances of policies.

A supply chain audit is a measurement tool for compliance, validation and progress. It
can indicate to a business the efforts needed to build a more sustainable supply chain. The
panel explored the use of audits to help organisations understand their suppliers and how
they give visibility and transparency into their practices. [56]

The internal audit of the company can improve having access to the network data by
having real and much more transparent data. Applications of reporting data can be
designed to send to the audit services the information they need about process monitoring.
[57]

Smart contracts are audited automatically. Internal audit teams must be trained in the
learning of the new technology and must be part of the implementation to ensure that
these contracts are being audited correctly.

Risks and governance will move and reside in the blockchain network itself.
Cybersecurity becomes the centre of the audit when there is a system that contains such
amount of data. Through blockchain and its accesses it can be controlled who accesses
and with what intentions.

1.1.5. Supplier Relationship Management

Blockchain offers a platform where suppliers and buyers share a transparent space and
where create trustworthy relationships. The transparency provided by the system
improves the relationship with suppliers. Trust helps collaboration and focus attention on
the real problems of the process. [58]

The choice of suppliers was one of the steps in procurement that involves more time.
Having reliable data about the history of performance of each provider helps with the
quality of choice. These data records allow the creation of supplier catalogues with
information about them.

Suppliers will be able to ensure the quality of their products and reduce expenses caused
by recalls.
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Any transaction, including payments, will be simpler, safer and faster. Purchase orders,
Purchase Requests and Request for Quotations and Invoices can be sent securely through
blockchain and avoid leaks. Blockchain can eradicate fraudulent suppliers.

The implementation of this system is a joint challenge in which research and
improvements are sent by both parties, creating a common project in which relations are
strengthened having a positive impact in the process.

1.1.6. Finance Service

An important part of the procurement process is the role of the financial services to make
effective payments between companies and suppliers and to international trading due to
distrust and fraud.

Trade Finance is the financing and facilitation of national and international trades and
business transactions. It includes such activities as lending, issuing letters of credit,
factoring, export credit and insurance. Trade finance involves multiple players such as
importers, exporters, banks and financers, insurers, logistics companies, port authorities,
credit agencies and other service providers. All is translating in a big number of
documents and parties involved.

Traditionally, banks and financial institutions have been intermediaries in trade deals and
vendors of ERP (Enterprise Resource Planning) software such as SAP as a service
between companies and suppliers.

For example, the bank provides a letter of credit to the supplier providing for payment
upon presentation of certain documents, such as a bill of lading.

Another example is known as factoring and involves a bank paying the supplier the
invoices before the buyer makes the payment and assuming the risks of payment delays
or defaults. [59]

However, the traditional process has some problems: low scalability, high complexity,
operational risks, repetitive documents verifications that incurs costs and delays, and legal
processes involved in international trade deals, that creates a barrier for many companies,
leaving almost 60% of companies without access to trade finance services. [60]

Involving banks in the blockchain network can overcome the problems. An end-to-end
trade finance networks for banks, suppliers and buyers give real time visibility to the
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participants ensuring transparency and security and reducing risks of manipulation and
saving money.
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Figure 1.4. Procurement and trace finance process in Blockchain

Notaries ensure that documents such as bill of lading and invoices cannot fraudulently
used to obtain finance from multiple banks.

In 2008 it just exists some consortia between financial institutions to make financial
transactions thought blockchain: Voltron and Marco Polo collaborating with R3, Batavia
and We.Trade led by IBM.

In July 2018, We.Trade reported it was operational across 11 European countries and had
successfully executed 7 live trade transactions between 10 companies on the platform.
[61]

Standard Chartered announced it completed the first blockchain transaction with supply
chain finance company Linklogis. The financing was for upstream suppliers of Digital
Guangdong, a joint venture between Tencent, China Unicom, China Telecom and China
Mobile. [62]

Banks has a lot of benefits by adoptting blockchain in trade: Reducing costs though
digitalization, new client entrances, risk mitigation, reinforcing bank brand making easier
to trade and creating a image of innovative firm. [63]

Solution for payments. Blockchain technology offers instantaneous transactions. Smart
contract enables instantaneous transactions payment from buyers to suppliers. This
shortens the cash payment cycle.

Conventional payments require original documents, verifications, and request for
amendments. It results in wastes of paper, wastes of time and losses of original
documents. The payment process involves lots of step for banks, buyers and suppliers
wasting resources.



The blockchain payment with Procure-to-Pay, the solution of R3, works easier: “Once
transactions occur, the Buyer and Supplier immediately share the same set of information
without having to send the document back and forth like in a conventional way.
Moreover, the system automatically rechecks the information on the purchasing order,
goods receipts, and invoice, this is called the 3-Way Matching. This replaces the human
verification process which may risk errors. Once the system’s invoice approval is visible
to the Bank, they will transfer the sum to the Supplier on the due date.” [64]

The benefits are reduced rate of 50% in time spend, cost saving, paperless, facility for
buyers to request invoice financing and support the e-tax invoice submission. [64]

Use of cryptocurrencies. Despite the distrust of non-traditional currencies, it is a secure,
cheap monetary system, independent of central banks and global without geographical or
political barriers. Provides greater independence for companies to reduce dependence on
banks.
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1.2. How to implement blockchain in procurement

Implementing a new technological strategy requires the commitment of the entire
company. Embracing blockchain can be a simple step by step transformation with a
smooth learning curve. It can start with a cloud-based solution without investing in new
hardware then, once the necessary knowledge is acquired, it can continue with a proof of
concept, analysing the problems and correcting them, and finally complete the
implementation and scale. [48]

The implementation begins with the development of the strategy: The definition of the
goals, the metrics to measure the compliance of the goals and the roadmap which includes
the sources and times. An evaluation of the estimated budget should be done and a
comparation with the potential reduction of the costs in the process. [41]

The second step is to align the entire company and its stakeholders: The integration of
the suppliers in the blockchain is essential. In the same blockchain the company can share
the requests, the purchase orders and sign contracts with the suppliers. Sometimes, there
are small companies with less sources that are not capacitated to implement blockchain
in their process and in this aspect becomes a setback for the company that wants to
implement it. [41]

The next step is the design, the creation of a pilot or proof of concept: In this point the
company must choose the type of blockchain wants to use. [41] On the one hand, public
blockchain help to reduce complexity and investment but involved security problems and
on the other hand, private blockchain increase the security and protection of data by
controlling the access but it remains a problem for the suppliers that supply to several
companies because they will have to deal with the differences of each network. [65]

Once the right type is chosen, the number the nodes and the people involved in the
network and the access and permissions given to each actor must be decided.

The pilot needs an architecture to create the blocks, each one has different languages and
different protocol consensuses, for example, for creating smart contracts the most used is
Ethereum with Solidity language.

In smart contracts the languages are of high-level are the components to program are state
variables, functions, modifiers, and events. [66] Functions and variables are defined and
translated into code program.

To have greater applicability, blockchain technology must control the parameters
associated with those variables introduced into the functions. For that purpose, it begins
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by increasing shipment visibility with timestamps and transfer location of every
transaction. The subsequent step is to provide the process with 10T hardware compatible
with the blockchain platform chosen to provide the blockchain network with real-time
data. Using Oracle data will enable smart contract validation; Oracles are dedicated
software designed to inject external signals into the blockchain. The last step is to replace
the paper documents, which required the cooperation of financial and governmental
institutions.

Once the parameters are associated to the variables and all the data collected is in the
network, the first smart contract or block is created, which will be verified before entering
the blockchain by the parties chosen by the company, depending on whether the
blockchain is public or private. Once that block is linked to the chain, it is completely
immutable and cannot be modified.

Before creating the first block, the company should have computing power enough to the
protocol consensus chosen and also, if the transactions will exchange cryptocurrencies,
some cryptocurrencies should be available in the network.

The last important step is to analyse the mistakes in the pilot. When there are no mistakes
is time to analyse the time spend in each transaction, the computing power required, the
metrics and make changes in the system to improve it.

Once the pilot is integrated in the system with no problems, it is the moment of the end-
to-end implementation of the platform in the procurement process, step by step,
beginning with one supplier and one product and then scaling to the rest. [41]

It could be a good practice trying to expand the blockchain system to the entire supply
chain process because the major advantages are found when the products information is
full in the network. [41]

1.3. Metrics, advantages and disadvantages

Having established the guidelines for implementing this new technology strategy, it is
necessary to evaluate the performance and the possible advantages and disadvantages that
it entails. Like any other technological strategy, it is not a perfect solution, especially
because of immaturity and lack of knowledge about results. Most of the companies that
have applied it, do not show their quantitative results, but the benefits can be seen at a
qualitative level.
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In this section are presented the advantages and disadvantages that have been shown
during the study of its application in Procurement and are presented the indicators to
measure the efficiency during the launch of the platform.

1.3.1. Key Performance Indicators: KPIs

Some metrics will be defined to offer interesting insights into the blockchain performance
in procurement combining the results obtained in metrics in procurement and metrics in
blockchain in general in order to evaluate the progress and success of the technology.

Purchase Order Cycle Time

It is the time spend between when the procurement department send a purchase request
to a supplier and when the delivery of the goods is ordered to the warehouse.

It allows to know the bottlenecks that delay the procurement process and the speed of the
nodes to verify the transactions or lines in a smart contract.

With a blockchain platform, a timeline will be available to know in each concrete time,
the exactly place and the person in charge of the product.

Percentage of Compliance Contracts

This indicator is the relative number of smart contracts that conclude in success, it is
measured with the number of smart transactions verified in the blockchain and it provides
an idea about the improvement of compliances of times, quality and places in contracts.

ROI: Return of investment

The ROI will allow to justify the investment of the new technology in terms of economy
and business grow. The way to measure is: ROl = (Gain from investment — Cost of
investment) / Cost of investment.

This simple KPI provides a simplified description about the rentability. The ROI should
be quite significant, especially in cases of high volume of spending. It will show the
reduction of administration fees.

1.3.2. Advantages

With blockchain technology, procurement has a trusted knowledge of the process with
the transparent distributed ledges of the record data of the acquired goods. Each actor in
the procurement chain can register their operation, being able to share and make available
to third parties.

The procurement department can consult in real time the status of the goods and this
advantage implies knowledge about: the provenance of the raw of material, the
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certificates, the employers, the location, the conditions, the weather, the transport and
leads actors in procurement to detect deviations in cases of spoilage, contamination,
delays, loss or damage.

Traceability reduce the high costs of quality problems, such as recalls that means loss of
consumers.

The advantage of distributed solutions is the impossibility of a central administrator alter
data. Due to smart contracts, transparency and auditability are improved by the
immutability and complete verification of each clause. 10T solutions provide real time
data about the conditions of the variables and signed documents are recorded in the
blockchain.

It makes sure there no changes in the order of the transactions, transactions are not
interrupt and the content of transactions is immutable.

Mission, vision and values of the company can be demonstrated. The lack of knowledge
about imported products is reduced, especially from countries with less regulation, which
helps improve reliability and reinforces the reputational image of the brand.

Risk and fraud are minimised with a trusted data record. It adds the values of reducing
property insurance costs, improving compliance and tamperproof.

The procurement process is optimized with a unique platform for companies, suppliers
and banks. The blockchain platform integrate he activities associated with the process and
all of the documents and certificates of the goods. This will achieve a significant reduction
in integration costs between operational systems, and homogenization of information

The time is reduced because also events are integrated and are trusted automatically.
Automatization reduce intermediaries which make the process more simple and
minimised costs.

Warehouse management and logistics in general would also be more transparent,
replacing slow manual processes that requires the need for complex in-person and paper-
based verification of sources. Mistakes and overlaps caused by manual data processing
will be minimised and times will be shortened.

Intermediaries like lawyers, brokers, and bankers might no longer be necessary.
Individuals, organizations, machines, and algorithms would freely transact and interact.

Suppliers relationship improved because of the trusted ecosystem created and the
acceleration of the payment of transactions with the smart contacts.
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A reliably reflect the history of the performance of the suppliers, as a guarantee of quality
and confirmation of their services, a faithful image of the reality of each supplier. I will
show valuable information in respect to the number of satisfactory deliveries, incidents,
quality of goods or delivery times. Future contracts would be influenced with valuables
catalogues of suppliers and good suppliers can be rewarded.

The blockchain provide a view of how external actors around the procurement process
act. The surroundings of the company can influence the internal work and learn about
external problems can help to avoid or act faster in future internal problems.

A reliable network with suppliers, buyers, banks and government where they cooperate
and trust each other is created. Smart contracts would allow for multi-party collaborations
where new adherence to the smart contract would be easily monitored. Any problem that
arises within that network can be easily located to be solved which means a great social
impact.

Customer satisfaction improves as it ensures quality assurance to consumers with an
immutable network about the provenance of materials. Acquisition times decrease
therefore delivery times to customers are consequently reduced.

One of the issues that most concerns is environmental sustainability and in the logistics
area there are still basic bad practices that must be changed. “It is required up to 36
original papers and 240 copies from 27 parties for dealing one commaodity cargo by sea.
All this translate in weeks to complete and a loss of sustainability”. [67]

Environmental sustainability is firstly improved with paper reduction. The original
documents associated with the process: contracts, purchase orders, delivery notes,
licenses, insurance, customs papers, delivery records, etc. are in digital format in the
platform and are accessible at any time to any actor that require the information and has
access. Moreover, sustainability is secondly improved with the certain knowledge that
the acquisitions have been done in a clean and respectful way with the environment.

If the technology extends to the entire supply chain process, it can facilitate the circular
economy. Products can be trace though the entire process since provenance to consume
and recovery to recycle will be easier. [68]

Get involved in any of the blockchain activities keep the company at the head of the new
technologies and trends, supporting the arrival of new business models
and approaching the establishment of Industry 4.0 to which companies are called to
transform.
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1.3.3. Disadvantages

While the benefits of blockchain in procurement are undeniable for companies, there are
certain barriers that slow down the entry of blockchain in fields other than finances,
especially the still consideration of an emerging technology.

In general, logistics is a traditional industry very resistant to change, many companies
are still in the process of digitization, replacing paper and hand signed documents into
digital formats, and far from emerging industry 4.0 flows.

The complexity of blockchain technology, for its cryptographic processes and for the use
of a currency different from the traditional one, keeps companies away from the benefits
that it may have when implemented in their processes.

Adopting blockchain require the joint participation of suppliers and buyers and
sometimes suppliers do not have sufficient resources and training to face with it.

On the one hand, the development of private or a consortium blockchain networks that
limited segments of data is too complex at the moment and requires the participation of
specialized companies that provide and maintain the service, raising the cost. Besides,
suppliers need to control the different platforms associated with each of their different
buyers. On the other hand, a public blockchain network introduce security and legal
obstacles to solve because in procurement the number of known and trusted parties is
small.

The sharing of data within the network implies the control and management of the
security due to the distrust between the players of the process. Companies became
reluctant to allow supplier to have access to their processes or reveal their financial
structures.

The security for blockchain is still a challenge, while blockchain is inherently transparent
because of the decentralization and the consensus almost impossible to tamper, the
applications and APIs needed to make the blockchain available for procurement can be
hacked by bad actors in the network cascading negatives effects in the whole process.
Besides, cryptocurrencies are not free of fraud and security vulnerabilities certain
vulnerability issues have occurred since they began to be used.

There are cases where the transport for moving the acquired products is shared and
contain products from different companies. Access to location data and other information
is highly confidential and hinders traceability for the other company.
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Smart contracts just control the variables in the chain and are unaware of what is
happening outside of the chain to communicate with the real world.

The immutability of the blockchain system can be seen as a disadvantage and a reduction
in the flexibility, any change can be made.

The applications of blockchain in procurement are still in its test phases becoming the
lack of standardization in another of the most talked-about barrier. Therefore,
blockchain providers are investing in this field.

Furthermore, it should be pointed out that a blockchain requires apart from the
investment, a large amount of computing power to operate and data storage costs.

A legal and judicial framework is needed and actually the existing systems are far from
the new trends with no tools available to ensure legal actions with blockchain.

As mentioned previously, scalability is s challenge for blockchain in general. The speed
of processing transactions may be too slow when it involves the verification of so many
external data and movements. Massive data should be treated by Big Data systems to
allow this data to be usable. The more data is on a blockchain, the more valuable,
verifiable, and immutable the information contained therein becomes.

Finally, as mentioned at the beginning, in order to have all the benefits of the blockchain
in procurement, it involves the participation of all the actors involved in the process,
from suppliers, transporters, customs control to banks, and many of these players are
unaware or reluctant to implement them. It is necessary a more collaborative mind.

The main benefits for which blockchain in procurement receives support are transparency
and traceability, and both can be solved with other types of technologies less complex.

49



Chapter 2.  Conclusions and future research

4.1 Conclusions

In the first place, the conclusion obtained from the blockchain section is that it is a mixture
of independent new solutions to problems and theoretical concepts that have come
together: Asymmetric cryptography, Merkle tree, Cryptocurrency, the Byzantine
problem... therefore, new solutions can be added to increase even more the potential in
blockchain. One of the technologies mentioned to create an integrated blockchain
network in the procurement process is the Internet of Things that provides real-time
information about the stage of the products.

Regarding to the actual stage of procurement, digitalization is slowly progressing
however there are inefficiency activities due to the excessive number of documents
exchanged before signing the contract with suppliers and the repeated verification that is
translated into delays and costs.

The main conclusions that make sense to the union of these two technologies are:

- Transparency by adding the blocks by consensus.

- Difficulty of being modified by the creation of a distributed network.

- Security because of the cryptography associated.

- Applicability for the possibility to combine other solutions such as Smart
contracts and the opportunity of choosing the type of network and its
accessibility.

- Automation and digitization

- Flexibility to be integrated into existing resource management systems and to
interact with other technologies such as 10T.

Studying different cases and different problems that were observed in the procurement
process, some applications have been found: for traceability of raw materials, immutable
smart contracts with automatic verifications through its union with 10T technology,
payments and supplier financing, and networks that facilitate and track the relationship
with suppliers.

Blockchain can be applied to trade lifecycle of products creating a traceability network
where suppliers, government, banks and buyers participate. A peer-to-peer networks that
collects data about product conditions, certificates, provenance or location and where
also, payments and verifications are made.

50



In the same platforms, smart contracts can be signed. In addition, together with the
possibility of obtaining product data in real time, contracts can be automatically verified.

The cash flow, the information flow and the raw of materials across the procurement
process are trusted controlled and recorded.

Working together with banks can make payments and credits to suppliers much faster and
cheaper with risk reduction. And working with suppliers, networks that improve
relationships can be created

However, companies are probably not prepared or adapted, the complexity of technology
is the main barrier.

4.2 Future research

Future studies should focus on how to face all the barriers to which blockchain is exposed.
The creation of standards and simple platforms that can be integrated into existing
systems and that ensure results are the main keys to work on in the future.

The role of blockchain in enterprise sustainability must also be researched.

And finally, another important point is that governments and judicial institutions should
investigate in how to create a legal framework to ensure the legality of contracts signed
on these platforms

51






References

[1]

[2]

[3]

[4]

[5]
[6]

[7]

[8]

[9]

K. Zhou, T. Liu and L. Zhou, “Industry 4.0: Towards Future Industrial Opportunities
and Challenges,” in Proceedings of 2015 12th International Conference on Fuzzy
Systems and Knowledge Discovery (FSKD), 2015.

N. Teslya and 1. Ryabchikov, “Blockchain-based platform architecture for industrial
IoT,” in Proceedings of 2017 21st Conference of Open Innovations Association
(FRUCT),, 2017.

S. Vaidya, P. Ambad and S. Bhosle, “Industry 4.0— A Glimpse. Procedia
Manufacturing,” vol. 20, pp. 233-238., 2018.

M. Hermann, T. Pentek and B. Otto, “Design Principles for Industrie 4.0 scenarios,”
in Proceedings 2016 49th Hawaii international conference on system sciences
(HICSS), 2016.

S. Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” 2008.

J. Kolb, L. Becker, M. Fischer and A. Winkelmann, “The Role of Blockchain in
Enterprise Procurement.,” in Proceedings 2019 52nd Hawai'i International
Conference on System Sciences (HICSS), 2019.

D. Waters, Logistics: An Introduction to Supply Chain Management, New York:
Palgrave McMillan., 2003.

V. Mani and C. Delgado, Supply Chain Social Sustainability for Manufacturing:
Measurement and Performance Outcomes from India, Singapore: Springer
Singapore, 2018.

Council of Supply Chain Management Professionals, “CSCMP Supply Chain
Management Definitions and Glossary,” [Online]. Available:
https://cscmp.org/CSCMP/Educate/SCM_Definitions_and_Glossary _of Terms.

[10]K. Lavassani, B. Movahedi and V. Kumar, “Transition to B2B e-Marketplace

Enabled Supply C hain: Readiness Assessment and Success Factors,” The
International Journal of Technology, Knowledge and Society, vol. 5, no. 3, pp. 75-
88, 2008.

vii



b

[11]K. Bala, “Supply Chain Management: Some issues and challenges -A Review,’
International Journal of Current Engineering and Technology, vol. 4, no. 2, pp.
946-953, 2014.

[12] Bhatti, A.; Hajibashi, M. (Accenture), “Supply chain for a new age: Supply Chain
X.0 opens effective pathways through the digital world,” Accenture, 2017. [Online].
Available: https://www.accenture.com/t20170206T210529 _w__/id-
en/_acnmedia/PDF-42/Accenture-Supply-Chain-For-A-New-Age-2.0.pdf.
[Accessed May 2019].

[13]Dr. Jaap van Ede, “Supply Chain Management 1.0 & 2.0,” Business-
improvement.eu, 01 10 2018. [Online]. Available: https://www.business-
improvement.eu/other/Supply_Chain_Management2.php. [Accessed May 2019].

[14]J. Mentzer, W. DeWitt, J. Keebler, S. Min, N. Nix, C. Smith and Z. Zacharia,
“Defining supply chain management,” Journal of Business Logistics, vol. 22, no. 2,
pp. 1-25, 2001.

[15]L. Hsu, “SCM System Effects on Performance for Interaction between Suppliers
and Buyers,” Industrial Management & Data Systems, vol. 105, no. 7, pp. 857-875,
2005.

[16] K. Croxton, S. Garcia-Dastugue, D. Lambert and D. Rogers, “The Supply Chain
Management Processes,” The International Journal of Logistics Management, vol.
12, no. 2, pp. 13-36, 2001.

[17]S. Abeyratne and R. Monfared, “Blockchain Ready Manufacturing Supply Chain
using Distributed Ledger,” International Journal of Research in Engineering and
Technology, vol. 5, no. 9, pp. 1-10, 2016.

[18]P. Christodoulou, K. Christodoulou and A. Andreou, “A Decentralized Application
for Logistics: Using Blockchain in Real-World Applications,” The Cyprus Review,
vol. 30, no. 2, pp. 171-183, 2018.

[19]V. Grewal-Carr and S. Marshall, “Blockchain: Enigma. Paradox. Opportunity.
Deloitte,” Deloitte, 2016. [Online]. Available: https://miethereum.com/wp-
content/uploads/2017/11/D.-Deloitte-Blockchain.pdf. [Accessed June 2019].

viil



[20]Z. Zheng, S. Xie, H. Dai, X. Chen and H. Wang, “An overview of blockchain
technology: Architecture, consensus, and future trends,” in In 2017 IEEE
International Congress on Big Data (BigData Congress), 2017.

[21]L. S. Sankar, M. Sindhu and M. S. Sethumadhavan, “Survey of consensus protocols
on blockchain applications,” in In 2017 4th International Conference on Advanced
Computing and Communication Systems (ICACCS), 2017.

[22] A. Kaushik, A. Choudhary, C. Ektare, D. Thomas and S. Akram, “Blockchain—
Literature survey,” in In 2017 2nd IEEE International Conference on Recent Trends
in Electronics, Information & Communication Technology (RTEICT), 2017.

[23]B. Jia, T. Zhou, W. Li, Z. Liu and Zhang, “A Blockchain-Based Location Privacy
Protection Incentive Mechanism in Crowd Sensing Networks,” Sensors, vol. 18, no.
11, p. 3894, 2018.

[24]S. Rahmadika and K. Rhee, “Blockchain technology for providing an architecture
model of decentralized personal health information,” International Journal of
Engineering Business Management, vol. 10, 2018.

[25]C. Holotescu, “Understanding blockchain technology and how to get involved,” in
The 14th International Scientific Conferencee Learning and Software for Education,
Bucharest, 2018.

[26]Earn.org, “Bitnodes,” 3rd July 2019. [Online]. Available:
https://bitnodes.earn.com/.

[27]Ethernodes.org,  “Ethernodes,” 3rd July 2019. [Online]. Available:
http://ethernodes.org.

[28] Hyperledger, “Hyperledger Fabric,” 3rd July 2019. [Online]. Available:
https://www.hyperledger.org/projects/fabric.

[29]F. Casino, T. K. Dasaklis and C. Patsakis, “A systematic literature review of
blockchain-based applications: current status, classification and open issues,”
Telematics and Informatics, 218.

[30]D. Dieterich, M. lvanovic, T. Meier, S. Zé&pfel, M. Utz and P. Sandner, “Application
of Blockchain Technology in the Manufacturing Industry,” Frankfurt School



Blockchain Center, 2017. [Online]. Available: http://explore-
ip.com/2017_Blockchain-Technology-in-Manufacturing.pdf.

[31]S. Neil, “Walmart Gets Bold About Blockchain,” 2019. [Online]. Available:
https://www.automationworld.com/walmart-gets-bold-about-blockchain.

[32] GEP, “Blockchain: What to expect, now and later,” [Online]. Available:
https://www.gep.com/blockchain-procurement-supply-chain.

[33]“Walmart Corporate,” [Online]. Available: https://corporate.walmart.com/.

[34]G. Prisco, “Walmart Testing Blockchain Technology for Supply Chain
Management,” 2016. [Online]. Available:
https://bitcoinmagazine.com/articles/walmart-testing-blockchain-technology-for-
supply-chain-management.

[35]Hyperledger. The Linux Foundation projects, “Case Study: How Walmart brought
unprecedented transparency to the food supply chain with Hyperledger Fabric,”
[Online]. Available: https://www.hyperledger.org/resources/publications/walmart-
case-study.

[36] R. Kamath, “Food traceability on blockchain: Walmart’s pork and mango pilots with
IBM,” The Journal of the British Blockchain Association, vol. 1, no. 1, pp. 47-53,
2018.

[37] Gutierrez, C., “Blockchain at Walmart: Tracking Food from Farm to Fork,” Altoros,
2017. [Online]. Available: https://www.altoros.com/blog/blockchain-at-walmart-
tracking-food-from-farm-to-fork/.

[38] Carrefour, “Carrefour launches Europe's first food blockchain,” 2018. [Online].
Available:  http://www.carrefour.com/current-news/carrefour-launches-europes-
first-food-blockchain.

[39] W. Shen and L. Wynter, “Real-time road traffic fusion and prediction with GPS and
fixed-sensor data.,” in In 2012 15th International Conference on Information
Fusion, 2012.

[40] A. Bentonville, N. Armonk, N. New York and N. Kenilworth, “IBM, KPMG, Merck
and Walmart to Collaborate as Part of FDA’s Program to Evaluate the Use of
Blockchain to Protect Pharmaceutical Product Integrity,” Walmart, 2019. [Online].



Available: https://corporate.walmart.com/newsroom/2019/06/13/ibm-kpmg-merck-
and-walmart-to-collaborate-as-part-of-fdas-program-to-evaluate-the-use-of-
blockchain-to-protect-pharmaceutical-product-integrity.

[41]M. Heutger and M. Dr. Kiickelhaus, “Blockchain in Logistics: Perspectives on the

upcoming impact of blockchain,” DHL Customer Solutions & Innovation, 2018.

[42]B. Lewis, “Ford and IBM among quartet in Congo cobalt blockchain project,”
Reuters, 2019. [Online]. Available: https://www.reuters.com/article/us-blockchain-
congo-cobalt-electric/ford-and-ibm-among-quartet-in-congo-cobalt-blockchain-
project-idUSKCN1PAOCS.

[43]N. Gopie, “What are smart contracts on blockchain?,” IBM, 2018. [Online].
Available: https://www.ibm.com/blogs/blockchain/2018/07/what-are-smart-
contracts-on-blockchain/.

[44]J. Schitte, G. Fridgen, W. Prinz, T. Rose, N. Urbach, T. Hoeren and P. Sprenger,
“Blockchain and Smart Contracts: Technologies, research issues and application,”
Fraunhofer-Gesellschaft, 2017.

[45]A. Morrison, “How smart contracts automate digital business,” PwC:
Pricewaterhousecoopers, 2016. [Online]. Available:
https://usblogs.pwc.com/emerging-technology/how-smart-contracts-automate-
digital-business/.

[46]R. W. C. i. a. w. IBM, “Blockchain: the future of the Supply Chain. How tech will
revolutionise transparency throughout retail,” 2018. [Online]. Available:
https://www.ibm.com/downloads/cass/AGMGQBL1?mhg=blockchain&mhsrc=ibm
search_a.

[47] Chainlink, “Oracles: The Key to Unlocking Smart Contracts,” 2019. [Online].
Available: https://blog.chain.link/oracles-the-key-to-unlocking-smart-contracts/.

[48]DAC, “Blockchain in Transport, Shipping and Logistics,” 2019. [Online].
Available:
https://www.dac.digital/publications/DAC_Blockchain_in_TLS_ April_2019.pdf.

[49]K. Lauslahti, J. Mattila and T. Seppala, “Smart Contracts—How will blockchain
technology affect contractual practices?,” Etla Reports, no. 68, 2017.

Xi



[50]K. Panetta, “Why Blockchain’s Smart Contracts Aren’t Ready for the Business
World,” Gartner, 2017. [Online]. Available:
https://www.gartner.com/smarterwithgartner/why-blockchains-smart-contracts-
arent-ready-for-the-business-world/.

[51]S. Wass, “Maersk-IBM blockchain platform for global trade gets crucial new
support,” GTR: Global Trade Review, 2019. [Online]. Available:
https://www.gtreview.com/news/fintech/maersk-ibm-blockchain-platform-for-
global-trade-gets-new-crucial-support/.

[52]T. Scott, “TradeLens: How IBM and Maersk Are Sharing Blockchain to Build a
Global Trade Platform,” IBM, 2018. [Online]. Available:
https://www.ibm.com/blogs/think/2018/11/tradelens-how-ibm-and-maersk-are-
sharing-blockchain-to-build-a-global-trade-platform/.

[53]Z. Yusuf, A. Bhatia, U. Gill, M. Kranz, M. Fleury and A. Nannra, “Pairing
Blockchain with 10T to Cut Supply Chain Costs,” BCG, 2018. [Online]. Available:
https://www.bcg.com/publications/2018/pairing-blockchain-with-iot-to-cut-
supply-chain-costs.aspx.

[54] K. Christidis and M. Devetsikiotis, “Blockchains and Smart Contracts for the Intenet
of Things,” IEEE Access. Special Section of the Plethora of Research in Internet of
Things (loT), vol. 4, pp. 2292-2303, 2016.

[55]Smart by GEP, “What is governance in procurement? Glossary of terms,” GEP,
[Online]. Available: https://www.smartbygep.com/insight/procurement-
glossary/governance.

[56]R. Boele, “Auditing supply chains — Are there better solutions?,” KPMG, 2017.
[Online]. Awvailable: https://home.kpmg/au/en/home/insights/2017/10/responsible-
sourcing-supply-chain-auditing.html.

[57]1H. Rooney, B. Aiken and M. Rooney, “Q. Is Internal Audit Ready for Blockchain?,”
Technology Innovation Management Review, vol. 7, no. 10, pp. 41-44, 2017.

[58] Y. Wang, J. Han and P. Beynon-Davies, “Understanding blockchain technology for
future supply chains: A systematic literature review and research agenda,” Supply
Chain Management: An International Journal, vol. 24, no. 1, pp. 62-84, 20109.

xii



[59] Distributed, “How Blockchain Technology Is Reinventing Global Trade
Efficiency,” 2016. [Online]. Available: https://distributed.com/news/how-
blockchain-technology-is-reinventing-global-trade-efficiency.

[60]IBM, “IBM Blockchain for Trade Finance. Open new corridors of trust for new
trading partnerships.,” IBM, [Online]. Available:
https://www.ibm.com/blockchain/solutions/trade-finance.

[61]CB Insights, “How Banks Are Teaming Up To Bring Blockchain To Trade
Finance,” 2018. [Online]. Available: https://www.cbinsights.com/research/banks-
regulators-trade-finance-blockchain/.

[62] Standard Chartered, “We’ve completed our first joint transaction on blockchain
platform with Linklogis,” 2019. [Online]. Available:
https://www.sc.com/en/media/press-release/weve-completed-our-first-joint-
transaction-on-blockchain-platform-with-linklogis/.

[63]Fintechnews Singapore, “Blockchain in Trade Finance: Arguably the Hottest
Banking Trend Right Now,” 2019. [Online]. Available:
http://fintechnews.sg/26329/blockchain/blockchain-in-trade-finance-the-hottest-
banking-trend-right-now/.

[64] Digital Ventures, “As Blockchain disrupts Thailand’s supply chain industry: A
solution for organizations, manufacturers, and banks,” 2018. [Online]. Available:
http://dv.co.th/blog-en/Blockchain-Disrupt-Supply-Chain/.

[65] Accenture, “How Blockchain can bring Greater Value to Procure-to-Pay Processes,”
2016. [Online]. Available:
https://www.accenture.com/t20170103t200504 _w__ /us-en/_acnmedia/pdf-
37/accenture-how-blockchain-can-bring-greater-value-procure-to-pay.pdf.

[66]1. Karamitsos, M. Papadaki and N. B. Al Barghuthi, “Design of the Blockchain
smart contract: a use case for real estate,” Journal of Information Security, vol. 9,
no. 3, pp. 177-190, 2018.

[67]S. Wass, “Komgo unwrapped: Financing commodity trade on blockchain,” GTR:
Global Trade Review, 2019. [Online]. Available:
https://www.gtreview.com/magazine/volume-17-issue-1/komgo-unwrapped-
financing-commodity-trade-blockchain/.

Xiii



[68]F. De la Prieta, J. Corchado, R. Casado-Vara and J. Prieto, “How blockchain
improves the supply chain: Case study alimentary supply chain,” Procedia computer
science, no. 134, pp. 393-398, 2018.

Xiv



References of Figures

Figure 1.1. The four stages of the Industry. Published by A. Hughes (2017), Industry
4.0 is About More Than Data: 3D Printing in Manufacturing, Digital Image, viewed April
2019, [https://cdn2.hubspot.net/hubfs/136847/Evolution%200f%201ndustry%204.0.png]

Figure 1.2. Chain of transactions. Nakamoto, S. (2008). Bitcoin: A peer-to-peer
electronic cash system.

Figure 1.3. Graphic chart of the research design. Own Elaboration (2019).

Figure 2.1. The scope of logistics. Christopher, M. (1992). Logistics & supply chain
management. Pearson UK. 4th Edition, 2011. p.11

Figure 2.2. The scope of Supply Chain. Waters, D. (2003). Logistics: An Introduction
to Supply Chain Management. Palgrave McMillan. p.9

Figure 2.3. Porter’s Value Chain. Christopher, M. (2016). Logistics & supply chain
management. Pearson UK. p.10.

Figure 0.4. Types of networks. Published by Eagar M. (2017) in Medium, What is the
difference between decentralized and distributed systems?, Digital Image, viewed May
2019, [https://miro.medium.com/max/480/1*nnpzTelhx74WKICL3Gj34A.jpeq]

Figure 2.5. Key pair generation. Published by Maxim Integrated (2014), The
Fundamentals of an ECDSA Authentication System, Digital Image, viewed June 2019,
[https://www.maximintegrated.com/en/images/appnotes/5767/5767Fig02.png]

Figure 2.6. Digital signature. Published by Maxim Integrated (2014), The
Fundamentals of an ECDSA Authentication System, Digital Image, viewed June 2019,
[https://www.maximintegrated.com/en/images/appnotes/5767/5767Fig03.png]

Figure 2.7. Hashing. Published by D. Géthberg (2016), Avalanche effect, Digital
Image, viewed June 2019,
[https://upload.wikimedia.org/wikipedia/commons/thumb/2/2b/Cryptographic_Hash Fu
nction.svg/375px-Cryptographic Hash Function.svg.png]

Figure 2.8. Blockchain architecture. Own Elaboration (2019). Adapted from [20]

Figure 2.9. Merkle Tree. Own Elaboration (2019). Adapted from [20]

XV


file:///C:/Users/islac/Desktop/TFM%20MASTER%20THESIS/A.%20Hughes
https://miro.medium.com/max/480/1*nnpzTe1hx74WKICL3Gj34A.jpeg
https://www.maximintegrated.com/en/images/appnotes/5767/5767Fig02.png
https://www.maximintegrated.com/en/images/appnotes/5767/5767Fig03.png
https://upload.wikimedia.org/wikipedia/commons/thumb/2/2b/Cryptographic_Hash_Function.svg/375px-Cryptographic_Hash_Function.svg.png
https://upload.wikimedia.org/wikipedia/commons/thumb/2/2b/Cryptographic_Hash_Function.svg/375px-Cryptographic_Hash_Function.svg.png

Figure 3.1: Blockchain traceability system for Walmart. [37] Digital Image, viewed
July 2019, [https://www.altoros.com/blog/wp-content/uploads/2017/09/blockchain-for-
walmart-tracking-food-from-farm-to-fork-v11.jpg]

Figure 3.2. (a) Blockchain architecture Vs (b) Smart Contracts architecture.
Bahga, A. y Madisetti, V.K. (2016). Plataforma blockchain para internet industrial de
las cosas. Revista de Ingenieria de Software y Aplicaciones, 9 (10), p. 536.
[https://www.researchgate.net/publication/309543764/figure/figl/AS:42290859924684
9@1477840675562/a-Blockchain-structure-b-Smart-contract-structure W640.jpg]

Figure 3.3. 10T Oracles for Smart Contracts. [48] p.6

Figure 3.4. Procurement and trace finance process in Blockchain. Published by
Persintent. Digital Image, viewed July 2019, [https://www.persistent.com/new-and-
emerging-tech/blockchain/trade-finance/]

XVi


https://www.altoros.com/blog/wp-content/uploads/2017/09/blockchain-for-walmart-tracking-food-from-farm-to-fork-v11.jpg
https://www.altoros.com/blog/wp-content/uploads/2017/09/blockchain-for-walmart-tracking-food-from-farm-to-fork-v11.jpg
https://www.researchgate.net/publication/309543764/figure/fig1/AS:422908599246849@1477840675562/a-Blockchain-structure-b-Smart-contract-structure_W640.jpg
https://www.researchgate.net/publication/309543764/figure/fig1/AS:422908599246849@1477840675562/a-Blockchain-structure-b-Smart-contract-structure_W640.jpg
https://www.persistent.com/new-and-emerging-tech/blockchain/trade-finance/
https://www.persistent.com/new-and-emerging-tech/blockchain/trade-finance/

