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Abstract: Trivial secure communications inside the random quantity of network nodes requires each node 

to help keep n - 1 pairwise keys inside the situation of symmetric cryptography and n - 1 public keys 

inside the situation of uneven cryptography where n represents the quantity of network nodes. Within the 

network operation phase, each node finds the underlay path length connected getting its overlay 

neighbors by delivering simple route demands. An important pool for key pre-distribution schemes that's 

built based on symmetric cryptography concepts contains secret pairwise keys. In this particular paper, 

we reference the network layer since the underlay layer together with cryptographic layer since the 

overlay layer. Our recommended option is basically damaged whipped cream an LP problem derived by 

relaxing all of the Boolean constraints inside the original problem. The effectiveness of our formula 

reaches solving the Boolean LP challenge with a while complexity not exceeding individuals of solving the 

relaxed LP problem while guaranteeing to know the very best solution. We noted the main advantage of 

our formula as acquiring the opportunity to solve the very best routing problem for each graph either 

directed or undirected in addition to weighted or unweighted. evaluating network performance, security, 

and consumption characteristics inside the recommended formula for symmetric and uneven key pre-

distribution methods operating on top of on-demand routing protocols. So that you can think about the 

performance within our recommended formula, we employ it three key pre-distribution methods, 

namely, 2-UKP, SST, and PAKP running on top of ad-hoc when needed distance vector routing protocol. 

Keywords: LP problem; Overlay Routing; Underlay Routing; Linear Optimization; Shortest Path; 
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I. INTRODUCTION 

It's observed that routing using key pre-distribution 

schemes requires a two-layer formula able to find 

the underlay path following a corresponding 

overlay path. Secure routing techniques using key 

pre-distribution algorithms require special 

algorithms able to find optimal secure overlay 

pathways [1] [2]. Clearly, the content is decrypted 

and encrypted simply by the intermediate nodes 

around the overlay path and all sorts of other nodes 

which take part in routing just begin to see the 

encrypted message. The primary contribution of the 

paper is proposing a safe and secure routing 

formula jointly optimizing underlay and overlay 

pathways using key pre-distribution schemes 

although not requiring explicit trust of other 

network nodes. To be able to assess the 

performance and security strength from the 

suggested formula, we put it on numerous uneven 

and symmetric key pre-distribution schemes 

suggested [3]. We perceive our act as an operating 

alternative of secure network routing applications 

requiring key distribution. The primary drawback 

to the fundamental probabilistic key pre-

distribution is when an assailant compromises 

several nodes, many links might be potentially 

made insecure. Our suggested work introduces a 

minimal overhead alternative eliminating the 

requirement for infrastructure and central servers 

along with the requirement for multiple routing 

domains at the expense of storing a small amount 

of per node keys and minimal additional price of 

file encryption-understanding. Liu and Ning 

propose storing bivariate polynomials rather of 

keys requiring neighboring nodes to possess a 

minimum of one common polynomial. Balanced 

incomplete block design is really a combinatorial 

design methodology utilized in key pre-distribution 

schemes. BIBD arranges v distinct key objects of 

the key pool into b different blocks each block 

representing a vital ring allotted to a node. 

Generally, deterministic key pre-distribution 

schemes aren't scalable and want an extremely 

large space for storage [4]. 

II. CLASSIC DISTRIBUTION SCHEME 

The majority of the key pre-distribution schemes 

pick the keys at random but there are many others 

that attempt for selecting keys in smarter ways. 

Key pre-distribution schemes are classified into 

deterministic and probabilistic algorithms. Both in 

groups, each network node is pre-packed with 

several keys selected from the key pool within the 

initialization phase. Choi, Zhu, C¸ amtepe, and Ruj 

propose different deterministic key pre-distribution 

schemes [5]. Eschenauer and Gligor propose the 
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very first probabilistic key pre-distribution formula 

by which each set of neighboring nodes possess a 

common key having a specific probability. 

Disadvantages of existing system: Deterministic 

key pre-distribution schemes aren't scalable and 

want an extremely large space for storage. The 

primary drawback to the fundamental probabilistic 

key pre-distribution is when an assailant 

compromises several nodes, many links might be 

potentially made insecure. 

 

Fig.1.Proposed system framework 

III. ENRICHED SCHEME – LP MODEL 

The primary contribution of the paper is proposing 

a safe and secure routing formula jointly 

optimizing underlay and overlay pathways using 

key pre-distribution schemes although not requiring 

explicit trust of other network nodes. More 

particularly, the contributions of the paper are: 

Modeling a network using key pre-distribution 

schemes with directed and weighted graphs, 

Proposing a Boolean LP problem for optimal 

overlay routing within the resulting network graph, 

Analytically lowering the Boolean LP problem to 

some relaxed LP problem and therefore solving the 

Boolean LP in polynomial time, and Evaluating 

network performance, security, and consumption 

characteristics from the suggested formula for 

symmetric and uneven key pre-distribution 

methods operating on the top of on-demand routing 

protocols [6]. Benefits of suggested system: We 

model a network having a weighted directed graph 

by which all edges and vertices their very own cost. 

A safe and secure routing formula for that modeled 

graph utilizing a Boolean LP problem. Employed 

for secure routing in almost any network using any 

key pre-distribution plan. Experimental results 

reveal that our formula improves network 

performance and enhances network security. 

Routing Overlay: You should understand that each 

hop within an overlay path may contain several 

underlay hops. The very best path may be the path 

which both security and gratification are optimally 

measured. Selecting a higher vertex cost produces a 

greater cost for extended overlay pathways. we 

model the issue having a Boolean LP problem after 

which propose a means to solve this issue in 

polynomial time, no worse compared to time 

complexity connected with solving the relaxed LP 

problem without Boolean constraints. Hence, we 

advise that every node stores a lookup table that 

contains details about stored keys. Furthermore, we 

advise to help keep the price of each edge within 

the lookup table. We observe that the price of all 

vertices is identical representing to buy a 

intermediate understanding-file encryption step. 

The second signifies that a worldwide advance 

understanding from the underlay network topology 

isn't needed for the whole process of our suggested 

method. However, the assumption is the 

cryptographic network topology is famous. Within 

the situation of PAKP method, there's no 

considerable improvement because of applying our 

suggested routing formula. This really is alluded 

that routing is dependent on the shortest overlay 

path in the source node towards the destination and 

also the high vertex cost over a underlay hop cost. 

Accordingly, how big routing packets is elevated 

[7]. In comparison, PAKP doesn't need to send any 

other information in the routing packets. To be able 

to compensate from the faster speed of symmetric 

cryptography compared to uneven cryptography, 

we pressure each set of nodes to agree with a 

pairwise key for file encryption and understanding 

within the PAKP method. A greater quantity of 

intermediate understanding-file encryption steps 

increases the prospect of an foe node being able to 

access messages. 

IV. ENHANCEMENT 

1. Proposes to improve data transmission metric 

of AODV compared to prior approaches.  

2. Frequent Data Transmissions between nodes 

involved in the communications results raises 

bottle neck issues with respect to size 

combined with overlay routing and ciphering. 

3. Data compression provides a way to transmit 

or store same amount of data with fewer bits. 

Meaningful text data are the most 

compressible data in computer science 

because of the redundancy in the data.  

4. Redundancy in a text data can be expressed as 

entropy of characters or substring repetitions. 

Codes for representing some data is 

determined according to these redundancies. 

5. So we propose a novel compression algorithm 

called Entropy Compression in which the 

initial phase is to compress the key ring and 

also packet data of a node without loss of 

information using the following algorithm.  
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6. Entropy encoding is a data compression 

scheme that assigns codes to symbols so 

as to match code lengths with the 

probabilities of the symbols.  Entropy 

method compresses the data by replacing 

data’s with symbols represented by equal 

length codes where the length of each 

codeword is proportional to the negative 

logarithm of the probability.  

7. The flow chart implementation is as 

follows: 

 

8. The proposed mechanism effectively 

reduces the amount of processing with 

respect to delivered data and enhances 

compressibility and vice versa while 

simultaneously reducing the energy foot 

print for data transmission in WANET 

AODV. 

V. CONCLUSION 

Within this paper, we model the issue of secure 

routing using weighted directed graphs and propose 

a Boolean straight line programming (LP) problem 

to obtain the optimal path. Numerous techniques 

enable you to solve LP issues with Boolean and 

integer constraints. Based on our suggested 

formula, each node in the initialization phase from 

the network is pre-packed with two at random 

selected keys along with a lookup table. A safe and 

secure routing formula for that modeled graph 

utilizing a Boolean LP problem. Employed for 

secure routing in almost any network using any key 

pre-distribution plan. Key pre-distribution 

algorithms have lately become efficient alternatives 

of key management in the current secure 

communications landscape. we apply our suggested 

formula to numerous lately suggested symmetric 

and uneven key pre-distribution methods. The 

primary drawback to the fundamental probabilistic 

key pre-distribution is when an assailant 

compromises several nodes, many links might be 

potentially made insecure. 
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