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ABSTRACT

The fifth-generation (5G) communication systems have many anticipated
functionalities and requirements such as high data rate, massive connectivity, wide
coverage area, low latency and enhanced secrecy performance. In order to meet these
criteria, communication schemes that combine 5G key enabling technologies need to be
investigated. In this thesis, a novel communication system that merges non-orthogonal
multiple access (NOMA), energy harvesting, beamforming, and full-duplex (FD)
techniques in order to enhance both capacity and secrecy of 5G system is introduced.
In the capacity improving scheme, NOMA is first combined with beamforming to
serve more than one user in each beamforming vector. Next, simultaneous wireless
information and power transfer (SWIPT) technique is exploited to encourage the strong
user (user with better channel condition) to relay the information messages of the
weak user (user with poor channel condition) in FD manner. The total sum rate
maximisation problem is formulated and solved by means of convex-concave procedure.
The system performance is also analysed by deriving the outage probability of both
users. Additionally, the model is extended to a more general case wherein the users
are moving, and the outage probability of this dynamic topology is provided by means
of the stochastic geometry framework. Novel secure schemes are also introduced to
safeguard legitimate users’ information from internal and external eavesdroppers. In
the internal eavesdropper’s case, artificial signal concept is adopted to protect NOMA'’s
weak user’s information from being intercepted by the strong user. The secrecy outage
probability of the weak user is derived and validated. In addition, game theory discipline
is exploited to provide an efficient eavesdropping avoidance algorithm. Null-steering
beamforming is adopted in the external eavesdropper’s case in two different schemes
namely self and nonself-cooperative jamming. In self-cooperative strategy, the base
station applies the null-steering jamming to impair the eavesdropper channel, while
sending the information-bearing signals to the intended legitimate users. Whereas in
the nonself-cooperative jamming scheme, the base station provides the helpers with
the required information and power by means of SWIPT technique in the first phase.
The helpers deploy null-steering beamforming to jam the eavesdropper during the
information exchange between the base station and the intended users in the second
phase. The secrecy outage probability of the legitimate users is derived in both jamming
schemes. Game theory is also introduced to the nonself-cooperative jamming scheme
for further improvements on the secrecy outage behaviour and the economic revenue
of the system. The proposed capacity enhancing scheme demonstrates about 200%
higher sum rate when compared with the non-cooperative and half-duplex cooperative
NOMA systems. In addition, the novel secure scheme in the internal eavesdropper case
is proven to enhance the information security of the weak user without compromising
the functionalities of the strong user or NOMA superiority over orthogonal multiple
access systems. Null-steering based jamming system also illustrates improved secrecy
performance in the external eavesdropper case when compared to the conventional
jamming schemes. Numerical simulations are carried out in order to validate the derived
closed-form expressions and to illustrate the performance enhancement achieved by
the proposed schemes where the rate is increased by 200% and the secrecy outage
probability is decreased by 33% when compared to the baseline systems.
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ABSTRAK

Sistem komunikasi generasi kelima (5G) mempunyai banyak jangkaan fungsi
dan keperluan seperti kadar data yang tinggi, sambungan besar-besaran, kawasan
liputan yang luas, kependaman rendah dan prestasi kerahsiaan yang dipertingkatkan.
Untuk mencapai kriteria ini, skim-skim komunikasi yang menggabungkan teknologi
pemboleh utama 5G perlu dikaji. Dalam tesis ini, satu sistem komunikasi novel yang
menyatukan capaian berbilang tak ortogonal (NOMA), penuaian tenaga, pembentuk
alur, dan dupleks penuh (FD) untuk meningkatkan kedua-dua kapasiti dan kerahsiaan
sistem 5G diperkenalkan. Dalam skim peningkatan kapasiti, NOMA digabungkan
terlebih dahulu dengan pembentuk alur untuk melayan lebih daripada satu pengguna
dalam setiap vektor pembentuk alur. Kemudian, teknik maklumat wayarles dan
pemindahan kuasa secara serentak (SWIPT) telah dieksploitasi untuk menggalakkan
pengguna kuat (pengguna dengan keadaan saluran lebih baik) untuk menyampaikan
mesej maklumat pengguna lemah (pengguna dengan keadaan saluran yang lebih
lemah) secara FD. Masalah pemaksimuman kadar jumlah keseluruhan dirumus dan
diselesaikan melalui prosedur cembung-cekung. Prestasi sistem juga dianalisis
dengan menerbitkan kebarangkalian gangguan kedua-dua pengguna. Selain itu,
model ini dilanjutkan kepada kes yang lebih umum di mana pengguna-pengguna
sedang bergerak, dan kebarangkalian gangguan topologi dinamik ini telah disediakan
melalui kerangka geometri stokastik. Di samping itu, skim-skim keselamatan novel
diperkenalkan untuk melindungi maklumat pengguna yang sah dari pemasang telinga
dalaman dan luaran. Dalam kes pemasang telinga dalaman, konsep isyarat buatan
diamalkan untuk melindungi maklumat pengguna NOMA yang lemah dari dipintas oleh
pengguna kuat. Kebarangkalian gangguan kerahsiaan pengguna lemah diterbitkan dan
disahkan. Di samping itu, disiplin teori permainan dieksploitasi untuk menyediakan
algoritma mengelak pemasangan telinga yang berkesan. Pembentuk alur stereng-
nol digunakan dalam kes pemasang telinga luaran dalam dua skim berbeza yang
dinamakan penyesakan koperatif kendiri dan tak kendiri. Dalam strategi koperatif
kendiri, stesen pangkalan menggunakan penyesakan stereng-nol untuk menjejaskan
saluran pemasang telinga, sambil menghantar isyarat mengandungi maklumat kepada
pengguna sah yang dimaksudkan. Manakala dalam skim penyesakan koperatif tak
kendiri, stesen pangkalan menyediakan pembantu dengan maklumat dan kuasa yang
diperlukan melalui teknik SWIPT dalam fasa pertama. Pembantu ini menggunakan
pembentuk alur stereng-nol untuk menyesak pemasang telinga semasa pertukaran
maklumat di antara stesen pangkalan dan pengguna yang dimaksudkan dalam fasa
kedua. Kebarangkalian gangguan kerahsiaan pengguna yang sah diterbitkan dalam
kedua-dua skim penyesakan. Teori permainan juga diperkenalkan kepada skim
penyesakan koperatif tak kendiri untuk penambahbaikan lanjut prestasi dalam tingkah
laku gangguan kerahsiaan dan pendapatan ekonomi sistem. Skim peningkatan kapasiti
yang dicadangkan menunjukkan kadar jumlah sekitar 200% lebih tinggi berbanding
dengan sistem NOMA tak koperatif dan separuh dupleks. Di samping itu, skim
keselamatan novel dalam kes pemasangan telinga dalaman terbukti meningkatkan
keselamatan maklumat pengguna yang lemah tanpa menjejaskan fungsi pengguna yang
kuat atau keunggulan NOMA daripada sistem capaian berbilang ortogonal. Sistem
penyesakan berasaskan stereng-nol juga menunjukkan prestasi kerahsiaan yang lebih
baik dalam kes pemasang telinga luaran jika dibandingkan dengan skim penyesakan
konvensional. Simulasi berangka dilakukan untuk mengesahkan ungkapan tertutup
yang diterbitkan dan untuk menunjukkan peningkatan prestasi yang dicapai oleh skim
yang dicadangkan di mana kadarnya meningkat sebanyak 200% dan kebarangkalian
gangguan kerahsiaan menurun sebanyak 33% daripada sistem dasar.
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CHAPTER 1

INTRODUCTION

1.1 Research Background

The fifth-generation (5G) communication systems will not be an incremental
version of the previous generations, as in addition to the ultra-high data rate (1 Gbps (100
times the user-experienced data rate in 4G)), ultra-large number of connected devices,
ultra-low latency and ultra-wide radio coverage, SG has many anticipated new services
and functionalities such as internet-of-things (IoT) and cloud-based applications [1].
These envisioned services pose challenging requirements like massive connectivity,
spectral and power efficiency (the Joules per bit will need to fall by at least 100 times)
and low latency (1 millisecond end-to-end round-trip delay). In order to meet up
with these requirements, a variety of novel technologies are involved such as new
multiple access techniques, novel network architectures, new spectrum and power
utilization methods, multi-antenna techniques and full-duplexing. Moreover, the future
communication systems should combine these different techniques to introduce further

enhancement and to boost the system performance [2].

In order to meet the increased number of connected devices, high data rate and
low-latency requirements, novel multiple access schemes are needed to be adopted.
Being an answer to the future 5G communication system’s essentials, non-orthogonal
multiple access (NOMA) has been recognised as the potential multiple-access scheme
for the future communication systems, for its appealing features of spectral efficiency,
low latency and user fairness [3]. Unlike previous multiple access schemes, NOMA
differentiates users according to their channel condition to transmit the information
message at the same time, frequency and code but with different levels of power. User
with better channel condition (strong user) is allocated with less power than that of
the user with poor channel gain (weak user). Downlink NOMA system deployment

involves two main techniques. Firstly, superposition coding (SC) at the base station



side to build the information message of the paired NOMA users. Secondly, successive
interference cancellation (SIC) at the strong users’ terminals. Where based on side-
information provided by the base station, NOMA strong user decodes the information
message of the week user, subtracts it from the superimposed message and decodes his
own [2]. NOMA weak user decodes his information message directly by considering
the strong user signal as interference since he is allocated with higher power level
[4]. The knowledge of weaker users’ information messages feature can be exploited by
encouraging strong users to relay weaker users’ messages to enhance the reliability of
the system, in what is referred to as cooperative NOMA scheme [5]. On the other hand,
from an information security perspective, this feature highly threatens the system data

secrecy if the strong user is a malicious node.

To meet the ultra-wide radio coverage requirement, future 5G communication
systems consider deploying relays as an efficient technique for capacity enhancement,
improved reliability and coverage extension [6]. To avoid interference, the conventional
half-duplex (HD) relays operate either in different time slots or separate frequency
bands. As a result, HD scheme suffers from 50 percent loss in resource efficiency
[7]. Full-duplex (FD) relaying scheme has been proposed to overcome the spectral
inefficiency of HD system. In favour of the ability of transmitting and receiving
signals simultaneously at the same frequency/time, FD can double the date rate of the
system for a given bandwidth/time slot. However, the real implementation of FD has
been considered as impractical due to the self-interference (SI) signal resulting from
the signal leakage from the terminal’s output to the input, which can be billions of
times greater than the desired receive signal [8]. Recent advances in signal processing
allow SI suppressing to within tolerable limits through a combination of passive and
active cancellation in both analogue, and digital domains [9]. Passive cancellation
involves antenna-based isolation techniques that depend on the separation distance
between antennas, orientation and polarisation [10]. Active cancellation approaches
are carried out via digital processing techniques at the baseband with the aid of accurate
knowledge of the channel’s status after passive cancellation processes [11]. Recently,
a new superimposed signalling-based scheme is proposed to overcome the SI burden

where no channel condition estimation is required [12].



Inter-user cooperation and information relaying is bounded by the energy
limitation and finite battery-powered devices, as users are selfish and prefer to maintain
their power for the own functionalities. Energy harvesting (EH) technique has gained
lately a lot of attention in both academia and industry, as it provides a promising solution
for prolonging the lifetime of the future communication networks [13, 14]. Many types
of EH schemes according to the energy source have been considered, such as solar,
piezoelectric, wind, hydroelectric, and radio frequency (RF) signals [15]. The stability
and the availability of wireless signals (TV broadcasting, mobile base stations), and
the dependence of natural energy on location, climate and time, nominate RF-EH (the
ability of transforming the wireless RF signals into DC voltage to charge the device
battery) as the optimal EH scheme. Yet, this emerging technology requires a shift
in the system architecture and its power-information resource allocation strategies to
meet its new demands [16]. Unlike information decoding circuits, the sensitivity of
the EH process is quite low (=10dBm — 30dBm) [17]. The need for higher signal
energy levels makes the EH process highly sensitive to signal decay due to propagation
distance, reflection, scattering, and fading (which is high in the case in omnidirectional
transmission by single antenna) motivates the use of multi-antenna techniques like
beamforming in EH enabled communication networks, for its appealing feature of

increasing the wireless power and information transfer efficiency [18].

On the other hand, wireless communications are vulnerable to security breaches
which is more common in the future 5G systems due to the ultra-number of connected
devices and wider radio coverage area [19]. This pivotal issue necessitates taking
measurements to guarantee data confidentiality, such as orthogonal code division
technique, frequency hopping, and data encryption. Yet, fully secure communications
can be only achieved by exploiting physical layer (PHY) security [20, 21]. Beamforming
and EH techniques can be exploited in PHY security by transmitting the energy signals
waveform as a Gaussian pseudo-random sequence, that is known a priori to all legitimate
receivers. This technique can provide secure communication, as this sequence can
serve as interference to illegitimate eavesdroppers, while can be cancelled easily at
legitimate users terminals by means of beamforming technology [22]. In addition,
secure communication can be guaranteed by letting nearby nodes transmit jamming
signals to impair the potential eavesdroppers’ channels. The processes of generating

and broadcasting these signals drain the terminal battery, that can be compensated



by wireless charging provided by the EH approach. Furthermore, in order to locate
and deliver a sufficient energy amount to helper nodes, multi-antenna techniques like
beamforming are important [23]. Secrecy threats can be divided according to the
source of the threat into internal and external threats. In the internal case, the threat is
provoked by a legitimate user of the wireless network who is trying to intercept other
legitimate users’ information. While in the external scenario, the communications are
carried out under malicious attempts of non-legitimate (external) user to intercept the

legitimate users’ data.

Game theory is a formal discipline with a set of mathematical tools to analyse the
complex interactions among competing independent rational users or players. For more
than half a century, this framework has led revolutionary changes in the economical
field, in addition to politics, psychology, and transportation. During the last period,
there has been a surge in research activities that deploy game theory in modelling,
analysing and optimizing wireless communication systems. The need to apply game
theory in the modern 5G communication systems become more urgent as it involves
large scale, heterogeneous and distributed communication schemes, in addition to the

need for robust implementations against telecommunication systems uncertainties [24].

1.2 Problem Statement

In order to meet up with envisioned requirements of the 5G communication
systems and its anticipated services and functionalities, novel communication schemes
are needed to be adopted. The enormous number of connected users (individuals
and things), ultra-high data rate and low-latency requirements make adopting new
multiple access scheme as one of the revolutionary aspects of the upcoming wireless
communications. Due to its performance superiority over the conventional orthogonal
multiple access (OMA), NOMA has been nominated as the potential multiple access
scheme for 5G communication systems. In addition, future communication scheme
should adopt FD relaying to fulfil the ultra-wide coverage requirement and enhance the
spectral efficiency and communications reliability. However, relaying and inter-user

cooperation is highly threatened due to power-limitation in the wireless network, as each



user prefers to utilize his power for the own functionalities. Hence, novel systems should
consider wireless EH techniques to overcome the energy scariness issue in wireless
networks and further encourage the inter-user cooperation. Furthermore, multi-antenna
techniques need to be exploited in the proposed communication to enhance both
wireless information and power transfer efficiency and to increase the system’s degrees
of freedom. Introducing 5G potential technologies such as beamforming, energy
harvesting and FD communications to NOMA in order to improve the full system
performance has drawn considerable attention of late. In some literature, NOMA is
combined with multiple-antenna techniques like beamforming to exploit both power
and spatial domains to enhance the signal to noise plus interference ratio (SINR) [25],
or to increase the spatial multiplexing gain [26] by serving more than one user per each
beamforming vector but no inter-user cooperation is considered. On the other hand,
NOMA and energy harvesting techniques are merged in a few literature to enhance
both energy and spectral efficiency and overcome energy and spectrum scarcity in
the system. The authors in [27, 28] introduce simultaneous wireless information and
power transfer (SWIPT) to NOMA system to encourage strong users to relay weak
users’ information messages as this collaboration will not drain their batteries. Strong
users in [29], use the harvested energy in the first time slot, to relay weak users’
messages in the second time slot using beamforming in half-duplex (HD) manner. Of
course, cooperation in HD scheme is not optimal as the resources are divided between
receiving and transmitting processes. Therefore, novel FD cooperative EH-enabled

NOMA communication schemes are needed to be proposed, optimized and analysed.

The feature that NOMA strong user can decode weak user’s information
messages is exploited in cooperative NOMA schemes to increase the reliability of the
communication system. On the other hand, from an information security perspective,
this feature highly threatens data confidentiality in the system, if the strong user is
a potential eavesdropper. Exploiting PHY security in NOMA systems has gained a
lot of attention lately. Yet, NOMA internal or legitimate eavesdropper case has only
been investigated in [30], where the cell-edge (weak) user is considered as a potential
eavesdropper who is trying to decode the cell-centre (strong) user’s message in a
beamforming NOMA system. However, eavesdroppers are usually users with good
channel condition located near to the base station, as the attack will be more energy

efficient and more destructive to the network [31]. Therefore, secure communication



schemes that protect weak user’s data against strong user malicious attempts without

compromising the system functionalities are needed to be investigated.

Moreover, information secrecy and data confidentiality are expected to be highly
compromised in the 5G systems due to the enormous number of connected users and
the ultra-wide radio coverage provided by future communication schemes. These
desired features in terms of system data rate performance increase the probability of
external malicious nodes existence. Some literature on enhancing the information
confidentiality by means of PHY security in NOMA systems has appeared lately. The
authors in [32] derive the secrecy outage probability in downlink NOMA system for
several antenna selection schemes. In [33], the secrecy sum rate is maximised in a
downlink NOMA system consisting of base station, multiple legitimate receivers and
an external eavesdropper. Both [34, 35] investigate enhancing the secrecy performance
of large-scale NOMA networks with external eavesdropper scenario. PHY security
is enhanced in the aforementioned system model in [34] by introducing the concept
of protected zone around the source node. While AN technique is exploited in [35]
to enhance the secrecy outage probability of multiple-antenna transmission scenario.
In secure AN-aided NOMA technique, the noise signal is broadcast in the orthogonal
directions of the intended NOMA user, resulting in not only the degradation of the base
station-eavesdropper link but also the link between the base station and the other NOMA
legitimate users. The AN signal of the NOMA weak user adds extra interference to
the strong user yielding incorrect SIC execution and imperfect decoding of the own
message. In addition, strong user AN signal degrades the SINR at the weak user
and his ability to decode his message. Hence, secrecy paradigms that exploit the
physical medium characteristics of the communications and reap the benefits provided
by the disruptive techniques to 5G are needed to be investigated. The proposed secure
schemes need to enhance information privacy under external threats without affecting

the legitimate users’ quality of service (QoS).

Resources and power allocation and optimization strategies play a crucial
role in wireless communications system performance and involve high computational
complexity tasks. Resource allocation, system modelling and optimization are expected

to be even more challenging in information secrecy of the 5G communication schemes,



as these systems involve higher data rate, enormous number of served users and multiple
interleaved techniques. One of the sophisticated mathematical tools that has been
adopted in resource allocation and modelling of the PHY security of the conventional
communication system is the game theory. Game theory has been exploited in the
literature for enhancing the information secrecy of different networks models such
as cognitive radio [36, 37], D2D communication [38] and the cooperative OMA
communication systems [39]. However, introducing this mathematical framework
to enhance the secrecy performance of NOMA communication scheme has not been
considered yet, and secure paradigms that exploit this discipline are needed to be studied

and introduced for enhanced secrecy performance.

1.3  Research Objectives

The problem statement leads us to the following research objectives:

1. To propose, optimize and analyse a communication scheme that combines
NOMA, EH, beamforming and FD techniques in order to enhance the rate of

future communication systems.

2. To design a secure paradigm to impair NOMA strong user’s capabilities of

intercepting weaker users’ information messages.

3. To exploit the 5G techniques to propose a secrecy scheme to protect legitimate

users’ information from being intercepted by an external eavesdropper.

14 Scope of Work

The study is aimed to design a communication scheme that combines NOMA,
EH, Beamforming, and FD techniques. The performance of the proposed scheme
is optimized by introducing power allocation strategies and NOMA user clustering
algorithms. The system performance is analysed by deriving the outage probability

of both weak and strong users. In addition, in order to capture the dynamic nature



of wireless networks, the framework of stochastic geometry is adopted, and the
outage probability of the system is derived and provided in a closed-form formula.
Furthermore, two secrecy schemes are proposed to enhance the system security under
the malicious attacks of internal and external eavesdroppers. The secrecy outage
probability performance metric of both schemes is derived, analysed and compared
with the corresponding baseline schemes. The mathematical framework provided
by game theory is then exploited to introduce further enhancement over the secrecy
behaviour of the proposed schemes. Numerical simulations are carried out by using
Matlab software to validate the derived results by means of Monte Carlo simulations and
to compare the performance of the proposed schemes with its corresponding baseline

systems.

The study is carried out under the availability of perfect channel state
information (CSI) at the base station assumption and limited to power-domain NOMA
only. Slow-fading Rayleigh channel model is the channel model adopted in this work. In
addition, the research investigates downlink NOMA communication systems, wherein
system performance optimization with respect to power allocation strategies and
clustering algorithms is examined. Furthermore, the PHY security will be investigated
in two different scenarios, internal and external eavesdropper. In internal eavesdropper
case, the strong user is considered as the potential malicious user who is trying to
intercept the weak user’s data. The study considers outage probability and secrecy
outage probability as performance metrics of capacity and PHY security enhancing

schemes respectively.

1.5 Limitation of the Work

The work does not analyse partial or imperfect CSI availability scenarios. In
addition, the research does not consider uplink NOMA communication systems or code-
domain NOMA scheme. Furthermore, no hardware implementation is investigated

during the study.



REFERENCES

Jeffrey G Andrews, Stefano Buzzi, Wan Choi, Stephen V Hanly, Angel
Lozano, Anthony CK Soong, and Jianzhong Charlie Zhang. What will 5g be?
IEEE J Sel Areas Commun, 32(6):1065-1082, 2014.

Zhiguo Ding, Mugen Peng, and H Vincent Poor. Cooperative non-orthogonal

multiple access in 5g systems. IEEE Commun. Lett., 19(8):1462-1465, 2015.

Anass Benjebbour, Anxin Li, Yuya Saito, Yoshihisa Kishiyama, Atsushi
Harada, and Takehiro Nakamura. System-level performance of downlink
noma for future Ite enhancements. In Globecom Workshops (GC Wkshps),
2013 IEEE, pages 66-70. IEEE, 2013.

Yuya Saito, Yoshihisa Kishiyama, Anass Benjebbour, Takehiro Nakamura,
Anxin Li, and Kenichi Higuchi. Non-orthogonal multiple access (noma)
for cellular future radio access. In Vehicular Technology Conference (VIC

Spring), 2013 IEEE 77th, pages 1-5. IEEE, 2013.

Nhu Tri Do, Daniel Benevides Da Costa, Trung Q Duong, and Beongku An.
A bnbf user selection scheme for noma-based cooperative relaying systems

with swipt. IEEE Commun. Lett., 21(3):664—667, 2017.

Mikko Heino, Dani Korpi, Timo Huusari, Emilio Antonio-Rodriguez,
Sathya Venkatasubramanian, Taneli Riihonen, Lauri Anttila, Clemens Icheln,
Katsuyuki Haneda, Risto Wichman, et al. Recent advances in antenna design
and interference cancellation algorithms for in-band full duplex relays. IEEE

Commun. Mag., 53(5):91-101, 2015.

Dani Korpi, Taneli Riihonen, Ville Syrjild, Lauri Anttila, Mikko Valkama,
and Risto Wichman. Full-duplex transceiver system calculations: Analysis
of adc and linearity challenges. IEEE Trans. Wireless Commun., 13(7):3821—
3836, 2014.

Steven Hong, Joel Brand, Jung Choi, Mayank Jain, Jeff Mehlman, Sachin
Katti, and Philip Levis. Applications of self-interference cancellation in 5g

and beyond. IEEE Commun. Mag., 52(2):114-121, 2014.

175



10.

11.

12.

13.

14.

15.

16.

17.

18.

Ashutosh Sabharwal, Philip Schniter, Dongning Guo, Daniel W Bliss,
Sampath Rangarajan, and Risto Wichman. In-band full-duplex wireless:
Challenges and opportunities. IEEE J. Sel. Areas Commun., 32(9):1637-
1652, 2014.

Evan Everett, Achaleshwar Sahai, and Ashutosh Sabharwal. Passive self-
interference suppression for full-duplex infrastructure nodes. IEEE Trans.

Wireless Commun., 13(2):680-694, 2014.

Taneli Riihonen, Stefan Werner, and Risto Wichman. Hybrid full-duplex/half-
duplex relaying with transmit power adaptation. [EEE Trans. Wireless

Commun., 10(9):3074-3085, 2011.

Abbas Koohian, Hani Mehrpouyan, Ali Arshad Nasir, Salman Durrani, and
Steven D Blostein. Residual self-interference cancellation and data detection
in full-duplex communication systems. In IEEE Int. Conf. on Communications

(ICC), pages 1-6. IEEE, 2017.

Vijay Raghunathan, Saurabh Ganeriwal, and Mani Srivastava. Emerging
techniques for long lived wireless sensor networks. IEEE Commun. Mag., 44

(4):108-114, 2006.

Tao Chen, Yang Yang, Honggang Zhang, Haesik Kim, and Kari Horneman.
Network energy saving technologies for green wireless access networks. IEEE

Wireless Commun., 18(5), 2011.

Sujesha Sudevalayam and Purushottam Kulkarni. Energy harvesting sensor
nodes: Survey and implications. IEEE Commun. Surveys Tuts., 13(3):443—
461, 2011.

Kaibin Huang and Vincent KN Lau. Enabling wireless power transfer in
cellular networks: Architecture, modeling and deployment. IEEE Trans.

Wireless Commun., 13(2):902-912, 2014.

Rui Zhang and Chin Keong Ho. Mimo broadcasting for simultaneous wireless
information and power transfer. IEEE Trans. Wireless Commun., 12(5):1989—

2001, 2013.

Suzhi Bi, Yong Zeng, and Rui Zhang. Wireless powered communication

networks: An overview. IEEE Wireless Commun., 23(2):10-18, 2016.

176



19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

Nan Yang, Lifeng Wang, Giovanni Geraci, Maged Elkashlan, Jinhong Yuan,
and Marco Di Renzo. Safeguarding 5g wireless communication networks

using physical layer security. IEEE Commun. Mag., 53(4):20-27, 2015.

Claude E Shannon. Communication theory of secrecy systems. Bell Labs

Tech. J., 28(4):656-715, 1949.

A. D. Wyner. The Wire-Tap Channel. Bell System Technical Journal, 54(8):
1355-1387, 1975. ISSN 15387305. doi: 10.1002/j.1538-7305.1975.tb02040.

X.

Derrick Wing Kwan Ng, Ernest S Lo, and Robert Schober. Robust
beamforming for secure communication in systems with wireless information

and power transfer. IEEE Trans. Wireless Commun., 13(8):4599-4615, 2014.

Zhiguo Ding, Caijun Zhong, Derrick Wing Kwan Ng, Mugen Peng, Himal A
Suraweera, Robert Schober, and H Vincent Poor. Application of smart antenna
technologies in simultaneous wireless information and power transfer. /EEE

Commun. Mag., 53(4):86-93, 2015.

Zhu Han, Dusit Niyato, Walid Saad, Tamer Basar, and Are Hjgrungnes.
Game theory in wireless and communication networks: theory, models, and

applications. Cambridge University Press, 2012.

Kenichi Higuchi and Anass Benjebbour. Non-orthogonal multiple access
(noma) with successive interference cancellation for future radio access.

IEICE Trans. Commun., 98(3):403-414, 2015.

Beomju Kim, Sungmook Lim, Hyungjong Kim, Sangwook Suh, Jonghyung
Kwun, Sooyong Choi, Chungyong Lee, Sanghoon Lee, and Daesik Hong.
Non-orthogonal multiple access in a downlink multiuser beamforming system.
In Military Communications Conference, MILCOM 2013-2013 IEEE, pages
1278-1283. IEEE, 2013.

Ruijin Sun, Ying Wang, Xinshui Wang, and Yuan Zhang. Transceiver design
for cooperative non-orthogonal multiple access systems with wireless energy

transfer. IET Commun., 10(15):1947-1955, 2016.

Yuanwei Liu, Zhiguo Ding, Maged Elkashlan, and H Vincent Poor.

Cooperative non-orthogonal multiple access with simultaneous wireless

177



29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

information and power transfer. IEEE J. Sel. Areas Commun., 34(4):938—
953, 2016.

Mateen Ashraf, Adnan Shahid, Ju Wook Jang, and Kyung-Geun Lee. Energy
harvesting non-orthogonal multiple access system with multi-antenna relay

and base station. /IEEE Access, 5:17660-17670, 2017.

Yiqing Li, Miao Jiang, Qi Zhang, Quanzhong Li, and Jiayin Qin. Secure
beamforming in downlink miso non-orthogonal multiple access systems.

IEEE Trans. Veh. Technol., 2017.

M Kaosar and X Yi. Wireless technologies: Concepts, methodologies, tools

and applications, 2012.

Hongjiang Lei, Jianming Zhang, Ki-Hong Park, Peng Xu, Imran Shafique
Ansari, Gaofeng Pan, Basel Alomair, and Mohamed-Slim Alouini. On secure
noma systems with transmit antenna selection schemes. IEEE Access, 5:

17450-17464, 2017.

Yi Zhang, Hui-Ming Wang, Qian Yang, and Zhiguo Ding. Secrecy sum rate
maximization in non-orthogonal multiple access. IEEE Commun. Lett., 20

(5):930-933, 2016.

Zhijin Qin, Yuanwei Liu, Zhiguo Ding, Yue Gao, and Maged Elkashlan.
Physical layer security for 5g non-orthogonal multiple access in large-scale

networks. In IEEE Int. Conf. on Commu. (ICC), pages 1-6, 2016.

Yuanwei Liu, Zhijin Qin, Maged Elkashlan, Yue Gao, and Lajos Hanzo.
Enhancing the physical layer security of non-orthogonal multiple access in
large-scale networks. IEEE Trans. Wireless Commun., 16(3):1656-1672,
2017.

Zheng Chu, Huan X Nguyen, and Giuseppe Caire. Game theory-based
resource allocation for secure wpcn multiantenna multicasting systems. /EEE

Trans. Inf. Forensics Security, 13(4):926-939, 2018.

Xiao Tang, Pinyi Ren, and Zhu Han. Power-efficient secure transmission
against full-duplex active eavesdropper: A game-theoretic framework. IEEE

Access, 5:24632-24645, 2017.

Zheng Chu, Huan X Nguyen, Tuan Anh Le, Mehmet Karamanoglu, Enver

178



39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

Ever, and Adnan Yazici. Secure wireless powered and cooperative jamming
d2d communications. [EEE Transactions on Green Communications and

Networking, 2(1):1-13, 2018.

Kun Wang, Li Yuan, Toshiaki Miyazaki, Deze Zeng, Song Guo, and Yanfei
Sun. Strategic antieavesdropping game for physical layer security in wireless

cooperative networks. IEEE Trans. Veh. Technol., 66(10):9448-9457, 2017.

David Tse and Pramod Viswanath. Fundamentals of wireless communication.

Cambridge university press, 2005.

A Li, A Harada, and H Kayama. Investigation on low complexity power
assignment method and performance gain of non-orthogonal multiple access

systems. IEICE trans. Fundamentals, 97(1), 2014.

Hanan Weingarten, Yossef Steinberg, and Shlomo Shitz Shamai. The capacity
region of the gaussian multiple-input multiple-output broadcast channel. I[EEE

Trans Inf Theory, 52(9):3936-3964, 2006.

Hongxiang Li and Hui Liu. An analysis of uplink ofdma optimality. /[EEE
Trans. Wireless Commun., 6(8), 2007.

Stelios Timotheou and Ioannis Krikidis. Fairness for non-orthogonal multiple

access in 5g systems. IEEE Signal Process. Lett., 22(10):1647-1651, 2015.

Zhiguo Ding, Pingzhi Fan, and H Vincent Poor. Impact of user pairing on
5g nonorthogonal multiple-access downlink transmissions. /IEEE Trans. Veh.

Technol., 65(8):6010-6023, 2016.

Zhiguo Ding, Fumiyuki Adachi, and H Vincent Poor. Performance of
mimo-noma downlink transmissions. In Global Communications Conference

(GLOBECOM), 2015 IEEE, pages 1-6. IEEE, 2015.

Jingjing Cui, Zhiguo Ding, and Pingzhi Fan. A novel power allocation scheme
under outage constraints in noma systems. IEEE Signal Process. Lett., 23(9):

1226-1230, 2016.

Chin-Liang Wang, Jyun-Yu Chen, and Yi-Jhen Chen. Power allocation for a
downlink non-orthogonal multiple access system. IEEE Wireless Commun

Lett, 5(5):532-535, 2016.

Marie-Rita Hojeij, Charbel Abdel Nour, Joumana Farah, and Catherine

179



50.

51.

52.

53.

54.

55.

56.

57.

58.

Douillard. Waterfilling-based proportional fairness scheduler for downlink
non-orthogonal multiple access. IEEE Wireless Commun. Lett., 6(2):230—
233, 2017.

Yaru Fu, Lou Salaiin, Chi Wan Sung, Chung Shue Chen, and Marceau
Coupechoux. Double iterative waterfilling for sum rate maximization
in multicarrier noma systems. In [EEE International Conference on

Communications (ICC), pages 1-6. IEEE, 2017.

Ekram Hossain, Mehdi Rasti, Hina Tabassum, and Amr Abdelnasser.
Evolution toward 5g multi-tier cellular wireless networks: An interference

management perspective. IEEE Wireless Commun., 21(3):118-127, 2014.

Kostas Pentikousis. In search of energy-efficient mobile networking. IEEE

Commun. Mag., 48(1), 2010.

Vinod Sharma, Utpal Mukherji, Vinay Joseph, and Shrey Gupta. Optimal
energy management policies for energy harvesting sensor nodes. IEEE Trans.

Wireless Commun., 9(4), 2010.

Fei Zhang, Steven A Hackworth, Xiaoyu Liu, Haiyan Chen, Robert J
Sclabassi, and Mingui Sun. Wireless energy transfer platform for medical
sensors and implantable devices. In Proc. IEEE Annu. Int. Conf. of the
Engineering in Medicine and Biology Society, (EMBC 2009), pages 1045—
1048, 2009.

Pulkit Grover and Anant Sahai. Shannon meets tesla: Wireless information
and power transfer. In Information Theory Proceedings (ISIT), 2010 IEEE
International Symposium on, pages 2363-2367. IEEE, 2010.

Suzhi Bi, Chin Keong Ho, and Rui Zhang. Wireless powered communication:

Opportunities and challenges. IEEE Commun. Mag., 53(4):117-125, 2015.

Rui Wang and D Richard Brown. Throughput maximization in wireless
powered communication networks with energy saving. In Proc. IEEE 48th

Asilomar Conf. on Signals, Systems and Computers, pages 516-520, 2014.

Lav R Varshney. Transporting information and energy simultaneously. In
Information Theory, 2008. ISIT 2008. IEEE International Symposium on,
pages 1612—-1616. IEEE, 2008.

180



59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

Xun Zhou, Rui Zhang, and Chin Keong Ho. Wireless information and power
transfer: Architecture design and rate-energy tradeoff. IEEE Trans. Commun.,

61(11):4754-4767, 2013.

Hyungsik Ju and Rui Zhang. A novel mode switching scheme utilizing random
beamforming for opportunistic energy harvesting. [EEE Trans. Wireless

Commun., 13(4):2150-2162, 2014.

Chao Shen, Wei-Chiang Li, and Tsung-Hui Chang. Wireless information and
energy transfer in multi-antenna interference channel. /IEEE Transactions on

Signal Processing, 62(23):6249-6264, 2014.

William C Brown. The history of power transmission by radio waves. IEEE

Trans Microwave Theory Tech, 32(9):1230-1242, 1984.

Triet Le, Karti Mayaram, and Terri Fiez. Efficient far-field radio frequency
energy harvesting for passively powered sensor networks. IEEE J. Solid-State

Circuits, 43(5):1287-1302, 2008.

Stelios Timotheou, loannis Krikidis, Gan Zheng, and Bjorn Ofttersten.
Beamforming for miso interference channels with qos and rf energy transfer.

IEEE Trans. Wireless Commun., 13(5):2646-2658, 2014.

Satashu Goel and Rohit Negi. Guaranteeing secrecy using artificial noise.

IEEE Trans Wireless Commun, 7(6), 2008.

Galina Kravtsova, Yuri Karpitski, Daeyoung Park, and JooHyun Yi.
Efficiency of transmission techniques in multiple-input single-output (miso)
communication system. In IEEE 66th VTC-2007 Conf., pages 432—436. IEEE,
2007.

Yuanming Shi, Jun Zhang, and Khaled B Letaief. Csi overhead reduction
with stochastic beamforming for cloud radio access networks. In IEEE Int.

Conf. on Commu. (ICC),, pages 5154-5159. IEEE, 2014.

Jan Mietzner, Robert Schober, Lutz Lampe, Wolfgang H Gerstacker, and
Peter A Hoeher. Multiple-antenna techniques for wireless communications-a

comprehensive literature survey. IEEE Commun Surveys Tuts, 11(2), 2009.

Cong Xiong, Xin Zhang, Kai Wu, and Dacheng Yang. An efficient parallel

algorithm with partial decision feedback for near-optimal mimo detection. In

181



70.

71.

72.

73.

74.

75.

76.

7.

78.

79.

Glob. Telecommu. Conf. GLOBECOM, pages 1-5. IEEE, 2009.

Vikram Chandrasekhar, Marios Kountouris, and Jeffrey G Andrews. Coverage
in multi-antenna two-tier networks. IEEE Trans. Wireless Commun., 8(10),

2009.

Thomas Kaiser, André Bourdoux, Markus Rupp, and Ulrich Heute.
Implementation aspects and testbeds for mimo systems. EURASIP Journal

on Advances in Signal Processing, 2006(1):1-3, 2006.

Barry D Van Veen and Kevin M Buckley. Beamforming: A versatile approach
to spatial filtering. IEEE ASSP Mag, 5(2):4-24, 1988.

Jens Jelitto and Gerhard Fettweis. Reduced dimension space-time processing
for multi-antenna wireless systems. IEEE Wireless Commun., 9(6):18-25,

2002.

Hamid Krim and Mats Viberg. Two decades of array signal processing
research: the parametric approach. IEEE Signal Process Mag, 13(4):67-94,
1996.

Y-W Peter Hong, Pang-Chang Lan, and C-C Jay Kuo. Enhancing physical-
layer secrecy in multiantenna wireless systems: An overview of signal

processing approaches. IEEE Signal Process. Mag., 30(5):29-40, 2013.

Xiaoming Chen, Derrick Wing Kwan Ng, Wolfgang Gerstacker, and Hsiao-
Hwa Chen. A survey on multiple-antenna techniques for physical layer

security. IEEE Commun. Surveys Tuts., 2017.

Qingjiang Shi, Liang Liu, Weigiang Xu, and Rui Zhang. Joint transmit
beamforming and receive power splitting for miso swipt systems. IEEE Trans.

Wireless Commun., 13(6):3269-3280, 2014.

Qingjiang Shi, Cheng Peng, Weigiang Xu, and Yongchao Wang. Joint
transceiver design for miso swipt interference channel. In Proc. IEEE Int.
Conf. on Acoustics, Speech and Signal Processing (ICASSP), pages 4753—
4757, 2014.

Qingjiang Shi, Weigiang Xu, Tsung-Hui Chang, Yongchao Wang, and Enbin
Song. Joint beamforming and power splitting for miso interference channel

with swipt: An socp relaxation and decentralized algorithm. IEEE Trans.

182



80.

81.

82.

83.

84.

85.

86.

87.

88.

Signal Process., 62(23):6194-6208, 2014.

Muhammad RA Khandaker and Kai-Kit Wong. Swipt in miso multicasting
systems. IEEE Wireless Commun. Lett., 3(3):277-280, 2014.

Zhengyu Zhu, Zhongyong Wang, Kyoung-Jae Lee, Zheng Chu, and Inkyu Lee.
Robust transceiver designs in multiuser miso broadcasting with simultaneous
wireless information and power transmission. J. Commun. Networks, 18(2):

173-181, 2016.

Jialing Liao, Muhammad RA Khandaker, and Kai-Kit Wong. Robust power-
splitting swipt beamforming for broadcast channels. IEEE Commun. Lett., 20
(1):181-184, 2016.

Wei Yu and Tian Lan. Transmitter optimization for the multi-antenna
downlink with per-antenna power constraints. /[EEE Trans. Signal Process.,

55(6):2646-2660, 2007.

Stelios Timotheou, Gan Zheng, Christos Masouros, and loannis Krikidis.
Exploiting constructive interference for simultaneous wireless information
and power transfer in multiuser downlink systems. I[EEE J. Sel. Areas

Commun., 34(5):1772-1784, 2016.

Tao Peng, Feng Wang, Yongwei Huang, and Xin Wang. Robust transceiver
optimization for miso swipt interference channel: A decentralized approach.
In Proc. IEEE 83rd Vehicular Technology Conf. (VIC Spring), pages 1-3,
2016.

Qingjiang Shi, Cheng Peng, Weigiang Xu, Mingyi Hong, and Yunlong Cai.
Energy efficiency optimization for miso swipt systems with zero-forcing

beamforming. IEEE Trans. Signal Process., 64(4):842-854, 2016.

Quang-Doanh Vu, Le-Nam Tran, Ronan Farrell, and Een-Kee Hong. An
efficiency maximization design for swipt. IEEE Signal. Proc. Let., 22(12):
2189-2193, 2015.

Min Sheng, Liang Wang, Xijun Wang, Yan Zhang, Chao Xu, and Jiandong
Li. Energy efficient beamforming in miso heterogeneous cellular networks
with wireless information and power transfer. /IEEE J. Sel. Areas Commun.,

34(4):954-968, 2016.

183



89.

90.

91.

92.

93.

94.

95.

96.

97.

Xiaoming Chen, Xiumin Wang, and Xianfu Chen. Energy-efficient
optimization for wireless information and power transfer in large-scale mimo
systems employing energy beamforming. IEEE Wireless Commun. Lett., 2

(6):667-670, 2013.

Shixin Luo, Jie Xu, Teng Joon Lim, and Rui Zhang. Capacity region of miso
broadcast channel for simultaneous wireless information and power transfer.

IEEE Trans. Commun., 63(10):3856-3868, 2015.

Chengwen Xing, Niwei Wang, Jiging Ni, Zesong Fei, and Jingming
Kuang. Mimo beamforming designs with partial csi under energy harvesting

constraints. IEEE Signal. Proc. Let., 20(4):363-366, 2013.

Wenzhu Huang, He Chen, Yonghui Li, and Branka Vucetic. On the
performance of multi-antenna wireless-powered communications with energy

beamforming. IEEE Trans. Veh. Technol., 65(3):1801-1808, 2016.

Caijun Zhong, Xiaoming Chen, Zhaoyang Zhang, and George K
Karagiannidis. Wireless-powered communications: Performance analysis

and optimization. IEEE Trans. Commun., 63(12):5178-5190, 2015.

Sissi Xiaoxiao Wu, Qiang Li, Wing-Kin Ma, and Anthony Man-Cho So.
Robust transmit designs for an energy harvesting multicast system. In Proc.
IEEE Int. Conf. on Acoustics, Speech and Signal Processing (ICASSP), pages
4748-4752,2014.

Pulkit Grover and Anant Sahai. Shannon meets tesla: Wireless information
and power transfer. In Information Theory Proceedings (ISIT), 2010 IEEE
International Symposium on, pages 2363-2367. IEEE, 2010.

Yuya Saito, Anass Benjebbour, Yoshihisa Kishiyama, and Takehiro
Nakamura. System-level performance evaluation of downlink non-orthogonal
multiple access (noma). In IEEE 24th International Symposium on Personal
Indoor and Mobile Radio Communications (PIMRC), pages 611-615. IEEE,
2013.

Jinho Choi. Minimum power multicast beamforming with superposition
coding for multiresolution broadcast and application to noma systems. /[EEE

Trans. Commun., 63(3):791-800, 2015.

184



98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

Yuanwei Liu, Maged Elkashlan, Zhiguo Ding, and George K Karagiannidis.
Fairness of user clustering in mimo non-orthogonal multiple access systems.

IEEE Commun. Lett., 20(7):1465-1468, 2016.

Nhu Tri Do, Daniel Benevides Da Costa, Trung Q Duong, and Beongku An.
A bnbf user selection scheme for noma-based cooperative relaying systems

with swipt. IEEE Commun. Lett., 21(3):664—667, 2017.

Panagiotis D Diamantoulakis, Koralia N Pappi, Zhiguo Ding, and George K
Karagiannidis. =~ Wireless-powered communications with non-orthogonal

multiple access. IEEE Trans. Wireless Commun., 15(12):8422—-8436, 2016.

Zhiguo Ding, Fumiyuki Adachi, and H Vincent Poor. The application of
mimo to non-orthogonal multiple access. IEEE Trans. Wireless Commun., 15

(1):537-552, 2016.

Zheng Yang, Zhiguo Ding, Pingzhi Fan, and Naofal Al-Dhahir. The impact
of power allocation on cooperative non-orthogonal multiple access networks

with swipt. IEEE Transactions on Wireless Communications, 2017.

Zhengquan Zhang, Zheng Ma, Ming Xiao, Zhiguo Ding, and Pingzhi
Fan. Full-duplex device-to-device-aided cooperative nonorthogonal multiple

access. IEEE Trans. Veh. Technol., 66(5):4467-4471, 2017.

Xinwei Yue, Yuanwei Liu, Shaoli Kang, Arumugam Nallanathan, and Zhiguo
Ding. Exploiting full/half-duplex user relaying in noma systems. IEEE Trans.
Commun., 2017.

Caijun Zhong and Zhaoyang Zhang. Non-orthogonal multiple access with
cooperative full-duplex relaying. IEEE Commun. Lett., 20(12):2478-2481,
2016.

Jungho So and Youngchul Sung. Improving non-orthogonal multiple access
by forming relaying broadcast channels. IEEE Commun. Lett., 20(9):1816—
1819, 2016.

Zahra Mobini, Mohammadali Mohammadi, Himal A Suraweera, and Zhiguo
Ding. Full-duplex multi-antenna relay assisted cooperative non-orthogonal
multiple access. In IEEE Global Communications Conference (GLOBECOM
2017), pages 1-7. IEEE, 2017.

185



108.

109.

110.

111.

112.

113.

114.

115.

116.

Mohammadali Mohammadi, Batu K Chalise, Azar Hakimi, Himal A
Suraweera, and Zhiguo Ding. Joint beamforming design and power
allocation for full-duplex noma cognitive relay systems. In /IEEE Global

Communications Conference (GLOBECOM 2017), pages 1-6. IEEE, 2017.

Yan Sun, Derrick Wing Kwan Ng, Zhiguo Ding, and Robert Schober.
Optimal joint power and subcarrier allocation for full-duplex multicarrier
non-orthogonal multiple access systems. IEEE Trans. Commun., 65(3):1077—

1091, 2017.

Zhengyu Zhu, Zheng Chu, Zhongyong Wang, and Inkyu Lee. Joint
optimization of AN-aided beamforming and power splitting designs for MISO
secrecy channel with SWIPT. Proc. IEEE Int. Conf. on Communications,
(ICC), 2016. doi: 10.1109/ICC.2016.7511558.

Jun Xiong, Kai-Kit Wong, Dongtang Ma, and Jibo Wei. A closed-form
power allocation for minimizing secrecy outage probability for miso wiretap
channels via masked beamforming. IEEE Commun. Lett., 16(9):1496-1499,
2012.

Maogiang Yang, Daoxing Guo, Yuzhen Huang, Trung Q Duong, and
Bangning Zhang. Physical layer security with threshold-based multiuser
scheduling in multi-antenna wireless networks. [IEEE Trans. Commun., 64

(12):5189-5202, 2016.

Na Li, Xiaofeng Tao, Huici Wu, Jin Xu, and Qimei Cui. Large-system analysis
of artificial-noise-assisted communication in the multiuser downlink: Ergodic
secrecy sum rate and optimal power allocation. IEEE Trans. Veh. Technol.,

65(9):7036-7050, 2016.

Yan Huo, Yuqi Tian, Liran Ma, Xiuzhen Cheng, and Tao Jing. Jamming
strategies for physical layer security. IEEE Wireless Commun., 2017.

Pin-Hsun Lin, Szu-Hsiang Lai, Shih-Chun Lin, and Hsuan-Jung Su. On
secrecy rate of the generalized artificial-noise assisted secure beamforming

for wiretap channels. IEEE J. Sel. Areas Commun., 31(9):1728-1740, 2013.

Wanchun Liu, Xiangyun Zhou, Salman Durrani, and Petar Popovski. Secure

communication with a wireless-powered friendly jammer. [EEE Trans.

186



117.

118.

119.

120.

121.

122.

123.

124.

125.

Wireless Commun., 15(1):401-415, 2016.

Wei-Cheng Liao, Tsung-Hui Chang, Wing-Kin Ma, and Chong-Yung Chi.
Joint transmit beamforming and artificial noise design for qos discrimination
inwireless downlink. In IEEE International Conference on Acoustics Speech

and Signal Processing (ICASSP), pages 2562-2565. IEEE, 2010.

Chin-Liang Wang, Ting-Nan Cho, and Feng Liu. Power allocation and jammer
selection of a cooperative jamming strategy for physical-layer security. In
IEEE 79th Vehicular Technology Conference (VTC Spring), pages 1-5. IEEE,
2014.

Wanchun Liu, Dawei Tan, and Guanghan Xu. Low complexity power
allocation and joint relay-jammer selection in cooperative jamming df relay
wireless secure networks. In IEEE International Conference on Anti-

Counterfeiting, Security and Ildentification (ASID), pages 1-5. IEEE, 2013.

Chao Wang, Hui-Ming Wang, Xiang-Gen Xia, and Chaowen Liu.
Uncoordinated jammer selection for securing simome wiretap channels: A
stochastic geometry approach. IEEE Trans. Wireless Commun., 14(5):2596—
2612, 2015.

Benjamin Friedlander and Boaz Porat. Performance analysis of a null-steering
algorithm based on direction-of-arrival estimation. IEEE Trans. Acoust.,

Speech, Signal Process., 37(4):461-466, 1989.

Lun Dong, Zhu Han, Athina P Petropulu, and H Vincent Poor. Improving
wireless physical layer security via cooperating relays. IEEE Trans Signal

Process, 58(3):1875-1888, 2010.

Hong Xing, Kai-Kit Wong, Zheng Chu, and Arumugam Nallanathan. To
harvest and jam: A paradigm of self-sustaining friendly jammers for secure

af relaying. IEEE Trans. Signal Process., 63(24):6616-6631, 2015.

Hong Xing, Kai-Kit Wong, Arumugam Nallanathan, and Rui Zhang. Wireless
powered cooperative jamming for secrecy multi-af relaying networks. IEEE

Trans. Wireless Commun., 15(12):7971-7984, 2016.

Hong Xing, Kai-Kit Wong, Zheng Chu, and Arumugam Nallanathan. To

harvest and jam: A paradigm of self-sustaining friendly jammers for secure

187



126.

127.

128.

129.

130.

131.

132.

133.

134.

af relaying. IEEE Trans Signal Process, 63(24):6616-6631, 2015.

Liang Yang, Guangchi Zhang, Xueyi Li, Guangping Li, and Miao Cui. Signal
and artificial noise beamforming for secure simultaneous wireless information
and power transfer multiple-input multiple-output relaying systems. IET
Commun., 10(7):796-804, 2016. ISSN 1751-8628. doi: 10.1049/iet-com.
2015.0482.

Wei-Cheng Liao, Tsung-Hui Chang, Wing-Kin Ma, and Chong-Yung Chi.
Qos-based transmit beamforming in the presence of eavesdroppers: An
optimized artificial-noise-aided approach. IEEE Trans. Signal Process., 59

(3):1202-1216, 2011.

Jiawen Kang, Rong Yu, Sabita Maharjan, Yan Zhang, Xumin Huang, Shengli
Xie, Hanna Bogucka, and Stein Gjessing. Toward secure energy harvesting

cooperative networks. IEEE Commun. Mag., 53(8):114-121, 2015.

Liang Liu, Rui Zhang, and Kee-Chaing Chua. Secrecy wireless information
and power transfer with miso beamforming. IEEE Trans. Signal Process., 62

(7):5402-5407, April 2014.

Zheng Chu, Zhengyu Zhu, Martin Johnston, and Stéphane Y Le Goff.
Simultaneous wireless information power transfer for miso secrecy channel.

IEEE Trans. Veh. Technol., 65(9):6913-6925, 2016.

Ali Arshad Nasir, Hoang Duong Tuan, Trung Q Duong, and H Vincent Poor.
Secrecy rate beamforming for multicell networks with information and energy

harvesting. IEEE Trans. Signal Process., 65(3):677-689, 2017.

Tuan Anh Le, Huan X Nguyen, Quoc-Tuan Vien, and Mehmet Karamanoglu.
Secure information transmission and power transfer in cellular networks. IEEE

Commun. Lett., 19(9):1532-1535, 2015.

Bin Zhu, Jianhua Ge, Yunxia Huang, Ye Yang, and Meilu Lin. Rank-two
beamformed secure multicasting for wireless information and power transfer.

IEEE Signal. Proc. Let., 21(2):199-203, 2014.

Derrick Wing Kwan Ng, Robert Schober, and Hussein Alnuweiri. Secure
layered transmission in multicast systems with wireless information and power

transfer. In Proc. IEEE Int. Conf. on Communications (ICC), pages 5389—

188



135.

136.

137.

138.

139.

140.

141.

142.

143.

144.

5395, 2014.

Zhengyu Zhu, Zheng Chu, Zhongyong Wang, and Inkyu Lee. Outage
constrained robust beamforming for secure broadcasting systems with energy

harvesting. IEEE Trans. Wireless Commun., 15(11):7610-7620, 2016.

Haiyang Zhang, Chunguo Li, Yongming Huang, and Luxi Yang. Secure
beamforming for swipt in multiuser miso broadcast channel with confidential

messages. [EEE Commun. Lett., 19(8):1347-1350, 2015.

Haiyang Zhang, Chunguo Li, Yongming Huang, and Luxi Yang. Simultaneous
wireless information and power transfer in a miso broadcast channel with
confidential messages. In Proc. IEEE Global Communications Conf.

(GLOBECOM), pages 1-6, 2015.

Muhammad RA Khandaker and Kai-Kit Wong. Robust secrecy beamforming
with energy-harvesting eavesdroppers. IEEE Wireless Commun. Lett., 4(1):
10-13, 2015.

Xiaoming Chen and Lei Lei. Energy-efficient optimization for physical layer
security in multi-antenna downlink networks with qos guarantee. [EEE

Commun. Lett., 17(4):637-640, 2013.

Muhammad RA Khandaker, Kai-Kit Wong, Yangyang Zhang, and Zhongbin
Zheng. Probabilistically robust swipt for secrecy misome systems. [EEE

Trans. Inf. Forensics Secur., 12(1):211-226, 2017.

Lu Lv, Zhiguo Ding, Qiang Ni, and Jian Chen. Secure miso-noma

transmission with artificial noise. IEEE Trans. Veh. Technol., 2018.

Seongah Jeong, Keonkook Lee, Heon Huh, and Joonhyuk Kang. Secure
transmission in downlink cellular network with a cooperative jammer. /EEE

Wireless Commun. Lett., 2(4):463-466, 2013.

Hao Wei, Dongming Wang, Xiaoyun Hou, Yan Zhu, and Jun Zhu. Secrecy
analysis for massive mimo systems with internal eavesdroppers. In IEEE 82nd

Vehicular Technology Conference (VTC Fall), pages 1-5. IEEE, 2015.

Qiangian Zhang, Yuanyuan Gao, Guozhen Zang, Yuyang Zhang, and Nan Sha.
Physical layer security for cooperative communication system with untrusted

relay based on jamming signals. In International Conference on Wireless

189



145.

146.

147.

148.

149.

150.

151.

152.

153.

154.

155.

156.

Communications & Signal Processing (WCSP), pages 1-4. IEEE, 2015.

Claude E Shannon. Communication theory of secrecy systems. Bell Labs

Tech. J., 28(4):656-715, 1949.

Drew Fudenberg and Jean Tirole. Game theory. Cambridge, MA, page 86,
1991.

John F Nash et al. Equilibrium points in n-person games. Proceedings of the

national academy of sciences, 36(1):48-49, 1950.

Tamer Basar and Geert Jan Olsder. Dynamic noncooperative game theory,

volume 23. Siam, 1999.

Zhenggiang Wang, Lingge Jiang, and Chen He. Optimal price-based
power control algorithm in cognitive radio networks. IEEE Trans. Wireless

Commun., 13(11):5909-5920, 2014.

Erik G Larsson and Eduard A Jorswieck. Competition versus cooperation on

the miso interference channel. /IEEE J Sel Areas Commun, 26(7), 2008.

Xin Kang, Rui Zhang, and Mehul Motani. Price-based resource allocation for
spectrum-sharing femtocell networks: A stackelberg game approach. IEEE J

Sel Areas Commun, 30(3):538-549, 2012.

Zhu Han, Zhu Ji, and KJ Ray Liu. Non-cooperative resource competition
game by virtual referee in multi-cell ofdma networks. IEEE J. Sel. Areas

Commun., 25(6), 2007.

Yuanshuang Wang, Xia Wang, and Lei Wang. Low-complexity stackelberg
game approach for energy-efficient resource allocation in heterogeneous

networks. IEEE Commun. Lett., 18(11):2011-2014, 2014.

Maria Canales, Jose Ramon Gallego, et al. Game theoretic approach for
end-to-end resource allocation in multihop cognitive radio networks. IEEE

Commun. Lett., 16(5):654-657, 2012.

Zhu Han and KJ Ray Liu. Noncooperative power-control game and throughput
game over wireless networks. IEEE Trans. Commun., 53(10):1625-1629,
2005.

Xiannuan Liang and Yang Xiao. Game theory for network security. IEEE

190



157.

158.

159.

160.

161.

162.

163.

164.

165.

Commun. Surveys Tuts., 15(1):472—-486, 2013.

Ali Al-Talabani, Yansha Deng, Arumugam Nallanathan, and Huan X Nguyen.
Enhancing secrecy rate in cognitive radio networks via multilevel stackelberg

game. I[EEE Commun. Lett., 20(6):1112-1115, 2016.

Zhu Han, Ninoslav Marina, Mérouane Debbah, and Are Hjgrungnes. Physical
layer security game: interaction between source, eavesdropper, and friendly
jammer. EURASIP Journal on Wireless Communications and Networking,

2009(1):452907, 2010.

Akshay Kashyap, Tamer Basar, and R Srikant. Correlated jamming on mimo

gaussian fading channels. IEEE Trans. Inf. Theory, 50(9):2119-2123, 2004.

Eitan Altman, Konstantin Avrachenkov, and Andrey Garnaev. Jamming in
wireless networks: The case of several jammers. In International Conference

on Game Theory for Networks, GameNets’ 09., pages 585-592. IEEE, 2009.

Rongqing Zhang, Lingyang Song, Zhu Han, and Bingli Jiao. Physical layer
security for two-way untrusted relaying with friendly jammers. IEEE Trans.

Veh. Technol., 61(8):3693-3704, 2012.

Zheng Chu, Huan X Nguyen, Tuan Anh Le, Mehmet Karamanoglu, Duc To,
Enver Ever, Fadi Al-Turjman, and Adnan Yazici. Game theory based secure
wireless powered d2d communications with cooperative jamming. In Wireless

Days, 2017, pages 95-98. IEEE, 2017.

Wenjun Xu, Xue Li, Chia-Han Lee, Miao Pan, and Zhiyong Feng. Joint
sensing duration adaptation, user matching, and power allocation for cognitive
ofdm-noma systems. [EEE Trans. Wireless Commun., 17(2):1269-1282,
2018.

Chongyang Li, Qi Zhang, Quanzhong Li, and Jiayin Qin. Price-based
power allocation for non-orthogonal multiple access systems. IEEE Wireless

Commun. Lett., 5(6):664-667, 2016.

Kang Kang, Zhenni Pan, Jiang Liu, and Shigeru Shimamoto. A game theory
based power control algorithm for future mtc noma networks. In /4th IEEE

Annual Consumer Communications & Networking Conference (CCNC), pages
203-208. IEEE, 2017.

191



166.

167.

168.

169.

170.

171.

172.

173.

174.

175.

Zhenggiang Wang, Chenchen Wen, Zifu Fan, and Xiaoyu Wan. A novel
price-based power allocation algorithm in non-orthogonal multiple access

networks. IEEE Wireless Commun. Lett., 7(2):230-233, 2018.

Gongliang Liu, Ruisong Wang, Haijun Zhang, Wenjing Kang, Theodoros A
Tsiftsis, and Victor CM Leung. Super-modular game-based user scheduling
and power allocation for energy-efficient noma network. /IEEE Trans. Wireless

Commun., 17(6):3877-3888, 2018.

Zhengyu Song, Qiang Ni, and Xin Sun. Distributed power allocation for
nonorthogonal multiple access heterogeneous networks. IEEE Commun. Lett.,

22(3):622-625, 2018.

Priyabrata Parida and Suvra Sekhar Das. Power allocation in ofdm based
noma systems: A dc programming approach. In Globecom Workshops (GC

Wkshps), pages 1026-1031. IEEE, 2014.

H. A. David and H. N. Nagaraja, Order Statistics, 3rd ed. New York, NY, USA:
Wiley, 2003.

M. Haenggi, J. G. Andrews, F. Baccelli, O. Dousse, and M. Franceschetti.
Stochastic Geometry and Random Graphs for the Analysis and Design of
Wireless Networks. IEEE journal on selected areas in Communications, vol.

27, no. 7, September 2009.

Francois Baccelli, Bartlomiej Blaszczyszyn, and Paul Muhlethaler. An aloha
protocol for multihop mobile wireless networks. IEEE Trans. Inf. Theory, 52
(2):421-436, 2006.

Matthieu Bloch, Jodo Barros, Miguel RD Rodrigues, and Steven W
McLaughlin. Wireless information-theoretic security. [EEE Trans. Inf.

Theory, 54(6):2515-2534, 2008.

Gerhard Wunder, Peter Jung, Martin Kasparick, Thorsten Wild, Frank
Schaich, Yejian Chen, Stephan Ten Brink, Ivan Gaspar, Nicola Michailow,
Andreas Festag, et al. 5gnow: non-orthogonal, asynchronous waveforms for

future mobile applications. IEEE Commun. Mag., 52(2):97-105, 2014.

Thomas Cover. Broadcast channels. IEEE Trans. Inf. Theory, 18(1):2-14,
1972.

192



176.

177.

178.

179.

180.

181.

182.

183.

184.

185.

186.

187.

Melissa Duarte, Chris Dick, and Ashutosh Sabharwal. Experiment-driven
characterization of full-duplex wireless systems. [EEE Trans. Wireless

Commun., 11(12):4296-4307, 2012.

Taneli Riihonen, Stefan Werner, and Risto Wichman. Mitigation of loopback
self-interference in full-duplex mimo relays. /IEEE Trans. Signal Process., 59

(12):5983-5993, 2011.

Hien Quoc Ngo, Himal A Suraweera, Michail Matthaiou, and Erik G Larsson.
Multipair full-duplex relaying with massive arrays and linear processing. IEEE

J. Sel. Areas Commun., 32(9):1721-1737, 2014.
Thomas H Cormen. Introduction to algorithms. MIT press, 2009.

Thomas Lipp and Stephen Boyd. Variations and extension of the convex—

concave procedure. Optimization and Engineering, 17(2):263-287, 2016.

Stephen Boyd and Lieven Vandenberghe. Convex optimization. Cambridge

university press, 2004.

Steven Weber, Jeffrey G Andrews, and Nihar Jindal. The effect of fading,
channel inversion, and threshold scheduling on ad hoc networks. IEEE Trans.

Inf. Theory, 53(11):4127-4149, 2007.

Zheng Yang, Zhiguo Ding, Yi Wu, and Pingzhi Fan. Novel relay selection
strategies for cooperative noma. IEEE Trans. Veh. Technol., 66(11):10114—
10123, 2017.

Carlos A Coelho. The generalized integer gamma distribution-a basis for
distributions in multivariate statistics. Journal of Multivariate Analysis, 64

(1):86-102, 1998.

Keyvan Zarifi, Sofiene Affes, and Ali Ghrayeb. Collaborative null-steering
beamforming for uniformly distributed wireless sensor networks. /IEEE Trans.

Signal Process., 58(3):1889—-1903, 2010.

Gaofeng Pan, Hongjiang Lei, Yi Yuan, and Zhiguo Ding. Performance
analysis and optimization for swipt wireless sensor networks. IEEE Trans.

Commun., 65(5):2291-2302, 2017.

Xun Zhou, Rui Zhang, and Chin Keong Ho. Wireless information and power

transfer: Architecture design and rate-energy tradeoff. IEEE Trans Commun,

193



188.

189.

190.

191.

192.

193.

194.

195.

61(11):4754-4767, 2013.

Ehsan Bayaki, Robert Schober, and Ranjan K Mallik. Performance analysis
of mimo free-space optical systems in gamma-gamma fading. IEEE Trans.

Commun., 57(11):3415-3424, 2009.

Nestor D Chatzidiamantis and George K Karagiannidis. On the distribution of
the sum of gamma-gamma variates and applications in rf and optical wireless

communications. IEEE Trans. Commun., 59(5):1298-1308, 2011.

Kostas P Peppas. A simple, accurate approximation to the sum of gamma-
gamma variates and applications in mimo free-space optical systems. I[EEE

Photon. Technol. Lett., 23(13):839-841, 2011.

IzrailEZ Solomonovi¢ Gradstejn and Iosif Moiseevi¢ RyZik. Table of integrals,

series, and products. Elsevier/Academic Press, 2007.

Amir-Hamed Mohsenian-Rad, Vincent WS Wong, Juri Jatskevich, Robert
Schober, and Alberto Leon-Garcia. Autonomous demand-side management

based on game-theoretic energy consumption scheduling for the future smart

grid. IEEE transactions on Smart Grid, 1(3):320-331, 2010.

Jinjin Men, Jianhua Ge, and Chensi Zhang. Performance analysis of
nonorthogonal multiple access for relaying networks over nakagami-m fading

channels. IEEE Trans. Veh. Technol., 66(2):1200-1208, 2017.

Charles Fox. The g and h functions as symmetrical fourier kernels.

Transactions of the American Mathematical Society, 98(3):395-429, 1961.

Melvin Dali Springer. The algebra of random variables. New York, NY,
USA: Wiley, 1979.

194



LIST OF PUBLICATIONS

Yamen Alsaba, Sharul Kamal Abdul Rahim, and Chee Yen Leow.
"Beamforming in Wireless Energy Harvesting Communications Systems: A
Survey." IEEE Communications Surveys & Tutorials 20, no. 2 (2018): 1329-
1360. (Q1, IF:20.230)

Yamen Alsaba, Chee Yen Leow, and Sharul Kamal Abdul Rahim. "Full-Duplex
Cooperative Non-Orthogonal Multiple Access With Beamforming and Energy
Harvesting." IEEE Access 6 (2018): 19726-19738. (Q1, IF:3.557)

Yamen Alsaba, et al. "On The Outage Probability of Large Scale Decode-And-
Forward Relay Wireless Networks." AEU-International Journal of Electronics

and Communications 97 (2018): 120-129. (Q2, IF:2.115)

Yamen Alsaba, Chee Yen Leow, and Sharul Kamal Abdul Rahim. "A Zero-Sum
Game Approach For Non-Orthogonal Multiple Access Systems: Legitimate
Eavesdropper Case." IEEE Access 6 (2018): 58764-58773. (Q1, IF:3.557)

Yamen Alsaba, Chee Yen Leow, and Sharul Kamal Abdul Rahim.
"Null-Steering Beamforming For Enhancing The Physical Layer Security

of Non-Orthogonal Multiple Access System" in IEEE Access. doi:
10.1109/ACCESS.2019.2890822. (Q1, IF:3.557)

Yamen Alsaba, Chee Yen Leow, and Sharul Kamal Abdul Rahim. "A
Game-Theoretical Modelling Approach For Enhancing The Physical Layer

Security of Non-Orthogonal Multiple Access System" in IEEE Access. doi:
10.1109/ACCESS.2018.2889494. (Q1, IF:3.557)

195



	COVER PAGE
	PSZ FORM
	SUPERVISOR(S) DECLARATION
	TITLE PAGE
	 DECLARATION
	 DEDICATION
	 ACKNOWLEDGEMENT
	 ABSTRACT
	 ABSTRAK
	 TABLE OF CONTENTS
	 LIST OF TABLES
	 LIST OF FIGURES
	 LIST OF ABBREVIATIONS
	 LIST OF SYMBOLS
	 LIST OF APPENDICES
	Introduction
	Research Background
	Problem Statement
	Research Objectives
	Scope of Work
	Limitation of the Work
	Contributions of the Thesis
	Organization of the Thesis

	Literature Review
	Introduction
	Non-Orthogonal Multiple Access
	System Model
	The State-of-the-Art on NOMA Communication Systems

	Energy Harvesting
	Beamforming in Energy Harvesting Communication Systems
	System Model: SWIPT and Power-Splitting Receiver
	The State-of-the-Art on Beamforming Energy Harvesting Communication Systems

	5G Potential Techniques Merging
	Beamforming in NOMA Communication Systems
	Energy Harvesting in NOMA Communication Systems
	Full-Duplexing in NOMA Systems

	Information Security in 5G Communication Systems
	Game Theory
	Strategic Non-Cooperative Games
	The State-of-the-Art on Game Theory in Wireless Communication Systems

	Chapter Conclusion

	Research Methodology
	Introduction
	Research Flow
	Proposing the Model, Optimization and Analysis
	The Model
	Clustering Algorithm
	Power Allocation Strategy
	Analysis
	Dynamic Model
	Theoretical Expressions Validation

	Secure NOMA Systems with Internal Eavesdropper Case
	Artificial Signal Aided Secure Scheme
	Game-Theoretical Approach

	Secure NOMA Systems with External Eavesdropper Case
	Self-Cooperative Jamming NOMA Communication System
	Nonself-Cooperative Jamming NOMA Communication System
	Game-Theoretical Approach

	Chapter Conclusion

	Full-Duplex Cooperative Non-Orthogonal Multiple Access Communication System
	Introduction
	Deterministic Distances Model
	System Model
	NOMA Power Allocation Optimization
	Outage Behaviour

	Dynamic Distances Model
	System Model
	Statistical Distribution of the Received Weak User's Signal
	Outage Probability Of the Strong User
	Outage Probability of the weak User
	General Fading Case

	Numerical Results
	Chapter Conclusion

	Secure Non-Orthogonal Multiple Access Communications with Internal Eavesdropper
	Introduction
	System Model
	Secrecy Outage Probability of the Weak User
	Game Formulation
	Existence of Nash Equilibria
	Pure-Strategy Nash Equilibria
	Mixed-Strategy Equilibria

	Numerical Results
	Chapter Conclusion

	Secure Non-Orthogonal Multiple Access Communications with External Eavesdropper
	Introduction
	Self-Cooperative Jamming
	System Model
	New Channel Statistics
	Secrecy Outage Probability

	Nonself-Cooperative Jamming
	System Model
	Phase One: Wireless Information and Power Transfer
	Phase 2: Information and Jamming Signals Transmission
	New Channel Statistics
	Secrecy Outage Probability

	Physical Layer Security Game Formulation
	Leader Utility Function
	Follower Utility Function
	Follower Level Solution
	Leader Level Solution

	Numerical Results
	Chapter Conclusion

	Conclusion and Future Work
	Research Outcomes
	Future Works

	REFERENCES
	LIST OF PUBLICATIONS
	Proof of Theorem 1
	Proof of Theorem 2
	Proof of Theorem 3
	Proof of Theorem 4
	Proof of Theorem 5
	Proof of Theorem 8
	Proof of Theorem 9
	Proof of Theorem 10
	Proof of Theorem 11





