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In a peer-to-peer (P2P) type of topic-based subscribe/publish (P2PPS) model, each peer (process) can
be a publisher and subscriber. Here, a peer publishes an event message and then the event message is
notified to a target peer which is interested in the event message. Publications and subscriptions are spec-
ified in terms of topics. In the topic-based access control (TBAC) model proposed in our previous studies,
only a peer granted publication and subscription access rights is allowed to publish event messages with
publication topics and subscribe events, respectively. In our previous studies, the illegal information flow
relation among peers is defined and the subscription-based synchronization (SBS) protocol is proposed to
prevent illegal information flow. Here, topics carried by event messages are just accumulated in the target
peers and notification of event messages which may cause illegal information flow are banned in each
target peer. The more number of event messages are published, the more number of event messages are
not notified in the system. In this paper, we newly propose a subscription initialization (SI) protocol where
topics accumulated in peers are removed to reduce the number of notifications banned. We show the
number of notifications banned is reduced in the Sl protocol compared with the SBS protocol in the eval-
uation.
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1. INTRODUCTION

In distributed systems, information in objects flow to other
objects by transaction’s manipulating the objects. In order to
prevent illegal information flow, types of synchronization pro-
tocols are discussed based on the role-based access control
(RBAC) model [1], [2], [3], [4]. On the other hand, a pub-
lish/subscribe (PS) systems are getting important as a general
framework of a distributed system. In this paper, we consider a
peer-to-peer (P2P) model of PS system (P2PPS model) where
each peer can both publish and subscribe event messages. Here,
a peer publishes an event message and then the event message
is notified to a peer which is interested in the event. Publications
and subscriptions are specified in terms of topics as discussed in
topic-based PS systems. The topic-based access control (TBAC)
model in PS systems is proposed [5]. A peer is allowed to ma-
nipulate topics in publish (pb) and subscribe (sb) operations. In
our previous studies [5], we newly propose a subscription-based
synchronization (SBS) protocol to prevent illegal information
flow. Here, the notification of an event message which may
cause illegal information flow are banned at each target peer. In
this paper, we newly propose a subscription initialization (SI)
protocol to reduce the number of banned notifications. We show

the number of notifications banned is reduced in the SI protocol
compared with the SBS protocol.

2. TBAC MODEL

In the TBAC model, an TBAC access rule (p;,t,op)
means that a peer p; is allowed to manipulate a topic t in an
operation op. Here, an operation op is subscribe (sb) or pub-
lish (pb). A pair (t,op) of a topic t and an operation op
shows an access right in the TBAC model. A peer p; isallowed
to perform an operation op onatopic t only if an access right
(t,op) is granted to the peer p;.

3. LEGAL INFORMATION FLOW

The publication p;. P of a peer p; is a subset of topics on
which a peer p; is allowed to publish an event message. The
subscription p;.S of a peer p; is asubset of topics on which a
peer p; is allowed to receive event messages.
[Definition 1] A peer p; flowsto a peer p; (p; — p;) iff (if
and only if) p;.P Np;.S # ¢.

A peer p; is compatible with a peer p; (p; — p;) iff the
peer p; does not flow to the peer p; ,i.e. p; » p;. Thereis
no information flow relation among the peers p; and p; if



p; = p;. A pair of peers p; and p; are compatible with one
another (p; = p;) iff p, = p; and p; = p;.

[Definition 2] A peer p; legally flows to a peer p; (p; = p;)
iff one of the following conditions holds:

1) pi.S # ¢, p; > pj.and p;.S S p;.S.

2) For some peer py, p; = px and py = p;.

[Definition 3] A peer p; illegally flows to a peer p; (p; = pj))
iff p, > p; but p; # p;.

4. SYNCHRONIZATION PROTOCOLS
(1) Subscription-based synchronization (SBS) protocol

A peer p; is granted topics in the publication p;. P and
subscription p;.S. A peer p; is associated with subsets p;. PP
and p;.PS of the topics granted to the peer p;. A pair of the
topic subsets p;. PP and p;.PS are referred to as purpose of a
peer p;. A peer p; is allowed to issue a publication operation
pb on atopic t only if t € p;. PP. In addition, a peer p; is
allowed to issue a subscription operation sb on atopic t only
if t € p;. PS. Inour previous studies, a subscription-based syn-
chronization (SBS) protocol is discussed to prevent illegal in-
formation flow in the TBAC model [5]. In the SBS protocol, the
notifications which may cause illegal information flow are
banned.
[Subscription-based synchronization (SBS) protocol]
A peer p; publishes an event message to a peer p;.
1) If p.S=>p;.PS, p;.S=p.PSUp;.S and the event
message is notified to a peer p;.
2) Otherwise, the notification to the peer p; is banned.
(2) Subscription initialization (SI) protocol

In this paper, we newly propose a subscription initial-
ization (SI) protocol. In the SI protocol, if an event message e
issued by a peer p; is not notified, i.e. banned at some target
peer p;, the topics accumulated in p;.S of the peer p; are in-
itialized, i.e. removed in order to reduce the number of notifica-
tions to be banned.

[Subscription initialized (SI) protocol]
1) If p.S=>p;.PS, p;.S=p.PSUp;.S and the event
message is notified to a peer p;.

2) Otherwise, if some number of the notifications of the
event message e are banned, the subscription p;.S of the
peer p; isinitialized, i.e. p;.S = ¢.

We consider an initialization parameter o to allow a peer
p; to initialize its subscription p;.S. If the ratio of number of
notifications banned to the total number of notifications in a
publication is equal to or more than «, the subscription p;.S is
initialized.

5. EVALUATION
We evaluate the Sl protocol compared with the SBS proto-
col in terms of number of notifications banned. In the evaluation,

we consider twenty topics (tn = 20) and fifty peers (pn = 50).
First, a collection P of fifty peers are randomly generated on
twenty topics. en shows the number of event messages pub-
lished. Here, 0 < en < 500. The number en of event mes-
sages are performed on the topic set T. We randomly create a
peerset P onthetopicset T seven hundred times for each en.
Here, the number of topics in subscription purpose of each peer
mpstn is randomly selected out of numbers 0, -, 8. One peer
p; is randomly selected in the peer set P and one topic t is
randomly selected in p;. PP. Then, the peer p; publishes an
event message e with the topic t. The event message e is no-
tified to a target peer p;. Then, the legal information flow con-
dition is checked. If not satisfied, the notification of the event
message e is banned. This step is iterated en times. For a
given peer set P and the both protocols, en event messages
are published seven hundred times. Then, we calculate the av-
erage ratio for the both protocols.

o Q- o
o4
=
[ - B —
w —— ] - e

i
e

Ratio of notifications banned

o

a 100 300 200 500

20
Mumber en of event messages
Figure 1. Ratio of notifications banned in the SI and SBS proto-
cols.

Figure 1 shows the ratios of the number of notifications
banned to the total number of notifications for the number en
of event messages in the Sl and SBS protocols. The number of
notifications banned in the Sl protocol is fewer than the SBS
protocol in any value of the initialization parameter o. For ex-
ample, about 43% of notifications are banned in the SBS proto-
col, but about 33%, 31%, and 33% are in the S| protocol for
three hundred event messages (en = 300).

6. CONCLUDING REMARKS

In this paper, we discussed the legal information flow
among peers in a P2PPS model based on the topic-based access
control model, TBAC model. We first defined the legal infor-
mation flow relation p; = p; among a pair of peers p; and
pj. This means, if an event message published by a peer p; is
notified to a peer p;, no illegal information flow occur. In our
previous studies [5], we discussed the SBS protocol. In the SBS



protocol, the notifications of event messages which may cause
illegal information flow are banned. In this paper, we newly pro-
posed the subscription initialization (SI) protocol to prevent il-
legal information flow in a system. In the Sl protocol, the noti-
fications which may cause illegal information flow are banned
and then the subscription of a peer which publishes the event
message is initialized. We evaluated the Sl protocol compared
with the SBS protocol in terms of number of notifications
banned. In the evaluation, the fewer number of notifications are
banned in the Sl protocol than the SBS protocol.
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