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INTRODUCTION

Since April 14, 2003, every U.S. health care recipient is supposed
to receive and acknowledge receipt of a HIPAA Form' that describes
the provider’s privacy practices. HIPAA, the Health Portability and
Insurance Accountability Act of 1996,% as implemented by the De-
partment of Health and Human Services (HHS), requires that the
notice include details of how medical information may be used, dis-
closed, or amended.” About half of the people who sign the form do
not read it, and of those who say they understand it, about one-third
are unable to correctly answer questions about its terms.* In all prob-
ability, the majority do not appreciate that the notice reflects the fed-
eral government’s effort to define the boundary between individual
privacy and an increasingly complex, information-based health care
system.’

While the idea of written privacy notices may be new, the idea
that patients’ medical information is private and entitled to protection
from unauthorized disclosure is not. Nor is it novel that there are cir-
cumstances that warrant exceptions to the rule of nondisclosure, even
in the absence of consent from a patient.’ Prior to implementation of

The authors wish to thank research assistant, Ms. Sumi Rebeiro, for her
help with the study discussed in the Article.

! See EPICTIDE, INC., MEDICAL IDENTITY THEFT CONSUMER STUDY SURVEY
REsuLTs 11 (2006), http://www.epictide.com/documents/2006-1212-Consumer-
Survey.pdf (reporting that about half of the respondents to consumer survey stated
that they were asked to sign the form).

% See generally Health Insurance Portability and Accountability Act of
1996, Pub. L. No. 104-191, 110 Stat. 1936 (1996) [hereinafter HIPAA].

* OFFICE FOR CIVIL RIGHTS, U.S. DEP’T OF HEALTH & HUMAN SERVS., OCR
GUIDANCE EXPLAINING SIGNIFICANT ASPECTS OF THE PRIVACY RULE, 40-41 (rev. ed.
2003), available at http://www.hhs.gov/ocr/hipaa/guidelines/notice.pdf (citing 45
C.F.R. § 164.520(b)). “Covered entities” are health care providers, health plans, and
health care clearinghouses who electronically transmit health information for transac-
tions covered under standards adopted by HHS under HIPAA, e.g., electronic billing
and fund transfers. 45 C.F.R. § 160.103 (2003). See also OFFICE FOR CIVIL RIGHTS,
U.S. DEP’T OF HEALTH & HUMAN SERVS., SUMMARY OF THE HIPAA PRIVACY RULE 2
(rev. ed. 2003), available at http://www.hhs.gov/ocr/privacysummary.pdf.

4 See EPICTIDE, INC., supranote 1, at 11.

5 While the Federal Privacy Act of 1974 regulates federal agencies or fed-
eral contractors that maintain records of personal information about individuals, it
does not apply to private or non-governmental entities. See Federal Privacy Act of
1974, 5 U.S.C. § 552a (2000). HIPAA fills this gap with respect to individually iden-
tifiable health information.

% See Simonsen v. Swenson 177 N.W. 831, 832 (Neb. 1920) (physician may
make reasonable and necessary disclosure to prevent spread of a contagious disease);
Bratt v. IBM, 467 N.E.2d 126, 137 (Mass. 1984) (no invasion of privacy where phy-
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HIPAA, issues related to privacy and confidentiality in health care
were governed by state common law and, in some circumstances,
statutory law,” which, not surprisingly, produced inconsistent out-
comes.® HHS’s Privacy® and Security'® Rules created national stan-
dards for the first time to address how health information may be
used'' and safeguarded'? and enumerated administrative patient “pri-

sician’s disclosure of employee’s medical information served a valid and substantial
interest of the employer); Hoesl v. U.S., 451 F. Supp. 1170, 1176 (N.D. Cal. 1978),
aff’d on other grounds per curiam, 629 F.2d 586 (9th Cir. 1978) (duties of an examin-
ing physician employed to examine employees of the employer run primarily to the
employer); Tarasoff v. Regents of the Univ. of Cal., 551 P2d. 334, 353 (Cal. 1976)
(finding affirmative duty for psychotherapist who determines that patient poses a
serious danger of violence to a third party to warn prospective victim); Horne v. Pat-
ton, 287 So. 2d 824, 827-28 (1973); Gammill v. United States, 727 F.2d 950, 953
(10th Cir. 1984) (reporting statute creates no duty to warn third parties).

7 See generally Health Privacy Project, View the Summary of a Specific
State, http://www.healthprivacy.org/info-url_nocat2304/info-url_nocat_list.htm (last
visited Mar. 29, 2007) (summarizing each state’s medical privacy and confidentiality
of medical information laws). Some statutes provide that unauthorized disclosure of
confidential medical information may be grounds for discipline by a medical board.
See, e.g., CAL. BUs. & PROF. CODE § 2263 (West 2003); TENN. CODE ANN. § 63-6-
214(b) (2004 & Supp. 2006). The Tarasoff decision has been codified in several
states. See, e.g., CAL. C1v. CODE § 43.92 (West Supp. 2007); CaL. EviD. CoDE §1024
(West 1995 & Supp. 2007) (stating an exception to the general psychotherapist-
patient privilege when the patient poses a serious threat of physical violence to him-
self or others); TENN. CODE ANN. §§ 33-3-206 to -207 (2001 & Supp. 2006); see
generally Claudia Kachigian & Alan R. Felthous, Court Responses to Tarasoff Srat-
utes, 32 J. AM. ACAD. PSYCHIATRY L. 263 (2004) (summarizing state Tarasoff statutes
and court responses).

¥ Horne, 287 So. 2d at 827

[t}hose states which have enacted a doctor-patient testimonial privilege
statute have been almost uniform in allowing a cause of action for unauthor-
ized disclosure. . . In reviewing cases from other states which . . . do not
have {such a] privilege, the jurisdictions are split about evenly on this issue
. . . the sounder legal position recognizes at least a qualified duty on the part
of a doctor not to reveal confidences obtained through the doctor-patient re-
lationship . . . . Only two courts have refused to recognize any duty on the
part of the physician not to disclose.
(citing Collins v. Howard, 156 F. Supp. 322 (S.D. Ga. 1957); Quarles v. Sutherland,
389 S.W.2d 249 (Tenn. 1965))).

° Standards for Privacy of Individually Identifiable Health Information, 65
Fed. Reg. 82,461, 82,462 (Dec. 28, 2000) (to be codified at 45 C.F.R. pts. 160, 164);
finalized in 45 C.F.R. §§ 160, 164.

' Health Insurance Reform: Security Standards, 68 Fed. Reg. 8,333, 8,334
(Feb. 20, 2003) (to be codified at 45 C.F.R. pts. 160, 162, 164); finalized in 45 C.F.R.
§8§ 160, 162, 164.

11 See David G. Wirtes, Jr., R. Edwin Lamberth & Joanna Gomez, An Impor-
tant Consequence of HIPAA: No More Ex Parte Communications Between Defense
Attorneys and Plaintiffs’ Treating Physicians, 27 AM. J. TRIAL. ADVOC. 1, 3 (2003)
(citation omitted).
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vacy rights”" related to the information. Significantly, the standards

included an expanded range of disclosures that would be permissible
without express patient authorization.'

Although covered entities were able to anticipate the burdens and
benefits the law would impose on clinical functions, business opera-
tions, and research,'> HIPAA’s potential impact on patients could not
be as easily predicted. Nor was it clear how such impact, if any, could
be elucidated. Although literature exploring dimensions of patient
dissatisfaction exists, patients’ experiences with the privacy and con-
fidentiality aspects of health care have not been as well-defined or
quantified. Study of case law may provide some insight into these
experiences but is naturally limited only to circumstances that resulted
in lawsuits. We are unaware of any research that has used aggregate
data collected over a period of years to specifically examine the extent
to which patients express concerns that their privacy is compromised
or their medical information is not treated confidentially. In addition,
while studies show that Americans worry about the safety of their
medical information,'® we do not know of any research that explores
whether regulations controlling the flow of medical information are,
themselves, a cause of concern for patients and families.

This Article will describe a study conducted by the Vanderbilt
University Center for Patient and Professional Advocacy, which was

'2 45 CF.R.§ 164.

" 45 C.F.R. § 164.520(b)(1)(iv).

4 45 CF.R. §§ 164.506, 164.512. 45 C.F.R. § 164.520’s requirement that
patients are notified of “permitted” disclosures rather than asked to consent to them
has been a source of controversy. See, e.g., June Mary Zekan Makdisi, Commercial
Use of Protected Health Information Under HIPAA’s Privacy Rule: Reasonable
Disclosure or Disguised Marketing, 82 NEB. L. REV. 741, 754 (2004) (Since patients
under 45 C.F.R. § 164.520 have no ability to “negotiate[] by the mechanism of in-
formed consent,” “permissible disclosures” allowed under HIPAA must approximate
the tradeoff of privacy the participating individuals would have agreed to in exchange
for the benefits.).

5 David Armstrong et al., Potential Impact of the HIPAA Privacy Rule on
Data Collection in a Registry of Patients with Acute Coronary Syndrome, 165
ARCHIVES INTERNAL MED. 1125, 1125-26 (2005); Steven M. Altschuler & F. Lisa
Murtha, HIPAA and Pediatric Gastroenterology Practice in the United States, 37 J.
PEDIATRIC GASTROENTEROLOGY AND NUTRITION 1, 1 (2003); John Barnard & Debbie
Fine, The HIPAA Privacy Rule and Its Impact on Pediatric Research, 37 J. PEDIATRIC
GASTROENTEROLOGY AND NUTRITION 527, 527 (2003); A.L. Denker, What HIPAA
Means for Your Clinical Practice, 10 SEMIN NURSE MANAG. 85 (2002); Peter Kil-
bridge, The Cost of HIPAA Compliance, 348 NEw ENG. J. MED. 1423, 1423-2415
(2003); A. Craig Eddy, A Critical Analysis of Health and Human Services’ Proposed
Health Privacy Regulations in Light of The Health Insurance Privacy and Account-
ability Act of 1996, 9 ANNALS HEALTH L. 1, 5, 60 (2000).

16 See EPICTIDE, INC., supranote 1, at 11.



2007] CONFIDENTIALITY AND PRIVACY IN HEALTHCARE 219

designed to investigate several questions pertaining to privacy and
confidentiality in health care. We first asked if patients and their fami-
lies complain about confidentiality and privacy issues. If so, what
issues are they concerned about? We then examined which health care
personnel are associated with patient/family concerns. Finally, we
asked whether there has been any change in patterns of confidential-
ity- and privacy-related complaints since institutions implemented the
Privacy Rule regulations under HIPAA.

On the basis of this study, we propose a revision of the Privacy
Rule. The central problem with the Rule is that, while the regulations
authorize and facilitate information sharing among health care provid-
ers in a manner that takes cognizance of the complex realities of our
modern health care system, it fails to give equal weight to individuals’
reasonable expectations of privacy. The effect is to permit health care
providers and institutions to tread on patient privacy and confidential-
ity, rather than protect patients from such invasions.

Part I of this Article reviews concepts of confidentiality and pri-
vacy in the health care context under state law and briefly discusses
the background of HIPAA. Part II describes the Vanderbilt study,
which addresses patient and family perceptions of privacy and confi-
dentiality violations. In Part III, we report our results. Part IV provides
a discussion of our findings. In Part V, we propose basic revisions of
the HIPAA Privacy and Security Rules and administrative recommen-
dations to address privacy and confidentiality issues in the health care
context.

I. BACKGROUND

A. Privacy and Confidentiality in Health Care

The physician-patient relationship has long been imbued with a
special ethos of confidentiality. This ethos was set out by Hippocrates
in 460 BC: “All that may come to my knowledge in the exercise of
my profession . . . which ought not to be spread abroad, I will keep
secret and will never reveal.”’” The American Medical Association
(AMA) has incorporated confidentiality into its Principles of Medical
Ethics. Section IV declares that “[a] physician shall respect the rights
of patients . . . and shall safeguard patient confidences . . . within the
constraints of the law.”'® The AMA Code of Ethics re-emphasizes that

Y7 DORLAND’S ILLUSTRATED MEDICAL DICTIONARY 768 (27th ed., W.B.
Saunders Co. 1988) (1900).
8 American Medical Association, Principles of Medical Ethics,
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“the information disclosed to a physician . . . is confidential to the
greatest possible degree” but recognizes countervailing “ethically and
legally justified” exceptions that also demand consideration."®

This ethos of confidentiality derives from privacy interests of the
patient.” Privacy, generally described as “the right to be let alone,”'
is linked to autonomy, i.e., the ability to control one’s destiny and
limit others’ physical access to one’s person or to information about
oneself.? Privacy is a complex and multifaceted concept which schol-
ars have struggled to tease apart and break down into its elements.
Formulations generally incorporate aspects of privacy related to
physical and informational access; proprietary use of likeness or per-
sonal identity, personhood (includes notions of dignity and individual-
ity), and constitutionally-protected decision-making about intimate
relations® are readily recognizable in the health care context. The last

http://www.ama-assn.org/ama/pub/category/2512.html (last visited Apr. 9, 2007).
Judges may take notice of professional codes of ethics, e.g., the AMA Principles of
Medical Ethics and Hippocratic Oath, when determining appropriate conduct for
physicians related to privacy and confidentiality. See Hammonds v. Aetna Casualty
and Surety Co., 243 F. Supp. 793, 797 (N.D. Ohio 1965); Doe v. Roe, 400 N.Y.S.2d
668, 674 (1977); Horne v. Patton, 287 S.2d 824, 832; see also Hague v. Williams, 181
A.2d 345, 348-49 (N.J. 1962) (rejecting plaintiffs’ assertion that ethical codes for
confidentiality create an absolute privilege to extrajudicial disclosures).

' Language in the AMA Code of Medical Ethics, in addition to formulating
ethical principles for conduct, also incorporates language that tracks legal consensus
as it evolves. See, e.g., AMA CODE OF ETHICS, E-5.05 (2004) (paraphrasing the Tara-
soff decision); AMA CoDE OF ETHICS, E-5.059 (referring to current-day realities of
healthcare delivery to suggest limits of privacy).

® The AMA Code of Medical Ethics distinguishes confidentiality from
privacy: “[Clonfidentiality . . . [is] information told in confidence or imparted in
secret. However[,] . . . patient privacy . . . encompasses information that is concealed
from others outside of the patient-physician relationship.” AMA CoDE OF ETHICS E-
5.059.

2! 'WiLLIAM L. PROSSER, HANDBOOK OF THE LAW OF TORTS 802 (4th ed.
1971) (citing COOLEY, TORTS 29 (2d ed. 1888); Samuel D. Warren & Louis D.
Brandeis, The Right to Privacy, 4 HARV. L. REV. 193 (1890)).

2 Lawrence Gostin et al., Privacy and Security of Health Information in the
Emerging Health Care System, 5 HEALTH MATRIX 1, 21 (1995) (“To respect the pri-
vacy of others is to respect their autonomous wishes not to be accessed in some re-
spect—not to be observed or have information about themselves made available to
others.”); Anita L. Allen, Taking Liberties: Privacy, Private Choice, and Social Con-
tract Theory, 56 U. CIN. L. REV. 461, 464 (1987) (‘“’[P]rivacy refers to conditions of
restricted access. This usage is in keeping with the popular theoretical definitions of
‘privacy as the inaccessibility of persons, their mental states, and information about
them to the senses and surveillance devices of others.”).

3 Anita L. Allen, Coercing Privacy, 40 WM. & MARY L. Rev. 723, 723-24
(1999); see Daniel J. Solove, Conceptualizing Privacy, 90 CAL. L. REv. 1087, 1092,
1116-18 (2002) (critiquing various formulations of privacy, suggesting it may be
better understood in the context of activities that cause its disruption); Daniel J. So-
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often requires contact with the health care system in order to act on
those decisions.*

Confidentiality is a distinctive aspect of privacy in that it arises
only within a special relationship, such as a physician-patient relation-
ship.” While anyone may be liable for invading a person’s privacy,?
only those with information derived from the special confidential rela-
tionship have a duty to maintain its confidentiality, i.e., to not share it
without the person’s permission or in the absence of a compelling
reason to do so. Thus, confidentiality protects informational privacy
interests by requiring recipients of information deemed confidential to
restrict access to that information.”’

While the professional ethos of confidentiality is well-established,
the rights-based interests that underlie that ethos generate a demand
for legal protection as well. The traditional approach has been to rec-
ognize a common law cause of action for invasion of privacy. Of the
four branches of this tort identified by William Prosser®®—intrusion,
publicity of private facts, false light, and appropriation—the first two
would appear to hold the most promise for protecting privacy rights in
the health care context.

Common law has proved to be a flexible means of addressing pri-
vacy issues in health care but has left important gaps that ultimately
led to federal legislation. The intrusion element of the privacy tort
generally refers to a physical invasion of a person’s privacy, i.e., into
a private space or matter in which the person would have a reasonable
expectation of privacy.” In the classic medical intrusion cases, plain-
tiffs discover that third parties present at the time of their care were
not medical personnel.® The perceived offense arises from expecta-

love, A Taxonomy of Privacy, 154 U. Pa. L. REv. 477 (2006) (developing categories
of privacy disruptions, including aggregation, identification, secondary use, exclu-
sion, breach of confidentiality, exposure, increased accessibility, intrusion).

2 Allen, supra note 22, at 466.

% E.g., Gostin et al., supra note 22, at 3.

2 See Judy Zelin, Annotation, Physician’s Tort Liability for Unauthorized
Disclosure of Confidential Information About Patient, 48 A.L.R. 4TH 668, 679 (1986)
(citing Humphers v. First Interstate Bank, 696 P.2d 527, 530 (plaintiff could proceed
against physician’s estate under a breach of confidentiality claim but not an invasion
of privacy claim)). Cf, Hormne v. Patton, 287 S.2d 824, 830-32 (1973) (allowing
claims for both breach of confidentiality and invasion of privacy to go forward).

2 Allen, supra note 22, at 464-65 (describing confidentiality as one type of
“information nondisclosure,” restricting access to the person).

2 PROSSER, supra note 21, at 804-14.

2 W. PAGE KEETON ET AL., PROSSER AND KEETON ON THE LAW OF TORTS
854-55 (W. Page Keeton ed., Sth ed. 1984)..

%0 See De May v. Roberts, 9 N.W. 146 (Mich. 1881) (holding intrusion where
non-professional party was present during medical care without the patient’s consent);
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tions unique to the medical context. The expectations are not that in-
formation about one’s medical problem won’t be known or that one’s
intimate anatomy will not be physically exposed to others. Rather, it is
that a patient expects that anyone who learns about medical problems
or views intimate anatomy will be someone who must have that in-
formation in order to help. In other words, to the extent necessary for
self-benefit, the patient consents to expose physical and medical in-
formation to direct care health care personnel but to no others.

Other examples of common intrusions in daily medical encounters
may be easily imagined: ancillary health care workers learn of medi-
cal details beyond their need to know; partially disrobed patients are
placed on stretchers in hallways or behind half-drawn curtains; open
patient charts are inadvertently left on nursing station countertops and
are able to be read by others. But legal cases of this sort are virtually
non-existent. In many cases, patients may not find out about such oc-
currences or, where they are aware, may consider the type of privacy
such occurrences invade to be one they already expect to be compro-
mised in the course of competent medical care. Even if they believe
that “this shouldn’t happen,” patients are not likely to litigate the more
mundane intrusions. _

The “publicity of private facts” tort seems like it should be a natu-
ral fit for unauthorized disclosures of medical information, but most
cases fail if its elements are strictly applied. The requirements that the
private information is “of no legitimate public interest””' and that its
disclosure would be “highly offensive” and likely to cause serious
mental injury to a reasonable person of “ordinary sensibilities** may
be satisfied in many situations, but the broad dissemination® require-
ment poses an obstacle.

Courts often struggle to determine how many persons must have
learned of the private facts before reaching the threshold for liability.**

Sanchez-Scott v. Alza Pharmaceuticals, 86 Cal.App.4th 365, 368 (2001) (presence of
a drug salesman during breast examination by oncologist constituted an intrusion that
is “highly offensive to a reasonable person”).

31 DAvID A. ELDER, PRIVACY TORTS § 3.5 (2002).

2 Id. at § 3.6.

3 See, e.g., Vassiliades v. Garfinckel’s, 492 A.2d 580, 585 (D.C. 1985)
(finding tortious public disclosure of private facts and breach of fiduciary duty by a
plastic surgeon for showing “before” and “after” photos in a shopping mall and on
television without attempting to disguise or cover up her identity).

3 See Wayne v. Genesis Med. Ctr., 140 F.3d 1145, 1147, 1149 (8th Cir.
1998) (affirming district court’s decision that appellant “failed to demonstrate wide-
spread publicity” when six defendant physicians discussed private facts about her
surgery); Robert C. Ozer, P.C. v. Borquez, 940 P.2d 371, 378 (Colo. 1997) (finding
no specific number of persons constitutes a threshold for “publicity” but rather that
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They generally find that publication to one or two persons is not suffi-
cient.”> While there appears to be a trend towards lowering the num-
ber of persons required to constitute a “public,” it is rare for courts
to find an invasion of privacy for unauthorized disclosure to only one
person.37 Standards generally applicable to irresponsible journalists or
gossips are not adequate to protect the privacy of patients for whom
the unauthorized disclosure is more commonly made to a very limited
audience.

In the medical context, denying a remedy on grounds that a dis-
closure is not public enough does not adequately take into account the
unique nature of medical information or the structure of the encounter
in which it is learned. While “private” information is commonly
known by an intimate or small circle close to an individual, medical
information is often much more sensitive. Medical information in-
volves matters that often would not readily be known by any third
party, even friends or intimate relations, absent disclosure by the pa-
tient himself. Details about bodily functions, concerns about sexual
functioning or sexuality, a history of substance abuse, and battles with
troubled thoughts are beyond the commonplace private sphere. Dis-
closing a highly sensitive private fact without authorization to even
one person would then make it “public.” Revelation of a diagnosis or
prognosis to even a very limited audience may place people at risk of
social isolation and very real, albeit illegal, discrimination. Further-
more, sharing medical information with third parties without authori-
zation from the patient assaults an individual’s dignity and may be
wrongful even in the absence of proof of further damages.™®

the “facts and circumstances of a particular case must be taken into consideration in
determining whether the disclosure was sufficiently public so as to support a claim for
invasion of privacy”); Briscoe v. Reader’s Digest Ass’n, Inc., 4 Cal. 3d 529, 534
(1971) (at stake in the public disclosure tort is the right to define one’s circle of inti-
macy).

3 See, e.g., McCormick v. England, 494 S.E.2d 431, 438 (S.C. Ct. App.
1997) (citing Rycroft v. Gaddy, 314 S.E.2d 39 (S.C. Ct. App. 1984)) (finding that
“[plublicity involves disclosure to the public, not just an individual or a small group”;
case brought by patient-plaintiff against physician who had provided a letter to di-
vorcing husband that described her medical conditions).

% See ELDER, supra note 31, at § 3.3 (citing Kinsey v. Macur, 107
Cal.App.3d 265, 272 (1980), which held that disclosure of information to twenty or so
people was publicity).

3 See ELDER, supra note 31, at § 3.3 (discussing holding of McSurely v.
McClellan, 753 F.2d 88, 112, 112-13 (cert. denied, 474 U.S. 1005 (1985)), which found the
disclosure of an affair to one person, if that person is in a special relationship with the
subject of the disclosure, satisfies the requirement of a “public” under the public
disclosure of private facts tort).

3 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L.
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Some jurisdictions have attempted to remedy shortcomings of the
disclosure tort by recognizing that strict construction of the “public-
ity” requirement creates an injustice. This gap in the common law has
partially been filled by a separate tort, generally designated “breach of
confidentiality.” Courts which recognize this claim may hold physi-
cians or other health professionals accountable for unauthorized dis-
closure of private information to even a single individual.*® This cause
of action may be based on common law duties, e.g., the fiduciary rela-
tionship or an implied contract not to disclose.* In other jurisdictions,
similar standards have been established by statute—e.g., confidential-
ity statutes, privilege statutes, statutes governing professional behav-
ior and licensing*'—or the state constitution.*?

While common law breach of confidentiality actions resolve the
problems that inhere in the broad dissemination requirement of the
publicity clause, they often suffer from other limitations. Confidential-
ity actions do not lie directly against others not owing the same duty

REv. 193, 213 (1890) (“If the invasion of privacy constitutes a legal injuria, the ele-
ments for demanding redress exist, since already the value of mental suffering, caused
by an act wrongful in itself, is recognized as a basis for compensation.”).

¥ McCormick, 494 S.E.2d at 439 (recognizing the tort of breach of confiden-
tiality); see generally Alan B. Vickery. Breach of Confidence: An Emerging Tort, 82
CoLuMB.L.REV. 1426 (1982).

% See Doe v. Roe, 400 N.Y.S.2d 668, 674 (1977) (“the implied covenant not
to disclose whose breach is a contractual violation™); Alexander v. Knight, 25 Pa. D.
& C. 2d 649, 655 (C.P. Ct. Phila. County 1957), aff’d per curiam, 197 Pa. Super. 79
(Pa. Super. Ct. 1962) (“members of a profession, especially the medical profession,
stand in confidential or fiduciary capacity as to their patients”); MacDonald v.
Clinger, 446 N.Y.S.2d 801, 805 (N.Y. App. Div. 1982) (court found disclosure by
psychiatrist of intimate details revealed to him by his patient to his patient’s wife
breached the fiduciary duty of confidentiality) but see Curry v. Corn, 277 N.Y.S.2d
470,471 (N.Y. Sup. Ct. 1966) (physician not liable for revealing to patient’s husband
information obtained in the course of her treatment).

*l See generally Health Privacy Project, View the Summary of a Specific
State, http://www.healthprivacy.org/info-url_nocat2304/info-url_nocat_list htm (last
visited Mar. 29, 2007) (summarizing each state’s medical privacy and confidentiality
of medical information laws). Some statutes provide that unauthorized disclosure of
confidential medical information may be grounds for discipline by a medical board.
See, e.g., CAL. Bus. & PROF. CODE § 2263 (West 2003); TENN. CODE ANN. § 63-6-
214(b) (2004 & Supp. 2006). The Tarasoff decision has been codified in several
states. See, e.g., CAL. C1v. CODE § 43.92 (West Supp. 2007); CaL. EviD. CoDE §1024
(West 1995 & Supp. 2007) (stating an exception to the general psychotherapist-
patient privilege when the patient poses a serious threat of physical violence to him-
self or others); TENN. CODE ANN. §§ 33-3-206 to -207 (2001 & Supp. 2006). See
generally Claudia Kachigian & Alan R. Felthous, Court Responses to Tarasoff Stat-
utes, 32 J. AM. ACAD. PSYCHIATRY L. 263 (2004) (summarizing state Tarasoff stat-
utes and court responses).

2 CAL.CoNsT, art. 1. § 1.
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to patients as physicians.” Except where duties of confidentiality are
directly established by statute,* courts have invoked the relationship
to the physician to find liability for breached confidentiality when
other employees are involved.” Under this theory, courts have found
liability where the employee was determined to be acting as the agent
of the physician and within the scope of his/her employment.*®

In the past, few people other than physicians were in a position to
harm a patient’s interest in his/her medical information. Parties not
under physicians’ direct supervision were not likely to have access to
medical or related financial records, for physicians were the de facto
custodian of medical records, and payment did not involve a third
party. Today, medical care requires interaction and coordination
among many individuals and services.”” Aspects of care are often
delegated or first undertaken by licensed, or even unlicensed, care
providers other than physicians. Information is obtained, coded, and
processed by employees of the physician or health care system, main-
tained in paper or electronic form, and transmitted to third party pay-
ors. The expanding number of those whose jobs provide them with
access to medical information increases the risk that individuals will

“ See, e.g., Knecht v. Vandalia Med. Cir., Inc., 470 N.E.2d 230, 232-33
(Ohio Ct. App. 1984) (secretary-receptionist’s comments to her son at home based on
information from hospital record were not within her scope of employment).

4 See, e.g., Eckhardt v. Charter Hosp., 953 P.2d 722, 727-29 (N.M. App.
1997) (discussing that the New Mexico legislature made it clear through “professional
licensing statutes, rules of evidence, and [the] state constitution” that “the duty to
safeguard patient confidences extends to therapists and social workers.”).

45 See, e.g., Hobbs v. Lopez, 645 N.E.2d 1261, 1263 (Ohio Ct. App. 1994)
(holding a doctor and corporate employer liable for disclosure of confidential infor-
mation by a nurse acting as the doctor’s agent).

4 Health care entities may assume a duty of confidentiality in reference to
medical information by federal or state statute, 210 ILL. COMP. STAT. ANN. 85/6.17(b)
(West 2007) (patient’s medical information must be protected from inappropriate
disclosure), and on behalf of their employees within the scope of their employment,
under theories of respondeat superior or vicarious liability, Bagent v. Blessing Care
Corp., 844 N.E.2d 469, 474-75 (Ill. App. Ct. 2006) (holding the hospital’s liability
under respondeat superior would not be “obviated” when an off-duty hospital em-
ployee trained by a hospital to hold medical information confidential fails to maintain
confidentiality at “all times and all places”); see also Ruth Purtilo & James Sorrell,
The Ethical Dilemmas of a Rural Physician, 16 HASTINGS CTR. REP., Aug. 1986, at 25
(special challenges arise in a rural community, e.g., physician may choose to not
document sensitive medical information recognizing patient’s social or familial rela-
tionships with other office staff; physicians find it hard to maintain confidentiality
“when everybody knows everybody™).

47 See Gostin, supra note 22, at 2 (“All participants . . . (consumers and pa-
tients, health plans, and federal and state regulatory authorities) . . . need access to
high quality information for informed decision making.”).
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act outside the scope of authorization to obtain information they do
not legitimately need to perform their work.

The electronic health information systems, in particular, that have
proliferated in the past ten to twenty years may be particularly vulner-
able to improper or abusive dissemination of health and related per-
sonal information, including risk of appropriation of critical unique
identifiers and financial information. Vast quantities of medical and
other personal information are now stored in cyberspace. This infor-
mation can be accessed by large numbers of health care workers, both
physicians and non-physicians, and transferred in a matter of nano-
seconds, posing the risk of inappropriate intrusion into highly sensi-
tive private information.

Courts have extended the common law to provide recourse against
employer institutions for plaintiffs claiming injury to privacy interests.
Institutions may be held liable for invasions of privacy under theories
of respondeat superior, vicarious liability, ostensible agency, and en-
terprise liability for their employees’ or affiliates’ acts if private in-
formation derived from the medical setting becomes “public” in any
sense of the word, i.e., becomes known to those who should not know
or is made available for use by others who should not have access to
it. Institutions may also be held liable for employees’ breaches of con-
fidentiality in jurisdictions with statutory law binding HMOs, other
medical corporations, and health and mental health professionals to
disclosure rules governing physician-patient relationships.**

The appropriation branch of the invasion of privacy tort may also
have modern applicability. This tort includes circumstances where a
defendant “pirates” a plaintiff’s identity (name or likeness) for the
purpose of benefit or advantage, such as obtaining credit.** Because
the unique identifiers developed for conducting financial transactions
and taking care of patients are valuable and marketable, appropriating
patients’ medical identity has become an increasing threat to proprie-
tary privacy interests.” Stealing medical identity can cause serious

“ See, e.g., Doe v. Cmty. Health Plan-Kaiser Corp., 268 App.Div.2d 183,
186-87 (N.Y. App. Div. 2000) (holding that New York statutory law binds HMOs,
other medical corporations, and health and mental health professionals to disclosure
rules governing physician-patient relationships and creates an actionable duty of
confidentiality in the common law). Concerns regarding this holding include (1)
creating strict liability for corporations for their employees’ actions, and (2) “the
wisdom of having [a] . . . court create a new legal remedy every time it discovers an
unserved need.” Id. at 188, 190 (Mercure, J., dissenting).

*® PROSSER, supra note 21, at 804-05 (citing Goodyear Tire & Rubber Co. v.
Vandergriff, 184 S.E. 452 (Ga. Ct. App. 1936)).

30 See Allen, supra, note 23 at 723-24 (discussing “control over names, like-
nesses and repositories of personal information”).
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harm to the victim, as inaccuracies in medical records create safety, as
well as financial, threats to individuals.”

In sum, most of the law related to confidentiality and privacy in
health care prior to HIPAA was reactive, not proactive, and tested the
boundaries of permissible disclosure on a case by case basis. The doc-
trines courts developed to protect patients’ privacy interests are a tes-
tament to the strengths of the common law approach, but the
variability and uncertainty of the resulting rules are an emblem of the
common law’s weaknesses. In the absence of clear guidelines for
many situations, difficult to enforce professional ethical standards
provided patients’ primary protection from unauthorized disclosures.
As risks to privacy in the current health care delivery system have
become ubiquitous, it is clear that it can be assured only if continu-
ously guarded and routinely observed. Through HIPAA, the federal
government has attempted to create safeguards and routine by estab-
lishing security standards for electronic transmissions and defining the
limits of authority for disclosure in the privacy standards.

B. HIPAA—Patient Rights and Provider Requirements

HIPAA amended the Internal Revenue Code of 1986°° and Title
X142 U.S.C. 1301 et seq, Social Security Subchapter XI Part C.>> The
preamble to HIPAA states that the statute is intended “to combat
waste, fraud, and abuse in health insurance and health care delivery”
and “simplify the administration of health insurance.” Subtitle F
sought to improve delivery of care under the Medicare and Medicaid
programs by establishing “standards and requirements for the elec-
tronic transmission of certain health information” needed to develop a
“health information system.”> HIPAA assigns to covered entities® a
duty to maintain “administrative, technical, and physical safeguards of
health information” to preserve its “integrity and confidentiality.””’

The statute assigned enforcement of Subtitle F to the Department
of Health and Human Services (HHS), which proceeded to establish

3! See generally PaM DIXON, MEDICAL IDENTITY THEFT: THE INFORMATION

CRIME THAT CaN KiLL You (2006), available at
http://www.worldprivacyforum.org/pdf/wpf_medicalidtheft2006.pdf.
52 HIPAA pmbl.

3 45 C.F.R. § 160.101 (2003) (implementing sections 1171 through 1179 of
the Social Security Act).

% HIPAA pmbl.

5 HIPAA § 261.

% See OFFICE FOR CIVIL RIGHTS, OCR GUIDANCE EXPLAINING SIGNIFICANT
ASPECTS OF THE PRIVACY RULE, supra note 3, at 41-42.

5T HIPAA § 1173(d)(2)(A).
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standards for the storage and transmission of electronic health data. In
carrying out this task, however, HHS officials realized that not only
did health care, as an industry, lack standards for adequate storage and
transmission of electronic health data,”® but there were very few pre-
vailing laws or rules that could adequately protect such data.” Recog-
nizing the importance of securing the public’s confidence® in both the
privacy and security of health data, HHS promulgated a set of uniform
Privacy and Security Rules to establish minimum requirements for
appropriate use and protection of health information. Thus, the
HIPAA regulations are not the result of a direct Congressional statu-
tory command but arise from a fairly broad interpretation of the stat-
ute by the implementing agency.

%% See Health Insurance Reform: Standards for Electronic Transactions;
Announcement of Designated Standard Maintenance Organizations, 65 Fed. Reg.
50,312, 50,352 (Aug. 17, 2000) (to be codified at 45 C.F.R. pts. 160, 162) (“[1]t is
important to understand current industry practices. . . . A 1993 study . . . estimated
that administrative costs comprised 17 percent of total health expenditures. Paper-
work inefficiencies are a component of those costs, as are the inefficiencies caused by
the more than 400 different data transmission formats currently in use.”).

% Standards for Privacy of Individually Identifiable Health Information, 65
Fed. Reg. 82,462, 82,764-65 (Dec. 28, 2000) (to be codified at 45 C.F.R. pt. 160, 164)
(discussing lack of comprehensive legislation in most states on matters of privacy in
health care; most states regulate privacy for only specific areas of health care, e.g., for
stigmatizing conditions); see also Privacilla.org, HIPAA and the Privacy Torts,
http://www.privacilla.org/business/medical/hipaatort.html (last visited Mar. 27,
2007).

% See Standards for Privacy of Individually Identifiable Health Information,
65 Fed. Reg. at 82,776; University of Miami: Miller School of Medicine, Pri-
vacy/Data Protection Project,
http://privacy.med.miami.edu/glossary/xd_admin_simplification.htm (last visited Apr.
2, 2007); Health Insurance Reform: Standards for Electronic Transactions; An-
nouncement of Designated Standard Maintenance Organizations, 65 Fed. Reg. at
50,351 (**As discussed in the proposals, the regulations will provide a consistent and
efficient set of rules for the handling and protection of health information. . . . [Tlhe
promulgation of a final privacy standard will enhance public confidence that highly
personal and sensitive information is being properly protected, and therefore, it will
enhance the public acceptance of increased use of electronic systems. Collectively,
the standards that will be promulgated under Title II can be expected to accelerate the
growth of electronic transactions and information exchange in health care.”); Stan-
dards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. at
82,464 (discussing the “Need for a National Privacy Framework,” commenting on the
importance of medical privacy, the public’s concerns about privacy and the risk of
unauthorized dissemination of genetic information, and the impact of interconnected
electronic information systems); see also Makdisi, supra note 14, at 757-58 (stating
that the success of federal health care programs hinged on the inclusion of privacy
provisions).

%! See 45 CF.R § 160.203.
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The Privacy Rule went into effect October 15, 2002, with a final
compliance date of April 14, 2003 for subject health care organiza-
tions.* In brief, permissible disclosures of “protected health informa-
tion”®* fall into two categories, those requiring patient authorization®*
and those not requiring patient authorization.®> While patient authori-
zation, in general, is required for use or disclosure of health informa-
tion, the Privacy Rule does not require express patient authorization
when made directly to patients or their representatives, when made in
the course of treatment, payment, or health care operations, or when
made in the public interest. If disclosures are made incidental to an
authorized disclosure, they are allowable if “reasonable safeguards”
were employed, if the “minimum necessary” was disclosed, and if the
institution has policies in place to limit access to protected health in-
formation on a “need to know” basis.®® Patients have the right to an
accounting of how their medical information has been shared without
their written consent, but institutions may exclude from the account-
ing all uses or disclosures permitted under the regulations.”’ Patients
also have the right to request an amendment to their medical record to
counter or clarify information contained within that record.® Institu-
tions and providers must inform patients with whom they may file
complaints about “HIPAA violations.”® The regulations authorize
covered entities to conduct a broad range of required and permissible

62 45 C.F.R. § 164.534. “Small health plans” were the only covered entities
with a later final compliance date of April 14, 2004. See also DHHS Standards for
Privacy of Individually Identifiable Health Information, 67 Fed. Reg. 53,182, 53,249
(Aug. 14, 2002); cf. Health Insurance Reform: Security Standards, 68 Fed. Reg. 8,333
(Feb. 20, 2003) (to be codified at 45 C.F.R. pts. 160, 162, 164) (HIPAA’s Security
Rule requiring adherence with electronic security standards went into effect April 21,
2003 with final compliance dates of April 21, 2005 for most covered entities and
April 21, 2006 for small health plans).

6 45 CFR. § 160.103 (“Protected Health Information means individually
identifiable health information.”).

% 45 CF.R. § 164.508.

% 45 CF.R. §§ 164.506, 164.512.

% 45 C.F.R. § 164.502(a)(1)(iii). The Office for Civil Rights provides guid-
ance for incidental uses and disclosures. See OFFICE FOR CIVIL RIGHTS, SUMMARY OF
THE HIPAA PRIVACY RULE, supra note 3, at 5-7.

57 45 C.F.R. § 164.528(a)(1) (excluding from accounting uses or disclosures
that are related to treatment, payment, and health care operations; incidental to a use
or disclosure that is otherwise permitted; previously authorized; for a facility direc-
tory; made to families, relatives, or friends involved in patient’s care or those in-
volved in payment; or to national security or law enforcement entities).

8 45 C.F.R. § 164.526(a) (stating the “right to amend”).

% 45 CF.R. § 164.520 (b)(1)(vi) (stating the requirements regarding com-
plaint procedures).
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uses and disclosures of protected health information, consistent with
HHS’s intent to permit “flexibility”’® to meet their needs.

HIPAA outlines administrative, civil, and criminal penalties for
violations of its standards and is enforced by the HHS Office of Civil
Rights.”' HIPAA preempts state law unless the latter is more restric-
tive than the HIPAA regulations.”” Although HIPAA does not provide

™ See, e.g., Standards for Privacy of Individually Identifiable Health Infor-
mation, 67 Fed. Reg. 53,182, 53,208-09 (Aug. 14, 2002) (to be codified at 45 C.F.R.
pt. 160, 164) (“In developing the Privacy Rule, the Department balanced the privacy
implications of uses and disclosures for treatment, payment, and health care opera-
tions and the need for these core activities to continue. . . [T]he Department’s goal is,
and has always been, to permit these activities to occur with little or no restriction.”).

' In the absence of knowing intent to obtain or use individually-identifiable
health information in violation of Part C-Administrative Simplification, covered
entities face monetary penalties for HIPAA violations. See HIPAA § 1176(a) (outlin-
ing civil penalties for violating sections of part C). Intentional violation of HIPAA
may result in substantial monetary fines as well as criminal sanctions. See HIPAA §
1177 (outlining criminal penalties for anyone who knowingly misuses a unique health
identifier or obtains or discloses individually-identifiable health information (IIHI));
see also HIPAA § 1177; John A. Cogan, Jr., First-Ever HIPAA Conviction Highlights
Differing Views of HIPAA's Civil and Criminal Penalties, 88 MED. HEALTH R.I. 33,
33-34 (2005), available at
http://www.health.ri.gov/publications/medhealthri/JanuaryO5RIMed.pdf;  bur  see
Heather Hayes, More Privacy Concerns Are Not Investigated, GOVERNMENT HEALTH
IT, Dec. 18, 2006, http://govhealthit.com/article97136-12-18-06-Web (finding that
only one-fourth of more than 23,000 complaints to OCR about alleged HIPAA viola-
tions have been investigated); Doreen Z. McQuarrie, HIPAA Criminal Prosecutions:
Few and Far Between, HEALTH L. PERsp., Feb. 19, 2007, hup:/
www.law.uh.edu/healthlaw/perspectives/2007/(DM)HIPAACrimCharges.pdf (Of the
complaints sent to OCR, 366 have been sent to the Department of Justice for en-
forcement. The Department of Justice has prosecuted only four individuals for crimi-
nal offenses under HIPAA, all involving theft of individually identifiable health in-
formation for the purpose of financial gain. Author expresses concern that the Office
of Legal Counsel of the Department of Justice issued a Memorandum Opinion that
puts into question whether “rank and file” employees are subject to criminal sanc-
tions.).

72 See Health Insurance Reform: Standards for Electronic Transactions, 65
Fed. Reg. 50,313; HIPAA Administrative Requirements, 45 C.F.R. §§ 160, 162, 164
(2003); 45 C.F.R. § 160.202 (“More stringent means, in the context of a comparison
of a provision of State law and a standard, requirement, or implementation specifica-
tion adopted under subpart E of part 164 of this subchapter, a State law that meets one
or more of the following criteria: (1) With respect to a use or disclosure, the law pro-
hibits or restricts a use or disclosure in circumstances under which such use or disclo-
sure otherwise would be permitted under this subchapter.”); 45 C.F.R. § 160.203; see
also Giangiulio v. Ingalls Mem’l Hosp., 850 N.E.2d 249, 264 (Iil. App. Ct. 2006)
(“HIPAA contains a preemption provision that generally supersedes contrary state
law provisions. . . . However, HIPAA does not preempt state laws that are more strin-
gent.”); Grace Ko, Note, Partial Preemption Under the Health Insurance Portability
and Accountability Act, 79 S. CAL. L. REv. 497 (2006) (discussing the issues sur-
rounding HIPAA and state privacy laws).
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for a private cause of action,” its regulations have been used to pro-
vide evidence of standards in state tort actions.”* Because HIPAA
places an affirmative duty on employers to properly train their em-
ployees,” employees’ failure to comply may lend support to plain-
tiffs” invasion of privacy or breach of confidentiality claims against
employers. On the other hand, the scope of permissible disclosures
includes an express allowance for incidental disclosures—subject only
to judgments that they entailed the “minimum necessary” and that
“reasonable safeguards” were employed—and provides a refuge for
defendants describing business necessities.

While HIPAA may have provided an impetus for institutions to
proactively develop and implement policies and procedures to ensure
that health-related information is handled in a consistent and predict-
able manner, underlying questions remain: Do the regulations suc-
cessfully establish the correct standards for covered entities to follow?
If they do, do institutions properly interpret, apply, and enforce them?
The study discussed in this Article may shed some light on these is-
sues.

II. A STUDY OF PRIVACY-RELATED PATIENT
COMPLAINTS

The authors conducted a study at the Vanderbilt University Center
for Patient and Professional Advocacy to address the following: Do
patients and/or their families complain about confidentiality and pri-
vacy issues? If so, what specific issues do they complain about?
Which health care personnel do they associate with their concerns?
Has there been any change in patterns of confidentiality- and privacy-

3 See, e.g., Bagent v. Blessing Care Corp., 844 N.E.2d 469, 472 (Ill. App.
Ct. 2006) (citing Univ. of Colo. Hosp. Auth. v. Denver Publ’g Co., 340 F.Supp.2d
1142, 1145 (D.Col0.2004)).

™ See, e.g., Acosta v. Byrum, 638 S.E.2d 246, 253 (N.C. Ct. App. 2006)
(“[Plaintiff cites to HIPAA as evidence of the appropriate standard of care, a neces-
sary element of negligence. Since plaintiff made no HIPAA claim, HIPAA is inappli-
cable beyond providing evidence of the duty of care owed by [the doctor] with re-
gards to the privacy of plaintiff’s medical records.”); see also Francoise Gilbert,
Emerging Issues in Global AIDS Policy: Preserving Privacy, 25 WHITTIER L. REV.
273, 297 (2003) (stating that HIPAA could be used to establish standards of perform-
ance for covered entities regarding the use or disclosure of medical information
through private actions (citing Cal. Civ. Code Ann. § 1798.53 (providing for
special and general damages for invasion of privacy by intentional disclosure of in-
formation from a state or federal “system of records” as defined in the Federal Pri-
vacy Act of 1974, 5 U.S.C. 552(a) (2006)))).

> 45 CF.R. §§ 164.308(a)(5)(i), 164.530(a)(2) (regarding security awareness
and training).
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related complaints (hereinafter, “privacy-related complaints”) since
institutions implemented HIPAA’s Privacy Rule? Utilizing a database
of coded patient complaints previously filed with offices of patient
affairs at three geographically distant academic medical institutions,
we developed a methodology to extract privacy-related complaints
from the patient/family complaint report files and then developed a
classification system into which they could be sorted. Finally, because
HIPAA and its implementing regulations represent a major transfor-
mation of the law governing privacy in the medical context and han-
dling of health care information, we analyzed the data to compare
patterns of privacy-related complaints before and after final imple-
mentation with HIPAA’s Privacy Rule.

A. The Value of Patient Complaints

Several studies have looked into “naming, blaming, claiming” be-
havior of consumers, including that of health care recipients.”® Prior
research has demonstrated the value of unsolicited patient or family
complaint data as an indicator for patient dissatisfacti