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Abstract: This paper examines the influence of neutralization techniques, perceived
sanction severity, perceived detection certainty and perceived benefits of using the
Internet for personal purposes on intention to use the Internet at work for personal use.
To do so, we draw on a conceptual framework integrating neutralization theory and
general deterrence theory. The study finds that both neutralization techniques and
perceived benefits have a positive effect on personal use of the Internet. Perceived
detection certainty is found to have a negative effect on personal use of the Internet,
while the effect of perceived sanctions severity on personal use of the Internet is not
significant. The effect of neutralization and perceived benefits are much stronger than
perceived detection certainty. The findings suggest that people may think more about
neutralization and perceived benefits than they do about costs, when deciding whether
to use the Internet at work for personal purposes.
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1. Introduction

Personal use of the Internet refers to the use of the Internet for personal,
non-work purposes during scheduled work time (Moody & Siponen, 2013). These
non-work-related activities include visiting news sites, downloading files for personal
purposes, engaging in personal e-commerce, online social networking, personal
communication, or even committing cybercrimes (Kim & Byrne, 2011; Moody &
Siponen, 2013; Ugrin & Pearson, 2013). Researchers have noted that personal use of
the Internet can be detrimental to organizations (Blanchard & Henle, 2008; Bock &
Ho, 2009; Case & Young, 2002; Garrett & Danziger, 2008a; Jia, et al., 2013; Lim,
2002; Lim & Chen, 2012; Moody & Siponen, 2013; Young, 2011). To be specific,
these are at least four potential costs to organizations of personal Internet use. First,
personal use of the Internet can decrease employee productivity. Second, personal use
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of the Internet can result in bandwidth degradation and network congestion. Third,
personal use of the Internet can result in threats to the security of corporate data.
Specific risks associated with personal use involve downloads leading to malware and
spyware infections, such as rootkits, spamware, viruses, Trojan horses and worms as
well as browser hijacking (e.g. SnapDo). Fourth, personal use of the Internet can put
organizations at risk of legal liability if employees engage in illegal activities while
using the Internet.

To cope with the epidemic of personal use of the Internet within the workplace,
many organizations have set up Internet use policy and control mechanisms (Siau, et
al., 2002; Young, 2010), conducted management training (McBride, et al., 2012;
Young & Case, 2004), and monitored employees’ Internet usage (Kankanhalli, et al.,
2003; Mirchandani, 2004; Posey, et al., 2011). The personal use of the Internet has
also attracted the interest of several researchers who have considered various aspects
of this issue (see e.g. Lim & Chen, 2012; Mirchandani & Motwani, 2003;
Mirchandani, 2004; Moody & Siponen, 2013; Ugrin & Pearson, 2008; Ugrin &
Pearson, 2013).

The aim of this study is to examine the effect of neutralization, perceived
detection certainty, perceived sanctions severity and perceived benefits of using the
Internet for personal purposes on the intention to use the Internet at work for personal
use. To do so, we provide a conceptual framework, drawing on neutralization and
general deterrence theories. Neutralization theory postulates that individuals try to
convince themselves, and others, that their deviant behavior is justifiable. It represents
a priori rationalization that individuals employ in order to convince themselves that
deviant behavior is excusable (e.g. Lim, 2002; Sykes & Matza, 1957). Lim (2002)
develops a specific neutralization technique called the “metaphor of the ledger’, which
entails the individual convincing himself or herself that he or she has accumulated
enough points on the positive side of the ledger to justify engaging in deviant
behavior on the negative side of the ledger. The ‘metaphor of the ledger’ has its
origins in social exchange theory, which posits that employees seek a balance in their
exchange relationships with organizations (Blau, 1964). If employees have behavioral
‘credits’, they can ‘cash’ these through engaging in poor behavior. At the same time,
if the individual perceives the organization has treated them poorly, social exchange
theory suggests that individuals can feel justified in reciprocating through engaging in
behavior contrary to the organization’s interests.

Deterrence theory is premised on the notion that individuals respond to
incentives and that greater deterrence in the form of a higher probability of detection
and more severe sanctions will curtail personal Internet use (Ugrin & Pearson, 2013).

We extend the existing literature in four ways. First, scant research has examined
the personal use of the Internet within the context of neutralization theory. Existing
research has only looked at the effect of one sub-dimension of neutralization on the
personal use of the Internet (Lim, 2002). We extend this research to include five
sub-dimensions of neutralization.



The second contribution of the study is that we extend general deterrence theory
by incorporating benefits into the model. Existing studies within the context of
deterrence theory have mainly focused on the cost to individuals, while the benefits to
individuals have been neglected (Vance & Siponen, 2012). Two exceptions are
studies by Moody and Siponen (2013) and Pee et al. (2008).

The third contribution is that we integrate both deterrence and neutralization
theories to study the personal use of the Internet. To our knowledge, no research
exists on the personal use of the Internet, drawing on both general deterrence theory
and neutralization theory. Integrating neutralization theory and general deterrence
theory can provide a more complete picture for understanding personal use of the
Internet. According to Willison and Warkentin (2013), individuals may attempt to
justify and rationalize anti-organizational behavior using appropriate neutralization
techniques. Siponen and Vance (2010), in their study of information systems (IS)
security, argued that employees’ violation of IS security is not always best explained
by fear of sanctions. The reason is that employees may use neutralization techniques;
rationalizations which allow them to excuse, or justify, the perceived harm of
violation of organization policies. This argument can also apply to the personal use of
the Internet (Siponen & Vance, 2010).

The fourth contribution is in terms of our geographic focus on the personal use of
the Internet in China. Most extant research on the personal use of the Internet has
been conducted in specific western countries (Moody & Siponen, 2013; Ugrin &
Pearson, 2008; Ugrin & Pearson, 2013). To this point, there is a dearth of studies on
the personal use of the Internet in China. Because of myriad cultural differences,
research findings in the west may not be necessarily generalizable to China.

The results will be of interest to management and information security in
companies with employees who use the Internet, as well as information security and
organizational behavior scholars interested in studying personal use of the Internet at
work. The results for the deterrence variables will also be of interest to scholars in
other fields, such as criminology and economics as a specific application of the
relative effect of the certainty of apprehension and severity of punishment on personal
use of the Internet in the workplace.

The remainder of the paper is set out as follows. The next section gives an
outline of neutralization theory, general deterrence theory as well as presenting our
hypotheses. We then outline the data and research method. This is followed by
presentation, and discussion of the results. The final section of the paper details
limitations of the study and implications for research and for practice.

2. Conceptual framework and hypotheses
2.1. Neutralization techniques

Neutralization techniques refer to rationalizations which individuals invoke to
convince themselves, and others, that their deviant behaviors are justifiable and/or
excusable (Lim, 2002; Sykes & Matza, 1957). Individuals use these strategies to
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reconcile the discrepancies between their deviant behavior and the positive self-image
that they wish to project. According to Willison and Warkentin (2013), neutralization
theory may be particularly worthy of study in the corporate context, as corporate
employees are far more susceptible to feelings of guilt and shame, relative to career
criminals. Recently, organizational scholars have started to use neutralization
techniques to understand workplace deviance, such as the personal use of the Internet
(Lim, 2002; Rajah & Lim, 2011) and IS security policy violations (Siponen & Vance,
2010; Willison & Warkentin, 2013).

Sykes and Matza (1957) proposed five techniques of neutralization; namely,
denial of responsibility, denial of injury, denial of victim, condemnation of the
condemners and appeal to higher loyalties. Denial of responsibility entails a person
committing a deviant act placing the blame on an alternative source or circumstance
(Siponen & Vance, 2010). The perpetrator convinces himself, or herself, that he, or
she, is not really liable due to “factors beyond their control’ which causes their deviant
activity (Harris & Dumas, 2009). Denial of injury involves justifying an action on the
basis that it is victimless or that it causes little, or no, harm (Sykes & Matza, 1957).
Using denial of injury, the individual may claim that the personal use of the Internet
does not harm organizational property or inflict harm on other individuals. Denial of
victim entails claiming that the deviant act can be justified because the victim
deserved whatever happened. Condemnation of the condemners occurs when a person
committing a deviant act criticizes those who condemn them in an attempt to shift the
blame. With appeal to higher loyalties, a person committing a deviant act seeks to
justify their behavior as being for the greater good, with long term benefits that justify
their actions. Following Siponen and Vance (2010) these five dimensions are
conceptualized as a type two second-order construct (Jarvis, et al., 2003), which is
formatively composed of reflective sub-constructs.

According to Willison and Warkentin (2013), deviant corporate employees are
likely to draw on techniques of neutralization in an attempt to avoid feelings of guilt.
There is also empirical evidence to show that neutralization is correlated with
intention to engage in deviant acts, such as intention to violate information security
policy (Siponen & Vance, 2010). The same mechanism seems applicable to
employee’s personal use of the Internet. Therefore, the following hypothesis is
proposed.

H1: Employees’ usage of neutralization techniques will be positively related to
their intention to use the Internet for personal purposes.

2.2. General deterrence theory

General deterrence theory (GDT) was originally developed as a mechanism to
reduce the extent to which people engage in deviant behavior. It rests on the
proposition that human behavior is to some degree rational, and therefore can be
influenced by incentives, particularly the negative incentives inherent in formal
sanction (Wenzel, 2004). GDT suggests that the threat of sanctions can modify
employee actions when the potential punishment is weighed against the potential
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benefit of a specific behavior (Ugrin & Pearson, 2013). GDT has previously been
used in research on the personal use of the Internet (Mirchandani & Motwani, 2003;
Mirchandani, 2004; Moody & Siponen, 2013; Ugrin & Pearson, 2008; Ugrin &
Pearson, 2013). In our study, we extend GDT to incorporate the benefits of the
personal use of the Internet. The costs of the personal use of the Internet include the
possibility of detection and severity of sanctions. Perceived benefits of the personal
use of the Internet include saving money and time, convenience of use and emotional
benefits such as making work life more enjoyable (Li, et al., 2010).

2.2.1. Sanctions and the personal use of the Internet

Sanctions include perceived sanction severity and perceived detection certainty.
Sanction severity refers to an individual’s belief that their deviant behavior will be
harshly punished, while detection certainty refers to the probability that they will be
caught. According to GDT, individuals who perceive that the probability of detection
and severity of punishment is higher will be less likely to engage in deviant behavior.
Hence,

H2: Sanction severity will be negatively related to employees’ intention to use
the Internet for personal purposes.

H3: Detection certainty will be negatively related to employees’ intention to use
the Internet for personal purposes.

2.2.2. Perceived benefits and the personal use of the Internet

Perceived benefits refer to the overall expected benefits that an employee could
obtain from the personal use of the Internet. The benefits can include one or more of
saving time or money, convenience or enjoying a more interesting work life (Li, et al.,
2010; Lim & Chen, 2012; Moody & Siponen, 2013; Pee, et al., 2008). Convenience is
perceived to be a significant benefit of the personal use of the Internet. Some
employees also use the Internet for entertainment purposes such as downloading
movies, gaming and social networking (Johnson & Indvik, 2004; Pee, et al., 2008).
These perceived benefits may override the impact of sanctions, and lead to use of the
Internet for personal purposes. Therefore,

H4: Perceived benefits will be positively related to employee intention to use the
Internet for personal purposes.

2.3. Control variables

Extant research has found that variables such as age (Vitak, et al., 2011), gender
(Chen, et al., 2011) and education level (Garrett & Danziger, 2008b) can impact the
personal use of the Internet. These variables are employed as control variables in this
study.

3. Research method

3.1. Instruments



All the constructs were measured with previously validated instruments. Personal
use of the Internet was measured with the corresponding instrument of Pee, et al.
(2008), perceived benefits, detection certainty and sanction severity were measured in
the same manner as in Li, et al. (2010). Denial of responsibility, and denial of injury
were measured with the items from Siponen and Vance (2010). Denial of victim is
from Morris and Higgins (2009). Condemnation of the condemner was from the items
in Buzzell (2005). Appeal to higher loyalties was from the instrument of Hinduja
(2007). All items were measured on a seven-point Likert scale, in which 1 denoted
“strongly disagree” and 7 denoted “strongly agree”.

As the current study was conducted in a Chinese speaking context, and the
original measures of the studied constructs were developed in English, the survey
instrument was translated from English into Chinese following the procedure
recommended by Brislin (1993). First, the instruments were translated from the
original English into Chinese and subsequently back translated into English by
another bilingual. The back translated text was then compared with the original text.
In instances in which discrepancies existed, the Chinese version and the original
English version were examined and, if necessary, the final translation was amended.

Before administration of the survey, the questionnaires were distributed to 50
middle-level managers at five Dalian companies for their feedback and some
revisions were made based on their feedback. The items are shown in Table 4.

3.2. Sample and procedures

The target population was employees working in organizations with Internet use
policies. Data were collected in 2012 mainly from employees working in
telecommunication and financial institutions. Each of the organizations had Internet
use policies which explicitly stated that no personal use of the Internet is allowed. In
each case the Internet use policy states that individuals violating the policy will be
sanctioned. The sanctions are of differing severity up to, and including, termination.
For companies in Dalian, we collected data from five organizations with Internet use
policies. We distributed 200 paper edition questionnaires to employees in these five
companies and received 118 completed questionnaires. Specifically, one of the
authors visited each of the organizations in Dalian, distributed the questionnaires to
the selected respondents and collected the questionnaires immediately after
completion. For companies outside Dalian, we collected data via an on-line survey
using a professional survey website. Specifically, we sent e-mails with a hyperlink to
the survey to 500 people working in organizations which have an Internet use policy
prohibiting personal use, inviting them to participate in the online survey. We
received 112 completed questionnaires from the online survey. Most of the
respondents to the online survey were from telecommunication companies and
financial institutions. Altogether, we collected 230 completed questionnaires.

The characteristics of the respondents are reported in Table 1. Table 1 indicates
that the proportion of men was a little higher than women and most of the respondents
were aged between 19 and 35 years old. About three-quarters of the respondents have
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a bachelor degree or above. About three-quarters of the respondents had worked in
their current companies for less than 3 years. About 70% of the respondents use
computers more than 6 hours a day. There is no general information about the
characteristics of corporate employees in China as a whole, so we cannot compare our
sample with the characteristics of corporate employees as a whole to assess the
representativeness of our sample. However, our sample is similar to other IS security
studies in China in terms of age, education and gender (Hu, et al., 2011).

[Insert Table 1 about here]

Some of the responses were collected through a paper survey and others through
an online survey. Meta-analyses suggest that while the response rates differ between
online and paper surveys, representativeness is often similar (Cook, et al., 2000).
Table 2 compares the characteristics of respondents to the paper survey and
respondents to the online survey in terms of age, education and gender. There are no
significant differences between respondents in the two types of survey.

[Insert Table 2 about here]
3.3. Method for data analysis

Component-based partial least squares (PLS) structural equation modelling
(SEM) was used to evaluate the psychometric properties of the measurement scales
and to test the research hypotheses proposed in this study. PLS is widely used in
information security studies (e.g. Herath & Rao, 2009b; Li, et al., 2010; Siponen &
Vance, 2010; Vance & Siponen, 2012). In our study, Smart PLS software package
version 2.0 was used for the estimations. We chose the variance-based PLS using
Smart PLS 2.0, rather than covariance-based SEM using AMOS or LISREL, for two
reasons. First, according to Haenlein and Kaplan (2004), when formative indicators
are included in a model, PLS is preferable to covariance-based SEM. In our model,
neutralization is a formative construct. Second, Haenlein and Kaplan (2004) noted
that PLS is typically recommended in situations in which the sample size is small.
The composite reliability (CR) index (Fornell & Larcker, 1981) was used to assess the
reliability of the measurements. Gefen et al. (2000) suggest a CR score of at least 0.7
is required for reliable measurement. The average variance extracted (AVE) was used
to assess convergent validity. An AVE value of at least 0.5 is required to establish
convergent validity (Gefen, et al., 2000). The square root of the AVE and the
correlations among all the constructs were used to assess the discriminant validity of
the measurement. For the model estimation, the amount of variance explained (R?
was used for assessment of the model fit.

4. Results
4.1 Descriptive statistics and the measurement model

Table 3 presents AVE, composite reliability and inter-correlations of the latent
variables. The composite reliabilities for all the latent variables are greater than the
0.7 threshold, demonstrating that all constructs have adequate reliability. The AVE



values for all constructs were greater than the recommended threshold of 0.5,
establishing convergent validity of the constructs. The survey instruments and item
loadings are given in Table 4. The factor loadings of the measurement items on the
intended constructs were at least 0.78, suggesting convergent validity. The square root
of AVE for all constructs is much greater than the variance shared between the
construct and other constructs, indicting good discriminant validity. Furthermore, the
correlations among all constructs are well below 0.9, also suggesting discriminant
validity. Intention to use the Internet for personal purposes is positively correlated
with all the sub-dimensions of neutralization and perceived benefit and negatively
correlated with sanction severity and detection certainty. These correlations are all in
the expected direction.

[Insert Tables 3 and 4 about here]
4.2. Results of the structural model

Fig.1. shows the effect of neutralization, perceived sanction severity, perceived
detection certainty and perceived benefits on intention to use the Internet for personal
reasons. The model explained 65.0% of the total variance in employees’ intention to
use the Internet for personal purposes. Neutralization and perceived benefits were
found to have a positive relationship with intention to use the Internet for personal
purposes, while detection certainty was found to have a negative relationship with
intention to use the Internet for personal purposes. Therefore, H1, H3, and H4 were
supported. However, perceived sanction severity was found to have a non-significant
relationship with intention to use the Internet for personal purposes. Therefore, H2
was not supported.

[Insert Fig.1. about here]
5. Discussion and implications

By integrating general deterrence theory and neutralization techniques, this study
investigated the effect of neutralization and the perceived costs and benefits of the
personal use of the Internet on intentions to use the Internet for personal reasons. The
findings in this study have both theoretical and practical implications.

5.1. Main findings

As expected, we found that among all the studied variables, neutralization is the
strongest predictor of intention to use the Internet for personal purposes. This finding
is consistent with neutralization studies in IS security. Previous research has found
that neutralization explains intention to engage in IS security policy violation
(Siponen & Vance, 2010), intention to commit computer abuse (Harrington, 1996),
and cyber-loafing (Lim, 2002). In addition to these quantitative research findings,
some interview-based evidence from qualitative research also reported that employees
try to find means to justify their deviant actions in the workplace (Lim, 2002).

Neutralization strategies are internal thought exercises that individuals employ in
order to maintain a positive sense. Neutralization strategies are employed to keep the
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negative emotions one feels when there is a perceived discrepancy between one’s
outward actions and norms of acceptable behavior in check. Neutralization techniques
manifest in the form of justification and rationalization for breaking the rules in order
to maintain a positive self-concept. The finding that neutralization is the strongest
predictor of intention to use the Internet for personal purposes is consistent with the
‘metaphor of the ledger’ (Lim, 2002) and the principle of reciprocity grounded in
social exchange theory (Blau, 1964). Our results are consistent with individuals either
rationalizing their behavior on the basis that they are ‘cashing in’ on behavioral
‘credits’ or that they have been treated poorly by the organization in the past and
reciprocal poor behavior can, thus, be justified.

The results are consistent with cognitive dissonance theory (Festinger, 1957).
Cognitive dissonance theory suggests that individuals attempt to live up to internally
set standards of what is morally acceptable and their positive sense of self is
determined by the extent to which they are successful (Hales, 1985). When
individuals engage in deviant behavior, they are able to still maintain a positive
self-concept by justifying, or rationalizing away, that behavior through appropriate
neutralization strategies. The results are also consistent with the theory of subjective
wellbeing homeostasis (Cummins, 1998). The theory of subjective wellbeing
homeostasis posits that wellbeing is managed by dispositional, genetically pre-wired,
neurological systems. It posits that subjective wellbeing will lie within a set point
range with an upper and lower threshold. If the set point approaches the lower
threshold, there are buffers in the homeostatic mechanism that kick in to repel the
challenging agent. In the context of the present study, the threat of deviant behavior to
one’s positive sense of self represents the challenging agent, threatening to undermine
one’s subjective wellbeing. Neutralization strategies, dismissing, or at least
dampening, the negative consequences of one’s behavior, measured in terms of one’s
own standards, represent a buffer, maintaining the homeostatic mechanism.

Perceived benefits were found to have a positive relationship with intention to
use the Internet for personal purposes. Our finding is consistent with findings in
studies by Moody and Siponen (2013) and Pee, et al. (2008) of the benefits of
personal use of the Internet with Finnish and Singaporean samples respectively. The
result implies that individuals who perceived that personal use of the Internet is
beneficial are more likely to engage in personal use of the Internet.

The results for perceived benefits are consistent with the notion that beliefs
regarding future benefits from using the Internet at work, will serve as motivation to
engage in that behavior (Moody & Siponen, 2013). These potential benefits include
convenience of access, social entertainment and stress relief, each of which the
individual believes will result in a more rewarding work life (Li, et al., 2010; Lim &
Chen, 2012; Moody & Siponen, 2013; Pee, et al., 2008).

While perceived detection certainty was found to have a negative effect on the
personal use of the Internet, its effect is much smaller than the effect of neutralization
or perceived benefits on the personal use of the Internet. The results for the effects of
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deterrence in the IS security literature have been, at best, mixed (D'Arcy & Herath,
2011). Our results are consistent with previous studies which have found formal
sanctions to have only a modest effect (Moody & Siponen, 2013) or no effect
(Siponen & Vance, 2010) on Internet violation intentions. Our findings contrast with
other studies in IS security research in which researchers (Cheng, et al., 2013; D'Arcy,
et al., 2009; Li, et al., 2010) have reported that detection certainty and sanction
severity are good predictors of intention to comply with IS security.

A possible explanation for the weaker relationship between sanction severity and
intention to use the Internet for personal purposes could be that by employing
neutralization techniques, people may primarily focus on justification of their
behavior and, in doing so, discount, or downplay, the potential negative consequences
of their actions (Hu, et al.,, 2011). Herath and Rao (2009a) reached the same
conclusion in their study of the efficacy of certainty of apprehension and severity of
punishment in a sample of US firms. They interviewed a sample of IS professionals to
seek explanations for their results. One explanation offered by those interviewed by
Herath and Rao (2009a) was that individuals apply a high discount rate to the penalty,
such that it is considered to take effect so far into the future it is not worth being
concerned about. This would be consistent with acting impulsively, while neglecting
the long-term costs of one’s actions. Another explanation is that individuals might
feel that penalties might not really apply to them as opposed to others around them. In
this respect, individuals might discount the costs of punishment because they believe
that punishment is an improbable event in the future.

Our results are also consistent with findings in the economics of crime literature
on the relative importance of certainty of apprehension versus severity of penalty.
Becker (1968) postulated that risk neutral individuals consider only the expected
penalty and not its composition, and are therefore indifferent to offsetting changes in
the probability and severity of punishment that keep the expected penalty constant.
Risk adverse individuals are deterred more by (equivalent) increases in severity of
punishment, while risk lovers are deterred more by (equivalent) increases in the
probability of detection.

Beginning with Ehrlich (1973), a consistent finding in the subsequent literature
on the economics of crime is that people are deterred by the prospect of being
apprehended to a much larger extent than the severity of sentence (Block & Gerety,
1995; Grogger, 1991). This result can be explained if one believes that individuals
who commit crimes are preferring risk (Grogger, 1991). In our specific context, this
assumes that people who engage in deviant behavior at work are prone to act
impulsively, neglecting the long-term consequences of their behavior.

There is no direct empirical evidence on either the risk preference of criminals,
or white collar office workers (Neilson & Winter, 1997). By the same token, it is
reasonable to think that people who use the Internet at work for personal reasons,
particularly when they know there is a risk of being caught and punished, are likely to
prefer risk.
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None the less, if one does not accept that those who engage in personal Internet
use at work prefer risk in the absence of direct evidence on the point, our findings are
still consistent with general deterrence theory if one steps outside the simple Becker
(1968) framework. In various circumstances in which one discounts the costs of
punishment or discounts the future benefits of deviant behavior, there are several
scenarios in which those who engage in deviant behavior can be both risk averse and
more sensitive to changes in the certainty of apprehension, than changes in the
severity of punishment (Block & Lind, 1975; Mungan & Klick, 2014a, 2014b;
Neilson & Winter, 1997; Polinsky & Shavell, 1999).

5.2. Theoretical contributions

The main contributions of our study to the literature on personal use of the
Internet are that we examined the personal use of the Internet from a new perspective
by integrating neutralization theory and general deterrence theory. In addition, we
extended deterrence theory by including the benefits of personal use of the Internet.
Integrating neutralization theory and deterrence theory can shed new light on
understanding of behavior relating to the personal use of the Internet. Our findings
demonstrated that neutralization is the largest predictor of intention to use the Internet
for personal reasons. Perceived benefits of personal use of the Internet is also a good
predictor. However, the effect of detection certainty on the intention to use the
Internet for personal use is much weaker than the effect of neutralization and
perceived benefits, while sanction severity was found to be unrelated to personal use
of the Internet. These findings suggest that employees may mainly look for reasons to
justify their personal use of the Internet at work. Our findings imply that given the
benefits of personal use of the Internet and neutralization techniques employed to
justify behavior, imposing harsher penalties will not work.

5.3. Limitations

One potential limitation of our study is related to generalizing the findings to
other groups of people. Most of the respondents are young professional staff from
companies in the finance and telecommunication sectors in the Northeast of China.
There could be cultural differences among regions and between people of different
generations. The conclusions within this paper only represent a snapshot of employees
in a given region in particular industries and particularly for young professional staff
that could make further generalizations outside this context problematic.

5.4. Implications for research

Our results highlight a number of opportunities for future research on personal
use of the Internet. First, in our model, we incorporated five sub-dimensions of
neutralization. Future research could also incorporate other sub-dimensions of
neutralization such as metaphor of the ledger (Klockars, 1974). Metaphor of the
ledger refers to the rationalization of individuals that they are entitled to indulge in
deviant behavior because of their past good behavior (Klockars, 1974). Secondly, our
research incorporated perceived detection certainty and perception of sanction
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severity. Future research could incorporate other dimensions of deterrence, such as
perceived celerity of sanctions (Hu, et al., 2011). Celerity represents how quickly the
punishment occurs (Higgins, et al., 2005). Third, future research could also
incorporate dispositions such as the Big Five personality traits in the model. Research
has shown that dispositions such as the Big Five personality traits could be good
predictors of personal use of the Internet (Jia, et al., 2013).

5.5. Implications for practice

Our results suggest that neutralization plays a key role in personal use of the
Internet. Employers should attempt to reduce the effects of neutralization techniques.
Educational sessions that emphasize the negative aspects of personal use of the
Internet is one approach (Moody & Siponen, 2013). Appropriate employee training
about the adverse effects of personal Internet usage at work has been shown to be an
effective way to inhibit neutralization techniques (Siponen & Vance, 2010).

Perceived benefits were also found to have a significant effect on personal use of
the Internet. Employers could lower perceived benefits through encouraging work-life
balance and promoting more flexible working hours. This would encourage
employees to browse the Internet for personal usage in non-work hours. Moody and
Siponen (2013), who also found that perceived benefits is a strong predictor of
Internet use, suggest that organizations need to meet employees’ expectations of an
interesting and rewarding work life through other avenues, such that employees do
not resort to using the Internet. Their suggestion is that employees’ work motivation
needs to be supported by appropriate leadership approaches. This also has
implications for work. It is important to recruit people who are motivated by their
work.

While the certainty of apprehension was found to have a weaker effect on
personal Internet use than neutralization and perceived benefits, deterrence should not
be neglected. Our results suggest that increased surveillance, which will increase the
probability of apprehension, will have a negative effect on intention to use the Internet
in the workplace for personal reasons, although increasing the severity of the
punishment will not have any effect on employee behavior.

There are several possible ways in which organizations could increase
surveillance. One method would be to employ bookmark checking or informal
walk-in checks to monitor the workplace (Chou, et al., 2010; Herath & Rao, 2009a).
A second method would be to employ a measurement model evaluating personal
webpage usage in the workplace, along the lines of that developed by Mirchandani
(2004), which could be used before hiring employees (Chou, et al., 2010). A third
method would be to employ one of a number of e-surveillance methods to monitor
employees’ usage of the Internet. E-surveillance techniques include packet sniffers,
desktop monitoring, log files system administration, email filters, activity monitors
and surf controllers (Sheriff & Ravishankar, 2012). While a number of commercial
filtering software products exist on the market, most of these programs rely on black
and white lists to block, or allow, Internet access. This creates several problems (Chou,
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et al., 2010). One problem is that for organizations, maintaining the lists is very
expensive. Another problem is that while commercial filter providers typically
periodically update the lists, they still might be out of date. Hunter (2000) found that
four popular commercial filters (CYBERsitter, CyberPatrol, Net Nanny and Surf
Watch) exhibited Over-inclusive and Under-inclusive blocking error rates due to
source-based filtering, which relies on pre-defined black and white lists. For this
reason, text mining approaches represent a better alternative to commercial filters
based on maintaining lists, as a method to monitor employees (Chou, et al., 2010).

6. Conclusion

This study has contributed to the extant literature on the understanding of
personal use of the Internet drawing on neutralization and general deterrence theories.
The findings from this study support the tenets of neutralization theory that employees
will use various neutralization techniques to justify their deviant behavior in the
workplace. In our study, the deviant behavior represents personal use of the Internet.
In addition, we found that perceived benefits have an influence on personal use of the
Internet. Although detection certainty was also found to have an effect on intention to
use the Internet for personal reasons, its effect was much weaker than those of
neutralization and perception of benefits. The results imply that employees
concentrate on the perceived benefits of personal Internet use while, at the same time,
finding justification for their behavior and paying less attention to the expected
punishment. To the extent that individuals do turn their mind to the implications of
being caught, they are more concerned with the probability of being caught than the
severity of the punishment once caught, which has an insignificant effect on behavior.
This latter result is consistent with employees who express an intention to use the
Internet for personal reasons at work, when such behavior is not permitted, being risk
lovers.
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Table 1

Profile of respondents.

Variables N %
Gender
Male 143 62.2
Female 87 37.8
Age
18to24 44 19.1
25t034 165 71.7
35and over 21 9.1
Education
Polytechnic and below 52 22.6
Bachelor 110 47.8
Master and PhD 68 29.6
Working years
Less than 3 years 175 76.1
3to5years 25 10.9
More than 5 years 30 13.0
Computer usage per day
Less than 4 hours 33 14.3
4to 6 hours 41 17.8
More than 6 hours 156 67.8
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Table 2

Profile of respondents to the online and paper surveys.

Online survey

Paper survey

No. % No. %
Gender Male 68 60.7% 75 63.6%
Female 44 39.3% 43 36.4%
18to 24 22 19.6% 22 18.6%
Age 25t0 34 80 71.4% 85 72.0%
35 and over 10 8.9% 11 9.3%
Polytechnic and below 30 26.8% 22 18.6%
Education Bachelor 48 42.9% 62 52.5%
Master and PhD 34 30.4% 34 28.8%

19



Table 3

AVE, composite reliability and inter-correlations of the latent variables.

AVE CR 1 2 3 4 5 6 7 8 9
1.DenRes 0.83 089 0.91
2.Denlnj 0.70 0.79 050 0.84
3.DenVic 0.73 081 045 054 085
4.ConCon 0.77 085 046 043 051 0.88
5AppHLoy 0.78 086 051 046 042 054 0.89
6.SanSev 0.85 091 -020 -0.25 -0.20 -0.19 -0.08 0.92
7.DetCer 090 089 -053 -049 -047 -049 -050 033 0.95
8.PerBen 071 086 053 045 041 042 045 -0.17 -050 0.84
9.Int 0.78 086 056 058 061 056 057 -0.18 -059 0.62 0.88

Notes: DenRes = denial of responsibility; Denlnj = denial of injury; DenVic = denial of victim;
ConCon = condemnation of the condemners; AppHIloy= appeal to higher loyalties; SanSev = sanction
severity; DetCer = detection certainty; PerBen = perceived benefits; Int = intention to use the Internet

for personal reasons. . The bold values on the diagonal show the square roots of AVEs. For » > 0.18,
correlation is significant at the 0.01 level (2-tailed); for » < 0.18 and » > 0.14, correlation is significant

at the 0.05 level.
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Table 4

Measurement items and item factor loading.

Constructs  Items Source Loading
Int I intend to use the Internet provided by the organization for ~ Adapted from Peeet ~ 0.900
non-work-related purposes in the future. al. (2008)
I will use the Internet provided by the organization for 0.908
non-work-related purposes in the future.
I expect to use the Internet provided by the organization for 0.822
non-work-related purposes in the future.
DetCer If I used the Internet access provided by the organization for ~ Adapted from Li et 0.933
non-work-related purposes, the probability that | would be al. (2010)
caught is (Very Low/Very High).
I would probably be caught (Very Low/Very High). 0.948
SanSev If I was caught using the Internet access provided by the Adapted from Li et 0.877
organization for non-work-related purposes, | think the al. (2010)
punishment would be (Very Low/Very High).
I would be severely punished by my organization. 0.919
My Internet access privileges would be restricted by the 0.938
organization.
PerBen Using the Internet access provided by the organization for Adapted from Li et 0.823
non-work-related purpose will allow me to spend less al. (2010)
private (non-work) time accessing the Internet.
Reduce my personal expense of accessing the Internet. 0.821
Convenience. 0.800
More interesting work life. 0.825
DenRes It is OK to use the Internet access provided by the Adapted from 0.901
organization for personal purposes if | am not sure whether Siponen and Vance
there is Internet use policy in the organization. (2010)
It is OK to use the Internet access provided by the 0.911
organization for personal purpose if the Internet use policy is
not explicitly advertised.
It is OK to use the Internet access provided by the 0.898
organization for personal purposes if I don’t understand the
Internet use policy.
Denlnj It is OK to use the Internet access provided by the Adapted from 0.840
organization for personal purposes if no harm is done. Siponen and Vance
It is OK to use the Internet access provided by the (2010) 0.851
organization for personal purposes if no damage is done to
the company.
It is OK to use the Internet access provided by the 0.833
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DenVic

ConCon

AppHlIoy

organization for personal purposes if no one gets hurt.

If the managers are worried about harm from personal use of
the Internet they should have better online management.

I don’t really buy into the idea that the company loses much
from personal use of the Internet.

It is OK to surf the net for non-work reasons because my
boss is biased and does not treat us well.

Managers should be more worried about other kinds of
misconduct than personal use of the Internet.

The Company where | work really should worry about other
issues than personal use of the Internet.

The Company has been ripping its employees off for years,
so personal use of the Internet is justified.

It is OK to use the Internet access provided by the
organization for personal purposes if it is somehow used to
benefit an individual or a business.

It is all right to use the Internet access provided by the
organization for personal purposes to get my work done
more efficiently.

It is OK to use the Internet access provided by the
organization for personal purposes if a family member,
friend, or significant other needs me to do so.

Adapted from Morris
& Higgins(2009)

Adapted from
Buzzell(2005)

Adapted from
Hinduja (2007)

0.874

0.884

0.781

0.865

0.891

0.880

0.881

0.902

0.887

Notes: DenRes = denial of responsibility; Denlnj = denial of injury; DenVic = denial of victim;

ConCon = condemnation of the condemners; AppHloy= appeal to higher loyalties; SanSev = sanction

severity; DetCer = detection certainty; PerBen = perceived benefits; Int = intention to use the Internet

for personal reasons.
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