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Introdu
tion
This thesis investigates the use of innovative interferen
e dete
tion and mit-igation te
hniques for GNSS based appli
ations. The main purpose of thisthesis is the development of advan
ed signal pro
essing te
hniques outper-forming 
urrent interferen
e mitigation algorithms already implemented ino�-the-shelf GNSS re
eivers.State-of-the-art interferen
e 
ountermeasures already investigated in litera-ture, whi
h pro
ess the signal at the Analog to Digital Converter (ADC)output, provide interferen
e 
omponents suppression in the time domain orin the frequen
y domain, thus leading to a signi�
ant signal degradation inharmful interferen
e s
enarios where the GNSS signals spe
tra at the re
eiverantenna is 
ompletely jammed by external intentional or unintentional RadioFrequen
y Interferen
e (RFI) sour
es.The proposed advan
ed interferen
e 
ountermeasures over
ome su
h a limit,sin
e they are based on parti
ular signal pro
essing te
hniques whi
h manip-ulate the re
eived samples at the ADC output, providing a representationin new domains where interferen
e 
omponent 
an be better dete
ted andseparated from the rest of the signal, minimizing the useful signal distortioneven in presen
e of multiple interferen
e sour
es. At the 
ost of an in
reased
omputational 
omplexity, su
h te
hniques 
an be optimized for in
reasingthe sensitivity and the robustness of GNSS re
eiver merged in harmful envi-ronments.The work of this thesis addresses the design of su
h te
hniques by means oftheoreti
al analyses, their performan
e assessment by means of simulation1



and their validation by means of syntheti
 and real GNSS data. Furthermoreperforman
e 
omparison with more traditional interferen
e 
ountermeasuresis also presented 
onsidering a variety of harmful interferen
e s
enarios.In addition to the investigation of su
h new interferen
e 
ountermeasures, partof the thesis deals with the limit of 
urrent interferen
e suppression te
hnique,su
h as the pulse blanking, and its impa
t on the data demodulation perfor-man
e. A very general investigation of the pulse blanking impa
t on the datademodulation performan
e for un-
oded Binary Phase Shift Keying (BPSK)Dire
t Sequen
e Spread Spe
trum (DS/SS) is provided. Then, the analysisfo
uses on the assessment of the navigation data demodulation performan
efor the 
urrent Spa
e Based Augmentation System (SBAS), then providinga proposal for system improvements, in terms of robustness and data ratein
rease, in future SBAS generation.Among the di�erent interferen
e s
enarios 
onsidered, the thesis fo
uses onthe potential interferen
e environment expe
ted in aviation 
ontext, sin
e theGalileo E5 and GPS L5 bands, where the future GNSS based aviation ser-vi
es will be broad
ast, are shared with other Aeronauti
al Radio NavigationSystems (ARNSs) broad
asting strong pulsed interfering signals, whi
h mayseriously threat the on-board GNSS re
eiver operations . For su
h s
enarios,simulation and analyti
 models are dis
ussed and used as ben
hmark 
ases forassessing the mitigation te
hniques, in terms of Signal to Noise Ratio (SNR)gain and data demodulation 
apability.The presen
e of interferen
e (mitigated or not) 
auses a loss in the 
arrierto noise density ratio C/N0 value for the re
eived signal. For this reason,in order to reliably deal with su
h signals, the GNSS re
eiver must be ableto feature high-sensitivity algorithms at the a
quisition and tra
king stages.For this reason the last part of the thesis investigates High Sensitivity (HS)a
quisition s
hemes for very weak GNSS signal dete
tion. In parti
ular, thepurpose of this part of the work is to present a theoreti
al methodology forthe design of an a
quisition s
heme 
apable of dete
ting signal down to 52



dB-Hz. The analysis 
arried out assuming the presen
e of assistan
e infor-mation whi
h allows the re
eiver employing long 
oherent integration time(order of se
onds). The parti
ular s
enario of the GNSS spa
e environmentis taken into 
onsideration and the analysis is also fo
used on the de�nitionof the requirements on the a

ura
y for potential Doppler aiding sour
es atthe re
eiver level.The theoreti
al analysis is also supported by fully software simulation.Thesis OutlineThe thesis is divided in three parts as follows:1. Fundamentals and State of the Art. Ba
kground on GNSS systems,GNSS signals, and GNSS re
eivers ar
hite
ture is provided in Chapter1. Chapter 2 provides an overview of the main unintentional interferen
esour
es while in Chapter 3 the main dete
tion and mitigation algorithmspresented in literature are reported.2. Interferen
e Impa
t on GNSS Aviation Re
eiver and Advan
ed Counter-mesures. After providing a detailed des
ription of the main interferen
esour
es for the GNSS servi
es in the ARNSs frequen
y bands, a detailedassessment of the impa
t of su
h pulsed interferen
e sour
es on GNSS re-
eiver is provided in Chapter 4. Su
h analysis has been performed in thenavigation laboratory of the European Spa
e Resear
h and Te
hnologyCentre (ESTEC/ESA), in the Netherlands and results have been pub-lished in [1℄. Furthermore, the most 
ommon pulsed interferen
e su
has the pulse blanking will be deeply investigating in Chapter 4. Chapter5 will fo
us on the investigation on new advan
e signal pro
essing basedinterferen
e dete
tion and mitigation algorithms. In parti
ular two ad-van
ed interferen
e 
ountermeasure based Wavelet Pa
ket De
omposi-tion (WPD) and on Karhunen-Loève Transform (KLT) will presented3



and their performan
e in suppressing interferen
e will be assessed. Theresults a
hieved from this resear
h a
tivity have been published in [2℄[3℄ [4℄ and [5℄.Chapter 6 provides an assessment of the impa
t of the pulse blankingand its non linearities e�e
t on the data demodulation performan
e of
oded and un-
oded DS/SS system.3. Design of a High Sensitivity Re
eiver for GNSS signal a
quisition inharsh environment. Chapter 7 will address the design of a HS a
quisi-tion s
heme for weak GNSS signals in spa
e environments. Results ofthis a
tivity 
an be found in [6℄.

4



Part I
FundamentalsandState of the Art



Chapter 1
Introdu
tion
1.1 Motivation of the WorkIn a short time new demanding appli
ations, as for instan
e �nan
ial and life
riti
al timing and positioning servi
es, will be in
luded in the plethora of usesof new GNSS appli
ations. They will require the ability to restri
t a

ess tosome 
lass of prote
ted information by the user position meaning, provided bysome GNSS te
hnology. A

ess 
ontrol tokens using trusted GNSS re
eiverswill provide the information se
urity 
ore for this kind of appli
ations, in
lud-ing banking, enterprise and se
ure timestamps. The lo
ation-based 
ontrol
on
ept is based on the de�nition of a se
ure ar
hite
ture able to 
onstrainthe position user to the a

ess of parti
ular data or servi
es, su
h as privatedo
uments or business transa
tions. In this 
ontext, the position informa-tion provided by GNSS should be improved, mainly in terms of availability(e.g. using GPS and the Galileo systems), reliability (e.g. Wide Area Aug-mentation System (WAAS) or European Geostationary Navigation OverlayServi
e (EGNOS)) and se
urity. This last aspe
t 
an in
lude en
ryption te
h-niques using 
ryptography or involve de�nition of proper methods for signalauthenti
ation and navigation solution quality. These are key issues to 
on-sider due to the 
riti
al environment 
ondition where the re
eiver is for
ed to6
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tionoperate in.It is well known that the re
eption of GNSS signals 
an be a�e
ted by RFIthat 
an partially or totally 
ompromise the 
orre
t re
eiver behavior. Un-intentional interfering signals su
h as harmoni
s generated by Digital VideoBroad
asting (DVB) transmitters or intentional one, as intentional high powersignals generated by jammers, 
an dramati
ally 
ompromise the navigationdata a

ess 
ontrol me
hanism. Intentional disturbs 
an also be used toinhibit the tra
king stage in order to for
e the re
eiver status in the re-a
quisition mode for spoo�ng purposes. The development of anti-jammingalgorithms is then be
oming 
entral not only for Safety of Life appli
ationsand professional re
eiver but also to guarantee lo
ation-based servi
es. Toassure trusted re
eiver outputs, valuable tools should be designed in order toprote
t the reliability of the position estimation.1.2 Basi
s on Satellite NavigationGNSS refers to all the systems either operational or under development whi
hprovide lo
ation information based on transmission of signals by MediumEarth Orbit (MEO) satellites. The signals transmitted by every GPS andGalileo satellites allow the users to estimate instantaneously and in real timeits PVT in a Earth 
entered referen
e system. Both GPS and Galileo satelliteare based on the Time Of Arrival (TOA) 
on
ept, and users determine theirposition evaluating the time interval between the signal transmission andthe signal re
eption. This is possible thanks to very a

urate atomi
 
lo
kson-board the satellites; all of them syn
hronized with respe
t to a 
ommontime s
ale. Re
eiver 
lo
ks are not syn
hronized to the system time, andfull syn
hronization 
an be a
hieved only when the signal is a
quired andtra
ked and the navigation message demodulated. It is assumed that theposition of satellites is pre
isely known [7℄. The time instant at whi
h thesignal is transmitted is embedded in the ranging signal, so the re
eiver 
an7
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al
ulate the propagation time of the signal; multiplying this and the speedof light (i.e. the signal velo
ity) the re
eiver determines the user-to-satelliterange. Assuming that the re
eiver 
lo
k is perfe
tly syn
hronized with thesatellite transmitter, the distan
e v between the satellite and the user 
an be
al
ulated measuring the transit time of the signal. In the three-dimensionalspa
e, every vn ve
tor de�nes a spheri
al surfa
e having 
enter the satellite n,whose 
oordinates are represented by the vsn ve
tor. From the interse
tion ofat least three of these spheres, it is possible to 
ompute a very pre
ise pointthat represents the true user position.

Figure 1.1: Basi
 prin
iple of the lo
alization te
hniqueGiving the following de�nition of distan
e:
vn = ||vsn − vR|| (1.1)and setting a system of three equations, the solution of vR 
an be obtained;this ve
tor represents the user 
oordinates in a 
artesian system.However, in a real situation, the re
eiver 
lo
k is not syn
hronized with thetransmitter. While all the satellite payloads host syn
hronous 
lo
ks, it isnot possible to have user 
lo
ks aligned with the satellite time s
ale at low8
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tion
ost and 
omplexity. Furthermore, GNSS are 
on
eived to be one dire
tionalsystems (i.e. not requiring the user to intera
t with the satellite 
onstellation),thus not allowing two-way methods for keeping the satellites and the re
eiversaligned to the same time-s
ale. The measure of the distan
e su�ers of a biasas shown in Figure 1.2 by the ε term, that is 
ommon to ea
h satellite.

Figure 1.2: E�e
t of Re
eiver Clo
k O�set on TOA MeasurementsThis bias represents the shift of the re
eiver time s
ale with respe
t to theGNSS time s
ale. The measurement performed by the re
eiver is then 
alledpseudorange ρ and it is de�ned as the sum of the true distan
e Rj and aterm due to the time s
ale misalignment. Analyti
ally the pseudorange 
anbe written as
ρj = Rj + ε = Rj + c · δtu (1.2)where 
 is the speed of the light and δtu is the user 
lo
k bias. This term
annot be re
overed using the data 
ontained in the satellite signal, therefore,the interse
tion of another sphere generated on a further satellite is ne
essary.The generi
 j-th pseudorange 
an be written as9
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ρj =

√

(xj − xn)
2 + (yj − yn)

2 + (zj − zn)
2 + but (1.3)where xu,yu,zu are the user 
oordinates, xsj,ysj,zsj are the 
oordinates offour satellites and but = c · δtu is the 
lo
k bias term. As δtu 
an not bere
overed using the data 
ontained in the satellite signal the interse
tion ofanother sphere generated on a further satellite is therefore ne
essary. Theinterse
tion of four spheres is then given by [8℄:































|ρ1| =
√

(x1 − xn)2 + (y1 − yn)2 + (z1 − zn)2 + but

|ρ2| =
√

(x2 − xn)2 + (y2 − yn)2 + (z2 − zn)2 + but

|ρ3| =
√

(x3 − xn)2 + (y3 − yn)2 + (z3 − zn)2 + but

|ρ4| =
√

(x4 − xn)2 + (y4 − yn)2 + (z4 − zn)2 + but

(1.4)
The solution of (1.4) gives the user lo
ation and the value of δtu, allowingthe user to syn
hronize its own re
eiver to the GNSS time s
ale [7℄. It hasto be noted that in order for a re
eiver to estimate its position, the re
eivermust have at least four satellites in view. These satellites must be in LoS,or the relationship between the propagation time and the geometri
 distan
eis lost. If a larger number of satellites is in view, a better estimation ispossible. In the past, due to 
omputational 
onstraints, the 
ombination offour satellites giving the best performan
e was 
hosen. Modern re
eivers useup to 12 
hannels (and even more in the future) in order to perform theposition and time estimation. The estimation of a pseudorange is performedby the user re
eiver, pro
essing an ele
tromagneti
 signal transmitted by thesatellitesNoti
e that other errors are present in the range measurement, in additionto the time o�set, but in the following they have been negle
ted to keep theanalysis terse. As previously stated, the distan
e r between the satellite andthe user is 
al
ulated measuring the TOA of the ranging 
ode

R = c(Tu − Ts) = c∆t (1.5)10
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tionwhere Tu is the system time at whi
h the signal is re
eived by the user, Ts isthe system time at whi
h the signal was broad
ast by the satellite and c isthe speed of light. This expression is generally 
alled geometri
 range, but itis not what the re
eiver really measures. The re
eiver and the satellite 
lo
ks,in fa
t, generally have a bias error from the referen
e time (tu for the re
eiverand δt for the satellite 
lo
k). So the pseudorange ρ is 
omputed as
ρ = c [(Tu + tu)− (Ts + δt)] = c(Tu − Ts) + c(tu − δt) = r + c(tu − δt) (1.6)The satellite ground network uploads to the satellites the 
orre
tion for theo�set δt, whi
h is then broad
ast to the user by the navigation message; inthis way, δt is no longer 
onsidered as unknown. Hen
e,

ρ = R + ctu (1.7)The unknowns to be determined are the user position in three dimension andthe o�set of the re
eiver 
lo
k from system time tu, so at least four pseu-dorange measurements are required. The equations involved in pseudorangedetermination are nonlinear, so they should be linearized using, for example,an approximate user position around whi
h linearize.1.3 Signal Stru
tureAs it will be 
learer in the following 
hapters, the e�e
t and the impa
tof a spe
i�
 type of interferer strongly depend on the 
hara
teristi
s of theGNSS signal itself. Before des
ribing the possible interferen
e sour
es, anoverview on the the main 
hara
teristi
s of the satellite navigation signalsavailable today and foreseen for the future is ne
essary. In prin
iple GNSSsignal are DS/SS modulated signals, where a sequen
e of binary symbols d(t)(+1,−1) transmitted at a low bit rate Rb is modulated with a so 
alled PseudoRandom Noise (PRN) sequen
e c(t), 
omposed by binary 
hips (+1, − 1)transmitted at higher data rate Rc. As an example, the basi
 BPSK signal is11



1 � Introdu
tionmade by navigation data transmitted at 50 bps multiplied by PRN sequen
etransmitted at 1.023 M
ps. The e�e
t of su
h operation is a bandwidthexpansion of the useful GNSS signal broad
asting in the 
hannel. For su
h areason the PRN sequen
e is also know as spreading sequen
e. Ea
h satelliteof the 
onstellation transmit its own PRN sequen
e. All the PRNs sequen
ebroad
ast by satellites have extremely good un-
orrelation properties. Thusat re
eiver level, the user re
eiver is able to re
ognized the signal broad
astby a determined satellite through a 
orrelation pro
ess between the re
eivedsignal and a lo
ally generated PRN repli
a. Su
h a system is also knownas Code Division Multiple A

ess (CDMA), sin
e all the satellites transmitsimultaneously on the same 
arrier frequen
y, but they features a di�erent
ode un
orrelated with the 
odes broad
ast by the other satellites. Con
ept ofDS/SS modulation and CDMA will be resumed with more detail sin Chapter6. The following Se
tions will fo
us in parti
ular on the Ameri
an GPS andthe new European 
ivil satellite based positioning system Galileo. For bothsystem three frequen
y band are allo
ated: L1, L2, and L5 are for GPS, while,E1, E6, and E5 (E5a and E5b) are for Galileo. Portions of bands are sharedbetween the two systems. Table 1.1 provides a summary of the 
urrent GPSand Galileo bands Table 1.1: GPS and Galileo bandsSystem Band Bandwidth (MHz) Center Frequen
y (MHz)L5 24 [1164-1188℄ 1176.45GPS L2 20 [1217-1230℄ 1227.60L1 24 [1563-1587℄ 1575.42E5a 27 [1164-1191.795℄ 1176.45Galileo E5b 25 [1191.795-1217℄ 1207.14E6 40 [1260-1300℄ 1278.75E1 32 [15559-1591℄ 1575.42
12



1 � Introdu
tion1.3.1 Global Position SystemCurrent status of the Ameri
an GPS system 
an be found in [9℄. Born in1973, the 
urrent GPS 
onstellation 
onsists of 31 satellites, 24 of whi
h aremaintained available 95% of the time by the United States. GPS satellites�y in medium earth orbit at an altitude of approximately 20.200 km. Ea
hsatellite 
ir
les the Earth twi
e a day.Within the di�erent phases of the GPS system, di�erent satellite blo
ks havebeen developed [7℄:
• the initial 
on
ept validation satellites were 
alled Blo
k I. Ten proto-type satellites have been laun
hed between 1978 and 1985;
• 24 satellites of Blo
k II/IIA have been laun
hed between 1989 and 1995,when the system was de
lared operational. Blo
k II satellites are the ini-tial produ
tion satellites, while Blo
k IIA refers to upgraded produ
tionsatellites;
• blo
k IIR satellites (R stands for replenishment) entered in servi
e in1997;
• modi�ed Blo
k IIR versions, denoted as Blo
k IIR-M, started in 2005;
• 4 new blo
k IIF (F stands for follow-on) satellites started being lun
hedsin
e 2010 
arrying the new 3rd 
ivil signal on L5 frequen
y (L5);
• blo
k III satellites are in the produ
tion stage and �rst lun
hes areforeseen in 2015. Their payload will feature all the signals transmittedby the blo
k IIF satellites plus the new 4th 
ivil signal on L1 frequen
yband (L1C)The 
urrent 31 operational satellite are distributed a

ording the table inFigure 1.3 13
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Figure 1.3: Current GPS satellites 
onstellationAs far as GPS is 
on
erned, the C/A and P 
odes are 
onsidered as 
urrentsignals, while all the signals belonging to the modernization phase (L2C, L5,M 
ode) 
an be 
lassi�ed as part of the evolution phase. In fa
t, thoughthere are some satellites that are already broad
asting L5, L2C and M 
odesignals, the modernization phase is still under development and its 
ompletionis foreseen for the next years.A qualitative representation of the 
urrent and foreseen GPS signals spe
trais given by Fig. 1.4. For ea
h signal it is also indi
ated the satellites blo
k itbelongs to, or will belong to.

 Figure 1.4: Spe
tra of the 
urrent and planned GPS signals14



1 � Introdu
tion1.3.1.1 GPS Signals baselineCurrently ea
h GPS satellite transmits 
ontinuously using two radio frequen-
ies: L1 and L2. Two signals are transmitted on L1, one for 
ivil users, andthe other for DoD-authorized users [10℄. As far as GPS is 
on
erned, itsmodernization started in the late 1990s soon after the system be
ame oper-ational and it is still on going, also driven by the potential 
ompetition ofthe growing Galileo. The plans for GPS modernization 
over both 
ivil andmilitary �elds. Two new 
ivil signals are de�ned: a signal on L2, 
alled L2C[11℄, and a signal on L5, 
alled L5 [12℄. The M 
ode is the military 
ode,properly designed to have su�
ient isolation to prevent mutual interferen
e.In addition the United States is planning to add a modernized 
ivil signalupon the L1 frequen
y within the Blo
k III time frame, the L1C. L1C is thefourth 
ivilian GPS signal, designed to enable interoperability between GPSand international satellite navigation systems. L1C features a Multiplexed Bi-nary O�set Carrier (MBOC) modulation s
heme that enables international
ooperation while prote
ting U.S. national se
urity interests. The design willimprove mobile GPS re
eption in 
ities and other 
hallenging environments.More detail on te
hni
al spe
i�
ation of this new 
ivil signal 
an be found in[13℄ As far as the two 
ivil signals L2C and L5, whi
h belong to the Blo
kIIR-M and IIF respe
tively, they are already operation as shown in Figure1.3For the sake of 
learness, all the time and spe
tral 
hara
teristi
s of 
urrentand future GPS signals are summarized in Table 1.2.1.3.2 The Galileo proje
tThe Galileo programme, is an European initiative for the development of afully autonomous satellite-based positioning, navigation and timing 
apability, for global high performan
e servi
es [16℄. The Galileo Spa
e Segment will15
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tionTable 1.2: Current and Future GPS Signals (from [11℄ [13℄[14℄ [15℄ [10℄ [12℄)
Band/Sign
al

Modulatio
nS
heme CodeRate

(M
ps)
DataRate
(bps)

CentralFr
equen
y

Spe
tralO


upation(∗

)

(MHz)
MinRxPo
wer(dBW
)

L1 BPSK C/A 1.023 50 1575.42 2.046 -158.5BPSK P 10.23 50 1575.42 10.23 -161.5L2 BPSK C/A 0.5115 50 1227.60 1.023 -158.5BPSK P 5.115 50 1227.60 10.23 -161.5L5 BPSK 10.23 25 1176.45 24 -157.9L2/L2C BPSK CM 511.5E3 50(∗∗) 1227.60 2.046 -160CL 511.5E3 no dataL5 QPSK I5 10.23E6 50 1176.45 20.46 -154.5Q5 10.23E6 no dataL1-L2/ BOC(10,5) 
.g.(∗∗∗) N/A 1575.42 30.69 -158M 
ode 1227.60L1/L1C BOC(1,1) or CP 1.023E6 no data 1575.42 4.092 -157TMBOC CD 1.023E6 50 or 75CO 100 no data
(∗) referring to the main lobe/lobes
(∗∗) the data rate in
ludes the FEC
(∗∗∗) 
ryptographi
ally generatedin
lude a 
onstellation of a total of 30 MEO satellites. The development ofsu
h system has been stru
tured a

ording to the following three phases:1. Experimental phase (two satellites) Two experimental satellites, GIOVE-A and GIOVE-B, laun
hed respe
tively De
ember 2005 and April 2008have 
hara
terised and veri�ed the 
riti
al te
hnologies needed by Galileowithin the medium-Earth orbit (MEO) environment. They have alsoreserved radio frequen
ies set aside for Galileo by the International16
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tionTele
ommuni
ations Union. Both su

essfully 
ompleted their missionsand are no longer operational.2. In-Orbit-Validation (IOV) phase (four satellites) The aim of the GalileoIOV phase is to validate the system design using a redu
ed 
onstellationof four satellites, the minimum required to provide exa
t positioningand timing at the test lo
ations along with a limited number of groundstations. The �rst two IOV satellites were 
arried into orbit by a Soyuzlaun
her from Europe's Spa
eport in Fren
h Guiana on 21 O
tober2011. The se
ond pair was laun
hed on 12 O
tober 2012. All four IOVsatellites now are 
ontinuously broad
asting their payloads a
ross thethree allo
ated frequen
y band (see Table 1.1. Some example of IOVsatellite signal assessment 
an be found in [17℄ and [18℄.3. Full Operational Capability (FOC) phase (four IOV satellites plus 26FOC satellites) Laun
hed in parallel to the In Orbit Validation (IOV)phase, the FOC phase will lead to the deployment of the remainingground and spa
e infrastru
ture. It in
ludes an intermediate InitialOperational Capability (IOC) milestone with 18 satellites in operation(four IOV satellites plus 14 FOC satellites). Early servi
es with redu
edperforman
e or for demonstration purpose will be provided from mid-2014.The presen
e of new Signals in-spa
e stemming from the Galileo satellites,will o�er new 
lasses of worldwide servi
es to 
over the widest range of userneeds, in
luding professional users, s
ientists, mass-market users and publi
regulated domains [16℄:
• the Open Servi
e (OS) is free of 
harge to the user and provides position-ing and syn
hronisation information intended mainly for high-volumesatellite navigation appli
ations; a 
ontribution, by means of Galileo17
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tionOS signals and/or in 
ooperation with other satellite navigation sys-tems, to integrity monitoring servi
es aimed at users of Safety-of-Lifeappli
ations in 
omplian
e with international standards.
• the Commer
ial Servi
e (CS) for the development of appli
ations forprofessional or 
ommer
ial use by means of improved performan
e anddata with greater added value than those obtained through the OpenServi
e. Implementation of the CS is not foreseen in the IOV phase.
• the Publi
 Regulated Servi
e (PRS) restri
ted to government autho-rised users, for sensitive appli
ations that require a high level of servi
e
ontinuity, free of 
harge for European Union (EU) Member States, theCoun
il, the Commission, the European External A
tion Servi
e andEU agen
ies. The PRS uses strong, en
rypted signals; a 
ontributionto the Sear
h and Res
ue Support Servi
e (SAR) of the Cospas-Sarsatsystem by dete
ting distress signals transmitted by bea
ons, lo
atingthese bea
ons and relaying messages to them.

1.3.2.1 Galileo SignalsThe Galileo frequen
y plan is depi
ted in Fig. 1.5, while the stru
ture of itssignals is des
ribed by table 1.3.
Figure 1.5: Galileo Frequen
y Plan18
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tionTable 1.3: Current and Future Galileo Signals (from [15℄ [19℄ [20℄)
Band/Sign
al Servi
e Modulatio

nS
heme CodeRate
(M
ps)

DataRate
(bps)

CentralFr
equen
y

Spe
tralO


upation(∗

)

(MHz)
MinRxPo
wer(dBW
)

E1 OS BOC(1,1) 1.023 125 1575.42 2.046 -157CSE6 CS BPSK 5.115 500 1278.75 40.92 -155E5a OS AltBOC(15,10) 10.23 25 1176.45 51.15 -155E5b OS 10.23 125 1207.14 -155CSE1/OS OS CBOC(6,1,1/11) B 1.023E6 125 1575.42 4.092 -160C 1.023E6 no dataE1 PRS BOC
os(15,2.5) A 2.5575E6 N/A 1575.42 38.805 N/A
(∗) referring to the main lobe/lobes
The innovation brought by the Galileo proje
t is the design of new signals,based on an innovative modulation, the Binary O�set Carrier (BOC) modu-lation also knows as split spe
trum modulation. Basi
ally it 
onsist in mod-ulating the basi
 spread BPSK signal(e. g. GPS L1 C/A) with a squaredsub-
arrier waveform. The e�e
t of su
h modulation is to split the powerspe
trum of the Dire
t Spread Spe
trum Sequen
e (DS/SS) in two main lobesaround the 
onsidered GNSS 
arrier frequen
y, as it shown in Figure 1.5. Themain idea behind BOC modulation is to redu
e the interferen
e with BPSK-modulated signal, whi
h has a sin
 fun
tion shaped spe
trum. Therefore,BPSK-modulated signals su
h as C/A GPS 
odes have most of their spe
tralenergy 
on
entrated around the 
arrier frequen
y, while BOC-modulated sig-nals (used in Galileo system) have low energy around the 
arrier frequen
y19
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tionand two main spe
tral lobes further away from the 
arrier (thus, the name ofsplit-spe
trum). More details on su
h an innovative split spe
trum modula-tion 
an be found in [19℄ and [21℄. However, the a
tual OS E1 signal broad
astby the IOV satellites and that will be broad
ast by the future Galileo satel-lites feature an evolution of the BOC modulation, the so 
alled MBOC. Su
ha modulation is derived by the multiplexing of the standard BOC(1,1) mod-ulation with the BOC(6,1) modulation. Detailed derivation and analysis ofthe MBOC modulation 
an be found in [20℄ and [22℄.
1.4 The Re
eiverThis se
tion aims at summarizing the basi
 ar
hite
ture and prin
iple opera-tion of a GNSS re
eiver. The literature in this �eld is very wide, several arethe books devoted to this topi
. Among them, detailed explanations on there
eiver operation 
an be found in [10℄ [7℄ [23℄ [8℄.
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 GPS re
eiver blo
k diagramFigure 1.6 shows a high level blo
k diagram of a generi
 GPS re
eiver. Re-ferring to 1.6, the blo
ks operation 
an be des
ribed as follows [24℄:

• after the antenna and the pre-ampli�er, the front-end is in 
hargeof the analog signal pro
essing, that involves �ltering, ampli�
ation,and down
onversion. Ampli�
ation is straightforward in hard-limitingar
hite
tures (1-bit A/D 
onversion) but multibit re
eivers must employ20
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tionsome form of Automati
 Gain Control (AGC). Down
onversion is per-formed either in single or multiple stages. Multi-stage ar
hite
tures al-low for adequate image suppression and general bandpass �ltering withthe �nal Intermediate Frequen
y (IF) pla
ed 
lose to baseband (e.g., 4MHz). Single-stage down 
onversion is be
oming more prevalent, how-ever, and image suppression is a
hieved by a

epting a higher IF (e.g.,30-100 MHz). The �nal 
onversion to baseband involves 
onverting theIF signal to the in-phase (I ) and quadrature (Q) 
omponents of thesignal envelope. This is a

omplished by mixing the IF signal withtwo tones generated at the �nal nominal IF but with one tone laggingthe other in phase by π/2 radians. The output of the two mixers arethe baseband 
omponents plus the residual Doppler. This 
onversionto the baseband 
an be a

omplished either before or after the A/D
onversion.
• For the A/D 
onversion, both single-bit and multi-bit ar
hite
turesare 
urrently in use. Most low-
ost 
ommer
ial re
eivers employ 1-bit sampling in narrow (i.e., 2 MHz) bandwidths. High-end re
eiverstypi
ally use anywhere from 1.5-bit (i.e., three levels) to 3-bit (eightlevels) sampling in bandwidth range from 2 to 20MHz. The degradationof the signal due to �nite-bit quantization is dependent upon two fa
torsin addition to the number of quantization levels. First is the IF. Se
ondis the ratio of the maximum A/D threshold to the root mean squarenoise level.
• Baseband signal pro
essing of the digitized signal is typi
ally a

om-plished using a 
ombination of dedi
ated hardware and digital signalpro
essors to form the measurements and provide feedba
k for a
qui-sition and tra
king.In pra
ti
e, the signal at the ADC output is split over di�erent 
hannels.21
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tionIn ea
h of them, the re
eiver repli
ates the PRN 
ode that is transmit-ted by the SV being a
quired by the re
eiver; then the re
eiver shifts thephase of the repli
a 
ode until it 
orrelates with the SV PRN 
ode [7℄and multiply the in
oming signal with a lo
ally generated 
arrier. The�rst step in GNSS pro
essing is the signal a
quisition: the satellites inview are dete
ted and a �rst rough estimation of the Doppler shift andthe 
ode phase is performed. Then the signal tra
king re�nes the 
odesyn
hronization and allows for extra
ting the information related to the
ode 
hip transition, whi
h is fundamental in the pseudorange estima-tion. These measurements, performed on a set of at least four satel-lites, are used to 
ompute the user's position through a triangulationpro
edure.
• Signal A
quisition refers to the initial syn
hronization pro
ess [7℄[10℄ performed within ea
h 
hannel of the re
eiver, in order to obtain arough alignment between the 
odes broad
asted by the satellites and thelo
ally generated 
odes. The signal a
quisition 
an be time 
onsuming,mainly assuming a 
old start, sin
e the re
eiver does not know any apriori information. In this 
ase, the re
eiver starts seeking satellites
hosen randomly [10℄. During the a
quisition phase the re
eiver testsall the possible alignments, and if the tested PRN is in
luded in thein
oming signal, the 
orrelation peak is dete
ted. The signal a
quisitionis a
tually a two-dimensional sear
h in time (
ode phase) and frequen
y[7℄ [8℄, in fa
t the 
orrelation peak is dete
ted, only when the Dopplershift on the in
oming 
arrier is estimated. The Doppler shift is not onlydue to the motion of the satellite, but also on the frequen
y bias of there
eiver 
lo
k. Ideally, an improved quality of the re
eiver would impa
tthe a
quisition algorithm in term of a smaller sear
h spa
e. Moreover,modern a
quisition strategies are based on the Fast Fourier Transform(FFT), whi
h might speed up the a
quisition phase for some re
eiverar
hite
tures. Using the FFT approa
h when the mat
h between the22
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tionlo
al and the in
oming 
odes is found, the whole frequen
y range of thesear
h spa
e is s
anned and the spe
trum shows a spike 
orrespondingto frequen
y of the in
oming 
arrier. The use of modern frequen
ydomain sear
h te
hniques for rapid a
quisition is des
ribed in [25℄.
• Signal Tra
king. After the a
quisition stage has a

omplished a roughalignment between the in
oming and the lo
al 
odes, a Delay Lo
kedLoop (DLL) re�nes su
h an initial estimate of the 
ode phase and tra
ks
hanges into the future [10℄. The signal tra
king is at the basis of theoverall re
eiver's pro
essing and allows for estimating the pseudorange(and thus the user's position) and de
oding the navigation message[7℄ [10℄ [8℄. The tra
king stage 
an be 
onsidered a two-dimensional(
ode and 
arrier) signal repli
ation pro
ess, sin
e also a 
arrier tra
kingis required. The signal at the output of the IF se
tion is generallypro
essed by a 
oupled loop 
omposed by a Phase Lo
ked Loop (PLL),or a Frequen
y Lo
ked Loop (FLL), and a DLL. The FLL like the PLL isa 
arrier tra
king loop, but it does not provide the estimate of the 
arrierphase [10℄ [7℄. This digital 
ode/
arrier tra
king ar
hite
ture is wellknown within the GNSS re
eiver design 
ommunity [7℄ and [10℄. In thisse
tion only its basi
 prin
iples are outlined. Roughly speaking, the PLLis used to perform the 
arrier wipeo� and allows the DLL to syn
hronizethe lo
al and the in
oming PRN 
odes. Assuming the digital lo
al
arrier is phase lo
ked with respe
t to the in
oming 
arrier, the signalat the front-end output is down-
onverted to baseband and is 
ontainedon the in-phase 
hannel. As mentioned above, the DLL is responsiblefor syn
hronizing the lo
al and the in
oming PRN 
odes. The basebandsignal is 
orrelated with a Prompt, Early and Late version of a lo
allygenerated 
ode [10℄ [8℄, through a multipli
ation and integration over ade�ned period. A feedba
k 
ontrol signal is then 
al
ulated through adis
rimination fun
tion and dire
tly applied to the NCO. Su
h a NCOslows down or speeds up the rate of the lo
al 
ode repli
a in order to23
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tionkeep the syn
hronization.
• The navigation solution involves the simultaneous solutions of fourunknowns: three dimensional position of the user's re
eiver and there
eiver 
lo
k bias. For details on the system solution refer to [10℄.1.5 GNSS VulnerabilitiesThe performan
e in terms of position estimation a

ura
y, reliability andservi
e 
ontinuity depend on the ability of the re
eiver to a
quire the GNSSSignal in Spa
e (SiS) and to keep it tra
ked. Though the system is basedon the DS/SS whi
h brings an intrinsi
 robustness, the re
eived signal power(approximately 20 dB below the noise �oor) makes the system vulnerableto di�erent disturbs, as interferen
e or multipath. Many other e�e
ts 
an
ompromise the lo
alization estimation a

ura
y: propagation anomalies that
an o

ur in the ionosphere and in the troposphere, failures at the satellite(evil waveform) or the transmission of information that are not suitable forthe navigation. In these parti
ular �elds, it is fundamental the knowledge ofboth the user position within prede�ned error margins and the level of thesignal a

ura
y. In this way it will be possible to warn the user, within a
ertain time interval, in the 
ase the SIS is 
orrupted or not reliable. Theinterruption of the navigation signal or its degradation 
an have disastrous
onsequen
es in se
urity appli
ations, where the a

ura
y in the positionestimation is fundamental for the su

ess of the res
ue operation, espe
iallyif the user is not alerted in a short time. The most signi�
ant GPS interferen
eand faults 
an be grouped as:
• Multipath. It represents the well known signal distortion due to there�e
tion of multiple paths.
• Wide Band Interferen
e. E.g. white Gaussian noise, is a signal witha 
onstant energy spe
trum over all frequen
ies.24
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• Narrow band Interferen
e. This type of fault has a limited band-width, usually less than few MHz.
• Spoo�ng. The re
eiver operations are for
ed to 
onsider a fake signalas the 
orre
t one providing mali
ious positioning.
• Evil Waveforms. They are anomalies related to the malfun
tioningof the SiS generator on-board.

25



Chapter 2
Interferen
e 
lassi�
ation forGNSS
In this Chapter a detailed 
lassi�
ation of the main RFI sour
es for GNSSappli
ations is reported.2.1 Introdu
tion: Interferen
e Signals in GNSSIt is well known that a GNSS re
eiver is in prin
iple vulnerable to severaltypes of interferen
e, whi
h 
an lead to a 
omplete signal disruption. Thisintrinsi
 weakness a�e
ts the performan
e of any type of re
eiver, due to thefa
t that it has to extra
ts pseudorange information from the SiS, that isre
eived at a very low signal power (typi
ally −160 dBW for GPS and −155dBW are expe
ted for Galileo). All the systems transmitting at 
arrier fre-quen
ies 
lose to the band of interest are potential sour
es of interferen
e fora GNSS re
eiver, and even small leakages out of their allo
ated bandwidth
an be threatening for the GNSS signals. Even if events of unintentional RFIare generally unpredi
table, their presen
e has been experien
ed in the past[26℄ and the in
reasing number of wireless 
ommuni
ation infrastru
tures isin
reasing the probability that some out of band energy from signal frequen
y26



2 � Interferen
e 
lassi�
ation for GNSSlo
ated near the GNSS bands 
ould a�e
t the performan
e of GNSS re
eiversin a 
ertain region. The presen
e of interfering power 
an be due to severalreasons, but the main e�e
ts 
an be re
ognized to be 
aused by harmoni
s orintermodulation produ
ts. The �rst ones are integer multiples of the 
arrierfrequen
y 
aused by some non-linearity as saturation of an ampli�er while these
ond o

ur when two or more signals at di�erent frequen
ies are mixed bypassing through some non-linearities. The importan
e of assuring robust re-
eiver with respe
t to interferen
e is 
ru
ial for all types of appli
ations wherethe 
on
ept of se
urity is needed. Hen
e, it be
omes of main interest to eval-uate the possible impa
t of potential interferen
e in bands of interest as, forexample, in the Galileo frequen
ies bands where frequen
ies will be reservedfor parti
ular servi
es addressing transport appli
ations. Appli
ations basedon GNSS that have to be trustable by the users, in
lude maritime, aviationand railway transport s
enarios but also emergen
y appli
ations oriented tothe tra
king and tra
ing of sensitive material (as medi
al or dangerous goods)or �nan
ial/assuran
e aspe
ts.The 
lassi�
ation of the main disturban
es for GNSS re
eiver takes into a
-
ount heterogeneous aspe
ts. The emission types 
an be de�ned in intentional(jamming) or unintentional. The �rst are 
ommon for military s
enarios whilethe latest are usual for a large number of systems present in our daily lifeemitting RF energy that 
ould interfere with the GNSS L-band. The Con-tinuous Wave Interferen
e (CWI) involves a wide 
lass of Narrow-band In-terferen
e (NBI) 
aused by out of band emissions of ele
troni
 systems. Thiskind of RF interferen
e might saturate the �rst stage of re
eiver 
hain, su
has the Low Noise Ampli�er (LNA) or the Automati
 Gain Control (AGC) forthe ADC or might lead to erroneous position estimations. Due to its spe
tral
hara
teristi
s [7℄ [27℄ this kind of interferen
e is 
onsidered one of the most
riti
al for the GPS C/A 
ode. Some of the main out of band signals arereported in Chapter 2 where a detailed interferen
e 
lassi�
ation is provided.Even if non-intentional RFI is not a-priori predi
table, several 
ases have been27



2 � Interferen
e 
lassi�
ation for GNSSexperien
ed in the past and reported in literature [26℄:
• In 1994, in Germany, Digital Repeater transmissions at 1200 MHz de-graded the C/N0 in L2 band denying a 
orre
t a
quisition of GPS signal[28℄;
• In 1995, both in Ni
e (Fran
e) and Vi
enza (Italy), disturbs relatedto se
ondary harmoni
s emitted by TV transmissions and mi
rowaveinterferen
e have been dete
ted in GNSS bands [26℄;
• In 1995 at the Edinburgh Airport (Germany), an interferen
e due to aDME transmitter 
aused a C/N0 degradation [28℄;
• In 1993, in the metropolitan Boston area, a disturb generated by TVemitters (Channel 10 and Channel 66) a�e
ted the quality of GNSSsignal for
ing low C/N0 with 
onsequently tra
king loss [28℄;
• In April 2006, DVB spurious emission of TV transmitters lo
ated inTorino (Italy) degraded the performan
e in the a
quisition stage of aGNSS re
eiver operating in the area, with 
onsequently loss of the GPSsignal tra
king [29℄. The disturb was the same that European Spa
eAgen
y resear
hers dete
ted using the GETR with the GIOVE-A E1signals at INRIM (Torino) [30℄;
• In July 2006, Ultra-High Frequen
y (UHF) harmoni
s have been de-te
ted in Sidney around TV antennas. The undesired signal in the L1band 
orrupted the 
orre
t performan
e of the re
eiver 
hain observ-ing signi�
ant variations in the AGC/ADC blo
k and in the �nal userpositioning [31℄.The intentional interferen
e signals, mainly treated in the military 
ontext,are assuming more and more attention also in the 
ivil appli
ation. In fa
t,
heap jammer 
an be easily bought on the web be
oming a serious threat forea
h kind of user based appli
ation. Generally, the jammer output signals28
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ation for GNSS
an be 
onsidered high power white noise able to obs
ure the 
orre
t signalre
eption of ea
h GPS 
hannel.2.2 Unintentional Interferen
e Sour
es Classi�-
ation and Signal ModelThe re
eived interfered GNSS signal at the re
eiver antenna 
an be writtenas:
r(t) =

L−1
∑

l=0

sRF,l(t) + i(t) + η(t) (2.1)where L is the total number of GNSS useful signals, sRF,l(t) is the usefulGNSS signal re
eived by the lth satellite in line of sight, i(t) is the additiveinterfering signal transmitted over a 
arrier frequen
y fint and 
hara
terizedby a two-sided bandwidth Bint, and η(t) is the additive white Gaussian noise.Before being fed to the a
quisition and tra
king blo
k, the signal is �rst down-
onverted to an intermediate frequen
y, sampled and quantized in the re
eiverfront-end. Thus the 
omposite re
eived signal at the ADC output be
omesa

ording to [32℄ 
an be written as:
rIF [n] = rIF [nTs] = Qu

k

[

L−1
∑

l=0

sIF,l[nTs] + i[nTs] + η[nTs]

] (2.2)where the fun
tion Qu
k denotes the quantization over k bits, and Ts is thesampling frequen
y. Expanding the term sIF,l, the expression for the singledigitized GNSS signal a�e
ted by noise and interferen
e 
omponents be
omes(negle
ting for the sake of simpli
ity the subs
ript l):

rIF [n] = Qu
k

[√
2Cd (n− n0) c (n− n0)× cos (2πFD,0n + φ0) + i[n] + η[n]

](2.3)where C is the re
eived GNSS signal power from one satellite in view, d and
c are respe
tively the navigation data message 
ontent and the pseudo ran-dom noise sequen
e, FD,0 = (fIF + f0)Ts is the Doppler a�e
ted frequen
y,29
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n0 = τ0/Ts is the digital 
ode delay and φ0 is the instantaneous 
arrier phase.
i[n] and η[n] are the digitized interferen
e and the digital Gaussian noise 
om-ponent respe
tively. Given BIF the front end bandwidth, it 
an be shown thatsampling the signal at the Nyquist frequen
y fs = 2BIF , the noise varian
ebe
omes:

σ2
IF = E

{

η2[n]
}

=
N0fs
2

= N0BIF (2.4)where N0

2
is the Power Spe
tral Density (PSD) of the noise.A general 
lassi�
ation of the interfering signals is based on their spe
tral
hara
teristi
s su
h as its 
arrier frequen
y fint or its bandwidth Bint:

• Out of band interferen
e refers to interfering signals whose 
arrierfrequen
y is lo
ated near to the targeted GNSS frequen
y band (fint <
fIF − BIF

2
or fint > fIF + BIF

2
) ;

• In band interferen
e refers to interfering signals with 
arrier frequen
ywithin the GNSS frequen
y band (fIF − BIF

2
< fint < fIF + BIF

2
);Moreover, interferen
e 
an be further 
lassi�ed a

ording to its 
hara
teristi
sin the frequen
y domain as:

• NBI when the spe
tral o

upation is smaller with respe
t to the GNSSsignal bandwidth (Bint << BIF );
• Wide-band Interferen
e (WBI) when the spe
tral o

upation is
omparable with respe
t to the GNSS signal bandwidth (Bint ≈ BIF );
• CWI whi
h represents the ultimate limit in NBI and appears as a singletone in the frequen
y domain (Bint → 0);Furthermore, in general interferen
e might have time-frequen
y varying 
har-a
teristi
s, as for examples, pulsed interferen
e or 
hirp signals. The formeris mainly 
hara
terized by on-o� status of short duration (order of µs), whi
halternate in the time domain, whilst the latter is 
hara
terized by a linearly30
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e 
lassi�
ation for GNSSvariation in time of the instantaneous frequen
y thus resulting in a WBI.More details on interferen
e 
lassi�
ation 
an be found in [33℄.All 
ommuni
ation systems with frequen
ies near GPS band 
ould be a po-tential sour
e of interferen
e for a GNSS re
eiver. It is inevitable that someout of band energy from signal frequen
y lo
ated near the GNSS bands 
ouldinterfere with GNSS re
eivers, even if it does not belong of the same environ-ment. The potential interferen
e sour
es 
ould have di�erent band, in
ludingGPS/Galileo frequen
ies (in band RFI) or far from the re
eiver bands (out ofband RFI). For the existing GPS/Galileo frequen
ies, the interferen
e threatis well known and extensively studied.2.2.1 Out-of-Band SignalsThe CWI involve a wide 
lass of NBI 
aused by out of band emissions ofele
troni
 systems. Even if the GNSS frequen
y bands are prote
ted by in-ternational and Federal Communi
ations Commission (FCC) some out ofband harmoni
s 
ould interfere with the Galileo and GPS signals. In parti
-ular the CWI 
ould strongly impa
t on a GNSS re
eiver on the a
quisitionand DLL blo
ks be
ause the interferen
e power is dispersed on the wholesear
h spa
e by the 
ode despreading, 
ompromising the a
quisition a

ura
yand impa
ting to the other 
onsequent fun
tional blo
ks. The narrowbandinterferen
e represent the weightier negative e�e
t on the GPS re
eiver per-forman
e. This is due to C/A 
ode 
hara
teristi
s. In fa
t, the spe
trum of aC/A 
ode presents line 
omponents spa
ed at 1 kHz with di�erent height dueto �u
tuations in the auto
orrelation fun
tion 
ode. These 
omponents aremore sensitive to interferen
e and 
ould generate false lo
k in the 
orrelatorin 
ase of mat
hing between the C/A referen
e signal line 
omponents andthe CWI interferer [34℄ [7℄ [23℄.A typi
al representation of a presen
e of a interferen
e is illustrated in theFig. 2.1 below where an emission from an interferen
e sour
e falls in the31
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 Figure 2.1: Power Spe
trum of a C/A Code.GPS L1 band. The maximum interferen
e power level pro�les admitted atthe antenna of a GPS re
eiver are illustrated in [34℄. These are spe
i�ed bysome institutions as ARINC 743A, RTCA and EUROCAE. In the followingse
tions, some of the main out of band interferen
e sour
es will be furtheranalyzed.
2.2.1.1 TV ChannelsThe TV emissions are veritable sour
es of interferen
e for a GNSS re
eiver.They 
an be as both NBI or WBI: the video 
arriers are 
onsidered asmedium/wide band signals whereas the sound 
arriers are 
onsidered as CWI.In the broad
ast TV signal, Very-High Frequen
y (VHF) and UHF bands areused. So both bands, in their sub 
hannel, 
ould represent interferen
e sour
esfor a GNSS re
eiver. In [26℄ a 
ase of interferen
e from TV signal is reported.In this 
ase, the interferen
e signal a�e
ts the a
tive antenna LNA 
ausingharmoni
 distortion in the same LNA that result in average 5 dB de
reasesin C/N0. In general, the harmoni
s of TV ground station 
an generate po-tentially dangerous interferen
e for GNSS re
eivers. In [34℄ 6 TV 
hannels,Fren
h and Ameri
an equivalents, with their harmoni
s are analyzed in fre-quen
y and power terms. The Fig. 2.2, reports the out of band TV potentialinterferen
e. 32
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 Figure 2.2: Potential TV Channel Harmoni
 Interferen
e.2.2.1.2 DVB-T SignalsThe Standard DVB has been 
onstituted in 1993 by the European proje
tDVB. The main goal of this proje
t, that today 
omprehends more than300 European and extra-European members, is to harmonize the strategiesto introdu
e the digital television and new multimedia intera
tive servi
eson transmission networks and to de�ne the relative te
hnique spe
i�
ations.Some results are obtained de�ning the system spe
i�
ations for the standardDVB-S, developed for the dire
t di�usion of TV multi-program from satelliteand for standard DVB-C for the distribution of television signals through 
orenetworks. The DVB family 
omprehends also the DVB-T, standard providingthe digital terrestrial television. Its de�nition was a
hieved in the November2005 with standard approved in February 1997 by ETSI. The spe
i�
ation isbased on the standard MPEG-2 for the audio/video signal sour
e 
odi�
ationwhile a multi-
arriers modulation COFDM has been adopted. The main
hara
teristi
s of this te
hnique is to distribute the total data stream amonga large number of 
arriers frequen
y equally spa
ed while the OFDM pro
essis a
hieved by a Inverse Fast Fourier Transform (IFFT). The system COFDMis robust to frequen
y sele
ting fading. The e
ho 
ountermeasure adopted isa time delay guard that divides near OFDM symbols. The main modulationsused are QPSK or m-QAM, with m typi
ally equal to 16 or 64. In [35℄ a more
omplete des
ription of the system is reported and the main transmissionfrequen
ies are indi
ated in VHF III (174-223 MHz), UHF IV and UHF V(470-854 MHz). It is 
lear that these frequen
y values do not represent a33
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e 
lassi�
ation for GNSSdire
tly threat for the GNSS re
eiver bands but they 
an 
ause some problemsif the potential harmoni
s are 
onsidered. In [29℄ a set of on-�eld experimentsaiming at assessing the e�e
t terrestrial DVB and VHF/UHF signals on GNSSre
eiver are des
ribed. Figure 2.3 shows the possible the potential se
ondaryharmoni
s originated by the DVB-T system and whi
h 
an fall within theGPS L1.

Figure 2.3: Possible in-band and out-of-band interferen
es (a). Se
ondaryharmoni
s interferen
e within the GPS L1 and Galileo E1 bands(b)2.2.1.3 VHFCOMWith VHF TV, other interferen
e sour
es in VHF band 
ould be 
onsidereddangerous for a GNSS re
eiver. These are the VHF Communi
ation interfer-en
e [34℄ [36℄. This band (118-137 MHz) 
ontaining 760 
hannel spa
ed by25 kHz, is 
ommonly used by the Air Tra�
 Control (ATC) 
ommuni
ations.34
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e 
lassi�
ation for GNSSThe harmoni
s are 
onsidered as CWI with bandwidth of about 25 kHz. TheVHF 
hannels 
entered at 121.150, 121.175 and 121.200 MHz, have the 13thharmoni
 within the GPS bandwidth while the 
hannel 
entered at 131.200,131.250 and 131.300 MHz have the 12th. In Fig. 2.4 the VHFCOM potentialharmoni
s are reported.
 Figure 2.4: Potential VHFCOM Channel Harmoni
 Interferen
e.2.2.1.4 FM Harmoni
sAlso small frequen
y bands inside the Frequen
y Modulation (FM) band(87.5-108 MHz) are harmoni
s sour
es that fall in the GNSS bands. The
hannels 104.9 and 105.1 MHz have their 15th harmoni
s near the NarrowCorrelator GPS band. The 
hannels are spa
ed at 150 kHz while the maxi-mum transmitted power is 50 dBW. The harmoni
s generated by FM sour
esare 
onsidered as width band interferer in the sense of the C/A GPS signal[34℄.

 Figure 2.5: Potential FM Harmoni
 Interferen
e.2.2.1.5 Personal Ele
troni
s Devi
esThe Personal Ele
troni
 Devi
es (PEDs) in proximity of a GNSS re
eiver 
an
ause the disruption of GNSS signal re
eption. They are divided into inten-tional and non-intentional transmitters (or radiators). The �rst ones transmit35
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e 
lassi�
ation for GNSSa signal in order to a

omplish their fun
tion. They 
an be summarized inthe following non-exhaustive list:
• 
ell phones
• pagers
• two-way radios
• remote 
ontrol toysProbably, next PEDs generations will in
lude Ultra Wide Band (UWB) sig-nal for allowing the development of high bit rate personal devi
es. These 
anrepresent new interferen
e sour
es for Galileo re
eivers and should be moni-tored. The non-intentional transmitters do not need to transmit any signalin order to a

omplish their fun
tion, but notwithstanding they emit somelevel of radiation. They 
an be summarized in the following non-exhaustivelist:
• 
ompa
t-dis
 players
• tape re
order
• portable 
onsoles
• laptop 
omputers and palm pilots
• laser pointer2.2.1.6 SATCOMThe SATCOM 
ommuni
ations operate in the frequen
y bands 1626-1660.5MHz with 
hannel spa
ed at 0.75 MHZ and bandwidth of 20 KHz. Multiple
arriers transmission in a SATCOM servi
e produ
e IMPs whi
h 
an fall inthe GPS band. A possible example is reported on [34℄: the 
hannels MHzand MHz generate the 5th order IMP MHz inside the L1 band.36
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ation for GNSS2.2.1.7 VOR and ILS Harmoni
sThe VHF Omni-dire
tional Range (VOR) is a type of radio navigation sys-tems for air
raft that provides information about radial position referred toground station. The Instrument Landing System (Instrument Landing Sys-tem (ILS)) 
onsists of two radio transmitters providing lateral and verti
alguidan
e to air
raft for approa
hing landing. VOR/ILS emitters are usuallypositioned at the beginning and at the end and the sides of the airport road.These approa
hing landing systems operate in 108-117.95 MHz band in
lud-ing 200 
hannels frequen
y spa
ed at 50 KHz. In detail the VOR using 12
hannels in the 112.24-112.816 MHz band while the ILS only two on 4 
han-nels in the 108-111.95 MHz band. Their harmoni
s, the 14th from VOR and2nd from ILS 
orresponding to 111.9 and 111.95 MHz, enter on the L1 GPSband. They are 
onsidered CWI/Amplitude Modulation (AM) interferers[34℄.2.2.1.8 Mobile Satellite Servi
eThe Mobile Satellite Servi
e (MSS) System 
an generate two distin
t inter-feren
e threats to a GNSS re
eiver [26℄: the MSS Mobile Earth Stationsuse the 1610-1660.5 MHz band, potentially introdu
ing wideband power inthe Galileo band, raising the noise level. Spurious harmoni
 emission fromgeostationary satellites transmitting in the 1525-1559 MHz band (nowadaysunregulated by ITU).2.2.1.9 Mobile Phone Interferen
eIn general, no dire
t 
onsequen
es from mobile phones on a GNSS re
eiverhave been founded in literature. Some information are available for air
raftnavigation equipment, su
h as [37℄, where a GPS re
eiver is 
ommonly used.In [37℄, an investigation of spurious emission from six wireless phone te
h-nologies is des
ribed, analyzing the e�e
ts on air
raft systems, among whi
h37



2 � Interferen
e 
lassi�
ation for GNSSa global positioning system. The tests are 
arried out from semi-ane
hoi
and reverberation 
hambers using the wireless phone te
hnologies, with dif-ferent transmission frequen
ies reported in, and di�erent re
eiving antennas.The study is 
ondu
ted evaluating the total radiated power from ea
h 
el-lular versus the frequen
ies of the system 
onsidered. In the analysis, there
eiver sensitivity for the GPS re
eiver is -120 dBm but a more realisti
 levelis 
onsidered around -82 dBm. This value is obtained 
onsidering a minimumpath loss, the amount of signal lost from inside the vehi
le to the antennaslo
ated outside, of 38 dB. This gap is evaluated in [14℄, 
al
ulating the pathloss after having generated signals inside the plane. The results show that allthe 
onsidered values ex
eed the re
eiver system sensitivity level but at thesame time are under the more realisti
 value obtained from the path loss. So,the 
on
lusions of the paper are that the radio frequen
y emission from thephones tested not interfere with the avioni
s system examined, among whi
hthe GPS.2.2.2 In-band signalsSin
e some interferen
e sour
es have base band dire
tly allo
ated in the ob-servation bands, they 
an be 
onsidered in band interferen
e signals. Theyare intersystem and intrasystem interferen
e, military and 
ivil Aeronauti-
al Communi
ation Systems and UWB. A short des
ription of ea
h one isdes
ribed in the next Se
tions.2.2.2.1 Intersystem and Intrasystem Interferen
eThe intersystem and intrasystem interferen
e 
an be 
onsidered in band dis-turbs. The Galileo system is developed to assure 
ompatibility with the GPS[10℄. The two systems should operate independently of ea
h other or with aminimum level of interferen
e on ea
h other. The term intersystem is referredto disturb whi
h GPS transmitter produ
es on Galileo signal and vi
e versa.38
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e 
lassi�
ation for GNSSInstead, the term intrasystem refers to impairments a�e
ting the same systemthey are produ
ed by. This e�e
t is 
ommonly 
aused by in
omplete 
arriersuppression that 
ould produ
e undesired narrowband 
omponent with power
on
entrate around the 
arrier frequen
y.
2.2.2.2 Military/Civil Aeronauti
al Communi
ation SystemsThe Military Communi
ations Systems 
an be 
onsidered in-band interfer-ers due to signals band used by systems. The Galileo E5a and E5b bands,lo
ated within 1164-1214 MHz, o

upy frequen
ies already used for ARNSssu
h as TACAN, DME and Se
ondary Surveillan
e Radar (SSR), as well asby the DoD Joint Ta
ti
al Information Distribution System (JTIDS) andMultifun
tional Information Distribution System (MIDS). Other aeronauti-
al systems operate in these frequen
ies su
h as Tra�
 Collision Avoidan
eSystem (TCAS), Identi�
ation friend or foe (IFF) and planned ADS-B.The DME/TACAN systems 
onsist of an airborne interrogator and a ground-based transponder that emits high-power pulsed signals that 
onstitute areal threat for the Galileo/GPS re
eivers. DME and TACAN provide mea-surements of air
raft range from a ground referen
e point. The TACAN isa military system whi
h provides range and azimuth measurements. TheDME/TACAN system operates in the 960 MHz to 1215 MHz ARNSs fre-quen
y band [38℄ in four di�erent modes: X, Y, W and Z, even if only Xmode o

upies the 1151 MHz to 1215 MHz frequen
y band that interfereswith the E5a/L5 and E5b GNSS signal (see Fig. 2.6).Cases of real DME/TACAN interferen
e on GNSS re
eiver have been pre-sented in [39℄, Chapter 4 will be entirely fo
used on the DME/TACANinterferen
e impa
t on GNSS re
eiver.39
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 Figure 2.6: DME/TACAN and JTIDS/MIDS Frequen
y Plan.2.2.2.3 Ultra Wide Band signalsIn 2002, the UWB was de�ned by FCC whi
h allo
ated the largest spe
trumfor unli
ensed use. The de�nition of UWB in
lude any signal that o

upiesmore than 500 MHz between 3.1 and 10.6 GHz and meets the spe
trum maskwhi
h de�nes the indoor limits for UWB 
ommuni
ation systems. The UWBsignals are emerged as potential solution for low-
omplexity, low-
ost, low-power 
onsumption and high-data-rate wireless 
onne
tivity. The te
hnolo-gies based on UWB o�er simultaneously high data rate 
ommuni
ation, withthe possibility to o�er data transmission rates of 100-500 Mbps at distan
eof 2-10 meters using average radiated power of a few hundred mi
rowatts,and high a

ura
y positioning 
apabilities being utilized in imaging radarte
hnique due to their wall penetration 
apability. In fa
t, for this aspe
t,they have been studied for indoor lo
ation and navigation purposes be
auseof their performan
e in multipath environment [40℄. The main advantages ofUWB are:
• minimization of re�e
tion from 
lutter40
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• the ability to penetrate stru
tures with high data rates and high reso-lution
• minimization of multipath to operate in 
ities, obstru
ted areas andindoors
• support of high-pre
ision ranging and radar
• wide bandwidthwhi
h enables low probability of inter
eption by undesired re
eivers The datamodulation s
hemes often utilized in UWB systems are Pulse Position Mod-ulation (PPM) and Pulse Amplitude Modulation (PAM). The UWB signalgenerated by using sub-nanose
ond pulses that spread the signal energy onwide frequen
y band. These systems utilize low transmitted signal powerlevel but with extremely wide bandwidth. This is the open problem of UWBsignals that 
ould a�e
t the existing spe
tral users, su
h as Galileo and GPSusers whose signal power is far below the noise �oor. Several studies [41℄,[42℄, [43℄ 
on
lude that UWB signals 
an degrade GPS re
eiver performan
e.Hen
e, they result potentially dangerous for a Galileo re
eiver. Other studiesare presented in [44℄ and in [45℄ where it is demonstrated, respe
tively in asimulation and in a WPAN studies, that UWB interferen
e e�e
t 
an be re-du
ed opportunely 
hoosing modulation parameters. A great number of worksabout the 
oexisten
e between the GPS and UWB have been made but spe-
i�
 works about the impa
t on Galileo re
eivers have not been found. Thus,further studies are ne
essary to determine this kind of interferen
e impa
t.2.2.2.4 Potential Harmoni
s in Galileo BandsThe new servi
es foreseen by the Galileo system require high a

ura
y andreliability. For this reason a study of possible interferen
e sour
es whi
h 
oulda�e
t Galileo re
eivers is here reported to understand whi
h are the potential41



2 � Interferen
e 
lassi�
ation for GNSSthreats that should be dete
ted and mitigated. The Galileo frequen
y bandsanalysed are the following:
• E5a: (1164 -1188) MHz;
• E5b: (1188 - 1214) MHz;
• E6: (1260 - 1300) MHz;
• L1: (1563 -1587) MHz;In Table 2.1 the main interferen
e due to interferen
e sour
e band as de-s
ribed in [34℄ are reported. It has been analyzed if the interferen
e harmoni
sGalileo/GNSS out of band 
ould be found in the usual/narrow Galileo/GPSband. The Fig. 2.7 shows graphi
ally the harmoni
s positions.Table 2.1: Main in-band interferen
e system sour
esUsage Bandwidth (MHz) OrderL1 OrderE5a OrderE5b OrderE6UHF TV 785.71 - 788.71 2ndUHF TV 523.807 - 526.473 3rdMobile/Station 392.855 - 395.855 4th 3rdMobile/Station 314.284 - 315.884 5th 4thMobile/Station 261.903 - 263.237 6thBroad
asting 224.488 - 225.631 7thVHF TV 196.427 - 197.428 8th 6thVHF TV 174.602 - 175.491 9th 7thVHF Maritime 157.142 - 157.942 10th 8thVHF Military 142.856 - 143.584 11th 9thVHFCOM 130.952 - 131.618 12th 9thVHFCOM 120.878 - 121.494 13th 10thVOR/ILS 112.244 - 112.816 14thFM 104.761 - 105.295 15th 12thFM 98.214 - 98.714 16th 12th 13th42
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 Figure 2.7: Interferen
e Harmoni
s in E5a, E5b and E6 bands.2.3 The LightSquared 
aseOne of the most relevant and re
ent 
ases of inter-systems interferen
e to theGNSS and whi
h has 
aused a long 
ontroversy in the US 
ommuni
ation
ommunity has been represented by the LightSquared 
ase. LightSquaredSubsidiary LLC is a 
ompany seeking FCC approval to provide a wholesale,nationwide, wireless broadband network integrated with satellite 
overage.LightSquared intends to 
ombine its existing satellite 
ommuni
ations servi
eswith a ground-based 4G-Long Term Evolution (LTE) network that transmitson the same radio band as its satellites. The band is right next to the primaryGPS frequen
y L1 [46℄.The proposed LTE signals would be transmitted at higher power levels withrespe
t the re
eived GNSS signal levels at the Earth's surfa
e. In January2011 the FCC issue an order granting a 
onditional waiver to LightSquaredto deploy their ground network. Following this FCC de
ision, an intenseperiod of study and on-�eld testing has been performed 
ulminating in thepubli
ation of the Te
hni
al Working Group TWG report [47℄. This reportindi
ated signi�
ant degradation of re
eiver performan
e a
ross a wide rangeof re
eiver types. A se
ond round of test was 
ondu
ted and again signi�
antinterferen
e e�e
t on GPS re
eiver have been dete
ted. Thus, in response ofthis test 
ampaign whi
h has revealed that LightSquared signals signi�
antly43
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ation for GNSSthreats the GPS re
eiver operation, FCC revoked LightSquared's authoritiesto deploy their proposed network.In [48℄ a 
ompatibility analysis between LightSquared signals and L1/E1GNSS re
eption is presented.

44



Chapter 3
Classi
al Interferen
eCountermeasures in GNSS
The s
ope of this Chapter is to provide an overview of the state of the art ofdete
tion strategies and mitigation te
hniques already proposed in the GNSS�eld.
3.1 Introdu
tionA general 
lassi�
ation of the various state-of-the-art of dete
tion and mit-igation strategies already presented in literature, 
an be done a

ording tothe point in whi
h they are applied along the pro
essing 
hain of a GNSS re-
eiver, as mentioned in [49℄. Considering the re
eiver blo
k s
heme depi
tedin Figure 3.1, dete
tion and mitigation of the interferen
e 
an be performedat:

• antenna level: su
h te
hniques 
an be applied typi
ally in stati
 or slow-
hanging environment and require a parti
ular hardware 
on�guration,su
h as antenna arrays; 45
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• AGC/ADC level: AGC gain observation 
an provide eviden
e of in-terferen
e presen
e and optimal AGC/ADC parameters tuning 
an beemployed for partial interferen
e removal;
• raw observable level: su
h te
hniques are based on the monitoring of thesignal pro
essed at the ADC output. In this 
ontext, the algorithms areapplied on the IF samples at the ADC output, providing interferen
edete
tion or ex
ision dire
tly in the time domain as the well knownpulse blanking, or in the frequen
y domain observing the spe
trumof the in
oming signal, based on the use of FFT 
ombined with not
h�lters, or �nally looking at the sto
hasti
 
hara
teristi
 of the signal,as proposed in the Goodness of Fit test.
• post-
orrelation level: su
h te
hniques are based on the analysis of theestimated shape of the 
orrelation fun
tion exploiting in most of the
ases a multi-
orrelator re
eiverAll these te
hniques will be des
ribed in the following of this Se
tions.

3.2 Interferen
e monitoring and dete
tion strate-giesThe presen
e of a reliable system 
apable of the dete
ting the presen
e ofinterfering signals 
aptured by the GNSS antenna re
eiver is fundamental inthe design of GNSS re
eiver featuring an interferen
e 
ountermeasure s
heme.The possibility to monitor the in
oming interfered signal and to adopt a fastinterferen
e dete
tion algorithm allows the 
orre
t a
tivation of the interfer-en
e 
ountermeasure system avoiding as mu
h as possible any degradation ofthe GNSS signal distortion and thus keeping operational the GNSS re
eivereven in harsh interferen
e environment.46
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Figure 3.1: Classi
al GNSS re
eiver ar
hite
ture3.2.1 AGC monitoring based method for interferen
edete
tionA method for dete
ting the presen
e of interfering signals a�e
ting the GNSSre
eived signal based on the monitoring of the AGC gain within the re
eivedfront-end has been �rst presented in [50℄. The AGC is a fundamental 
ompo-nent present in the GNSS re
eiver right before the ADC and it is employedin order to minimize quantization losses whi
h 
an be 
aused by the presen
eof a multi-bit quantization operation. In parti
ular, the AGC is in 
hargeof amplifying to mat
h the input dynami
s range of the ADC, thus avoidingas mu
h as possible quantization losses and the ADC saturation. The most
ommon AGC-ADC blo
k implementation in the modern GNSS re
eiver isbased on the use of the ADC output samples in order to form metri
s steer-ing the AGC gain. As mentioned in [50℄, in absen
e of interferen
e sin
e theGNSS signal is 
ompletely buried in the noise �oor, the AGC is driven by the47
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Figure 3.2: Typi
al AGC gain in presen
e and in absen
e of interferen
eenvironmental thermal noise rather than the signal power. For su
h a reason,the observation of the AGC gain trend 
an be 
onsidered a valuable methodfor assessing the presen
e of interfering signal. De�ning L as the maximumquantization threshold and σ as the noise standard deviation at the ADCinput, the SNR degradation post 
orrelator, depends on quantization lossesa

ording to the ratio k = L
σ
. In [50℄ it is shown that for di�erent quanti-zation law and di�erent number of quantization bits an optimal k providingthe minimum post 
orrelator SNR degradation, 
an be found. Then the gainprovided by AGC ensures su
h optimal ratio k is kept in order to redu
e thequantization losses and thus the degradation on the post 
orrelation SNR.Therefore, in absen
e of interferen
e, the gain produ
ed by the AGC is 
on-stant, while in presen
e of a high power interfering signals, its gain startsde
reasing in order to 
ompress the signal, adapting it to the ADC input dy-nami
 range. An example of AGC behaviour trend in presen
e and in absen
eof interfering signal is provided in Figure 3.2However, sin
e the AGC gain varies in a limited range, when strong interfer-en
e is present, ADC saturation may not be avoided. In order to 
ope withthis issue, use of ADC supporting signal quantization on a high number of bits48
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al Interferen
e Countermeasures in GNSS(8 bits in general) is preferred. As reported in [50℄, use of AGC 
ombinedwith a 8 bit ADC usually may be preferred for the design of those GNSSre
eiver whi
h will 
ope with the strong pulsed interferen
e in aviation envi-ronment originated by the DME systems whi
h will be introdu
ed later anddeeply dis
ussed in Chapter 4. The most 
ommon interferen
e 
ountermea-sure in su
h a s
enario is the so 
alled pulsed blanking, �rst proposed in [51℄.Su
h simple digital 
ir
uitry, implemented after the ADC, provides blankingof the digitized samples at the ADC output whenever a level threshold poweris 
rossed. More details on this 
ountermeasure will be introdu
ed in thefollowing of this Chapter and it will be further dis
ussed in Chapter 4. Inthis 
ontext, the re
eived GNSS signal is quantized exploiting only the lowerbits of the ADC. In presen
e of strong pulsed interferen
e, saturating theAGC, the majority of the pulsed interferen
e, whi
h is not then 
ompressed,is mapped on the higher bits of the ADC in order to be easily dete
ted bythe pulse blanking 
ir
uitry and suppressed. However, in presen
e of a pulseblanking, 
areful design of the AGC-ADC blo
k has to be performed, sin
ethe blanked samples should not be used for the AGC gain steering. Anotherwork proving how the AGC 
an be 
onsidered a fundamental tool for in-terferen
e dete
tion are provided in [52℄. Here the authors provide a set ofexperimental test in the lab fo
used on assessing the AGC gain behaviour inpresen
e of strong narrowband interferen
e, and on the investigation on thebest AGC-ADC parameters tuning for interferen
e mitigation.3.2.2 Goodness of Fit testDi�erently from the AGC gain observation, in [53℄ an interferen
e dete
tionmethod based on the observation of the sto
hasti
 
hara
teristi
s of the signalat the ADC output by means of a GoF, is proposed. The signal at thebaseband pro
essing blo
k of a GNSS re
eiver is
y[n] = sIF [n] + w[n] (3.1)49
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al Interferen
e Countermeasures in GNSSwhere sIF [n] is a sequen
e of samples of the SiS and w[n] is a realization of azero-mean white dis
rete-time Gaussian noise. In the presen
e of interferen
eor in general of signal nuisan
es, the digitized signal be
omes
x[n] = y[n] + ν · q[n] (3.2)where q[n] is the interferen
e signal at IF and ν is a generi
 amplitude fa
tor.Interferen
e dete
tion 
onsist in the evaluation of the presen
e of q[n], basedon the measurement of N samples of x[n]. The signal x[n] is a realization ofthe random pro
ess X [n] de�ned as
X [n] = Y [n] + V ·Q[n] (3.3)where V is equal to zero in absen
e of interferen
e, or a sto
hasti
 pro
ess(random variable with a given Probability Density Fun
tion (PDF)) wheninterferen
e is present. The Chi-square test on GoF is based on a binaryhypothesis testing problem as











H0 RFI absent : V = 0 : pX(x) = pY (x)

H1 RFI present : V = 1 : pX(x) 6= pY (x)

(3.4)where pX(x) and pY (x) are �rst order PDF of a stationary random pro
ess.It is noted that the knowledge of the pro
ess distribution when there are nointerfering signals (H0) is the only requirement posed by Chi-square GoF; noother pie
es of information on the interferen
e 
hara
teristi
s are required.More spe
i�
ally, the de
ision on H0 is taken 
omparing the p-value againstthe signi�
an
e level. The p-value is de�ned in [54℄ as the probability, 
om-puted assuming H0 is true, that the test statisti
 would take a value as ex-treme or more extreme than that a
tually observed. The smaller the p-valueis, the stronger the eviden
e against H0 provided by the data.The method works a

ording to the following steps:1. The dis
rete version of the PDF of X [n] is evaluated when the H0 hy-pothesis is veri�ed and the referen
e dis
rete histogram (E = {E1,E2,...,Ek})representing pX(x) is obtained.50
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al Interferen
e Countermeasures in GNSS2. A set of measurements of the signal are taken, and the observed his-togram (O = {O1,O2,...,Ok}) representing pY (x) is built a

ordingly.3. The test statisti
 is evaluated a

ording to
TX (xm) =

k
∑

i=1

(Oi − Ei)
2

Ei
(3.5)When the two histograms 
oin
ide, no nuisan
es are present and TX (xm) =

0; the higher is the value of TX (xm), the larger is the di�eren
e betweenthe two histograms.4. Sin
e TX (xm) 
an be seen as an instan
e of the Chi-square distributedrandom variable TX(x) , a p-value 
an be evaluated as
pm = Pr {TX(x) > TX(xm)} (3.6)It is observed that pm ≃ 1 means that the histograms are almost iden-ti
al and that no interferen
e is presen
e; vi
e versa with pm ≃ 0 thetwo distributions are di�erent.5. The de
ision is taken by �xing a threshold pα, known as level of signif-i
an
e, as it follows










pm > pα : H0 is a

epted
pm < pα : H0 is reje
ted (3.7)Figure 3.3 shows and example of result of the Chi-square GoF test on realGNSS signals. In parti
ular, IF samples are taken at the output of a RFfront-end sampling GPS L1 signals.It 
an be proved that strong interferen
e degrades the signal pro
essing andindu
es errors in the estimated position. Chi-square GoF test is able toreveal the presen
e of interferen
e: while in the �rst part of the test when nointerferen
e is present, the p-value remains 
onstant and 
lose to 1, satisfying

H0 (red line), when CWI is inje
ted the p-value tends to 0.51
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Figure 3.3: p-value trend of the Chi-square GoF test in presen
e and absen
eof interferen
e3.2.3 Multi
orrelators based interferen
e dete
tion te
h-niquesUse of interferen
e dete
tion te
hniques at tra
king stages exploiting the ob-servation of the 
orrelation fun
tion have been already widely investigatedin literature. First examples of su
h studies 
an be found in [55℄ and [56℄,where use of multi
orrelators for CWI dete
tion in GNSS re
eiver is shown.The idea behind this te
hniques is to monitor the shape of the 
orrelationfun
tion at tra
king stage possibly exploiting multi
orrelators s
heme and toextra
t the harmoni
 
omponents in the 
orrelation itself. CWI 
an be eas-ily observed at 
orrelators output due to the presen
e of a visible sinusoidalshape whi
h is generated by the 
ross 
orrelation between the CWI whose
arrier frequen
y perfe
tly mat
hes with the strongest line of a 
ertain PRN
ode.It has to be remarked that post-
orrelation te
hniques are usually employedto dete
t any kind of impairment a�e
ting the signal (multipath, and wave-form).However interferen
e dete
tion at post-
orrelation level 
an be also performed52



3 � Classi
al Interferen
e Countermeasures in GNSSnot only by means of visual inspe
tion on the 
orrelation shape, but also ina statisti
al domain, as mentioned [57℄. Here two statisti
al methods appliedat post-
orrelation level are des
ribed as methods for revealing the presen
eof interferen
e: the formers is the Chi-Square GoF test already des
ribedin Se
tion 3.2.2 as interferen
e dete
tion method working at raw observablelevel, the latter is named Sign Test. Both methods rely on the assumptionthat at tra
king level, both the Early and Late 
orrelations in absen
e ofinterferen
e are dis
rete-time Gaussian random pro
ess, whilst in presen
e ofinterferen
e their distributions have di�erent statisti
. Con
erning the appli-
ation of the Sign Test, the assumption is that in nominal 
onditions, a pairof E-L multi-
orrelators equally spa
ed from the Prompt 
an be modelled asnormally distributed random variables with the same mean
µE = µL = µ (3.8)Furthermore, if the Early Late spa
ing is larger than one 
hip, it is possibleto show that E and L 
orrelators are independent and D = E − L resultsto be a normally distributed random variable with zero mean, µD = 0 . Thesign test is then used to test the null hypothesis

H0 : µD = 0 : the correlation function is not distorted. (3.9)On the 
ontrary, if an impairment able to a�e
t the 
orrelation fun
tion (dueto interferen
e, spoo�ng, or multipath) is mixed with the SiS, the 
ondition
H0 is not veri�ed any more and H0 has to be reje
ted.The pro
edure of the Sign Test is the following:1. Let D = [d1,d2, . . . dM ] be the stream of sample data. In order to per-form the Sign Test, the sample data are dived in two groups whi
h aredenoted by a positive sign, S+, and by a negative sign S−, respe
tively.2. for n > 30, the test statisti
 is x = S+−S−+1√

n
;53
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al Interferen
e Countermeasures in GNSS3. the p-value is found as p − value = P (X < x), where X is a normaldistribution with zero mean and unitary varian
e (N (0,1));4. if p− value < α, where α is the signi�
an
e level, then the hypothesis
H0 is reje
ted, otherwise H0 is a

eptedAs an example, a GPS L1 signal has been simulated with a CWI present onlyin 
ertain time intervals. Figure 3.4 shows the result of the sign test applied toVery Early - Very Late 
orrelators: the test de
ision assumes positive valuesonly in 
orresponden
e of the se
ond and fourth segments, demonstratingagain the e�e
tiveness of the algorithm.

Figure 3.4: Results of the sign test applied to Very Early - Very Late
orrelators in a CW interfered s
enarioThe fa
t that not all the p-value points within the ON se
tions ex
eed thethreshold is be
ause the impa
t of the CWI on the CAF shape also dependson the relative phase between the CWI and the SiS. In fa
t, it 
an be shownthan the same CWI would not a�e
t at all another PRN; this well underlines54
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al Interferen
e Countermeasures in GNSSthe importan
e of applying the monitoring test at the post-
orrelation stage,where the a
tual impa
t of the impairments 
an be measured.3.3 Interferen
e mitigation 
lassi�
ationAs mentioned in Se
tion 3.1, interferen
e suppression te
hniques 
an be 
las-si�ed also a

ording to the domain in whi
h the interferen
e ex
ision pro
esstakes part. Thus, su
h te
hniques 
an be grouped as:
• Frequen
y domain te
hniques where interferen
e suppression is per-formed in the frequen
y domain looking at the interfered re
eived GNSSsignal spe
trum 
hara
teristi
;
• Time domain te
hniques operated at both AGC and raw observablelevel: in the �rst 
ase interferen
e ex
ision is performed �nding thebest AGC-ADC parameters tuning whi
h 
an de
rease the interferen
eimpa
t, whilst in the latter 
ase, signal at the ADC output is pro
essed;
• Time-Spa
e domain te
hniques whi
h are based on pro
essing thesignal at the ADC output but requires extremely 
omplex hardware
on�guration mostly exploiting antenna arrays;3.3.1 Frequen
y domain te
hniquesAmong all the te
hniques whi
h operate interferen
e ex
ision in the frequen
ydomain, the most important are the Frequen
y Domain Adaptive Filter-ing (FDAF) and the Not
h �ltering. A basi
 review of both algorithms isproposed hereafter.3.3.1.1 Frequen
y Domain Adaptive FilteringTh FDAF is an interferen
e dete
tion and mitigation algorithm based onspe
tral estimation of the in
oming signal at the ADC output, obtained by55



3 � Classi
al Interferen
e Countermeasures in GNSSapplying signal pro
essing te
hniques su
h as the Dis
rete Fourier Trans-form (DFT) on a prede�ned number of samples.In Figure 3.5 the FDAF fun
tioning s
heme is shown. The amplitude of

Figure 3.5: FDAF fun
tioning s
hemeea
h point of the signal's Fourier representation is 
ompared to a theoreti
althreshold usually determined a

ording to a statisti
al model representingthe re
eived signal in an interferen
e-free environment. Sin
e all the in
om-ing signal is below the thermal noise �oor, the FFT representation shouldbe ideally �at. If 
ertain points of the in
oming signal's Fourier transformex
eed this threshold, they are 
onsidered 
orrupted by an interferen
e and56
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al Interferen
e Countermeasures in GNSSset to zero. Finally the inverse FFT of the manipulated in
oming signal isperformed so as to obtain the signal ba
k in the time domain.The Fourier analysis requires the in
oming signal to be split into pie
es 
om-posed of a determined number of samples. A large number of samples willin
rease the frequen
y resolution of the Fourier transform but, it will alsoindu
e an in
rease of the 
omputation load. A trade-o� between perfor-man
e and 
omputation load has then to be found. A detailed des
ription ofsu
h a FFT based algorithm and its appli
ation against pulsed interferen
eis presented in [58℄.3.3.1.2 Adaptive not
h �lteringNot
h �ltering has been proved to be an e�
ient mitigation algorithm fora family of interfering signals 
alled CWI, pure sinusoid, whi
h appears asa spike in the spe
tral domain. As it has been dis
ussed in Chapter 2, thiskind of interfering signals, usually generated by UHF and VHF TV transmit-ters, VOR and ILS stations, are spurious signals 
aused by power ampli�ersworking in non-linearity region or by os
illators present in many ele
tron-i
s devi
es. Not
h �lters are usually 
hara
terized by a frequen
y responsewhi
h is null in 
orresponden
e of the CWI 
arrier frequen
y, thus providingattenuation of the interfering signal and preserving as mu
h as possible theuseful GNSS signal spe
tral 
omponents. The most 
ommon 
lass of not
h�lters, whi
h has been already proposed for CWI 
ountermeasure in the past[59℄, is represented by In�nite Impulse Response (IIR) �lters with 
onstrainedpoles and zeroes. For these not
h �lters the zeros are 
onstrained on the unit
ir
le and the poles lie on the same radial line of the zeros. In [60℄, thedesign of a two-pole not
h �lter integrated with an adaptive unit for CWI
arrier frequen
y dete
tion algorithm is presented. The dete
tion algorithmfor the determination of the CWI frequen
y 
omponent perturbing the re-
eived GNSS signal is based on the removal of the 
onstraint on the lo
ationof the �lter zeros whose amplitude is adjusted by an adaptive unit. Through57



3 � Classi
al Interferen
e Countermeasures in GNSSthis algorithm, the not
h �lter is able to dete
t the presen
e of the interferingsignal and to de
ide whether to use its �ltered output or input signal. Inpresen
e of multiple sinusoids, a multi-pole not
h �lter, based on the use ofseveral two-pole not
h �lters in 
as
ade, 
an be used. In this s
enario the�rst two-pole not
h �lter in the 
hain mitigates the most powerful disturbingsignal, whereas the others remove the residual sinusoids with progressivelyde
reasing power. The transfer fun
tion of the two-pole not
h �lter is givenby
H(z) =

1− 2ℜ{z0} z−1 + |z0|2z−2

1− 2kαℜ{z0} z−1 + k2α|z0|2z−2
(3.10)The numerator of the �lter transfer fun
tion represents the Moving Average(MA) part of the two-pole not
h �lter, the stru
ture of whi
h is depi
ted inFigure 3.6.

Figure 3.6: Not
h �lter stru
tureHere z0 represents the zero pla
ed in 
orresponden
e of the interfering fre-quen
y
z0 = β exp {j2πfi} (3.11)Sin
e the interfering signal is unknown, an adaptive blo
k is used for providingthe zero estimation whi
h is then fed to the MA and Auto-Regressive (AR)blo
ks. In order to 
ompensate for the e�e
t introdu
ed by the MA part, anAR is added, the transfer fun
tion of whi
h is represented by the denominator58



3 � Classi
al Interferen
e Countermeasures in GNSSin (3.10), where the parameter 0 < kα < 1, known as pole 
ontra
tion fa
tor,determines the width of the not
h �lter. The more kα is 
lose to the unity themore the not
h is narrow, whi
h in turns means a redu
tion of the distortionon the useful GNSS signal. However kα 
annot be 
hosen arbitrarily 
lose tounity for stability reasons and thus a 
ompromise has to be adopted. The 
oreof not
h �lter stru
ture is represented by the presen
e of the adaptive blo
k,whi
h is in 
harge of estimating the interferen
e frequen
y and tra
king itsvariation over the time. The presen
e of the adaptive blo
k makes the entirenot
h �lter suitable also for suppressing the harmful interferen
e produ
e byjammers. Su
h devi
es, available on the web for few dollars, transmit strong
hirp signals sweeping several MHz in few µs, thus appearing in the spe
trumas WBI. More details on the use of su
h two-pole not
h �lter for jammingsuppression 
an be found in [61℄. The adaptive algorithm, proposed in [60℄ isbased on an iterative normalized Least Mean Square (LMS) whi
h minimizesthe following 
ost fun
tion
fC [n] = E

{

|xf [n]|2
} (3.12)where is xf [n] is the output of the �lter. The minimization is performed withrespe
t to the 
omplex parameter z0, using the iterative rule

z0[n + 1] = z0[n]− µ[n] · g (fC [n]) (3.13)where g (fC [n]) is the sto
hasti
 gradient of the 
ost fun
tion fC [n] and µ[n]is the algorithm step, whi
h is set to µ[n] = δ
Exi[n]

,with Exi[n] being an estimate of E {|xi[n]2|}, whi
h is in turn the power ofthe AR blo
k output xi[n]. δ is the un-normalized LMS algorithm step that
ontrols the 
onvergen
e properties of the algorithm. In [62℄, it is shownhow the position of the z0 with respe
t the unit 
ir
le is impa
ting on thedistortion of the signal at the not
h �lter output. Here a di�erent adaptivealgorithm, 
onsisting in for
ing the zero of the �lter to move on the unit59
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ir
le, is proposed. Furthermore, in order to improve the 
onvergen
e speedof the adaptive algorithm, a run-time 
hange of the pole 
ontra
tion fa
torand of the LMS step is performed. In the absen
e of interferen
es the not
hwidth is wide and the LMS step is large. When the interferen
e appears, thenot
h be
omes narrower, the 
onvergen
e step smaller and the zeros is for
edto move on the unit 
ir
le, a

ording to
zF0 =

z0
|z0|

(3.14)where z0 is the zero produ
ed by the adaptive blo
k and zF0 is the zero em-ployed in the �lter transfer fun
tion. Although the not
h �lter representsan e�e
tive 
ountermeasure when dealing with CWI, it does not representthe best solution for 
oping with multiple interfering signals jamming allthe GNSS re
eived signal bandwidth. In this 
ontext, implementation ofnot
h �lters for suppressing multiple narrow-band interferen
e spread all overthe GNSS useful signal spe
trum would be
ome extremely 
ompli
ated, asmentioned in [63℄.3.3.2 Time domain te
hniques: Pulse blankingAn example of interferen
e environment where the use of not
h �ltering orFFT based te
hniques would not be su�
ient 
an be found in aviation s
e-narios. Here, many ARNSs based on strong pulsed signal transmission fromthe ground bea
ons, su
h as the DME or TACAN, whi
h will be dis
ussedin the next Chapter, transmit on several 
arrier frequen
y within the samefrequen
y range of GPS L5 and Galileo E5 signals. Additional details on su
hinterferen
e environment 
an be found in [64℄. In su
h a s
enario, the inter-feren
e a�e
ting the on-board GNSS re
eiver is represented by the 
ompositestrong pulsed signals transmitted from all the DME/TACAN ground stationsin LoS. The most 
ommon pulse interferen
e 
ountermeasure, already im-plemented in modern GNSS re
eivers is represented by the pulse blanking
ir
uitry. Su
h a simple te
hnique was �rst proposed using analog te
hnology60



3 � Classi
al Interferen
e Countermeasures in GNSSas explained in [51℄, but then fully digital implementation has been proposed�rst in [65℄. A blo
k s
heme of the digital pulse blanking implementationwithin the digital GNSS re
eiver front-end is shown in 3.7.

Figure 3.7: Typi
al Pulse blanking implementationSu
h a digital 
ir
uitry provides pulsed interferen
e ex
ision by means of athresholding operation on the samples at the ADC output. Basi
ally ea
hsample is 
ompared to a digital threshold level, whi
h is set a

ording toan estimation of the thermal noise power only, and it is blanked wheneverthe threshold is ex
eeded. Figure 3.8 provides an example of pulse blankingoperation performed on a typi
al DME/TACAN modulated pulse.Su
h a simple te
hnique will be fully dis
ussed in then next Chapter whi
h willprovide a detailed analysis of the pulsed interferen
e environment in aviation
ontext.3.3.3 Spa
e-time domain te
hniquesAs mentioned in the introdu
tion, interferen
e suppression algorithm in thespa
e-time domain are based on the pro
essing of the signal at the ADC61
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Figure 3.8: DME/TACAN pulse before and after blankingoutput but at the same time, they require high 
omplex hardware 
on�gura-tion exploiting antenna array 
apable of reje
ting interferen
e 
oming fromdetermined dire
tion. Two 
lass of te
hniques are presented next:
• Spa
e Time Adaptive Pro
essing (STAP) te
hniques;
• Spatial �ltering through sub-spa
e de
omposition;3.3.3.1 Spa
e-time adaptive pro
essing te
hniquesReferen
e [66℄ des
ribes two STAP te
hniques whi
h provides simultaneouspulsed and CWI suppression in the spatial domain exploiting a GNSS an-tenna array re
eiver. Figure 3.9 shows typi
al 
on�guration of GNSS re
eiverimplementing a STAP algorithm.The antenna array is 
omposed by M elements followed by a Radio Fre-quen
y (RF) front-end whi
h provides ampli�
ation and down-
onversion toan intermediate frequen
y. The digital signal at the output of ea
h front-endis fed to an adaptive (Finite Impulse Response (FIR)) with K time taps. Thesignal at the output of ea
h �lters are then summed up to produ
e a digitalSTAP output whi
h 
an be written as62
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Figure 3.9: GNSS re
eiver with spa
e-time array pro
essing
y[n] =

M
∑

m=1

K
∑

k=1

wmkxm[n− k + 1] =W TX (3.15)where wmk is the STAP weight at the kth tap of the FIR �lter after the mtharray element, xm[n] is the nth sample of the mth array element output, andthe STAP input and weight (MK × 1) ve
tors, X and W 
orrespondingly,are de�ned as
X = [x1[n], . . . ,x1[n−K + 1], . . . ,xM [n], . . . ,xM [n−K + 1]]T (3.16)

W = [w11, . . . ,w1K , . . . ,wM1, . . . ,wMK ]
T (3.17)The interferen
e reje
tion is operated by the 
ontrol algorithm depi
ted inFigure 3.10 whi
h is in 
harge of updating the weights of ea
h FIR �lters inthe STAP s
heme.Two weight 
ontrol algorithm are proposed in [66℄:

• Minimum Mean Square Error (MMSE) algorithm whi
h updates theSTAP weight in order to minimize the mean square di�eren
e between63
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Figure 3.10: STAP weight 
ontrol algorithmthe desired referen
e signal sref and the STAP output. In this 
ase thefollowing optimisation problem has to be solved
Wopt = argmin

W
E
{

|sref −W TX|2
}

= R−1Gs (3.18)where R = E
{

XXH
} is the STAP 
ovarian
e matrix while Gs =

E {X · sref} is the 
ross 
orrelation ve
tor between the STAP inputand the referen
e signal.
• Minimum Varian
e Distortion-less Response (MVDR) te
hnique thatminimizes the STAP output power while preserving a prede�ned gainat the desired dire
tion. In this 
ase, the optimization problem isformulated as follows

Wopt =argmin
W

WHRWsubje
t to W T
i A = 1 and W T

j |j 6=i = 0

(3.19)Thus, the optimization problem 
an be rewritten
Wopt = R−1C

(

CHR−1C
)−1

F (3.20)64
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al Interferen
e Countermeasures in GNSSwhere C and F are respe
tively a (MK ×K) matrix and (1×K) arrayde�ned as
C =

















A 0 . . . 00 A . . . 00 0 . . . 00 0 . . . 0
















(3.21)
F =

[

f1 f2 . . . fk

]

, fi = 1, fj 6=i = 0 (3.22)The ve
tor Wi = [w1,i,w2,i,wm,i,wM,i]
T is the weight ve
tor at the ith tapthat is the 
entral tap in the STAP FIR �lter; A is a (M × 1) arraysteering ve
tor in the desired dire
tion and 0 is a (M × 1) ve
tor withall nulls. Con
erning the estimation of the 
ovarian
e matrix R and the
ross-
orrelation matrix Gs, an adaptive blo
k based on a iterative leastsquares is proposed in [66℄, and it is de�ned as follows

R̂[l + 1] = γR̂[l] +X [l]XH [l] (3.23)
Ĝs[l + 1] = γĜs[l] +X [l]Sref [l] (3.24)where γ is a memory fa
tor that de�nes to whi
h extent the older es-timations are a

ounted for obtaining a new one; X [l] is a (MK ×N)matrix that 
olle
ts N STAP inputs over some adaptation time interval;

Sref [l] is a (N × 1) ve
tor 
ontaining N samples of the referen
e signalin the adaptation interval.3.3.3.2 Sub-spa
e method for spatial �lteringIn [67℄ the use of antenna array together with a digital embedded spatial �l-tering te
hnique whi
h a
ts as a digital beam-forming operation, is des
ribed.65



3 � Classi
al Interferen
e Countermeasures in GNSSGiven an antenna array with M sensors elements it is possible to de�ne thedigital signal at the input of the interferen
e mitigation blo
k at epo
h k ina matrix form
X [k] = S[k] + Z[k] +N [k] (3.25)where X [k] , as well as S[k], Z[k], and N [k] are (M ×N) 
omplex matri-
es 
ontaining respe
tively the 
omposite re
eived signal, the useful GNSSre
eived signal 
omponent, the interferen
e 
omponent and the noise 
ompo-nent 
oming from the M di�erent front-end 
onne
ted to ea
h of the sensorspresent in the antenna array. The spatial 
ovarian
e matrix of the re
eivedsignal 
onsidering the kth period 
an be given by

RXX [k] = E
[

x [(k − 1)N + n] xH [(k − 1)N + n]
] (3.26)and due to the un
orrelation between useful GNSS signal, interferen
e andnoise 
omponents, the spatial 
ovarian
e matrix be
omes

RXX [k] = RSS[k] +Rzz[k] +Rnn[k] (3.27)Sin
e the power of the GNSS signal is 
ompletely buried in the noise �oor,and it is extremely smaller 
ompared to the interferen
e power, the spatial
ovarian
e matrix 
an be approximated as
RXX [k] ≈ Rzz[k] +Rnn[k] (3.28)Thus, the eigen-de
omposition of the spatial 
ovarian
e matrix be
omes

RXX [k] ≈
[

UI UN

]





ΛI 0

0 0









UH
I

UH
N



 (3.29)where the 
olumns of the unitary matrix UI ∈ CM×I span the interferen
esubspa
e, the 
olumns of the unitary matrix UN ∈ C
M×(M−I) span the noisesubspa
e, and ΛI denotes a diagonal matrix whi
h 
ontains the non-zero66
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e Countermeasures in GNSSeigenvalues λ1, . . . λi, . . . λI with respe
t to the interferen
e subspa
e in thenoise free 
ase. For all the eigenvalues λi >> σ2
n a pre-whitening matrix tosuppress interferen
e in X [k] 
an be derived a

ording to

R
− 1

2
XX ≈ 1

√

σ2
n

UNU
H
N =

1
√

σ2
n

P⊥
I [k] (3.30)where P⊥

I [k] is the proje
tor onto the interferen
e free sub-spa
e for the kthperiod. Thus, interferen
e suppression 
an be a
hieved applying the proje
tormatrix to the re
eived digital signal as follows:
X̃[k] = P⊥

I [k]X [k] (3.31)The proje
tor matrix P⊥
I [k] 
an be derived from an eigen-de
omposition ofan estimate of the pre-
orrelation spatial 
ovarian
e matrix of the kth period.
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e Impa
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eiverand Advan
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Chapter 4
Interferen
e in the ARNSFrequen
y Band
This 
hapter is devoted to the analysis of the interferen
e environment for theGNSS based servi
es in the aeronauti
s frequen
y band. A des
ription of thepotential ARNSs a�e
ting the on board GNSS re
eiver operations will be pro-vided. Their a
tual impa
t on the GNSS signal quality degradation has beenassessed through an intense test 
ampaign a
tivity performed at the EuropeanSpa
e Resear
h and Te
hnology Centre (ESTEC) in the radio-navigation sig-nal laboratory. GNSS re
eiver performan
e in presen
e of pulsed interferingsignal generated by nav-aids, su
h as the DME or TACAN, has been assessedand results of the 
ampaign have been published in [1℄.4.1 Introdu
tionAs it has been already anti
ipated in Chapter 2, the Galileo E5a and GPS L5frequen
y bands, whi
h will be devoted to the future GNSS based aviationservi
es, are shared with other ATC systems and ARNSs providing surveil-lan
e and relative positioning information to the 
ivil and military air
raft. In[64℄ a general des
ription of the several ARNSs and ATC systems potentially69
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e in the ARNS Frequen
y Banda�e
ting the GNSS aeronauti
s re
eivers, is provided and it is summarized inthe following:
• Primary Surveillan
e Radar (PSR) that measures the range andbearing of the targeted air
raft from a ground station by dete
ting re-�e
ted radio signals, operates in the L-band (1250-1350 MHz) and mayrepresent a pulse in-band and out-of-band interferen
e for the GalileoE5 and GPS L5 frequen
y bands. The L-band PSR main feature arelisted in Table 4.1.Table 4.1: L-band Primary Radar main parametersSignal Modulation Coded Pulses with non linearfrequen
y modulationPulse Width 32− 150 µsPRF 300 HzFrequen
y Band 1250− 1350 MHzTransmission Power 24 kWMean Power (worst 
ase) 1.08 kWCoverage 200 NMHeight 10 mAntenna Gain 36 dBAperture in Azimuth 1.2◦Azimuth Pattern GaussianElevation Pattern Square Cose
antRotation Speed 6 rpmPolarization Linear Verti
al or Cir
ularAdditional Losses 1.2 dB
• Se
ondary Surveillan
e Radar (SSR) is a 
ooperative system whi
hrelies on a pie
e of equipment aboard the air
raft known as a transpon-der. The se
ondary radar ground station emits pulses 
entred up to1130 MHz whose power may impa
t the Galileo E5a frequen
y band.The aboard transponder is a radio re
eiver and transmitter whi
h replies70
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e in the ARNS Frequen
y Bandto signals from an interrogator (usually, but not ne
essarily, a groundstation 
o-lo
ated with a primary radar) by transmitting a 
oded replysignal 
ontaining the requested information on the 1090 MHz frequen
y.Unlike the PSR, the SSR also provide additional information from theair
raft itself su
h as its identity and altitude. Main feature of the SSRsystem (either Monopulse and Mode-S Radar) are summarized in Table4.2. Table 4.2: Se
ondary Radar main parametersSignal Modulation Monopulse / Mode-SPulse Width 27.78 µs / 1375 µsPRF 360 Hz / 240 HzFrequen
y Band 1090− 1130 MHzTransmission Power 2 kWMean Power (worst 
ase) 20 W / 660 WCoverage 250 NMHeight 10 mAntenna Gain 27 dBAperture in Azimuth 2.35◦Rotation Speed 12 rpm or 15 rpmPolarization Linear Verti
alAdditional Losses 7 dB
• Distan
e Measuring Equipment (DME) and Ta
ti
al Air Nav-igation (TACAN) are two ARNSs providing slant range informationbetween the air
raft and a ground referen
e stations, and they repre-sent the main pulsed interferen
e sour
es for the GNSS based aviationservi
es in the Galileo E5a and GPS L5 frequen
y bands and for thisreason they are extensively des
ribed in Se
tion 4.2.71



4 � Interferen
e in the ARNS Frequen
y Band4.2 The DME/TACAN SystemsThe DME and TACAN systems provide 
ontinuous and a

urate indi
ationin the 
o
kpit of the slant range distan
e between an equipped air
raft andan equipped ground referen
e station. Both systems are based on the 
om-muni
ation between two 
omponents, one installed on board of the air
raft(interrogator) and another one pla
ed on the ground (transponder).

Figure 4.1: DME/TACAN systemAs it is shown in Figure 4.1, the interrogator sends request to the DME/TACANground stations broad
asting towards the ground a pulse pair sequen
e; theground bea
ons reply to the re
eived pulse pair sequen
e with the same pulsepair sequen
e delayed of 50 µs towards the sky, thus allowing the on boardDME/TACAN transponder to 
ompute the slant range measurement basedon a round trip time measurement. DME/TACAN system may operate infour di�erent modes (X, Y, W and Z) ea
h of whi
h identi�es a di�erentmethod of 
oding the pulse pair transmissions by time spa
ing pulses withina pulse pair. However, only the X-mode replies that are transmitted in the72



4 � Interferen
e in the ARNS Frequen
y Bandfrequen
y range 1151-1213 MHz, represent a real threat for the on boardGNSS re
eivers. These replies are made of pulse pair sequen
es where ea
hpulse duration is equal to 3.5 µs and the spa
ing between ea
h pulse pair is 12
µs. These trains of pulse pairs are transmitted from the ground station witha maximum Pulse Repetition Frequen
y (PRF) equal to 2700 pulse pair perse
ond (ppps) for the DME and 3600 ppps for the TACAN, when a maximumof 100 air
raft have to be served.

0 10 20 30 40 50
−1.5

−1

−0.5

0

0.5

1

1.5

Time [µs]

N
or

m
al

iz
ed

 A
m

pl
itu

de

DME/TACAN pulse pair

 

 

Modulated
Baseband

Figure 4.2: DME/TACAN pulse pair shapeA realisti
 example of DME/TACAN pulse pair shaping is provided in Fig-ure 4.2 where both modulated version (blue line) and baseband version (redline) are shown. An analyti
al expression for the down-
onverted and �lteredDME/TACAN double pulses signal is provided in [38℄, as
j(t) =

√

J · |H(fJ)|2
∑

k

[w (t− tk) + w (t− tk −∆t)] cos(2πfjt + θj) (4.1)where:
• w(t) = e−(

α
2 )t

2 is the single DME/TACAN baseband Gaussian pulse;
• J is the jammer peak power at the antenna port;
• fj is the re
eived jammer 
arrier frequen
y73
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e in the ARNS Frequen
y Band
• {tk} is the ensemble of pulse pairs arrival times
• ∆t is the time spa
ing between the two pulses
• θj is the jammer 
arrier phaseAs de�ned in [68℄, the pulse duration is the time interval the 50% amplitudepoint on the leading and trailing edges of the pulse envelope. Con
erningthe pulse power, the maximum Equivalent Isotropi
 Radiated Power (EIRP)transmitted by the DME/TACAN ground bea
ons is 40 dBW. Thus, theDME/TACAN pulse power rea
hing an on board antenna at high altitudebut still within the maximum 
overage range of a ground station (about 519Km), is quite higher than the GNSS signal power level. More detailed spe
i-�
ations on both systems 
an be found in [68℄.The DME/TACAN interferen
e environment in the GPS L5 and Galileo E5frequen
y bands has been already widely investigated by re
eiver manufa
-tures and resear
h 
entres. In [69℄ a set of on-�eld test 
arried out in order toperform data 
olle
tion of realisti
 DME/TACAN pulsed signal in the vi
inityof the Brussels International airport is des
ribed. The logged baseband sam-ples revealed that, these pulses sometime saturated the front-end ampli�er ofthe employed GPS L5 re
eiver. In [39℄, a measurement of the DME/TACANinterferen
e experien
ed by aboard GNSS re
eiver, has been performed bymeans of several Flight Trials at di�erent altitude. The several data 
olle
-tions in the Galileo E5 frequen
y band performed at di�erent Flight Levelrevealed that, at approximately 40000 ft, the GNSS aboard re
eiver antennare
eive strong DME/TACAN pulses from about 48 ground stations in LoS.

4.3 DME/TACAN interferen
e 
ountermeasuresSeveral interferen
e 
ountermeasures against this type of pulsed interferen
eprodu
ed by su
h ARNSs have been proposed in literature. Several te
hniques74



4 � Interferen
e in the ARNS Frequen
y Bandamong the one des
ribed in Chapter 3 
an be tuned to 
ope with the typi
alaeronauti
al interferen
e:
• Pulse Blanking, already introdu
ed in Chapter 3 may represent anhigh performing pulsed interferen
e suppression me
hanism when thepulsed interferen
e at the re
eiver antenna is not so dense in time. Onthe 
ontrary, when in presen
e of high dense in time pulsed interferen
e,as the DME/TACAN s
enario that will be analysed in the following ofthis Chapter, great signal degradation may be observed, sin
e largeportions of useful signal 
omponents are blanked together with the in-terferen
e. Furthermore, due to the Gaussian shape (see Figure 4.2),pulse tails are not 
orre
tly suppressed. In the following Se
tions it willbe shown how the GNSS re
eiver tra
king operation 
an not survivein presen
e of multiple pulsed interferen
e sour
es even when a digitalpulse blanking 
ir
uitry is employed.
• unlike the pulse blanking, Not
h Filtering performs pulsed interfer-en
e suppression in the frequen
y domain where DME/TACAN signalsappear as narrow-band frequen
y tones. Here, only the frequen
y 
om-ponents of the re
eived 
omposite signal 
rossing the noise level spe
-tral density are suppressed. Through this method, even the pulses' tailsare suppressed. However, su
h a frequen
y based interferen
e suppres-sion removes also useful signal frequen
y 
omponents in 
orresponden
eof the DME/TACAN frequen
ies. Furthermore, in presen
e of multi-ple DME/TACAN sour
es, whi
h broad
ast strong pulses on adja
ent
arrier frequen
ies, a more 
omplex not
h �lter design is needed.
• Hybrid Blanking 
ombines advantages of both pulse blanking andnot
h �ltering. When a pulsed interferen
e is dete
ted in the time-domain, the not
h �ltering of a sli
e of 12 µs of signal 
entred around75



4 � Interferen
e in the ARNS Frequen
y Bandthe estimated pulse position is triggered. In this 
ase, the �lter de-sign is simple, sin
e the not
h is a
tivated only in presen
e of pulsedinterferen
e.
The FDAF, already introdu
ed in Chapter 3, 
an be adopted for pulsed inter-feren
e suppression. For the DME/TACAN interferen
e s
enario, both sam-pling frequen
y and the number of points N over whi
h the FFT is 
omputed,are 
ru
ial for the a
hieved interferen
e mitigation performan
e. In
reasing
N , the FFT resolution in
reases as well as the number of operations for its
omputation. Thus a trade-o� design between optimal representation of thepulse interferen
e in the frequen
y domain and 
omplexity is needed.Finally in [66℄ two STAP methods, already des
ribed in Chapter 3 are adoptedfor 
oping with the DME/TACAN interferen
e. Here, multiple pulsed inter-feren
e suppression is a
hieved in the time-spa
e domain, sin
e the 
ompositere
eived signal, pro
essed by the RF front-end of ea
h antenna, is furtherpro
essed by a mitigation unit whi
h 
ontrol, through a re
ursive signal pro-
essing algorithm, the beam of the antenna arrays. However, su
h a te
hniquepresents a high 
omplexity regarding its hardware implementation thus re-sulting in a non-optimal solution for pulsed interferen
e suppression.So far, the most traditional interferen
e 
ountermeasures in GNSS have beendis
ussed in terms of their 
apabilities in suppressing pulsed interferen
e.Su
h te
hniques will be resumed in the following Chapter of this dissertation.Next Se
tion will provide a theoreti
al derivation of the GNSS signal qualitydegradation for an airborne re
eiver when merged in a harsh DME/TACANinterferen
e environment and when a traditional pulse blanking 
ir
uitry isemployed. 76



4 � Interferen
e in the ARNS Frequen
y Band4.4 Pulse Blanking Impa
t on Signal Quality:Theoreti
al DerivationIn literature the e�e
t of a pulse blanking 
ir
uit on GNSS re
eiver perfor-man
e has been widely investigated. A theoreti
al model for 
omputing apredi
tion of the pre 
orrelator C/N0 in presen
e of strong and dense in timeDME/TACAN interferen
e is �rst proposed in [70℄ and then presented in [71℄,
(C/N0,eff) =

C

N0
· (1− β)

1 +
I0,WB

N0
+RI

(4.2)where β, representing the blanker duty 
y
le, is the total mean a
tivationtime of the blanker and RI is the aggregate post-
orrelator ratio between theresidual DME/TACAN power, after the blanker, and the re
eiver thermalnoise. The residual DME/TACAN power is generated by all the pulses' sam-ples below the blanking threshold, that 
ontribute to in
rease the noise �oor.As mentioned in Se
tion 4.2, due to the Gaussian shape of the DME/TACANpulse, both strong pulses, whose peak power 
rosses the blanking threshold,as well as weak pulses 
ontribute to the in
rease of the noise �oor. Hereafter,a theoreti
al derivation of the blanker duty 
y
le β and the 
omponent RI isprovided.4.4.1 β 
omputationThe total mean a
tivation time β of the blanker is determined by all thepulses whose peak power is above the blanking threshold. A revision of theblanker duty 
y
le β derivation, �rst proposed in [38℄, is presented in thisSe
tion. The mean a
tivation time T for the blanking 
ir
uitry in presen
e ofone single DME pulse and in absen
e of pulses 
ollisions is derived assuming(4.1) as the analyti
al expression for the DME signal. Considering only theGaussian envelope of the pulse, as depi
ted in Figure 4.3,77



4 � Interferen
e in the ARNS Frequen
y Band

0 2 4 6 8 10
0

0.2

0.4

0.6

0.8

1

Time [µs]

N
or

m
al

iz
ed

 A
m

pl
itu

de

 

 

DME base−band pulse
V

th
Residual equivalent pulse under V

th

PW
res

/2

 T/2

Figure 4.3: DME/TACAN single base-band pulseit 
an be easily shown that
T = 2 ·

√

2 · ln (Pstrong/Vth)

α
(4.3)where Vth is the blanking threshold level power and Pstrong is the pulse peakpower. As stated in [38℄, any additional strong pulses superposing to theinitial pulse would de
rease the mean a
tivation time of the blanker. Thusthe total a
tivation time, in presen
e of pulse 
ollision has be to 
omputedaveraging T over all the possible pulse 
ollisions s
enarios. Furthermore, dueto the modulation, not all the samples belonging to the pulse are blanked, asit is shown in Figure 4.4.Thus assuming the arrival times of all the pulses transmitted by the groundbea
ons to the on-board GNSS re
eiver distributed a

ording to a Poissonpro
ess, the mean a
tivation time be
omes

Tm = γ

(

Pstrong

th

)

·
(

Te−λT +
T

2

(λT )

1!
e−λT +

T

3

(λT )2

2!
e−λT + · · ·

) (4.4)where:
• γ is a redu
tion fa
tor dependent on the ratio between the pulse peakpower Pstrong and the blanking threshold Vth, whi
h takes into a

ount78
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Figure 4.4: DME/TACAN pulse before and after blanking
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Figure 4.5: Ratio between the real blanker a
tivation time and the theoreti
ala
tivation time T de�ned in (4.3)the 
arrier variation over the pulse duration. Figure 4.5 provides thetrend of su
h a parameter with respe
t the Pstrong/Vth ratio, obtainedby means of simulations.
• λ is the 
omposite arrival rate of the pulses 
oming from all the groundbea
ons at the re
eiver antenna port. Knowing that the maximumPRF for the DME and TACAN ground stations are respe
tively 270079



4 � Interferen
e in the ARNS Frequen
y Bandand 3600 ppps, if there are NDME stations and NTACAN stations, λ 
anbe 
omputed as:
λ = 2700 ·NDME + 3600 ·NTACAN (4.5)Thus, the real mean a
tivation time of a blanker in presen
e of strong multipleDME/TACAN interferen
e be
omes

Tblanker = 2 ·
(

2700 ·
NDME
∑

i=1

Tm,DME(i) + 3600 ·
NTACAN
∑

i=1

Tm,TACAN(i)

) (4.6)This duration 
an be 
onsidered as the blanker duty 
y
le β, sin
e it is 
om-puted over 1s. The fa
tor 2 is introdu
ed due to the presen
e of a pulsepair.4.4.2 RI 
al
ulationReferen
e [71℄ has been taken into a

ount, for the theoreti
al derivation ofthe 
omponent RI , whi
h is de�ned as
RI =

1

N0 ·Bfe
·

N
∑

i=1

Pi · dci (4.7)where N = NDME +NTACAN is the total number of DME/TACAN sour
es;
Pi is the re
eived peak power of the ith RFI pulsed signal sour
e; Bfe isthe pre 
orrelator IF bandwidth and dci is the duty 
y
le of the i-th signalsour
e without any pulse 
ollision. RI is de�ned splitting the 
ontributionof strong and weak DME/TACAN signals. Weak pulsed signal (with peakpower below the blanking threshold) will 
ontribute with their total power tothe interfering power. Equation (4.7) 
an then be elaborated as

RI =
1

N0 ·Bfe
·

N
∑

i=1

Pi · dci

=
1

N0 ·Bfe
·





NDME
∑

j=1

Pstrong,j · dcres,j



+

+
1

N0 ·Bfe
·
(

NTACAN
∑

k=1

Pweak,k · dcweak,k · kls
)

(4.8)
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4 � Interferen
e in the ARNS Frequen
y Bandwhere the spe
tral separation 
oe�
ient kls is introdu
ed as weighting fa
-tor for those DME/TACAN signal whose peak power is below the blankingthreshold, and it is de�ned a

ording to [72℄ and [73℄, as
kls =

∫ Bfe/2

−Bfe/2

Gl(f)Gs(f)df (4.9)with Gl(f) and Gs(f) are respe
tively the normalized PSD of the narrow-band interferen
e and of the useful re
eived GNSS signal. In [38℄ and [70℄,re
tangular equivalent pulse width of 2.64 µs is used for modelling the 
on-tribution to the noise �oor 
aused by weak DME/TACAN pulses, the peakpower of whi
h is below the blanking threshold Vth. Thus, the duty 
y
le forweak DME/TACAN signals 
an be written as
dcweak,k = 2 · 2.64(µs) · PRFweak,k (4.10)where PRFweak,k is the pulse repetition frequen
y of the kth weak DME/TACANsignal.Con
erning the 
ontribution due to the strong DME/TACAN pulses(withpeak power over the blanking threshold), in [70℄ and [71℄ the residual portionof pulse below the blanking threshold is assumed to equate the duration of anequivalent re
tangular pulse duration, as shown in Figure 4.3. Thus, takeninto a

ount (4.3), it follows that

PWres = 2 ·
∫ +∞

T/2

e−
α
2
t2dt =

√

2π

α
· erfc

[
√

ln

(

Pstrong

Vth

)

] (4.11)Then, the duty 
y
le for the residual portion of strong DME/TACAN signalswhi
h 
ontributes to the noise �oor be
omes
dcres,j = PWres,j · PRFstrong,j (4.12)A more realisti
 example of pulse blanking operation on a DME/TACANpulses train in presen
e of pulse superposition is shown in Figure 4.6.The presen
e of multiple pulses non perfe
tly overlapped lead to a greaterpulse blanking a
tivation time. 81
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Figure 4.6: Pulse blanker a
tivation time in presen
e pulse superposition4.4.3 The 
ase study of 
entral EuropeUsing the theoreti
al model so far des
ribed, a predi
tion of the C/N0 degra-dation due to the DME/TACAN signals has been performed, by means ofsimulations, for a grid of lo
ations at 40000 feet over Europe. A 
ompletedata base of all DME/TACAN ground bea
ons spread around the Europe,
ontaining reliable information about lo
ations, 
arrier frequen
ies for thepulsed signals transmission and EIRP, has been taken into a

ount. In par-ti
ular, for the GNSS signal degradation in the ARNS frequen
y band, onlythose ground stations transmitting within the GPS L5 and Galileo E5a bands,have been 
onsidered and for ea
h of them maximum PRF has been assumed.Moreover both DME/TACAN bea
ons pattern antenna de�ned in [70℄ andGNSS typi
al air
raft antenna pattern have been simulated in order to per-form an a

urate 
al
ulation of the re
eived pulsed interferen
e level powerat the GNSS on board antenna. A referen
e blanking threshold level power
Vth of about −116 dBW, about 9 dB over the noise �oor has been assumedfor the simulation. It is worth to outline that no air
raft body attenuationhas been taken into a

ount. 82



4 � Interferen
e in the ARNS Frequen
y BandFigure 4.7 shows the pro�le of the predi
ted post-
orrelator C/N0 degradation
aused by the 
omposite pulsed signals 
oming from all the DME/TACANground stations represented by the bla
k dots.

Figure 4.7: Predi
tion of the e�e
tive post 
orrelator C/N0Figure 4.8 and 4.9 provides respe
tively the pro�le of the expe
ted blankerduty 
y
le β and the number of DME/TACAN stations in LoS.

Figure 4.8: Predi
tion of the blanker duty 
y
le β83
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Figure 4.9: Number of DME/TACAN stations in LoSThe worst lo
ation in terms of C/N0 degradation is identi�ed for a latitudeof 50,4◦ and for a longitude of 8,1◦ at the altitude of 40000 feet. At thislo
ation, roughly 
orresponding to the area over the Frankfurt airport, GNSSre
eiver operation might be 
orrupted by the 
omposite pulsed signal 
omingfrom up to 40 DME/TACAN stations broad
asting within the GPS L5 andGalileo E5a frequen
y bands. Under this simulated interferen
e environment,the blanking 
ir
uit 
uts o� about 60% of the total GNSS re
eived signal,thus produ
ing a degradation on the C/N0,eff of about 9.5 dB.Figure 4.10 shows the trend of the C/N0 degradation, of the blanker duty 
y
le
β and of the fa
tor RI with respe
t to the value of the blanking threshold,simulated at the DME/TACAN hotspot lo
ation previously identi�ed. Asexpe
ted, Figure 4.10(a) shows that, the blanker duty 
y
le β is de
reasingwith the in
reasing of the blanking threshold, while the degradation on the
C/N0 has an optimum point. This is due to the fa
t that a low blankingthreshold would in
rease the per
entage of the signal been blanked while anhigher blanking threshold would 
ut o� a minor per
entage of re
eived signal,allowing the majority of the pulsed interferen
e to go through the 
orrelator,in
reasing the noise �oor due to an in
reased RI 
ontribution, as 
an be84



4 � Interferen
e in the ARNS Frequen
y Bandobserved in Figure 4.10(b) where the fa
tor RI is plotted versus the blankingthreshold. Thus, a 
areful design of the blanking 
ir
uit has to be performedin order to a
hieve the best trade o� between per
entage of signal blankedand C/N0 degradation.

−124 −122 −120 −118 −116 −114 −112 −110 −108

10 

20 

30 

40 

50 

60 

70 

80 

90 

100

V
th

 [dBW]

β 
[%

]

 

 

−124 −122 −120 −118 −116 −114 −112 −110 −108

−18

−16

−14

−12

−10

−8 

−6 

−4 

−2 

0  

∆C
/N

0 [d
B

]

Blanker duty cycle
C/N

0
 degradation

(a)

−124 −122 −120 −118 −116 −114 −112 −110 −108
−10

−8 

−6 

−4 

−2 

0  

2  

4  

6  

8  

10 

V
th

 [dBW]

R
I [d

B
]

 

 

−124 −122 −120 −118 −116 −114 −112 −110 −108

−18

−16

−14

−12

−10

−8 

−6 

−4 

−2 

0  

∆C
/N

0 [d
B

]

R
I

C/N
0
 degradation

(b)Figure 4.10: Blanker duty 
y
le β and RI fa
tor versus the blanking thresholdThe analysis performed in this 
ase study, shows that the blanking thresholdshould be optimized, in order to avoid una

eptable drops in the C/N0 due85



4 � Interferen
e in the ARNS Frequen
y Bandto the presen
e of multiple interfering pulses. Moreover, a priori optimizationof the threshold value by simulation requires a large amount of details ofthe DME and TACAN ground stations, thus making this task not easy toa

omplish.4.5 Experimental Assessment of DME/TACANInterferen
eIn order to validate the results based on the theoreti
al model, a test 
ampaignhas been performed at the ESTEC navigation laboratory using the powerfulInterferen
e Test Fa
ility (ITF). The ITF is a hardware software platform
apable of generating a wide range of realisti
 interferen
e s
enarios and it ismostly devoted to the testing of GNSS hardware re
eiver performan
e underinterferen
e. More details on the di�erent 
apabilities and 
on�gurations ofthis tool 
an be found in [74℄.The ITF 
on�guration is shown in Figure 4.11.

Figure 4.11: Hardware setupA Spirent GNSS 
onstellation simulator and signals generator as well as anAgilent signals generator have been used. They are 
onne
ted to an ethernetnetwork together with a desktop PC hosting the software managing the ITF.86



4 � Interferen
e in the ARNS Frequen
y BandThrough this network 
onne
tion, both Spirent and Agilent generators havebeen driven remotely from the ITF Human Ma
hine Interfa
e (HMI). Latestrelease of the ITF software provides the possibility to generate a wide rangeof realisti
 DME/TACAN interferen
e environments by a proper settings ofthe following parameters:
• the number of ground bea
ons to simulate;
• 
arrier frequen
y and pulse repetition frequen
y for ea
h simulatedbea
on;
• pulse width, inter pulses spa
ing and pulse peak power for ea
h DME/TACANground stations;
• DME/TACAN pulse arrival time to the on board GNSS antenna.On
e these parameters have been de�ned, a �le of IQ stream samples with auser-de�ned length have been generated and loaded automati
ally to the Ag-ilent signals generator whi
h is in 
harge of replaying it in a loop. Then, the
omposite DME/TACAN interferen
e is 
ombined with the GNSS signal gen-erated by the Spirent at Radio-Frequen
y. Eventually, the 
omposite GNSSsignal interfered by DME/TACAN signals has been fed to an RF splitter, theoutputs of whi
h have been 
onne
ted with a Tektronix Spe
trum Analyzerand a hardware Test User Re
eiver (TUR) respe
tively. It has to be out-lined that the GNSS signal is ampli�ed by using a 30 dB Low Noise Ampli�er(LNA) before being fed to the RF 
ombiner, while for the DME/TACAN 
om-posite interferen
e the ampli�
ation is simulated adjusting the power levelsfrom the ITF HMI. This 
hoi
e has been adopted to avoid a further in
reaseof the noise that would happen if the signal 
oming from the Agilent is fedto the LNA as well. Sin
e the overall losses introdu
ed by both RF 
ombinerand splitter is about 10 dB, a power adjustment of 40 dB from the ITF HMIhas been provided in order to simulate the LNA gain and re
over from thelosses in the setup. GPS L5 and Galileo E5a signals have been generated87
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e in the ARNS Frequen
y BandTable 4.3: Setup settingsParameter setup ValueLNA gain 30 dBGNSS aviation antenna gain 4 dBSetup losses 10 dBE5a input power at re
eiver −103 dBmNominal C/N0 44 dB-HzPower adjustment from ITF 40 dBwith a power level su
h that the pre-
orrelator 
arrier to noise density ratioestimated by the TUR re
eiver is equal to 44 dB-Hz for both signals in aninterferen
e-free environment.Table 4.3 summarizes all the setup parameters.Ea
h performed test had a duration of about 10 minutes; after an initialperiod of about 2 minutes when the re
eiver is tra
king the GNSS signal in asteady state, 5 minutes of DME/TACAN 
omposite signal are inje
ted in thesetup. Tests have been performed on both GPS L5 and Galileo E5a frequen
ybands.Figure 4.12 shows the TUR re
eiver performan
e in tra
king the Galileo E5aand GPS L5 signals (PRN 21 and 1 respe
tively), under the DME/TACANinterferen
e environment 
onsidered.In parti
ular Figure 4.12(a) provides a 
omparison between the C/N0 esti-mated by the TUR re
eiver in both Galileo E5a (red line) and GPS L5(blueline) frequen
y band, during all the test duration. As soon as the DME/TACANsignal is inje
ted in the setup, a drop on the C/N0 of about 11 dB is observedin both �gures, and the blanker duty 
y
le value during all the interferen
eperiod is around 56%. Su
h value of degradation is approximately 1 dB farfrom the theoreti
al value estimated by using the model and that 
an beobserved in Figure 4.10(a). Furthermore, a

ording to Figure 4.10(a), in 
or-responden
e of a blanker duty 
y
le β of 56%, a blanking threshold level88
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(b)Figure 4.12: TUR performan
e under DME/TACAN interferen
e in GalileoE5a and GPS L5 frequen
y bands
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e in the ARNS Frequen
y Bandpower of −115.5 dBW 
an be observed and assumed as a potential equivalentblanking threshold for the TUR blanker 
ir
uitry. Despite a large portion ofsignal is 
ut o� by the blanking 
ir
uit, the TUR re
eiver is still able to keepthe tra
king of both GNSS signals, 
omputing pseudorange measurementsa�e
ted by an in
reased error, as shown in Figure 4.12(b).Figure 4.13 shows the C/N0 degradation in the Galileo E5a and GPS L5frequen
y bands (top plot) and the blanker duty 
y
le (bottom plot) for mul-tiple DME/TACAN interferen
e s
enario, simulating the path of an air
raftlanding on Frankfurt airport.
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Figure 4.13: TUR performan
e during air
raft approa
h simulationThese results are obtained 
omputing for ea
h lo
ation along the des
endingpath the number of DME/TACAN stations in LoS and the DME/TACANpeak power rea
hing the GNSS on-board antenna. The experimental resultsfor ea
h interferen
e s
enario are a
hieved following the same test pro
eduredes
ribed for the previous experimental tests. As expe
ted, the C/N0 degra-dation as well as the blanker duty 
y
le de
rease with the de
reasing altitude,sin
e the number of DME/TACAN stations in LoS for the GNSS on-boardantenna is de
reasing as well. This results 
on�rm that the DME/TACANinterferen
e is a real threat for aviation GNSS re
eivers operation only at90



4 � Interferen
e in the ARNS Frequen
y Bandhigh altitude. Although at low altitude, the re
eived pulse peak power atthe GNSS antenna port is extremely high, only a small per
entage of re-
eived signal is suppressed sin
e the 
omposite DME/TACAN signal is the
ombination of a smaller number of replies from the ground bea
ons. Fi-nally, a set of experimental tests in the laboratory have been devoted to theanalysis of the DME/TACAN impa
t on the Geometri
al Dilution of Pre
i-sion (GDOP) available for a realisti
 on board re
eiver enabling a determinedGNSS antenna pattern from the SimGen option panel 
ontrolling the Spirentsimulator. Results are shown in Figure 4.14.
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Figure 4.14: DME/TACAN interferen
e impa
t on C/N0 and Geometri
Dilution of Pre
isionThe upper plot shows the C/N0 estimated by the TUR re
eiver for ea
h E5aPRN tra
ked during the all test duration, while the plot on the bottom showsthe trends of the GDOP (blue line) and the number of satellites used by theTUR in the GDOP 
omputation (green line). Sin
e a GNSS aviation patternantenna is simulated, GNSS signal 
oming from satellites at low elevationare tra
ked with a lower initial C/N0. On
e the DME/TACAN interferen
eis inje
ted into the setup, the TUR re
eiver immediately looses the tra
k ofweakest GNSS signals, thus impa
ting on the GDOP as shown in the bottomplot. During the interferen
e-free period, a good GDOP value was 
omputed91
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e in the ARNS Frequen
y Bandon the basis of 6 satellites, while during the interferen
e period only 4 satel-lites were used for the �x. A great in
rease on the GDOP value is observedwhen the TUR re
eiver is under DME/TACAN interferen
e, thus impa
tingon the �nal position 
omputation.This test 
ampaign revealed that DME/TACAN interferen
e in some 
asesmight represent a disruptive interferen
e even if the GNSS re
eiver is equippedwith a blanker 
ir
uitry. Great losses on the C/N0, 
aused by the suppres-sion of large portions of useful GNSS signals (high values of β), might leadthe re
eiver loosing the tra
king of feeble GNSS re
eived signals, thus im-pa
ting on the �nal user position a

ura
y, worsening both the quality of thepseudorange and the GDOP fa
tor.
4.6 Pulse blanking non-linearities modelingThe experimental results presented so far showed how the traditional pulseblanking 
ountermeasure may not be su�
ient in presen
e of multiple strongpulsed interferen
e sour
es. In su
h a s
enario the pulse blanking 
ir
uitry istriggered by the 
omposite strong pulsed signals rea
hing the on board GNSSre
eiver antenna, 
ausing the suppression of large portions of useful GNSS sig-nal power together with interferen
e power, thus in
reasing the probability tofail the a
quisition and tra
king of the signal itself as demonstrated in Fig-ure 4.14. Moreover, the pulse blanking 
ir
uit performan
e 
an be negativelyin�uen
ed by the impa
t of pulsed signals on the a
tive 
omponents withinthe re
eiver front-end. Very strong pulses or very strong re
eived power dueto the 
ombination of multiple pulses 
an 
ause the saturation of the a
tive
omponents in the GNSS re
eivers (e.q. ampli�ers), whi
h may require a re-
overy time to go ba
k to a normal state when the interferen
e ends. In [51℄ itis mentioned that for a parti
ular 
ommer
ial re
eiver, an interferen
e pulsesignal with peak power 15 dB above the thermal noises is su�
ient to saturate92



4 � Interferen
e in the ARNS Frequen
y Bandthe last ampli�
ation stage within the re
eiver front-end. Under this interfer-en
e environment 
ondition, pulse blanking may perform signal suppressioneven during the o� state of the pulse for a time period equal to the re
overytime needed by the ampli�ers to resume normal operation. For a 
ommer
ialre
eiver, typi
al re
over times for ampli�
ation stages is about 40 ns/dB ofinput level beyond the saturation point [51℄. In general pulsed interferen
esignals impa
t on re
eiver front-end 
omponent might be di�erent dependingespe
ially on the pulse peak power level and on the pulse duration. Further-more, the AGC, needed when multibit quantization is implemented in thedigital part of the re
eiver front-end, has to be 
arefully designed. The AGCis in 
harge to properly set the amplitude dynami
 of the ADC input signal.A slow AGC set the ADC input levels averaging the input signal power overa large time during whi
h, if too many pulses os
illations are present, theinput dynami
s of the ADC is not properly set [51℄. It has also to be takenunder 
onsideration the fa
t that the blanked samples should not be used forthe AGC tuning in order to avoid ADC overloading. Due to these severalreasons blanking operation might not be e�
ient, sin
e high per
entage ofthe re
eived signal may be blanked [65℄. In order to assess the impa
t of su
hnon-linear behaviours, a software simulation of the pulse blanking operationshas been performed 
onsidering di�erent values of rea
tion time and re
overytime. IF samples of a set of data 
olle
ted in the GPS L5 and Galileo E5afrequen
y bands were used. Su
h data 
olle
tions have been performed at theESTEC navigation laboratory, using a dis
rete 
omponents Front-End, theblo
k s
heme of whi
h is reported in Figure 4.15.The 
onsidered Front-End has been used in the same hardware setup 
on-�guration des
ribed in Se
tion 4.5, 
onne
ting one of the outputs of the RFsplitter at its input. Table 4.4 summarizes the settings of the Front-End
hosen for the spe
i�
 data 
olle
tion. Su
h a Front-end is 
hara
terizedby two ampli�
ation stages followed by a down-
onversion to an interme-diate frequen
y of 225 MHz. Additional ampli�
ation stages followed by a93
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Figure 4.15: Front-End blo
k s
hemeTable 4.4: Front-End settingsComponent ValueRF �lter f0 = 1175.45 MHz / BW = 40 MHzIF �lter 1 f0 = 225 MHz / BW = 20 MHzIF �lter 2 f0 = 225 MHz / BW = 18 MHzExt. Sampling frequen
y fs = 36 MHzADC 8 bits�nal �ltering stage with an 18 MHz IF �lter bandwidth produ
ed the outputsignal for the ADC where the signal is sampled at 36 MHz and quantizedover 8 bits. An USB interfa
e integrated in the Front-End is in 
harge oftransferring the quantized samples from the ADC to a user terminal wherea data grabber software is installed. It has to be remarked that, no AGCis implemented in the 
onsidered devi
e and the ampli�
ation stages withinit have been designed su
h that the ADC saturation is avoided in presen
eof DME/TACAN interferen
e. Moreover, all the ampli�
ation stages are re-alized with ampli�ers whi
h allow an input power level up to 10 dBm, thusavoiding any saturation e�e
ts within the re
eiver Front-End. More detailson the 
omponents used for the Front-End design 
an be found in [75℄ and[76℄. An example of 
olle
ted data in presen
e of DME/TACAN interferen
eat the hotspot lo
ation, is shown in Figure 4.16. Spe
tral 
hara
teristi
s ofthe single DME/TACAN pulsed signal are shown in the plot on top.DME/TACAN pulses train rea
hing the GNSS antenna appear as a seriesof narrowband interferen
es, ea
h with approximately 300 kHz bandwidth.94
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Figure 4.16: DME/TACAN s
enarioThe entire spe
trum is jammed due to the fa
t that several ground bea-
ons have been simulated broad
asting pulses on di�erent 
arrier frequen
ywithin the Galileo E5a and GPS L5 frequen
y bands. The impa
t of dif-ferent pulse blanking non-linear behaviours on GNSS re
eiver performan
ehave been assessed exploiting a fully software re
eiver, N-Gene, 
apable ofpro
essing Galileo and GPS signals over all the GNSS frequen
y bands [77℄.The employed software re
eiver is realized with a fast FFT based a
quisitions
heme parallel in the time domain and tra
king loops based on 2nd orderloop �lters.Figure 4.17 shows the trend of the blanking duty 
y
le β with respe
t theblanking re
overy time and for 3 di�erent pulse dete
tion time values whi
h
an be identi�ed as ideal behaviour, slow pulse blanking (rea
tion time equalto 0.5µs) and very slow pulse blanking (rea
tion time equal to 1µs).As expe
ted, in
reasing the pulse blanking re
overy time, larger per
entage ofin
oming signal are suppressed. On the 
ontrary, the introdu
tion of a pulsedete
tion delay would de
rease the amount of signal to be suppressed.Figure 4.18(a) and Figure 4.18(b) shows the a
quisition metri
s denoted as
αmean and αmax in presen
e of pulse blanking non-linear behaviours modelled95
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Reaction time = 1 µsFigure 4.17: Blanker duty 
y
le β variation for di�erent rea
tion and re
overytime valuesa

ording di�erent values of re
overy and rea
tion time. Both a
quisitionmetri
s are de�ned respe
tively as follows:

• αmean = Rp

Mc
is the ratio between the highest 
orrelation peak and the
orrelation noise �oor;

• αmax = Rp

R2p
is the ratio between the highest 
orrelation peak and these
ond highest 
orrelation peak;Su
h values of αmean and αmax have been obtained as outputs of the softwarere
eiver a
quisition pro
ess of the Galileo E5a pilot 
hannel (PRN 20) aftermanipulating the data set with a pulse blanking operation.In both Figure 4.18(a) and Figure 4.18(b) it is possible to noti
e that the in-trodu
tion of a non-zero delay in the pulse dete
tion would seriously threatenthe 
orre
t GNSS signal a
quisition pro
ess. A pulse blanking rea
tion timeequal to 0.5 or 1 µs would let the majority of the re
eived pulsed interfer-en
e going through the 
orrelators thus in
reasing the noise in the a
quisitionsear
h spa
e, as 
on�rmed from the trend of both a
quisition metri
s (redline and 
yan line), thus masking the true 
orrelation peak. However, when96
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Reaction time = 1 µs(b)Figure 4.18: N-GENE a
quisition performan
e: (a)αmean. (b) αmaxdealing with this type of pulsed interferen
e, the presen
e of an in
reasing re-
overy time would surprisingly improves the re
eiver a
quisition performan
e.In fa
t both αmean and αmax in
rease with the in
reasing re
overy time. Thisis due to the fa
t that, a delay in dete
ting the end of the pulse would allowsthe blanker suppressing also those interferen
e samples in the pulse tail, thusa
hieving higher interferen
e suppression. This results 
annot be assumed97



4 � Interferen
e in the ARNS Frequen
y Bandvalid when dealing with non-modulated re
tangular pulse made interferen
e.In fa
t in this 
ase, the presen
e of a re
overy time would lead the blankersuppressing more GNSS useful signal samples, whi
h in turns would lead toa higher degradation in the 
orrelation peak of the sear
h spa
e.In Chapter 6 the problem of the pulse blanking will be fa
ed more in details,investigating the e�e
ts of its non-linear behaviour on the navigation datademodulation performan
e.
4.7 Con
lusionsIn this Chapter, the interferen
e environment for the future GNSS basedaviation servi
es has been investigated. By means of several test 
ampaignperformed at the ESTEC navigation laboratory, it has been shown how thisstrong pulsed interferen
e generated by the DME/TACAN ground stationsmay seriously threat the on-board GNSS re
eiver even if equipped with thetraditional pulse blanking interferen
e 
ountermeasure. Pulse blanking 
anrepresent a simple as well as e�e
tive method for 
oping with not so densein time pulse interferen
e. However, in presen
e of harsh pulsed interferen
eenvironment, as the DME/TACAN interferen
e environment at the hotspotlo
ation, the pulse blanking is for
ed to suppress great portion of re
eivedsignal thus leading to an enormous degradation and distortion of the GNSSuseful signal. Furthermore, su
h a traditional 
ountermeasure presents sev-eral drawba
ks when dealing with DME/TACAN pulse interferen
e; in fa
t,due to the interferen
e Gaussian pulse shape and to the presen
e of the mod-ulation, pulse blanking is not able to suppress all the samples belonging tothe pulse, as demonstrated in Figure 4.4. Furthermore, pulse blanking designhas to be 
arefully performed together with the front-end design. In fa
t,its performan
e may have a strong dependen
e with the rea
tion of some a
-tive 
omponents like ampli�ers, within the re
eiver front-end, when merged98



4 � Interferen
e in the ARNS Frequen
y Bandin a strong interferen
e environment. For su
h a reason, new advan
ed sig-nal pro
essing te
hniques, whi
h 
an be designed at re
eiver level, 
apableof extra
ting the interferen
e 
omponents within the 
omposite re
eived sig-nal, without distorting the useful GNSS signal, have to be investigated. InChapter 5 two innovative interferen
e dete
tion and mitigation algorithmsbased respe
tively on the use of the WPD and of the use of the KLT will bepresented.
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Chapter 5
Transformed Domain Te
hniquesfor Interferen
e Countermeasurein GNSS
This Chapter will introdu
e two innovative interferen
e dete
tion, 
hara
ter-ization and suppression algorithms based on two advan
ed signal pro
ess-ing te
hniques: the WPD and the KLT. For both methods, de
ompositionstages, dete
tion algorithms and interferen
e removal pro
esses will be pre-sented. The algorithms have theoreti
ally designed and tested by simulation.Eventually, a set of experimental results will be presented in order to providea validation of su
h innovative algorithms in suppressing interferen
e 
ompo-nents. Results will be fo
used on GNSS re
eiver performan
e at a
quisitionand tra
king stage, after applying both methods to several interferen
e s
e-narios. For this purpose, a fully software GNSS re
eiver will be employed.Furthermore, a 
omparison between su
h innovative te
hniques and the moretraditional interferen
e 
ountermeasures in terms of interferen
e suppressionperforman
e and 
omputational 
omplexity will be presented.100



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSS5.1 Introdu
tionThe test 
ampaign performed at the ESTEC radio-navigation laboratory,whi
h has been presented in Chapter 4, has shown that in presen
e of a harshpulsed interferen
e environment, the pulse blanking 
ir
uitry may not beenough. GNSS re
eiver operation 
an be seriously threatened sin
e extremelylarge portions of GNSS signal are suppressed together with the interferen
e.In su
h a 
ontext the re
eiver itself looses the tra
king of the weakest GNSSsignals whi
h in turns 
auses a worsening of the available satellites geometrythus in
reasing the error on the �nal user position.For su
h a reason, innovative re
eiver based interferen
e 
ountermeasures, 
a-pable of identifying, isolating and suppressing interferen
e 
omponents with-out distorting the GNSS re
eived signal properties, need to be investigated.In the last years, resear
hers in the GNSS �eld have started investigating anew family of interferen
e dete
tion and suppression te
hniques based on theuse of advan
ed signal pro
essing te
hniques whi
h allow the representationof the signal at the ADC output in a di�erent domain, where informationrelated to the interferen
e 
an be better identi�ed, isolated, pro
essed or re-move. Su
h a new family of algorithm is de�ned as Transformed Domain (TD)te
hniques, the blo
k s
heme of whi
h is reported in Figure 5.1. First step ofsu
h algorithms is to provide a representation of the digitized signal in an-other domain; su
h a representation is a
hieved by pro
essing the IF samplesat the ADC output by means of a mathemati
al transformation. On
e thesignal is proje
ted on the new domain, an interferen
e dete
tion algorithmis in 
harge of identifying the interferen
e 
oe�
ients. The majority of thetransformed domain te
hniques whi
h have been investigated in literature relyon a dete
tion algorithm based on a thresholding operation; basi
ally ea
h 
o-e�
ients in the transformed domain is 
ompared to a mask whi
h representsthe expe
ted GNSS signal representation in absen
e of interferen
e. Howevera di�erent dete
tion strategy based on the signal energy estimation will be101
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hniques for Interferen
e Countermeasure in GNSS

Figure 5.1: Typi
al TD te
hnique blo
k s
heme
presented later on this Chapter. Finally, two interferen
e suppression algo-rithm are foreseen: the former is based on a syntheti
 re
onstru
tion of theinterfering signal, by means of an anti-transformation pro
ess operated onthe identi�ed interferen
e 
oe�
ients, whi
h 
an be then subtra
ted from the
omposite re
eived signal, whilst the latter is based on a dire
t suppressionpro
ess of the interferen
e 
oe�
ients in the transformed domain followed byan anti-transformation operation for the signal re
onstru
tion.First resear
h a
tivities investigating the 
apability of the TD based algo-rithms for interferen
e suppression, were based on the observation of there
eived interfered signal in the Time Frequen
y (TF) domain. As an exam-ple, in [78℄ the authors propose two advan
ed signal pro
essing te
hniques fora
hieving a high resolution TF representation of the re
eived signal. The for-mer is based on a simple dis
rete-time spe
trogram, introdu
ed �rst in [79℄,102



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSobtained by means of a Short Time Fourier Transform (STFT) a

ording to
Sp(n,f) = |STFT (n,f)|2 (5.1)being the STFT de�ned as

STFT (n,f) =

n+L−1
∑

i=n

sa[i]h[i− n] exp {−j2πif} (5.2)where sa[n] = sIF [2n] is the down-sampled digitized signal, and h[n] is theanalysis window of length L. As mentioned in [78℄, the spe
trogram has poorTF lo
alization properties and its 
hara
teristi
s stri
tly depend on the anal-ysis window. However, it requires a low 
omputational load and it is suitablefor real time appli
ation.The latter TF representation is based on the use of the Wigner-Ville distri-bution whi
h a

ording to [80℄ is de�ned as
Wx,x =

∑

i

sa[i]s
∗
a[n− i] exp {−j4πif} (5.3)and di�erently from the spe
trogram representation, it does not su�er fromthe time versus frequen
y resolution trade-o� problem. However, higher 
om-putational load is required for its implementation with respe
t the spe
tro-gram implementation. Con
erning the interferen
e frequen
y 
omponentsdete
tion in the TF plane, a statisti
al based method relying on the signalrepresentation distribution on ea
h point of the TF plane in absen
e of inter-feren
e, is employed. Su
h a representation a
ts as a interferen
e dete
tionthreshold, and it is de�ned a

ording to a required false alarm probability,de�ned as

pfa(βd,n,f) = P (|TFR(n,f) > βd|H0) (5.4)where βd is the interferen
e dete
tion threshold, and TFR(n,f) is the 
hosenTime-Frequen
y representation and H0 is the null hypothesis (interferen
eabsent). Thus, knowing the TF representation distribution and inverting(5.4), it is possible to derive the interferen
e dete
tion threshold βd. Another103
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hniques for Interferen
e Countermeasure in GNSSa
tivity 
on
erning the interferen
e dete
tion and ex
ision based on TF rep-resentation a
hieved by means of Spe
trogram is presented in [81℄.A re
ent work proposing 
hirp signal, linearly frequen
y modulated signal,dete
tion and suppression by means of TF representation is presented in [82℄.Here the authors propose a TF representation of the signal at the ADC ouputbased on the use of the so 
alled orthogonal-like Gabor expansion [83℄. Thedete
tion pro
ess is based on a 
omparison of the a
hieved TF representationwith the ideal TF representation of the GNSS signal in absen
e of interferen
e.On
e the interferen
e 
oe�
ients in the TF plane is a
hieved, a syntheti
 re-
onstru
tion of the interfering signal is obtained and then subtra
ted to the
omposite re
eived signal. More details of this TF based interferen
e ex
isionmethod 
an be found in [82℄ and [49℄. In this Chapter, two innovative inter-feren
e dete
tion and suppression strategies based respe
tively on the use ofthe WPD and on the use of the KLT will be presented.First attempts of developing an innovative interferen
e mitigation algorithmbased on the use of the wavelet transformation have been presented in [84℄ and[85℄, for pulsed interferen
e mitigation. Here wavelet transform is employedto obtain the time-s
ale representation of the in
oming interfered signal. Inthe GNSS framework, the wavelet transform has been already investigated fordi�erent purposed. As an example, in [86℄ a new trend extra
tion te
hniquefor multipath mitigation in 
arrier phase measurements domain using waveletmulti resolution analysis, is presented. A more detailed des
riptions of thisalgorithm 
an be found in [87℄ [88℄ [89℄ and [90℄. Multipath mitigation is notthe only 
ontext where wavelet transform has been employed. For instan
e,in [91℄, a singularity dete
tion te
hnique for GPS 
y
le slips based on thewavelet de
omposition is des
ribed. In [92℄ an empiri
al mode de
ompositionexploiting the wavelets' properties is des
ribed as a method to redu
e the 
ar-rier phase measurements error. Finally in [93℄, methodology based on wavelettransform to evaluate the terrain and extra
t features along the vehi
le pathis presented. Of parti
ular interest are those features whi
h 
an be hazardous104
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hniques for Interferen
e Countermeasure in GNSSto a following vehi
les path.Con
erning the KLT, its use for spa
e appli
ation has been proposed �rst in[94℄. Here, KLT is employed as an instrument to dete
t very weak signalshidden in noise, in the framework of the Sear
h for Extra Terrestrial Intelli-gen
e program. However, in [95℄ a �rst attempt of CWI dete
tion based onthe use of KLT is also presented.In the following Se
tions of this Chapter interferen
e mitigation algorithmsbased respe
tively on the WPD and KLT whi
h are more advan
ed withrespe
t those already presented in literature, will be dis
ussed.5.2 The Wavelet TransformThe set of orthogonal basis fun
tions whi
h are employed for the STFT de-
omposition have equal frequen
y bandwidths and represent a set of windowsin time with equal duration. The use of the set of fun
tions in (5.2) leadsto a di�erent resolution in the 
hara
terization of the frequen
y 
omponentsof the signal. Many 
y
le of a high frequen
y signal 
an be 
aptured withinthe duration h(n), while this is not the 
ase for a low frequen
y signal. Forsu
h a reason, the resolution of the STFT is poor at low frequen
y while itimproves as the frequen
y in
reases [96℄.In fa
t, the STFT 
an be seen as a band pass uniform �lter bank where ea
h�lter frequen
y response has same bandwidth and di�erent 
entral frequen
y.Su
h a frequen
y resolution issue is solved by the wavelet transform. Thewavelet transform of a signal provides a representation of the signal 
ompo-nents in a di�erent domain, similarly to a STFT. In the wavelet transform,a set of fun
tions whi
h adjust their frequen
y-time behaviour a

ording tothe frequen
y 
omponents of the signal to 
hara
terize is employed. Fromsu
h basis fun
tions, a �lters bank where the low-pass �lters response havenarrower bandwidths (so wider in the time domain) than the high-pass �l-ters response, 
an be derived. The basis fun
tions employed in the wavelet105



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSStransform belong to the set
hk(t) = a−k/2h(a−kt), (5.5)whi
h represent the �lter responses. Equivalently in the frequen
y domainthe transfer fun
tions 
an be written as
Hk(jΩ) = ak/2H(jakΩ) (5.6)where a > 1 and k ∈ Z.As seen in (5.5) and (5.6), all the responses are obtained by frequen
y-s
alingoperation of a prototype response H(jΩ), thus resulting in a non uniform�lters bank. The s
ale fa
tor a−k/2 is introdu
ed as a normalization fa
torin order to ensure 
onstant energy independent from k, as well as the ratiobetween the bandwidth and the 
enter-frequen
y Ωk. Given an arbitraryinput x(t), the output of the �lter hk(t) 
an be 
omputed as

∫ ∞

−∞
x(t)hk(τ − t)dt = a−k/2

∫ ∞

−∞
x(t)h(a−k(τ − t))dt (5.7)Furthermore, sin
e the �lter bandwidth Hk(jΩ) is smaller for larger k, itsoutput 
an be sampled at lower rate. Equivalently in the time domain, thewidth of hk(t) is larger, thus it is possible to move the window by a largerstep size [96℄. The 
ontinuous variable τ 
an be sampled at nakT , where n isan integer, to obtain a Dis
rete Wavelet Transform (DWT). In this way, thestep size for the windows movement is akT , and it in
reases as the 
enter-frequen
y of the �lter Ωk de
reases. Thus, the set of 
oe�
ients obtaineda

ording to

XDWT (k,n) = a−k/2

∫ ∞

−∞
x(t)h(nT−a−kt)dt =

∫ ∞

−∞
x(t)hk(na

kT−t)dt (5.8)represents the 
onvolution between x(t) and hk(t) evaluated at a dis
rete setof points nakT , that is the 
onvolution output is sampled at akT . Figure 5.2shows the transfer fun
tions of ea
h bran
h of the non-uniform �lters bankobtained by a dyadi
 s
aling operation (a = 2) of the Meyer wavelet fun
tion106
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Figure 5.2: Meyer wavelet �lters bank responses[97℄. The family of �lters denoted as hk(t) represents the set of the analysis�lter.Perfe
t re
onstru
tion of the signal x(t) 
an be a
hieved 
hoosing a propersynthesis �lters bank. Given a set of wavelet 
oe�
ients XDWT (k,n), theinverse DWT 
an be a
hieved a

ording to
x(t) =

∑

k

∑

n

XDWT (k,n)ψkn(t) (5.9)where ψkn(t) is a set of basis fun
tions obtained by dilation (t → a−kt) andshifting (t→ t− nakT ) of a prototype fun
tion ψ(t), that is
ψkn(t) = a−k/2ψ

[

a−k
(

t− nakT
)] (5.10)In [96℄ it is shown that if {ψkn(t)} is a set of orthonormal fun
tions, that is

∫ +∞

−∞
ψ∗
kn(t)ψlm(t) = δ(k − l)δ(n−m) (5.11)from (5.9) follows that

XDWT (k,n) =

∫ +∞

−∞
x(t)ψ∗

kn(t)dt (5.12)107



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSthus leading to the following relationship between the analysis and synthesis�lters
ψkn(t) = h∗k(−t) (5.13)Thus the signal analysis/synthesis 
an be a
hieved by perfe
t re
onstru
tionparaunitary Quadrature Mirror Filters (QMF) banks in whi
h ea
h �lter hasa response of the kind (5.13).5.2.1 Dis
rete Time Wavelet TransformThe relation de�ned in 5.8 is the DWT sin
e k and n are integer number,but it is not the dis
rete-time sin
e t is 
ontinuous. In [96℄ it is shown thatan orthonormal basis fun
tions 
an be generated by dis
rete-time QMF bankunder 
ertain 
ondition. As an example, let 
onsider the 
ase a = 2 known asdyadi
 wavelet de
omposition, and further assume T = 1. Given a parauni-tary pair frequen
y responses H(z) and G(z), the wavelet fun
tion ψ(t) willsatisfy the equation

ψ(t) = 21/2
∑

n∈Z
h[n]φ(2t− n) (5.14)where φ(t) is the so 
all s
aling fun
tion, whi
h satisfy the s
aling equation

φ(t) = 21/2
∑

n∈Z
g[n]φ(2t− n) (5.15)being h[n] and g[n], the wavelet ve
tor and the s
aling ve
tor respe
tively,derived as the inverse Zeta-transform of H(z) and G(z). The s
aling fun
tion

φ(t) and the wavelet fun
tion ψ(t), satisfying (5.14) and (5.15), under theassumption that H(z) and G(z) forms a paraunitary �lters pair, are shift-orthogonal and span orthogonal subspa
es Vi and Wi, where Vi is spannedby
{

2i/2φ
(

2it− n
)

∀n ∈ Z
} (5.16)while Wi is spanned by

{

2i/2ψ
(

2it− n
)

∀n ∈ Z
} (5.17)108



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSFrom the orthogonality properties of the subspa
es spanned by the waveletand s
aling fun
tion, the wavelet and s
aling ve
tors must be individuallyshift-orthogonal and orthogonal to ea
h other
∑

n∈Z
h[2m+ n]h[2l + n] = δm,l

∑

n∈Z
g[2m+ n]g[2l + n] = δm,l

∑

n∈Z
h[2m+ n]g[2l + n] = 0 ∀m,l

(5.18)
H(z) and G(z) represent the pair QMF whi
h will be employed for thedis
rete-time WPD. The equivalent expression for (5.6) in the digital domainis

Hk(e
jw) = H(ej2

kω) → Hk(z) = H(z2
k

) (5.19)where k is a non negative integer. In [96℄ it is shown thatHk(z) is a multi-band(rather than pass-band) �lter, thus in order to obtain pass-band �lters, a lowpass �lter G(z) is employed. Thus, a

ording to a dyadi
 s
aling operation,the non-uniform �lters bank responses are obtained as follow
H(z),G(z)H(z2),G(z)G(z2)H(z4) · · · (5.20)5.3 The Wavelet Based Interferen
e Suppres-sion AlgorithmThe proposed wavelet based mitigation algorithm is 
ompletely based on theWPD, where the dis
rete-time signal is passed through a uniform waveletbased �lter bank, as shown in Figure 5.3.In the WPD, the s
aling and shifting pro
ess is also iterated at higher frequen-
ies, thus resulting in an uniform �lter bank, the output of whi
h is providinga set of 
oe�
ients (s
ales) representing a determined frequen
y portion of thein
oming de
omposed signal. Ea
h stage of the uniform �lters bank is 
om-posed by a �ltering pro
ess through H(z) and G(z), respe
tively the wavelet109



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSS

Figure 5.3: Wavelet Pa
ket De
ompositionve
tor and the s
aling ve
tor individually shift orthogonal and orthogonal toea
h other, whi
h produ
e a de
omposition of the signal in high frequen
y
omponent and low frequen
y 
omponent, followed by a down-sampling op-eration. The algorithm for interferen
e dete
tion and suppression is mainlybased on three steps:
• the De
omposition phase where the in
oming GNSS interfered signalis passed through the uniform �lter bank thus a
hieving the so 
all time-s
ale representation. The number of wavelet stages to apply for thesignal de
omposition is a free parameter. In the following of this work,the optimal number of wavelet de
omposition stages will be assessedwith respe
t the interferen
e spe
tral 
hara
teristi
s and with respe
tthe GNSS re
eiver performan
e at both a
quisition and tra
king level.An examples of time-s
ale representation of the signal at the ADC out-put is shown in Figure 5.5, where 5 stages of WPD have been employedon the IF samples of the pulsed interfered data-set shown in Figure 5.4.Meyer [97℄ wavelets have been 
onsidered in order to derive all the �lterfrequen
y responses employed in the uniform �lter bank. After 5 stages110
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Figure 5.4: DME/TACAN s
enario

Figure 5.5: Time-s
ale representationof WPD, 32 s
ales are obtained, ea
h of whi
h represents a determinedfrequen
ies region of the interfered re
eived Galileo E5a signal. As it isshown in Figure 5.5, the total DME/TACAN signal rea
hing the userantenna has 
omponents spread all over the time-s
ale domain.
• the Dete
tion-Mitigation phase is performed in ea
h s
ales obtainedat the output of the �lters bank. The interferen
e ex
ision is performed111



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSapplying a blanking operation on the time-series of the 
oe�
ients. Su
ha pro
ess is based on the suppression of those 
oe�
ients in ea
h s
ale
rossing a determined blanking threshold level. An example of thisoperation is reported in Figure 5.6 where the set of 
oe�
ients obtainedat the output of a generi
 bran
h of the WPD �lters bank, are shownbefore (blue line) and after (red line) the blanking suppression.
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Figure 5.6: Pulse blanking applied on the single s
aleFor su
h a reason, a 
riteria for the blanking threshold determination isneeded. The adopted 
riteria is mainly based on a statisti
al 
hara
teri-zation of the GNSS re
eived signal at the ADC output. It is well knownthat, GNSS signal is 
ompletely buried in the noise at the user antennalevel. In Nyquist 
ondition, the �ltered digitized noise 
an be 
onsid-ered still un
orrelated thus it is allowed to assume that at the ADCoutput, the samples in an interferen
e-free environment are still Gaus-sian distributed with zero mean and varian
e σ2. The digitized signal isthen pro
essed by the WPD �lters bank, made by �lters response whi
hare orthonormal to ea
h other. Thus, the samples at the output of ea
hbran
h of the �lter banks in absen
e of interferen
e 
an be assumed stillGaussian distributed with zero mean and varian
e σ2. This 
on
lusion112



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSis 
on�rmed by Figure 5.7 where the mean and the standard deviationof the wavelet pa
kets obtained at the �lters bank output. In this 
ase,the 5 stages WPD are applied on a simulated Galileo E5a-Q signal inabsen
e of interferen
e and in presen
e of a �at ideal front-end. The
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Figure 5.7: Wavelet Pa
kets statisti
al analysisstatisti
s for the 32 s
ales are quite similar with a variation among thes
ales of less than 10%. The introdu
tion of a realisti
 front-end �lter-ing operation would 
hange the statisti
s only of those wavelet pa
ketsrepresenting the frequen
y regions outside the �lter 
ut-o� frequen
ies.Thus a front-end bandwidth with a quasi-�at frequen
y response at theGNSS frequen
y band is preferred in order to assume a single blankingthreshold to be applied to the overall time-s
ale plane.Denoting the false alarm probability pfa as the probability of the eventthat in absen
e of interferen
e, a generi
 sample at the ADC output
rosses the blanking threshold Vth, it follows that
pfa = 2 ·

∫ ∞

Vth

1

σ
√
2π
e−

x2

2σ2 (5.21)Thus for a required false alarm probability pfa, inverting (5.21) it follows
Vth = σ

√
2 · erfc−1(pfa) (5.22)113



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSThe bla
k �oor in Figure 5.5 represents the blanking threshold appliedfor the interferen
e 
omponent dete
tion within ea
h wavelet s
ale, and
omputed a

ording to a false alarm probability pfa of 10−3. Ea
h
oe�
ients in the time-s
ale �oor ex
eeding the blanking threshold aresuppressed, as it is shown in Figure 5.8. Su
h modi�ed s
ales will be

Figure 5.8: Time-s
ale after interferen
e ex
isionfed to a wavelet based anti-transformation blo
k whi
h is in 
harge ofthe signal re
onstru
tion.
• theRe
onstru
tion phase is a
hieved through an inverse wavelet trans-form starting from those s
ales modi�ed after the interferen
e 
oe�-
ients suppression. Figure 5.9 provides a 
omparison between the time-spe
tral 
hara
teristi
s of the signal before and after the interferen
esuppression through the WPD algorithm. Pra
ti
ally the signal re
on-stru
tion is a
hieved through a uniform �lter bank mat
hed with theuniform �lter bank employed for the signal de
omposition depi
ted inFigure 5.3, as mentioned in [96℄. Bene�ts of this algorithm 
an be ob-served looking at the spe
trum a
hieved after the mitigation (see Figure5.9). DME/TACAN signals 
oming from the di�erent ground stations114
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Figure 5.9: Signal 
omparison: Before and after mitigationare highly suppressed. Furthermore, unlike a 
ommon interferen
e mit-igation te
hnique performed in the time domain, as the pulse blanking,where useful signal 
omponents are suppressed together with interfer-en
e, the majority of the useful GNSS signal power is saved, as 
on-�rmed by the absen
e of drops in the spe
trum. The main advantagesof this algorithm with respe
t the Gabor expansion based algorithmis that, no signal storage for the signal de
omposition as well as nosyn
hronization operation at signal re
onstru
tion are needed.5.4 The Karhunen-Loève TransformThe KLT provides a de
omposition of the signal in a ve
torial spa
e usingorthonormal fun
tions whi
h 
an have in prin
iple any shape, di�erently fromthe other transforms, as for instan
e in the Fourier transform where the basisfun
tions are sinusoidal fun
tions. The KLT de
omposition of a general timedependent fun
tion is given by
x(t) =

∞
∑

n=1

Znφn(t) (5.23)115



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSwhere Zn are s
alar random variables that are statisti
ally independent and
φn(t) are the basis fun
tions, derived from the 
ovarian
e matrix of thesto
hasti
 pro
ess x(t). The KLT o�ers the better separation between thedeterministi
 
omponents within the re
eived signal and the sto
hasti
 ones.What will be shown in the next se
tions is that in several interfered s
enariosthe useful GNSS signal is hidden in the noise while the interferen
e is identi-�ed by the KLT as the only deterministi
 
omponent in the re
eived signal.Di�erently from the basis fun
tions whi
h represent the behaviour in timeof the signal to be de
omposed, the random variables Zn are obtained pro-je
ting the given sto
hasti
 pro
ess x(t) over the 
orresponding eigenve
tor
φn(t), that is

Zn =

∫ +∞

−∞
x(t)φn(t)dt (5.24)In [95℄ it is stated that the KL expansion is the only possible statisti
alexpansion in whi
h all the expansion terms are un
orrelated from ea
h other.The nature of the KLT is independent of the spe
i�
 kind of interfering signal,thus making the KLT 
apable to su

essfully dete
t not only CWI, but alsoNBI, WBI and 
hirp interferen
e.5.4.1 KLT interferen
e dete
tion and suppression algo-rithmThe KLT de
omposition has been implemented a

ording to the followingsteps:

• 
omputation of the Toeplitz matrix of the auto
orrelation of the inter-fered signal;
• Eigenvalues and eigenfun
tions determination of the Toeplitz Matrix;
• Zn 
oe�
ients determination a

ording to (5.24)116
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Figure 5.10: KLT de
omposition 
omparison between interferen
e 
ase andinterferen
e free 
aseFigure 5.10 shows the 
apability of the KLT of separating the deterministi

omponents within the signal to de
ompose, from the sto
hasti
 one. Herethe KLT de
omposition has been a
hieved solving the eigenvalues problemfor the Toeplitz matrix of the auto
orrelation fun
tion of 100 µs of GPS C/A
ode signal in two 
ases:
• interferen
e-free environment
• interfered with a NBI signal (10 kHz) 
entered on the intermediatefrequen
y with a power equal to -120 dBWThe GPS C/A 
ode signal has been simulated by means of a fully softwareGNSS signal generator N-Fuels [98℄. Figure 5.10 reports the trend of thenormalized eigenvalues λ and the Zn 
oe�
ients obtained from the KLT de-
omposition.It is possible to noti
e that, the distribution of the eigenvalues suggests amethod for dete
ting interferen
e. In fa
t, when the interferen
e is presentthere is a small number of eigenvalues whi
h have a great magnitude withrespe
t the others (bottom plot), di�erently from the 
ase of interferen
e-free117
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hniques for Interferen
e Countermeasure in GNSSenvironment (top plot). The proposed interferen
e dete
tion and ex
isionbased on the eigenvalues magnitude observation and preliminary results havebeen dis
ussed in [3℄. Basi
ally, the highest magnitude eigenvalues, whi
hrepresent the interferen
e 
omponents, are dete
ted and an inverse KLT isapplied 
onsidering only the eigenfun
tions representative of the noise inwhi
h the GNSS 
omponent is embedded. In order to de�ne a thresholdvalue based on analyti
al justi�
ations the statisti
al distribution of the Zn
oe�
ients for a signal in a interferen
e-free environment should be studied.In [94℄ it is stated that the distribution of the KLT 
oe�
ients for a unitarystationary white noise is Gaussian. However, this is not our 
ase, be
auseeven if the GNSS signal is 
ompletely buried in the noise, some deterministi

omponents due to the GNSS 
ode are 
ontained in it. Furthermore it wouldbe desirable to have a method that is independent of the interferen
e features.Thus, an energy based dete
tion algorithm has been developed, analysed andproposed in [5℄.In 
ase of interfered signal, after the KLT de
omposition, eigenfun
tions areex
luded su
h that the energy of the re
onstru
ted signal is 
omparable withthe energy that the GNSS re
eived signal would have in an interferen
e-freeenvironment. This thresholding rule 
an be better understood looking atFigure 5.11.The blue dots in the �gure represent the energy of the interfered signal withrespe
t to the index n when the largest magnitude KLT 
oe�
ients Zi for
0 ≤ i ≤ n are removed in the re
onstru
tion stage. The threshold on thenumber of fun
tions to be ex
luded is obtained as the interse
tion of the blue
urve with the red line whi
h represents the expe
ted energy for a signal inan interferen
e-free environment.However, su
h a dete
tion method may su�ers in presen
e of an AGC fol-lowed by a quantization stage over few bits, sin
e the in
oming interferedsignal would be 
ompressed by the AGC gain thus leading to energy of theinterfered signal being not extremely far from the energy of the signal in an118
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Figure 5.11: GNSS signal energy de
ay vs. KLT 
oe�
ients removedinterferen
e-free environment. For su
h a reason, this te
hnique, as well asthe WPD based te
hnique, are more suited for those re
eiver ar
hite
turefeaturing quantization over a large number of bits, where the re
eived GNSSsignal in absen
e of interferen
e is mapped exploiting a limited number ofbits, leaving the highest bits free for interferen
e dete
tion.The KLT based method o�ers good performan
e in extra
ting the interfer-en
e information from the re
eived signal, but the 
omputational burden of itsimplementation is quite heavy sin
e an eigenvalues problem has to be solved.KLT based de
omposition and signal re
onstru
tion have been implementedon the pulsed interfered data shown in Figure 5.4. Sin
e the software imple-mentation of these steps requires great 
omputational 
apabilities, the KLTde
omposition has been performed on small sli
es, the duration of whi
h isabout 16 µs. Figure 5.12 shows the KLT 
oe�
ients trend (blue 
urve) andthe total energy of the re
onstru
ted signal when the highest magnitude KLT
oe�
ients up to N are not 
onsidered for the re
onstru
tion (green 
urve).As it has been mentioned, the 
riterion used for the determination of the num-ber of Zn 
oe�
ients to ex
lude is based on the signal energy analysis. Theinterse
tion point between the green 
urve, whi
h represents the energy of the119
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re
onstru
ted signal when ex
luding the �rst N highest Zn 
oe�
ients, andthe ideal GNSS signal energy threshold in an interferen
e-free environment(red line) provides the number of highest Zn 
oe�
ients to be suppressed.Following this 
riterion, the number of KLT 
oe�
ients ex
luded is su
h thatthe re
onstru
ted signal energy is about the ideal energy of the signal in ainterferen
e-free environment. Operating a

ording to this 
riterion, the �rst
20 eigenvalues are ex
luded from the signal re
onstru
tion. Figure 5.13 showsa 
omparison of the PSD of the re
eived signal before (blue line) and after(red line) the KLT based pulsed interferen
e ex
ision. From this result it 
anbe observed that also the KLT based method, as the WPD based algorithm,o�ers high performing 
apabilities in dete
ting, isolating and suppressing thedominant deterministi
 
omponents, whi
h are usually related to the interfer-ing signal, 
ontained in the re
eived signal, without 
ausing large distortionof the useful GNSS signal. 120
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Figure 5.13: Power Spe
tral density 
omparison: before and after KLT basedinterferen
e suppression5.5 Experimental ResultsWPD and KLT based algorithm steps for interferen
e suppression have beenpresented. The meaning of the representation of the signal in a new domainhas been dis
ussed, as well as their interferen
e dete
tion 
riteria and interfer-en
e 
omponents suppression te
hniques. In order to assess the interferen
esuppression 
apabilities of both advan
ed methods and their advantages withrespe
t the use of a traditional pulse blanking operation, a fully software re-
eiver, N-Gene has been exploited and its performan
e at both a
quisitionand tra
king level have been observed.
5.5.1 A
quisition performan
eFigure 5.14 shows the a
quisition sear
h spa
es of the Galileo E5a pilot 
han-nel (PRN 20) obtained in di�erent s
enarios. In parti
ular, Figure 5.14(a) thea
quisition performan
e of the N-gene software re
eiver when no interferen
e
ountermeasure is adopted, is shown. In this s
enario, 
orre
t a
quisition of121
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hniques for Interferen
e Countermeasure in GNSSDoppler frequen
y and 
ode delay 
an be a
hieved when using 1 ms of 
oher-ent integration time 
ombined with 80 non-
oherent a

umulations. A
quisi-tion performan
e improves when a simple pulse blanking operation is adoptedas pulsed interferen
e 
ountermeasure. In this 
ase, the best 
ombination ofrea
tion and re
overy time, identi�ed in the sensitivity analysis performedin Se
tion 4.6 of Chapter 4, has been 
onsidered for the pulse blanking soft-ware implementation, and 
orre
t a
quisition of the true 
orrelation peak isa
hieved after 10 non-
oherent a

umulations, as shown in Figure 5.14(b).However, when using the WPD or the KLT based algorithm for pulsed inter-feren
e suppression, N-gene a
quisition performan
e improves 
onsiderably,as 
an be observed respe
tively in Figure 5.14(
) and 5.14(d). In both 
ases,the 
orrelation peak 
learly emerges from the noise �oor and 
rosses the a
-quisition threshold after 10 non-
oherent a

umulations. N-gene a
quisition
(a) (b)
(
) (d)Figure 5.14: A
quisition sear
h spa
e: (a)No 
ountermeasures. (b) Afterpulse blanking. (
) After WPD based method. (d)After KLTbased methodperforman
e is summarized in Table 5.1 whi
h is reporting the a
quisitionmetri
s αmean, already de�ned in Se
tion 4.6, in all the four 
ases depi
ted inFigure 5.14 It 
an be 
learly observed how su
h advan
ed signal pro
essing122



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSTable 5.1: A
quisition performan
e 
omparisonS
enario Non 
oherenta

umulations K αmean [dB℄Interferen
e free 10 32DME/TACAN Interfered 80 24.6After Pulse blanking mitigation 10 22.4After WPD based mitigation 10 30.2After KLT based mitigation 10 31.1algorithms provides higher pulsed interferen
e suppression resulting in a
qui-sition spa
es where the separation between the 
orrelation peak and the noise�oor is higher with respe
t the 
ase related to the use of a simple blankingoperation.
5.5.2 Tra
king performan
eCon
erning the tra
king stage, estimated C/N0, early-prompt-late 
orrela-tions and noise on the data demodulation are analysed for 10 se
onds ofGalileo E5a pilot 
hannel (PRN 20) tra
king and reported respe
tively inFigure 5.15, Figure 5.16 and Figure 5.17, for the four s
enarios 
onsidered forthe a
quisition performan
e analysis.Con
erning the estimated C/N0, it is possible to observe that, su
h advan
edsignal pro
essing te
hniques provide almost a 
omplete interferen
e 
ompo-nents suppression with negligible distortion of the useful GNSS signal 
om-ponents. In fa
t, when adopting the pulse blanking as interferen
e 
ounter-measure, the C/N0 estimated by the software re
eiver is around 36.1 dB-Hzwhile, when adopting both transformed domain te
hniques, about 4 dB ofgain 
an be observed. Same 
on
lusion 
an be drawn also looking at Figure5.16 and Figure 5.17 where Early-Prompt-Late 
orrelators are respe
tively inabsen
e of interferen
e 
ountermeasure, after the appli
ation of a simple pulse123
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Figure 5.16: Early-Prompt-Late 
orrelatorsblanking operation, after the WPD interferen
e mitigation algorithm and af-ter the KLT based interferen
e mitigation algorithm. In parti
ular Prompt
orrelations amplitude distan
e from the early and late 
orrelations is higherin 
ase of WPD and KLT implementation than the pulse blanking 
ase imple-mentation, as it 
an be seen in Figure 5.16. Furthermore, in Figure 5.17 theI-Q �oor is noisier in the 
ase of pulse blanking implementation rather thanthe 
ase of WPD and KLT based method for interferen
e suppression. These124
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Figure 5.17: ModulationTable 5.2: A
quisition performan
eS
enario C/N0 [dB-Hz℄ σDLL [
m℄DME/TACAN Interfered 26.6 -After pulse blanking mitigation 36.1 76.5After WPD based mitigation 40.1 72.6After KLT based mitigation 40.6 73results have been obtained setting a predete
tion integration time T equal to
1 ms and 
hoosing loops bandwidth equal to 2 and 15 Hz respe
tively for theDLL and PLL.A summary of the software re
eiver tra
king performan
e is provided in Ta-ble 5.2, where average estimated C/N0 and DLL jitter during the tra
kingoperations are shown.
5.6 WPD based method: parameters tuningThis Se
tion is devoted to the performan
e analysis of the WPD based al-gorithm in mitigating NBI. The analysis addresses the problem of �nding125
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 BW=40kHz
 BW=80kHz
BW=120kHzFigure 5.18: A
quisition metri
 versus WPD depththe best trade-o� between the 
hoi
e of the wavelet based mitigation te
h-nique parameters su
h as number of wavelet de
omposition stages N and its
omputational burden. Su
h trade-o� analysis will be 
orrelated with theNBI spe
tral 
hara
teristi
s showing how wavelet 
an be used as interferen
edete
tion method.Several NBI s
enarios have been 
onsidered, and a parametri
 study withrespe
t to the interferen
e bandwidth Bint, interferen
e 
arrier frequen
y fint,and number of wavelet de
omposition stages N has been performed.

5.6.1 The wavelet de
omposition depth NThis �rst analysis has been devoted to the study of the impa
t of the numberof wavelet de
omposition stages with respe
t to the NBI suppression perfor-man
e. Three di�erent interferen
e s
enario have been 
onsidered, 
ombiningGPS L1 C/A 
ode signals with NBI 200 kHz far from the intermediate fre-quen
y, and results are shown in Figure 5.18. Here the trend of the a
quisitionmetri
 αmean a
hieved versus the number of wavelet de
omposition stages, is126



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSshown. A
quisition performan
e are a
hieved using 1 ms of 
oherent integra-tion time, and 20 non-
oherent a

umulations. The three lines are referredto three di�erent interferen
e s
enarios 
hara
terized by the presen
e of NBIwith respe
tively 40, 80 and 120 kHz of bandwidth. In
reasing the numberof WPD stages, in
reases the wavelet s
ale resolution and thus its frequen
ysele
tivity. In all the three interferen
e s
enarios, in
reasing N provides bet-ter performan
e in 
apturing and isolating the NBI 
omponents whi
h inturn means better interferen
e suppression without removing useful signal
omponents, as shown from the in
reasing trend of αmean. However, a satu-ration e�e
t 
an be observed for higher value of N (greater than 7). In su
ha region, a
quisition performan
e are not any-more improving sin
e wavelets
ale resolution is already 
omparable or narrower with respe
t the interfer-en
e bandwidth. Moreover, as expe
ted, performan
e of su
h a te
hnique arelimited by interferen
e bandwidth. At higher interferen
e bandwidth, lowera
quisition metri
 values are a
hieved.5.6.2 Wavelet families 
omparisonSo far, the time-s
ale representation of the signal at the ADC output hasbeen a
hieved through an iterative �ltering pro
ess exploiting �lter responsederived by the Meyer wavelet family. Several other wavelet fun
tion exist, andmost of them are dis
ussed in [99℄. Further analysis have been fo
used onthe use of a di�erent wavelet fun
tion in order to generate the �lters responseexploited for the WPD. In parti
ular, a di�erent wavelet fun
tion, derivedfrom an orthogonalization pro
ess of a Gaussian fun
tion, has been adopted:the so 
alled modi�ed Gaussian fun
tion, whi
h is fully des
ribed in [99℄ [100℄.Figure 5.19 shows the wavelet �lters bank obtained from the Gaussian waveletfun
tion. It 
an be observed that, su
h gaussian wavelet �lters are 
hara
ter-ized by a more frequen
y sele
tive response and higher orthogonality betweenthe �lters bank shown in Figure 5.2.127
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Figure 5.20: A
quisition metri
: Gaussian vs Meyer waveletFigure 5.20 shows the a
quisition metri
s αmean with respe
t the number ofwavelet de
omposition stages when mitigating a NBI on a 
arrier frequen
y
200 kHz far from the intermediate frequen
y and with a bandwidth of 120kHz. The blue lines are related to the time-s
ale de
omposition a
hievedexploiting modi�ed Gaussian wavelet fun
tion, while the red one refers to theWPD exploiting Meyer wavelet fun
tion. It 
an be 
learly observed that a128
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Figure 5.21: A
quisition metri
: Gaussian wavelet based �lter lengthgain of 1.5 dB is a
hieved when using the modi�ed Gaussian wavelet fun
tion.5.6.3 Wavelet �lter lengthFinal investigation has been performed in order to analyse the impa
t of the�lter length on the interferen
e suppression. Same NBI s
enario has been
onsidered, the modi�ed Gaussian wavelet fun
tions have been adopted forthe WPD, and results are shown in Figure 5.21. It 
an be observed that,in
reasing the number of �lter 
oe�
ients, a
quisition performan
e improves.This is due to the fa
t that in
reasing the wavelet �lter length, wavelet fun
-tion side-lobe are lowered thus resulting in a higher orthogonality betweenthe �lters response in the frequen
y domain.5.6.4 Computational 
omplexityAlthough Wavelet based mitigation algorithm provides high 
apability in in-terferen
e 
omponents suppression, its implementation is 
hara
terized by anot negligible 
omplexity. Computational burden is mainly determined by129



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSthe number of wavelet de
omposition stages N whi
h determines the num-ber of �ltering operation a

ording to the exponential law 2N . Furthermore,the same number of �ltering operation is employed for signal re
onstru
tionpurposes. All �ltering operation are realized with FIR �lters with length L.Ea
h output sample is obtained with L produ
ts and 1 single sum, thus thetotal number of performed operations for de
omposition and re
onstru
tionof n samples of in
oming signal is
O(n,N,L) = 2 · 2N × (nL+ n) (5.25)However the �lter bank implementation allows for the pro
essing sample bysample of the in
oming signal, at the pri
e of the delay of the de
ompositionstage and by the re
onstru
tion �lter bank operating on the thresholded sam-ples. Furthermore this, the wavelet based algorithm 
an represent an e�
ientpost pro
essing te
hnique for interferen
e dete
tion and 
hara
terization.5.7 Con
lusionsBased on di�erent prin
iples, the WPD and the KLT based algorithm showedto be two extremely high performan
e algorithm for interferen
e dete
tion andsuppression. In both 
ases, representation of the in
oming interfered re
eivedGNSS signal in a di�erent domain where interferen
e 
omponents 
an be ex-tra
ted and separated with a negligible distortion on the GNSS useful signal,as demonstrated looking at the a
hieved re
eiver performan
e at both a
qui-sition and tra
king stage. However, the total 
omputational burden requiredfor their implementation is obviously higher than the 
omplexity foreseen fora simple pulse blanking implementation or not
h �ltering design. As it hasbeen already mentioned, 
on
erning the WPD, 
omplexity is mainly deter-mined by the number of wavelet de
omposition stages N whi
h determinesthe number of �ltering operation a

ording to the exponential law 2N . Any-way, the presen
e of smarter algorithms in literature whi
h provide WPD130



5 � Transformed Domain Te
hniques for Interferen
e Countermeasure in GNSSwith a 
omplexity whi
h is logarithmi
 with the number of wavelet de
om-position stages N may represent a solution for the 
omplexity required forits real-time implementation in GNSS re
eiver. Di�erently, real-time KLTimplementation seems to be a quite hazardous operation due to the fa
t thatsu
h a de
omposition foresees an eigenvalues problem solving.
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Chapter 6
Pulse Blanking Impa
t on DS/SSData Demodulation Performan
e
Pulse blanking interferen
e mitigation algorithm has been introdu
ed in Chap-ter 3 and its performan
e in mitigating realisti
 pulsed interfering signals, su
has those generated by DME and TACAN bea
ons nearby the airport in theARNS frequen
y bands, has been dis
ussed in Chapter 4. A spe
i�
 aspe
tto address is the impa
t of the losses generated by the blanker on the datademodulation stages of the GNSS re
eiver. Few works in the literature dealwith this aspe
t, taking into a

ount not only the C/N0 drop but the impa
tof the 
oding strategy and the stru
ture of the navigation message.In several works the stru
ture of the navigation message is provided as a fa
t.In this Chapter it is analysed how some of the parameters (e.g. data rate)
ould be optimized in order to improve the robustness to the interferen
e infuture evolutions of GNSS systems.After a brief general review of the DS/SS, this Chapter will provide a des
rip-tion of the impa
t of the pulse blanking mitigation algorithm on the datademodulation performan
e for both un
oded and 
oded DS/BPSK systems.In parti
ular, theoreti
al derivation of the expe
ted Bit Error Rate (BER)132



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
ewill be provide. Theoreti
al derivation is supported by a set of fully soft-ware simulations, thanks to the use of a fully and �exible DS/BPSK systemsimulator developed during the Ph.D resear
h a
tivity.
6.1 Introdu
tionGalileo E5 and GPS L5 frequen
y bands will be allo
ated to the GNSS basedservi
es for the 
ivil transportation, where a

urate pre
ise and reliable posi-tioning information are needed, as an example, during the landing operationof the 
ivilian air
raft. Nevertheless, as presented in Chapter 4, in both fre-quen
y bands a very harsh interferen
e environment is expe
ted due to thepresen
e of other ARNS systems as the DME and the military TACAN whi
hbroad
ast strong pulsed ranging signal.Furthermore, in su
h band, GNSSbased positioning aids are provided by the SBAS, as for example the EGNOS[14℄. While today SBAS-messages are being transmitted in L1 only, futuretransmission may use L1 and L5, where additional quadrature phase 
hannelswith data rate to be de�ned may be introdu
ed. The use of higher data-ratetransmission for the future GNSS standard may then be taken under 
on-sideration espe
ially in those s
enarios where, in prin
iple, the GNSS signalquality is expe
ted to be extremely high (as in aviation) and redu
ed 
oher-ent integration time may be employed. In su
h a 
ondition, higher navigationmessage data-rates would lead to faster navigation message demodulation andthus to an higher positioning rate or a redu
ed Time to First Fix (TTFF).In this 
ontext, the paper investigates the limit 
on
erning the use of higherdata-rate in presen
e of multiple pulsed interferen
e for a GNSS re
eiverequipped with a traditional pulse blanking. In su
h an interfered s
enario,the presen
e of a pulse blanking 
ir
uitry may represent a limit for the possi-bility of in
reasing the navigation data-rate. This problem will be addressedin the following Se
tions, investigating the 
urrent SBAS standard system133



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
eperforman
e in terms of data demodulation when exploiting higher data-rateand in presen
e of non-linear pulse blanking behaviours.6.2 Dire
t Sequen
e Spread Spe
trum Modula-tionIn this Se
tion a qui
k review of the basi
 DS/SS modulation will be presentedbased on [101℄.6.2.1 DS/BPSK systemFigure 6.1 shows a general blo
k s
heme of an un
oded DS/BPSK system.

Figure 6.1: Un
oded DS/BPSK systemLet denote a sequen
e of binary data-symbols as
dn ∈ {+1,− 1} (6.1)We denote their symbol rate by Rb and their symbol time by Tb = 1/Rb. Thebase-band data signal to be transmitted is

d(t) =
∑

n

dnpb(t− nTb), (6.2)where pb(t) is the shaping �lter. In the following, we will 
onsider a re
tan-gular shaping �lter, i.e., pb(t) is a re
tangular window of unitary amplitude134



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
efrom 0 to Tb.DS/SS is obtained by using a PRN sequen
e of binary symbols 
alled 
hips
ck ∈ {+1,− 1} (6.3)whi
h is G time faster than the data sequen
e. These 
hips are 
hara
terizedby a 
hip rate Rc = GRb and a 
hip time Tc = 1/Rc = Tb/G. The number

G represents the number of PRN 
hips 
orresponding to one data symbol.It plays a key role for DS/SS systems, and is 
alled pro
essing gain. GNSSsignals feature periodi
 PRN sequen
e of duration of L 
hips. As an example,GPS L1 signals are 
hara
terized by periodi
 Gold 
odes of 1 ms durationmodulating a stream of data-bits of 20 ms duration, whilst in the Galileo E1OS signal, the bit duration is tiered to the length of the primary 
ode period
4 ms.By using a re
tangular shaping �lter pc(t) with unitary amplitude between 0and Tc, the PRN signal 
an be written as

c(t) =
∑

k

ckpc(t− kTc) (6.4)The data signal and the PRN signal are dire
tly multiplied, to obtain thespread signal
x(t) = c(t)d(t) (6.5)Sin
e ea
h data symbol is multiplied by G 
hips of the PRN sequen
e, thesequen
e x(t) is 
hara
terized by the same 
hip rate Rc of c(t) and its ampli-tude depends on both dn and ck. By using a BPSK modulation, the DS/SSsignal is given by

s(t) =
√
2Sx(t) cos(2πf0t) =

√
2Sc(t)d(t) cos(2πf0t) (6.6)where S is the transmitted power. The PSD of this signal is 
entred around

f0 and has a (sinf/f)2 envelope, with a main lobe width equal to 2Rc andse
ondary lobes width equal to Rc. The useful bandwidth of the DS/SS signalwill be denoted by WSS and depends on the useful band of the original BPSK135



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
esignal before the spreading pro
ess W by
Wss = GW (6.7)Bandwidth expansion of the useful signal provides a better prote
tion againstband-limited interferen
e. Furthermore, at re
eiver level, the despreadingoperation will provide a gain to the e�e
tive SNR, sin
e the interferen
epower outside the the BPSK signal useful bandwidth W will be mitigated.6.2.2 DS/SS DemodulationConsidering an AWGN 
hannel with ideal frequen
y response and white Gaus-sian noise with 
onstant power spe
tral density of value N0/2, the re
eivedsignal is

r(t) = s(t) + n(t) (6.8)The data symbols re
overy is a despreading operation where the re
eived sig-nal r(t) is multiplied by a lo
ally generated and syn
hronized PRN sequen
e
c(t). The ideal despreading operation leads to

r′(t) =
√
2Sc(t)d(t) cos 2πf0t · c(t) + n(t) · c(t) =

=
√
2Sc2(t)d(t) cos(2πf0t) + n(t) · c(t) =

=
√
2Sd(t) cos(2πf0t) + n(t) · c(t)

(6.9)sin
e c2(t) = 1 for all t (if perfe
t syn
hronization with the re
eived PRN se-quen
e is a
hieved). Thus the data symbols dn 
an be re
overed by proje
tingthe despread signal over the fun
tion
fn(t) = µpb(t− nTb) cos(2πf0t) (6.10)where µ is a 
onstant su
h that

∫ (n+1)Tb

nTb

f 2
n(t) = 1; (6.11)Considering re
tangular shaping �lter, it follows that

fn(t) =

√

2

Tb
pb(t− nTb) cos(2πf0t) (6.12)136



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
eBy proje
ting the despread signal over fn(t), the re
overed data 
an beexpressed as
r =

∫

r′(t) · fn(t) = A+ n (6.13)where
• A =

√
STbdn =

√
Ebdn where Eb = √

STb is the energy per data symbol
• n is a sample of a Gaussian random variable with zero mean andvarian
e N0/2 obtained from

n =

∫

n(t)c(t) · fn(t)dt (6.14)Typi
al BPSK de
ision rule is
d̂n =







1, if r > 0

−1, if r ≤ 0
(6.15)For an un-
oded DS/BPSK system, the expression of the BER is given by[101℄

Pb =
1

2
erfc

(

√

Eb

N0

) (6.16)6.2.3 DS/SS and CodingChannel 
oding introdu
es redundan
y in the binary data sequen
e, whi
hallows to redu
e the impa
t of the impairments at the re
eiver side. A 
on-volutional 
ode is a binary 
ode C(n,k) where the 
ode-blo
k have in�nitelength. The 
onvolutional en
oder has memory, sin
e the n 
oding bits de-pend not only on the 
orresponding k information bits but also on the previousinformation bits. In this way, the bit rate in
reases from Rb to
Re = Rb ·

n

k
=
Rb

R
(6.17)where R = k

n
< 1 is the 
oding rate. A pra
ti
al example is representedby the signal in spa
e broad
ast by SBAS satellites, where a 
onvolutional137
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Figure 6.2: Coded DS/BPSK systemen
oding of R equal to 1/2 is employed. Figure 6.2 shows the blo
k s
hemeof a 
oded DS/BPSK system transmitter. The 
oded signal be
omes
e(t) =

∑

j

ejpe(t− nTe) (6.18)where pe(t) is the re
tangular pulse of unitary amplitude for 0 < t < Te. The
orresponding BPSK signal before the spreading operation is
m(t) =

√
2Pe(t) cos(2πf0t). (6.19)The PSD of this signal has a (sin f/f)2 behaviour, with a null-to-null band-width We = 2Re 
entred around f0 and se
ondary lobes with bandwidth Re.Then, the bandwidth We of the 
oded BPSK is the s
aled in frequen
y of a

n/k fa
tor with respe
t to the un-
oded BPSK PSD.After the 
oding, a

ording to the DS/SS modulation, the 
oded sequen
e ismultiplied with the PRN sequen
e as
x(t) = e(t)c(t) (6.20)where ea
h 
oded symbol is multiplied by G′ = G k

n

hips. As expe
ted, thepresen
e of a 
oding te
hniques redu
es the pro
essing gain introdu
ed by thespreading modulation. Finally, the resulting BPSK signal after the spreadingis

s(t) =
√
2Px(t) cos(2πf0t) =

√
2Pe(t)c(t) cos(2πf0t) (6.21)138



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
eFor the BPSK DS/SS 
oded system, the BER related to the bit transmittedover the AWGN 
hannel is higher with respe
t the 
ase of the un-
oded BPSKDS/SS system, and it is given by
Pe =

1

2
erfc

(

√

R · Eb

N0

) (6.22)This is due to the bandwidth expansion whi
h in turns leads to an in
rease ofthe noise �oor at the 
ode bit demodulator. However, due to the 
orre
tive
apability of the 
ode, the BER on the information bits is expe
ted beingsmaller than the BER for the un-
oded system expressed in (6.16). Modern
oding s
heme are 
hara
terized by the presen
e of an interleaver (Figure6.2). This devi
e 
ommutes the 
oded data bits, before the transmission onthe 
hannel. Basi
ally ea
h 
ode-blo
k is written in ea
h row of a M × Nmatrix. On
e all the rows of the matrix are �lled, the bits from the matrixare read 
olumn by 
olumns. Su
h an interleaving operation in
reases the
orre
tive 
apability of a 
oding s
heme when in presen
e of burst errors.6.3 Pulse blanking impa
t on un-
oded DS/BPSKsystem performan
eThe re
eived signal in presen
e of an AWGN 
hannel and pulsed interferen
e
an be written as follows
r(t) = s(t) + n(t) + j(t) (6.23)where j(t) refers to the additive pulsed interferen
e 
omponent whilst s(t) isthe DS/SS signal expressed in (6.6). At re
eiver side, data-symbol re
overyis a
hieved by proje
ting the re
eived signal r(t)c(t) over the fun
tion fn(t)in (6.12). Thus, the demodulated data is given by

R =

∫ (n+1)Tb

nTb

r(t)c(t)fn(t)dt = A+ n+ I (6.24)139
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t on DS/SS Data Demodulation Performan
ewhere I is the result of the proje
tion of the jamming signal j(t)c(t) on thefun
tion fn(t)
I =

∫ (n+1)Tb

nTb

j(t)fn(t)dt =

√

2

Tb

∫ (n+1)Tb

nTb

j(t)c(t) cos(2πf0t)dt (6.25)Sin
e we are assuming j(t) as Gaussian white noise, I is a Gaussian randomvariable with zero mean. Its varian
e depends on the pulse 
hara
teristi
s.Pulsed interferen
e impa
t on data demodulation depends on the relationbetween the pulse duty 
y
le ρ and the data bit duration Tb. In fa
t three
ases 
an be identi�ed:
• D ≤ Tb,T ≤ Tb (possible s
enario: very low symbol rate)
• D ≤ Tb,T ≥ Tb (possible s
enario: very low symbol rate, rarely a
tingshort but strong jamming pulses)
• D ≥ Tb,T ≥ Tb (possible s
enario: medium/high symbol rate)In this Se
tion, the analysis of the pulse blanking e�e
t on the DS/SS systemsdata demodulation performan
e will be 
arried out 
onsidering two kind ofpulsed interfering signal:
• AWGN based pulsed interferen
e
• DME/TACAN pulsed interferen
eAs it has been des
ribed in Chapter 4, the pulsed interferen
e s
enario orig-inated by all the ground DME/TACAN stations is seen by the on-boardre
eiver as an equivalent pulsed interferen
e sour
e extremely dense in timemade by short pulsed duration. For su
h a reason, the investigation of the im-pa
t of pulse blanking on the data demodulation performan
e will be limitedto the 
ase 1 in both the 
onsidered interfered s
enarios.140
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t on DS/SS Data Demodulation Performan
e6.3.1 AWGN pulsed interferen
eWith the name AWGN based pulsed jamming, we refer to a pulsed interferingsignals with the following 
hara
teristi
s:
• White Gaussian noise;
• Bandwidth equal to useful DS-SS signal band Wss;
• Dis
ontinuous, with pulse a
tive time D and period T : the pulse isa
tive for a fra
tion of time (also 
alled duty 
y
le) 0 < ρ = D

T
≤ 1

• Power JP during the a
tive time D (and zero for the remaining time
T −D).During the a
tive time, the jamming signal has a power spe
tral density whi
his 
onstant over the Wss band, with value J0P/2 where J0P = JP

Wss
.For proper 
omparison, it is useful to introdu
e an equivalent (with the sameenergy) Gaussian 
ontinuous jamming signal. Sin
e the same energy is trans-mitted over T instead of D, it has a power J = ρJP . This equivalent jammingsignal has a power spe
tral density 
onstant overWSS, with value J0/2, where

J0 = J/WSS = ρJ0P .When bothD and T are below the data bit duration Tb, the jamming in
reasesthe noise level for ea
h transmitted symbol. Let us denote by
α =

Tb
T

(6.26)the integer number of jamming period (thus the number of pulses) in ea
hdata symbol. An example with α = 2 is provided in Figure 6.3.The jamming 
omponent is given by
I =

∫ (n+1)Tb

nTb

j(t)fn(t)dt =

α
∑

i=1

∫ ti+D

ti

j(t)fn(t)dt (6.27)141



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
e

Figure 6.3: Case 1: 2 pulses per ea
h symbol (α = 2)where ti is the starting time of the ith pulse within the symbol. Sin
e thejamming signal is Gaussian noise with 
onstant spe
tral density J0P/2, I is aGaussian random variable with zero mean and varian
e
σ2(I) =

J0P
2

α
∑

i=1

∫ ti+D

ti

f 2
n(t)dt (6.28)Considering re
tangular shaping �lter, the energy 
ontained into an intervalis proportional to its time amplitude

∫ ti+D

ti

f 2
n(t)dt =

2

Tb

∫ ti+D

ti

c2(t) cos2(2πf0t)dt =
D

Tb
(6.29)Then

σ2(I) =
J0P
2
α
D

Tb
=
J0
2

T

D

Tb
T

D

Tb
=
J0
2

(6.30)The jamming impa
t is the same for ea
h symbol and does not depend on thevalue of ρ. Thus, the impa
t is equivalent to that of a 
ontinuous jammingsignal with the same energy. To summarize, in this 
ase for ea
h symbol thevarian
e of the noise samples in
reases from N0

2
to NT

2
= N0

2
+ J0

2
, thus leadingto the following BER formulation

Pb =
1

2
erfc

(

Eb

N0 + J0

) (6.31)In order to 
on�rm the validity of su
h a model, a set of simulations of
2 · 105 bits transmitted at a data-rate Rb of 4 kbps a

ording to an un-
odedDS/BPSK s
heme has been performed. A spreading PRN sequen
e at rate
Rc = 1.023 M
ps has been adopted for obtaining the DS/SS signal. Several142
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t on DS/SS Data Demodulation Performan
eAWGN based pulsed interferen
e s
enarios have been simulated 
onsideringdi�erent Eb

J0
values ranging from 0 to 20 dB. For ea
h Eb

J0
value, the generatedpulsed interfering signal is made of pulse train of 3 µs duration with a duty
y
le ρ of 50% and results are shown in Figure 6.4. The validity of the model is
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 =20 dBFigure 6.4: Bit Error Rate for un-
oded DS/BPSK system in presen
e ofAWGN pulsed interferen
e
on�rmed by the results shown in Figure 6.4, where the BER values a
hievedby simulations perfe
tly �t the trend of the theoreti
al expe
ted BER de�nedin (6.31). In order to analyses the e�e
t of the pulse blanking on the BERfor un-
oded DS/BPSK transmission, formulation of the degradation on post
orrelator C/N0 (e.g. the Energy per bit to Noise density power ratio (Eb/N0)at the demodulator) is needed. In presen
e of an ideal pulse blanking, thedegradation on the Eb/N0 is de�ned as

(Eb/N0,eff) =
Eb(1− β)

N0 + J0,res
(6.32)where, β is the well know blanker duty 
y
le, and J0,res is the residual portionof residual pulsed interferen
e power spe
tral density. Re
alling the model(4.2), the 
omponent J0,res is related to the 
omponent RI by

J0,res = N0 · RI (6.33)143



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
eHereafter, a theoreti
al derivation for both β and J0,res 
omponents will bepresented.6.3.1.1 β 
omputationIn order to 
ompute the blanker duty 
y
le β, blanking dete
tion perfor-man
e have to be de�ned. In parti
ular, it is possible to de�ned the followingprobabilities:
• dete
tion probability pd: the probability that a generi
 sample of thein
oming re
eived signal during the pulse a
tivation time D is 
rossingthe blanking threshold Vth;
• missed-dete
tion probability pmd: the the probability that a generi
sample of the in
oming re
eived signal during the pulse a
tivation time
D is not 
rossing the blanking threshold Vth;Derivation of both probabilities 
an be performed making a statisti
al as-sumption of the re
eived signals during the pulse a
tivation time D at theADC output. Sin
e AWGN based pulsed interferen
e is 
onsidered, it 
anbe shown that, the samples at the ADC output during D are Gaussiandistributed with zero mean and varian
e σ2 equal to

σ2 = (N0 + J0P ) · Bfe (6.34)where Bfe is the front-end bandwidth. Thus, the pulse blanking dete
tionprobability be
omes
pd = 2

∫ +∞

Vth

1

σ
√
2π

e−
x2

2σ2 dx = erfc

(

Vth

σ
√
2

) (6.35)As a 
onsequen
e, the pulse blanking missed-dete
tion probability is
pmd = erf

(

Vth

σ
√
2

) (6.36)Then the theoreti
al blanker duty 
y
le β 
an be 
omputed as:
β = pd · ρ (6.37)144
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t on DS/SS Data Demodulation Performan
e6.3.1.2 J0,res 
omputationFor the J0,res 
omponent derivation, an approximated upper-bound model isemployed. If β is the per
entage of the blanked samples 
omputed over thetotal re
eived signal, it is possible to assume that the signal after the blankeris still 
orrupted by an equivalent residual pulsed interferen
e 
hara
terizedby a duty 
y
le ρres, de�ned as
ρres =

Dres

T
=

(

1− β
ρ

)

·D
T

= ρ− β (6.38)During the equivalent residual pulse a
tivation timeDres, samples at the ADCoutput are Gaussian distributed with zero mean and varian
e σ2
res given by

σ2
res = (N0 + J0P,res) ·Bfe (6.39)where N0Bfe ≤ σ2

res ≤ V 2
th. The approximated model for the Jores 
omputa-tion is based on the assumption that the average power of the signal at theblanker output during the residual pulse a
tivation time is

σ2
res ≈

V 2
th +N0Bfe

2
(6.40)whi
h leads to the �nal J0,res 
omputation

J0,res ≈ J0P,res · ρres =
1

2

(V 2
th −N0Bfe)

Bfe

· ρres (6.41)The validity of the model has been tested through a set of simulations. Trans-mission of 2 · 105 bits at Rb = 4 kbps a

ording to a DS/BPSK system mul-tiplied by a PRN sequen
e transmitted at rate Rc equal to 1.023 M
ps hasbeen performed for the spreading operation, and results are shown in Figure6.5. The spread spe
trum signal is then transmitted over a AWGN 
hannel,after being BPSK modulated. A strong AWGN pulsed interferen
e providingan Eb

J0
ratio equal to −15 dB has been also simulated over the 
hannel. Atre
eiver level, the ideal pulse blanking simulator suppressing only the sam-ples 
rossing the blanking threshold Vth has been enabled. First results are145



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
eshown in Figure 6.5(a) and Figure 6.5(b) where blanker duty 
y
le β andresidual interferen
e power spe
tral density J0,res are respe
tively reported.Here it 
an be observed that the presented theoreti
al derivation for β and
J0,res represents a valid model, as 
on�rmed by the measured data (dashedred lines).
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(b)Figure 6.5: Theoreti
al and simulated pulse blanking performan
e againstAWGN based pulsed interferen
eFigure 6.6 shows the e�e
tive pulse blanking impa
t on the data demodulation146
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t on DS/SS Data Demodulation Performan
efor the un-
oded DS/BPSK system a�e
ted by AWGN pulsed interferen
e and
on�rms the validity of the model presented in (6.32).
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SimulatedFigure 6.6: Pulse blanking impa
t on BER for un-
oded DS/BPSK systemin presen
e of AWGN pulsed interferen
e

6.3.2 DME/TACAN interferen
eOn the basis of the model in (4.2) de�ned in Chapter 4, in presen
e of anideal pulse blanking, it is possible to de�ne
(Eb/N0,eff) =

Eb

N0
· (1− β)

1 +RI
(6.42)where β and RI have been already de�ned and derived in Se
tions 4.4.1and 4.4.2. In order to validate (6.42), a set of simulations of an un-
odedDS/BPSK system in presen
e of DME/TACAN interferen
e has been per-formed. In parti
ular, the simulated DME/TACAN interferen
e is repre-sented by the 
omposite pulsed signals generated by 21 ground stations anda
hieving the on-board GNSS re
eiver antenna. A PRN sequen
e of 1023
hips transmitted at 1.023 M
ps has been employed for spreading purposes,147
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t on DS/SS Data Demodulation Performan
eand 4 MHz front-end �lter bandwidth has been 
onsidered for the signal sim-ulation at the blanker input. Figure 6.7 shows the pro�le of the pulsed peakpower to the signal power ratio Jammer to Carrier power ratio (J/C) for the
onsidered s
enario. Performan
e of the un-
oded DS/BPSK system havebeen assessed at di�erent values of Eb/N0, given a 
onstant signal power Cand a bit rate Rb equal to 4 kbps.
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Figure 6.7: Pulsed peak power to signal power ratio pro�leFrom Figure 6.7 it is possible to noti
e that the 
onsidered interferen
e en-vironment is extremely harsh due to the higher values of the J/C rangingbetween 30 and 53 dB,thus leading to an Energy per bit to Jammer densitypower ratio (Eb/J0) approximately equal to −9 dB before the appli
ation ofthe pulse blanking.Figure 6.8 shows the DS/BPSK system performan
e in terms of BER whenthe pulse blanking 
ir
uitry is adopted.It 
an be 
learly observed that, the model in (6.42) perfe
tly mat
hes thea
hieved results. Furthermore, worst data demodulation performan
e area
hieved even at higher Eb/N0. This is due to the fa
t that, the ideal pulseblanking operation not 
ompletely removes the DME/TACAN pulses thusleading to a high post blanking Eb/J0.148
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Figure 6.8: Pulse blanking impa
t on Bit Error Rate for un-
oded DS/BPSKsystem in presen
e of AWGN pulsed interferen
e6.4 Pulse blanking non linearities impa
t on real
oded DS/BPSK system: the Galileo E5a
aseThis Se
tion will investigate the impa
t of the pulse blanking on real 
odedDS/BPSK system. In parti
ular, the transmission of the F/NAV message onthe Galileo E5a-I 
hannel will be 
onsidered, and demodulation performan
eat re
eiver level will be assessed taking into a

ount all those non-linear be-haviours 
hara
terizing realisti
 pulse blanking 
ir
uitry. Furthermore, thesystem will be assessed 
onsidering higher data-rates transmission in the range
2−4 kbps with respe
t the standard data rate transmission on the E5a-I 
han-nel equal to 50 bps. The s
ope of this analysis is to investigate if the pulseblanking non linearities, whi
h are not taken into a

ount in the several the-oreti
al derivations present in literature, have a not negligible impa
t on theexpe
ted signal degradation at the demodulator input. Moreover, investiga-tion of the possibility to in
rease the data-rates for future SBAS transmissionon GPS L5 and Galileo E5a frequen
y bands is also presented.149
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t on DS/SS Data Demodulation Performan
e6.4.1 Pulse blanking non linearitiesThe 
on
ept of pulse blanking non-linear behaviour has been already intro-du
ed in Chapter 4. Su
h behaviours may be 
aused by the re
eption of strongpulsed interfering signals whi
h 
ause the saturation of the a
tive 
omponentsin the re
eiver front-end thus impa
ting also on the pulse dete
tion perfor-man
e of the blanking 
ir
uitry. Figure 6.9 provides a 
omparison betweenthe e�e
t of an ideal pulse blanking and the e�e
t of a non-ideal blankingperformed on the DME/TACAN double pulses. The a non perfe
t blanking
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Figure 6.9: Ideal versus non-ideal pulse blankingleads not only to a delay on the dete
tion of the initial part of the pulses,but also to a delay of a pulse blanking dea
tivation time, thus leading to anon-perfe
t suppression of the interferen
e and to a greater degradation ofthe useful GNSS signal. Thus summarizing, two parameters 
an be identi�edin order to 
hara
terize the pulse blanking non linear behaviours:
• rea
tion time γ whi
h represents the delay in the dete
ting the initialpart of pulse.
• re
overy time δ whi
h represents the delay of the blanker in dete
tingthe end of the pulse. 150
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t on DS/SS Data Demodulation Performan
eA parametri
 analysis 
onsidering values of γ and δ in the range 0 − 3 µshas been performed and results are presented in Figure 6.10 and Figure 6.11where the blanker duty 
y
le β and the e�e
tive post 
orrelation C/N0 areshown respe
tively. As expe
ted the blanker duty 
y
le in
reases with thein
reasing re
overy time δ, while it de
reases with the in
reasing rea
tiontime γ. In fa
t, a slow pulse blanking dete
tion time allows great portions ofDME/TACAN pulsed interferen
e going through the 
orrelators thus leadingto a high degradation in the C/N0. It 
an be also observed that for a �xedvalue of γ, an in
reasing value of δ within a determined range (e.g. 0.1µs ≤
δ ≤ 1µs for γ = 0µs) lead to a gain in the post 
orrelator C/N0. This isdue to the fa
t that, slightly in
reasing δ, even those samples belonging tothe DME/TACAN pulse's tails are suppressed. However, for high values ofre
overy time, a large portion of the re
eived signal is suppressed (β ≥ 70%)leading to a high degradation in the e�e
tive post 
orrelation C/N0.
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tive C/N0 for di�erent values of rea
tion γ and re
overy δtime6.4.2 The F/NAV message on Galileo E5a-IThe Galileo SiS transmitted in Galileo E5a frequen
y band, where the strongDME/TACAN interferen
e environment is expe
ted, is 
omposed by twoquadrature phase 
hannels, E5a-I, 
arrying the navigation data bits, andE5a-Q representing a pure pilot 
hannel. The same Quadrature Phase ShiftKeying (QPSK) like signal modulation is also transmitted in the Galileo E5bband, as shown from Figure 6.12, where the s
atter plots, obtained pro
essingreal 
olle
ted data 
oming from the se
ond Galileo a
IOV satellite, the FlightModel 2, in both E5 side-bands are shown.From the s
atter plots it 
an observed that ea
h 
hannels is a BPSK likesignals. In parti
ular, 
on
erning the E5a-I data 
hannel, the navigationdata transmitted at 50 bps are modulated with a PRN 
ode sequen
e madeof a primary 
ode and a longer se
ondary 
ode, thus resulting in a tiered
ode length of 20 ms. Table 6.1 summarizes the primary and se
ondary 
odeproperties featured in both E5a-I and E5a-Q 
hannels.Many other details, on primary and se
ondary 
ode generation 
an be foundin [15℄. 152



6 � Pulse Blanking Impa
t on DS/SS Data Demodulation Performan
e

Figure 6.12: E5a and E5b signal modulationTable 6.1: E5a PRN 
odeSignal TieredCodePeriod PrimaryCodeLength[
hips℄ PrimaryCodeRate[M
ps℄ Se
ondaryCodeLength[
hips℄E5a-I 20 10230 10.23 20E5a-Q 100 10230 10.23 100Con
erning the data message format, the F/NAV message is transmittedover the Galileo E5a-I 
hannel. The single F/NAV word of 244 bits length,is en
oded through a 
onvolutional en
oder of 1/2 
ode rate, and pro
essedby a 61 × 8 interleaving matrix before being modulated by the tiered 
odeand transmitted over the 
hannel. Additional details on the 
onvolutionalen
oder properties and F/NAV message stru
ture 
an be found in [15℄.Performan
e of F/NAV message demodulation has been assessed in presen
eof the strong DME/TACAN interferen
e s
enario des
ribed in Se
tion 4.5of Chapter 4. Su
h an interfered s
enario is representative of the expe
tedenvironment in the so 
alled DME/TACAN hotspot lo
ation, des
ribed in [1℄.In Figure 6.13, the spe
trum of 10 ms of Galileo E5a signal 
ombined withDME/TACAN interferen
e is shown.153
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Figure 6.13: Galileo E5a signals interfered with DME/TACAN pulsesThe entire spe
trum is 
ompletely jammed by several narrow-band interfer-en
e ea
h representing the DME/TACAN double pulse pair train re
eivedfrom a determined ground bea
on. However, the number of narrow-band in-terferen
e in the spe
trum are not representing the total number of DME/TACANstations in LoS to the re
eiver on-board (about 40) sin
e some of them istransmitting the pulsed signal on the same 
arrier frequen
y.The pulse blanking was enabled during the whole test duration, 
onsistingin the transmission of 2 · 105 bits. The performan
e of the system have beenassessed in terms of BER and for di�erent values of blanking re
overy time δand rea
tion time γ in the range 0 − 3 µs. Furthermore, the pulse blankingthreshold has been set a

ording to a pfa = 10−3 and the AWGN 
hannel hashas been simulated a

ording to a C/N0 = 49.9 dB-Hz.Sin
e the aim of the test was to investigate the possibility of exploiting higherdata rate (order of kpbs), the 
oded DS-BPSK system, representative of thedata bit transmission over the E5a-I 
hannel, has been tested for di�erentdata rate in the range 2 − 4 kbps. Figure 6.14 and Figure 6.15 shows theF/NAV navigation data demodulation performan
e in 
ase of hard de
od-ing and soft de
oding respe
tively 
onsidering four di�erent behaviour of the154
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epulse blanking:
• Ideal blanking : γ = 0µs and δ = 0µs;
• γ = 1µs and δ = 2µs;
• γ = 2µs and δ = 1µs

• γ = 3µs and δ = 3µs
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γ=2 µs; δ time=1 µs
γ=1 µs; δ time=2 µs
γ=3 µs; δ time=3 µsFigure 6.14: Pulse blanking impa
t on E5a-I 
hannel data demodula-tion performan
e in presen
e of DME/TACAN system: hardde
odingThe a
hieved results are in line with those reported in Figure 6.11. BestF/NAV demodulation performan
e are a
hieved when exploiting an idealpulse blanking (blue line), sin
e the e�e
tive C/N0 post 
orrelation and thusthe Eb/N0 at the demodulator is higher with respe
t the Eb/N0 a
hieved inpresen
e of non-ideal blanking (see Figure 6.11). Furthermore results 
on-�rm that soft de
oding should be preferred with respe
t the hard de
odings
heme as expe
ted. The simulated pulse blanking non linearities have a notnegligible impa
t on the data demodulation performan
e of the simulatedsystem. Worst performan
e are a
hieved simulating a blanking 
hara
terizedby slow dete
tion and re
overy time (green line). In this s
enario, due to the155
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Figure 6.15: Pulse blanking impa
t on E5a-I 
hannel data demodula-tion performan
e in presen
e of DME/TACAN system: hardde
oding
omposite and dense in time pulsed interferen
e at the re
eiver input, a slowdete
tion time 
ombined with a slow re
overy time 
auses the suppression oflarge portions of useful GNSS signal, 
omparable to the duration of severaladja
ent bits.Furthermore, Figure 6.15 shows that in su
h a s
enario, higher data rates (upto 2.5 kbps) with respe
t those employed in the standard F/NAV navigationdata transmission 
an be a

epted but 
areful front-end re
eiver and pulseblanking design are required.6.5 Con
lusionsThe analysis addressed in this Chapter revealed that, un-
oded DS/BPSKsystems operating in strong pulsed interferen
e may be threatened seriouslyeven in presen
e of a pulse blanking 
ountermeasure. The investigation of un-
oded DS/BPSK systems performan
e, 
arried out in presen
e AWGN pulsedinterferen
e and the more realisti
 DME/TACAN interferen
e, revealed thatthe use of higher data bit rate (4 kbps) with respe
t those exploited in the156
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estandard GNSS (50 or 250 bps) lead to a non a

eptable data demodulationperforman
e, sin
e the presen
e of a blanking me
hanism 
an potentiallysuppress long portions of signal 
omparable to the data bit duration. Forsu
h a reason, looking also at the future SBAS standard evolution on theGPS L5 and Galileo E5a, data prote
tion s
heme provided by the use of dataen
oding and interleaving should be implemented, as shown from the analysisaddressed in Se
tion 6.4. Here it has been shown that, using the same 
odingand interleaving s
heme employed for the F/NAV message transmission onthe Galileo E5a-I data 
hannel, good data demodulation performan
e 
anbe a
hieved even at higher data rate (order of kbps)in presen
e of a strongDME/TACAN interferen
e and pulse blanking as a 
ountermeasure. Howevera 
areful design of a pulse blanking 
ir
uitry 
apable of dete
ting the pulsedinterferen
e and suppressing also those DME/TACAN 
omponents below theblanking threshold as mu
h as possible, is needed.
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Part III
Design of a High SensitivityRe
eiver for GNSS signala
quisition in harsh environment



Chapter 7
Weak GNSS Signal Navigation
This Chapter is devoted to the study and design of a HS re
eiver 
apableof dete
ting and pro
essing feeble GNSS signals. Investigation on the aidingrequirements needed for 
orre
t a
quisition and tra
king of very weak signalsis 
arrier out �rst theoreti
ally and then by means of software simulation.7.1 Introdu
tionSo far, the thesis has provided a des
ription of the most 
ommon interferen
emitigation algorithms for GNSS appli
ations and, advan
ed signal pro
essingte
hniques for interferen
e suppression, whi
h in
rease 
onsiderably the GNSSre
eiver robustness in harmful interfered s
enarios, have also been presented.However, in many other environments, where the number of GNSS basedappli
ations is 
onstantly growing, su
h as in indoor, urban 
anyon, or spa
es
enarios, re
eivers performan
e are seriously threatened sin
e they have todeal with several fa
tors like multipath, low satellites visibility and weaksignal re
eption. For su
h a reason, in the last years GNSS 
ommunity hasfo
used its attention on the investigation and development of high sensitivitysolutions and signal pro
essing te
hniques whi
h 
an be integrated in GNSSre
eivers in order to improve their robustness and their sensitivity.159



7 � Weak GNSS Signal NavigationAfter providing a general overview of the state of the art for HS re
eivers,methodology and design of a HS a
quisition s
heme for weak GNSS signaldete
tion are provided in the next Se
tions.
7.2 State of the art of High Sensitivity Re
eiverThe 
onventional a
quisition stages are designed to work in open-sky 
ondi-tions, where a nominal re
eived signal strength is expe
ted to be 
apturedby the re
eiver antenna. In harsh environments, HS a
quisition strategies arerequired to deal with the redu
ed re
eived power. In prin
iple, as a nature ofDS/SS, the longer the 
oherent integration time Tint between the lo
al and there
eived signals is, the better the de-spreading gain (i.e. signal-to-noise ratioimprovement) that 
an be obtained after the 
orrelation pro
ess. However,the presen
e of unknown data bit transitions limits the value of Tint ≤ Tb,being Tb the data bit duration (e.g. Tint ≤ 20 ms as for GPS L1 C/A signal)to avoid the 
orrelation loss. A major issue for indoor GNSS signals is theextremely low SNR (e.g. C/N0= 5dB-Hz - 30 dB-Hz), be
ause the typi
alsensitivity of a 
ommon GNSS re
eiver (about 35 dBHz - 40dBHz) is notsu�
ient to guarantee proper indoor dete
tion performan
e. In parti
ularthe a
quisition stage may fail in identifying 
orre
t 
orrelation peaks 
orre-sponding to the best estimation of the 
ode delay and Doppler shift. Thereare several analogies between the typi
al indoor environment and the spa
eenvironment in terms of expe
ted C/N0, thus making feasible the adaptationof indoor te
hniques.A
quisition sensitivity 
an be in
reased by extending the 
oherent integra-tion time, but the maximum a
hievable performan
e is bounded primarily bythe presen
e of data bits whi
h introdu
e sign reversals within the integra-tion window and may result in a partial or even total 
an
ellation of 
orre
t
orrelation peak. This limitation is only negle
ted if there is an external-aiding sour
e, whi
h provides the data transition information. Furthermore160



7 � Weak GNSS Signal Navigationthe sensitivity improvement obtained by in
reasing Tint is traded-o� with anin
reased 
omputational 
omplexity. The Doppler step width (∆f) redu
esas Tint be
omes larger and this fa
t in
reases the sear
h-spa
e size. Further-more, the instability of the re
eiver 
lo
k 
auses di�
ulties for the a
quisitionstage, espe
ially if Tint is large, be
ause of the 
arrier and 
ode Doppler ef-fe
ts. Therefore, one should 
onsider the trade-o� between the sensitivityimprovement and the 
omplexity in
rease when 
hanging the value of Tint .It is well known that in order to over
ome the issue of data bit transitions,non-
oherent a

umulation 
an be performed [102℄. Non 
oherent a

umula-tion makes also the a
quisition stage robust to Doppler variations that maynot be negligible when dealing with long integration periods. Common GNSSre
eivers typi
ally adopt non-
oherent a

umulation of subsequent 
oherent
orrelations. This te
hnique is insensitive to bit transitions but su�ers thesquaring loss issue. This means that the theoreti
al gain obtained by in-
reasing the number of a

umulated blo
ks is lower than for a pure 
oherentintegration of equivalent length.The sensitivity assistan
e te
hnique, also adopted in 3rd Generation Partner-ship Proje
t (3GPP) spe
i�
ations in the framework of mobile appli
ations,enables HS a
quisition, sin
e it provides approximate 
ode-phase/Dopplerfrequen
y estimates along with fragments of the navigation message. Thisallow for wiping o� data-bit transitions and for extending the 
oherent inte-gration time. Furthermore, the knowledge of a rough estimate of the delayand Doppler shift allows for a redu
tion of the size of the a
quisition sear
hspa
e, thus improving the probability of dete
tion at sear
h spa
e level. Longsignal snapshots are typi
ally required by HS 
orrelation algorithms. Hen
e,sensitivity losses 
an still be experien
ed due to:
• the residual Doppler error (in
luding the �nite sear
h resolution infrequen
y and the 
ontribution of the user dynami
s);
• the un
ertainty on the Lo
al Os
illator (LO) frequen
y. These e�e
ts161



7 � Weak GNSS Signal Navigationimpa
t the observed 
arrier frequen
y and 
an be relevant with long
oherent integrations;Finally, a trade-o� between sensitivity and 
omplexity is ne
essary. Redu
edsampling rates are mandatory to minimize the 
omputational load of thebaseband pro
essing as well as the optimization of the assistan
e informationex
hange is fundamental in order to minimize the 
ommuni
ation load. Thus,as remarked in [102℄, the problem of a
hieving HS a
quisition 
an be summa-rized in the design of a proper 
ombination of 
oherent integration (a
hievingthe best gain in terms of noise averaging) and non 
oherent a

umulations(insensitive to data transition and residual Doppler e�e
ts).This Chapter will investigate the design of an HS a
quisition s
heme for weakGNSS signals dete
tion beyond the GNSS satellites orbit, as an example inthe harsh lunar s
enario. The analysis will 
over the determination of optimal
oherent integration time Tint and non-
oherent a

umulationsK whi
h allowthe re
eiver to a
quire very low GNSS signals (down to 5 dB-Hz) with gooddete
tion probability. As we will see, extension of Tint in the order of se
ondsis needed. Thus the assumption that the on-board GNSS re
eiver employsself assistan
e te
hniques for se
ondary 
ode syn
hronization or data wipe-o�is taken into a

ount.
7.3 GNSS environment on the Lunar orbitThe design of the GNSS re
eiver a
quisition s
heme for weak signal pro
ess-ing as well as the investigation on the required Doppler aiding a

ura
y isanalysed taking into a

ount the study of the Lunar GNSS environment pre-sented in [6℄. The main 
hallenges for a GNSS re
eiver operating in lunarexploration mission 
an be identi�ed as:

• Extremely weak GNSS signal power available at the on-board re
eiver;162
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• Poor satellites availability and satellites geometry (high GDOP values)i.e. low LoS visibility;
• Large power di�eren
es between stronger (main satellite antenna lobes)and weak signals (se
ondary satellite antenna lobes). Re
eption ofstrong GNSS signal (27-30 dB-Hz), may threat the 
orre
t a
quisitionof weaker signals (5-10 dB-Hz) espe
ially if both strong and weak sig-nals are 
hara
terized by similar dynami
s. This problem is known asthe near far e�e
t;
• High dynami
 environment (Doppler in the range +20 dB-Hz −20 dB-Hz;7.4 A
quisition S
heme and Dete
tion AlgorithmAs it has been des
ribed in Se
tion 7.3, the GNSS environment along theMoon Transfer Orbit (MTO) traje
tory is extremely harsh. Low C/N0 upto 5 dB-Hz, together with expe
ted high Doppler and not negligible Dopplerrate values, for
e the use of aiding information. An Assisted GNSS (A-GNSS)system is needed for providing information su
h as an a-priori knowledge ofthe navigation data sequen
e, allowing a data wipe-o� operation in 
ase oflarge 
oherent integration time and a predi
tion of the expe
ted Doppler fre-quen
y. Moreover, a fast a
quisition s
heme would be needed for redu
ing theMean A
quisition Time (MAT). In su
h s
enario, an FFT based a
quisitions
heme parallel in the time domain has been 
onsidered.Figure 7.1 shows the FFT based a
quisition s
heme, parallel in the time do-main. The digital signal at the re
eiver front-end output re
eived by onesingle satellite 
an be written as

yIF =
√
2Cc (nTs − τ) d (nTs − τ) cos (2π (fIF + fD)n+ φ) (7.1)where 163
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Figure 7.1: Time parallel a
quisition s
heme: the CAF is determined by usinga 
ir
ular 
onvolution employing e�
ient FFTs
• C is the re
eiver GNSS signal power;
• c is the spreading sequen
e re
eived with a delay τ ;
• d is the navigation data bit stream;
• fIF is the intermediate frequen
y;
• fD is the Doppler frequen
y a�e
ting the GNSS signal;In su
h a
quisition s
heme, the single digitized GNSS re
eived signal yIF [n]is multiplied by the fa
tor exp {−j2π (fIF + f̄D

)

n
} obtaining the sequen
e

ql[n] = yIF [n] exp
{

−j2π
(

fIF + f̄D
)

n
} (7.2)Then, the 
orrelation output for ea
h bin of the sear
h spa
e is obtained bymeans of a 
ir
ular 
orrelation fun
tion de�ned as

Y
(

τ̄ ,f̄D
)

=
1

N
IDFT {DFT {ql[n]} ·DFT {c[n]}∗} (7.3)It is easy to show that the Cross Correlation Fun
tion (CCF) and the 
ir-
ular CCF 
oin
ide only in presen
e of periodi
 sequen
es. This is the 
ase164



7 � Weak GNSS Signal Navigationwhen lo
ally generated 
omplex exponential perfe
tly mat
hes the expe
tedDoppler frequen
y fD, ex
ept for the noise 
ontribution and a residual termdue to a double frequen
y 2fD 
omponent 
ontained in the term ql[n]. Inthe other frequen
y bins, the presen
e of a sinusoidal 
omponent 
ould alterthe periodi
ity of the sequen
e [103℄. Finally the evaluated CAF S(τ̄ ,f̄D) 
anbe evaluated as the squared modulus of the 
orrelation output Y (τ̄ ,f̄D), andwritten as
S(τ̄ ,f̄D) =

[

YI(τ̄ ,f̄D)
]2

+
[

YQ(τ̄ ,f̄D)
]2 (7.4)highlighting the in-phase and quadrature 
omponents.

7.4.1 A
quisition threshold determinationThe basi
 metri
s of the performan
e evaluation of an a
quisition s
heme arethe dete
tion and the false alarm probabilities of a single 
ell of the sear
hspa
e, hereinafter indi
ated, respe
tively as Pd and Pfa; they are also referredas single trial probabilities. In general, the a
quisition threshold determina-tion is performed a

ording to a required Pfa and to an assumption of thestatisti
al distribution of the CAF in ea
h 
ell of the sear
h spa
e in the nullhypothesis H0, representing the 
ase when the signal is not present. Whilst,on
e the a
quisition threshold is set, the single 
ell dete
tion probability 
anbe evaluated under the statisti
al assumption of the distribution of the CAFin ea
h 
ell in the so 
alled alternative hypothesis H1 when the signal ispresent and 
orre
tly aligned. Thus, given a determined a
quisition thresh-old βth, and naming X the generi
 random variable related to the single 
ellof the sear
h spa
e, the false alarm and dete
tion probabilities 
an be de�nedas
Pfa(βth) = P (X > βth|H0) = P

(

X > βth|τ̄ 6= τ ∪ f̄D 6= fD
)

Pd(βth) = P (X > βth|H1) = P
(

X > βth|τ̄ = τ ∩ f̄D = fD
)

(7.5)165



7 � Weak GNSS Signal NavigationIn our 
ase the de
ision variable X is the value of S(τ,fD) in a bin of thesear
h spa
e. In the following the statisti
al 
hara
terization of the randomvariable X is obtained.7.4.1.1 Coherent A
quisitionWhen only 
oherent integration time is used, ea
h 
ell of the sear
h spa
eis obtained as the squared absolute value of a 
omplex Gaussian randomvariable with independent real and imaginary part. Under the H0 hypothesis
YI(τ̄ ,f̄D) and YQ(τ̄ ,f̄D) are both Gaussian distributed with zero mean andvarian
e σ2

n expressed as
σ2
n =

σ2
IF

Nc
=
N0B

Nc
(7.6)with N0 and B respe
tively the power spe
tral noise density and the pre
orrelation �lter bandwidth, whilst Nc is the number of samples in one 
oher-ent integration time. Thus, being S(τ̄ ,f̄D)|H0 the sum of the squares of twoindependent zero mean Gaussian random variable, the resultant probabilitydensity fun
tion is a 
entral χ2 distribution with two degrees of freedom

fS(τ̄ ,f̄D)|H0
(x) =

1

2σ2
n

exp

{

x

2σ2
n

}

, x ≥ 0; (7.7)Consequently the probability of false alarm is derived as
Pfa =

∫ ∞

βth

fS(τ̄ ,f̄D)|H0
(x)dx = exp

{

βth
2σ2

n

} (7.8)Su
h relation 
an be easily inverted in order to retrieve the single 
ell a
qui-sition threshold βth a

ording to a required false alarm probability.Under the H1 hypothesis YI(τ,fD) and YQ(τ,fD) are no longer zero mean, asit is shown in [103℄. Thus the sum of the square of two non-zero mean inde-pendent Gaussian random variables leads to a non-
entral χ2 random variablewith two degrees of freedom and non-
entrality parameter λ de�ned as
λ = E2

[

YI(τ̄ ,f̄D)
]

+ E2
[

YQ(τ̄ ,f̄D)
]

=
A2

4
=
C

2
(7.9)166



7 � Weak GNSS Signal NavigationThen, the resultant probability density fun
tion is
fS(τ̄ ,f̄D)|H1

(x) =
1

2σ2
n

exp

{

−x+ λ

2σ2
n

}

I0

(√
xλ

σ2
n

)

, x ≥ 0; (7.10)Under this hypothesis the single 
ell dete
tion probability 
an be evaluatedas
Pd(βth)

∫ ∞

βth

fS(τ̄ ,f̄D)|H1
(x)dx = Q1

(
√

λ

σ2
n

,

√

βth
σ2
n

) (7.11)where Qk(a,b) is the generalized Mar
um Q-fun
tion of order kth.7.4.1.2 Non-
oherent A
quisitionA
quisition performan
e 
an be improved exploiting non-
oherent summa-tions, whi
h simply 
onsists in summing a 
ertain number K instan
es of theoutput of the a
quisition blo
k, as shown in Figure 7.2.

Figure 7.2: Non-
oherent a

umulations in a
quisition s
hemeThe squaring blo
ks remove the phase dependen
e and the CAFs are non-
oherently summed. The �nal de
ision variable be
omes
SK(τ̄ ,f̄D) =

K−1
∑

k=0

Sk(τ̄ ,f̄D) (7.12)Under the H0 hypothesis, the �nal CAF is the sum of K 
entral χ2 randomvariables with two degrees of freedom. Thus the �nal distribution is a 
entral
χ2 with 2K degrees of freedom [104℄ whi
h 
an be expressed as

fSK(τ̄ ,f̄D)|H0
(x) =

1

2σ2
n

1

Γ (K)

(

x

2σ2
n

)K−1

exp

{

− x

2σ2
n

}

, x ≥ 0; (7.13)167



7 � Weak GNSS Signal NavigationThe probability of false alarm is then given by
Pfa =

∫ ∞

βth

fSK(τ̄ ,f̄D)|H0
(x)dx =

ΓK

(

βth

2σ2
n

)

Γ (K)
(7.14)where ΓK(x) is the 
omplementary in
omplete Gamma fun
tion of order K.Under the H1 hypothesis, the �nal random variable SK(τ,fD)|H1 is the sumof K non-
entral χ2 random variables with non-
entrality parameter equal to

λ =

K−1
∑

k=0

λk (7.15)Thus, the probability density fun
tion is given by
fSK(τ̄ ,f̄D)|H1

(x) =
1

2σ2
n

(x

λ

)(K−1)/2

exp

{

−x+ λ

2σ2
n

}

IK−1

(√
xλ

σ2
n

)

, x ≥ 0;(7.16)where IK is the modi�ed Bessel fun
tion of the �rst kind of order K. Thusthe probability of dete
tion 
an be then derived as
Pd(βth) =

∫ ∞

betath

fSK(τ̄ ,f̄D)|H1
(x)dx = QK

(
√

λ

σ2
n

,

√

βth
σ2
n

) (7.17)7.4.2 Sear
hing StrategiesSo far the probabilities de�nitions, are related to the single 
ell domain. Su
hprobabilities denoted as Pfa and Pd play an important role in determiningthe overall performan
e, but the a
quisition de
ision is taken observing thewhole sear
h spa
e, i.e. 
onsidering the statisti
al event generated by the
ombination of the random variables at the single-bin level. Thus the a
qui-sition performan
es are also strongly dependent on the de
ision statisti
 andon the overall dete
tion and overall false alarm probabilities, denoted as PDand PFA respe
tively. Before going to through the des
ription and derivationof su
h overall probabilities, few assumptions have to be mentioned [105℄
• The alternative hypothesis H1 is veri�ed only in one single 
ell of thesear
h spa
e. This means that, if 
ode delay and Doppler shift are168



7 � Weak GNSS Signal Navigationrightly 
ompensated on the nth, only the nth 
ell is distributed as fA(x),a

ording the assumption made under the hypothesis H1. The random
ell verifying this 
ondition is denoted with XA.
• Only one random variable XA is present over the whole sear
h spa
e.
• The variable XA 
an be in any 
ell with a uniform probability 1/N ,being N the dimension of the whole sear
h spa
e
• All the random 
ells of the sear
h spa
e are supposed to be statisti
allyindependent.Expressions of the overall false alarm and dete
tion probabilities are stronglydependent on the 
hosen sear
hing strategies. The main a
quisition strategiesemployed in order to explore the sear
h spa
e are:
• Maximum: The 
orrelation fun
tion is evaluated all over the sear
hspa
e, for ea
h value of Doppler shift and 
ode delay. Then only themaximum value of the CAF is 
ompared with the a
quisition threshold
βth.

• Serial: Here the ambiguity fun
tion is serially evaluated 
ell by 
ell.Ea
h value is 
ompared to the a
quisition threshold, and the a
quisitionpro
ess stops at the �rst threshold 
rossing.
• Hybrid: The ambiguity fun
tion is evaluated row-by-row, exploitingfor example FFT-based algorithms and the de
ision is taken on themaximum of ea
h row-by-row. The a
quisition pro
ess terminates assoon as the maximum in the 
urrent row ex
eeds the threshold.The a
quisition performan
e study will be 
arried on taking into a

ount theMaximum strategy sear
h. 169



7 � Weak GNSS Signal Navigation7.4.2.1 MAXIMUM Strategies: dete
tion probability PDUsing this strategy, a right de
ision is obtained when XA assumes the maxi-mum value within the sear
h spa
e and it passes the threshold βth. Thus theoverall dete
tion probabilities 
an be rewritten as
PD(βth) = P

(

XA = max
n

{Xn} ,XA > βth

) (7.18)Denoting with γ the value assumed by the random variableXA, using the the-orem of the total probability, the overall dete
tion probability 
an be rewrittenas
PD(βth) =

∫ ∞

βth

N
∏

n=1

P (XA ≥ Xn|XA = γ) fA(x)dx (7.19)In the last produ
t all the terms are equal ex
ept to the one 
orrespondingto the 
ase XA ≡ Xn. So there are N − 1 terms equal of the type
P (XA ≥ Xn|XA = γ) = P (Xn < γ|H0) = 1− P (Xn > γ|H0) = 1− Pfa(γ)(7.20)and only one term equal to

P (XA ≥ Xn|XA = γ) = P (γ ≥ γ|XA = γ) = 1 (7.21)Thus the overall dete
tion probability expression be
omes
PD =

∫ ∞

βth

[1− Pfa(γ)]
N−1 fA(x)dx (7.22)If Pfa(γ) is small enough, then the overall dete
tion probability redu
es to

PD ≈
∫ ∞

βth

fA(x)dx (7.23)7.4.2.2 MAXIMUM Strategies: false alarm probabilities PFADi�erently from the false alarm probability Pfa at 
ell level, whi
h is by def-inition in absen
e of signal, the overall false alarm probability PFA 
hangesdepending if the signal is present or not. In order to avoid 
onfusion the falsealarm probabilities in absen
e or presen
e of signal will be named respe
tively170
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P a
FA and P p

FA. The 
ase of signal absen
e is analysed �rst.In this s
enario a wrong dete
tion happen when the maximum of the ambi-guity fun
tion 
rosses the a
quisition threshold βth. Then the P a
FA be
omes

P a
FA =P

(

max
n

{Xn} > βth

)

=

=1− P
(

max
n

{Xn} < βth

)

=

=1−
N
∏

n=1

(1− P (Xn > βth)) =

=1− (1− Pfa(βth))
N

(7.24)
Figure 7.3 shows the in
reasing trend of the P a

FA with respe
t the in
reasingnumber of bins in the sear
h spa
e, for a given Pfa = 10−8 at 
ell level.

0 2 4 6 8 10 12 14 16 18
x 10

5

10
−4

10
−3

10
−2

10
−1

Search space dimension [N]

P
F

A
a

 −
 d

ec
is

io
n 

fa
ls

e 
al

ar
m

 p
ro

ba
bi

lit
y

 

 

P
fa

=1e−008

Figure 7.3: False alarm probability at sear
h spa
e level versus the numberof bins in the sear
h spa
e for a �xed false alarm probability at
ell levelFigure 7.4 shows the P a
FA trend versus the Pfa at 
ell level. The four 
urvesare related to four di�erent value of N . In both Figure 7.3 and Figure 7.4it 
an be observed that the false alarm probability P a

FA at sear
h spa
e levelimproves together with the redu
tion of the number of bins in the sear
hspa
e. However it has to be noti
ed that P a
FA assumes higher values withrespe
t the false alarm probability at 
ell level Pfa.171
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Figure 7.4: False alarm probability at sear
h spa
e level versus false alarmprobability at 
ell level for a �xed number of bins in the sear
hspa
eWhen the signal is present, the expression of the P p
FA 
an be easily obtainedby di�eren
e, as

P p
FA(βth) = 1− PD(βth)− PMD(βth) (7.25)where PMD(βth) is the overall missed-dete
tion probability. A missed-dete
tiono

urs when the satellite is present but it is not dete
ted. This happenswhen no 
ell value ex
eeds the a
quisition threshold. Thus, the overallmissed-dete
tion probability 
an be de�ned as
PMD(βth) =

N
∑

n=1

P (Xn < βth) (7.26)where
P (Xn < βth) =







1− Pd(βth), when XA ≡ Xn

1− Pfa(βth), when XA 6= Xn

(7.27)Therefore the overall missed-dete
tion probability be
omes
PMD(βth) = [1− Pfa(βth)]

N−1 ·
∫ βth

0

fA(x)dx (7.28)172



7 � Weak GNSS Signal Navigation7.5 Theoreti
al A
quisition Sensitivity Analy-sisA method for assessing the a
quisition performan
e is based on the evalua-tion of the SNR de�ned along the re
eiver pro
essing 
hain. Hereafter, thede�nitions of 
oherent SNR and SNR after non 
oherent a

umulation willbe provided.7.5.1 Coherent SNRAs proved in [102℄, the 
oherent SNR is de�ned as the ratio of the post-
orrelation signal power and the noise power
SNR =

(

S

σN

)2 (7.29)where S is the amplitude of the 
orrelation peak, while σN , is the standarddeviation of the noise after 
orrelation. Denoting with Nc, the number ofsamples a

umulated within a 
oherent integration time, 
onsidering an ide-alized 
oherent integration (in�nite bandwidth and un
orrelated noise), thesignal magnitude grows by Nc, and the noise standard deviation by √
Nc.Thus, the 
oherent SNR ρc will grow as

ρc = SNRpre ·
(

N2
c√
Nc

2

)

= SNRpre ·Nc (7.30)where Nc represent the ideal 
oherent gain. Thus, in ideal 
ondition, use ofhigher sampling frequen
y would lead to an in
reased 
oherent gain. However,the in
rease of the sampling frequen
y may not be a solution for a
hievinghigher 
oherent SNR. As it is shown in [102℄, use of a higher sampling fre-quen
y with respe
t the Nyquist sampling frequen
y 
an lead to a de
reaseof ρc 
aused by the 
orrelated noise samples.Figure 7.5 shows the 
oherent SNR for GPS L1 C/A 
ode (Rc = 1.023M
hips/s), signal at 5 dB-Hz, a

ording to the ideal front-end parameter173



7 � Weak GNSS Signal Navigationshowed in Table 7.1. The blue 
urve represents the 
oherent SNR ρc plottedversus the 
oherent integration time. The three 
oloured straight lines referto three di�erent values of the squared ratio between the a
quisition threshold
βth and the 
orrelation noise standard deviation (i.e.in dBs 20 · log10 (βth/σN)), obtained for three di�erent false alarm probabilities Pfa at single 
ell level.Su
h level represents the SNR threshold 
orresponding to the 
hosen threshold
βth.
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odeFront-end parameters Value

BIF 2Rc (GPS L1 C/A 
ode)
Fs 2BIFFigure 7.6 shows di�erent Re
eiver Operating Chara
teristi
 (ROC) 
urvesobtained for di�erent values of 
oherent integration time. It 
an be noted that,for a Pfa10

−8, whi
h will guarantee a false alarm probability at sear
h spa
elevel P a
FA of 10−2, as it will be shown later during the theoreti
al investigation,a Pd more than approximately of 90% 
an be a
hieved if a 
oherent integrationtime larger than 16 se
onds is used, in the ideal 
ase. Results shown in Figure174
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urve - Coherent integration7.5 and Figure 7.6 are obtained in an idealized 
ase, where losses related tothe IF �ltering of the GNSS signal, quantization, frequen
y mismat
h, 
odealignment and 
orrelated noise are negle
ted. Su
h losses are des
ribed indetails in [102℄.7.5.2 Non-Coherent signal a

umulationWhen non-
oherent signal a

umulation is present, the Sum-of-Squares (SS)operation 
hanges the 
orrelation peak magnitude as well as the standarddeviation of the 
orrelation noise �oor. Su
h an e�e
t is limited by the so
alled squaring loss, whi
h 
an be de�ned as
L =

post SS SNR

ρc
(7.31)A generalized expression for the squaring loss is presented in [104℄ as

L =10 · log10
(

4− π

π

)

+ ρc|dB−

−20 · log10
{

exp
(

−ρc
4

) [(

1 +
ρc
2

)

I0

(ρc
4

)

+
(ρc
2

)

I1

(ρc
4

)]

− 1
}

(7.32)175



7 � Weak GNSS Signal Navigationwhere In is the modi�ed Bessel fun
tion of the �rst king of order n. Thusafter the non-
oherent a

umulation of K istan
es of S(τ,fD), the �nal SNR
ρnc be
omes

ρnc|dB = ρc|dB − L+ 10 · log10K (7.33)Figure 7.7 shows the non-
oherent SNR ρnc with respe
t three di�erent valuesof the squared ratio between the a
quisition threshold βth and the 
orrelationnoise standard deviation, obtained at three di�erent false alarm probabilities
Pfa at single 
ell level and for di�erent values of non-
oherent summations
K.
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quisition performan
eSu
h theoreti
al results have been obtained for GPS signal and for a 
oherentintegration time of 1s. This example shows how it is then possible to redu
ethe 
oherent integration time but a large number of non-
oherent a

umula-tions are needed. Figure 7.8 shows the di�erent ROC 
urves in the 
ase ofdi�erent values of non-
oherent a

umulations. Ea
h ROC 
urve is obtained�xing a 
oherent integration time equal to 1 s.Good dete
tion performan
es at 
ell level 
an be a
hieved with a number ofnon-
oherent summations above larger than 35, as 
on�rmed in the results inFigure 7.7. A great portion of signal needs to be pro
essed in order to a
hieve176
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orre
t signal a
quisition. This is due to the fa
t that, at 5 dB-Hz a 
oherentintegration time equal to 1s leads to a low 
oherent SNR resulting in a notnegligible squaring loss of 1 dB, as seen in Figure 7.9, where (7.32) is plottedwith respe
t the 
oherent integration time.
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Figure 7.9: Squaring lossHowever, su
h an analyti
al formula expressed in (7.32) has to be 
onsideredvalid for 
oherent SNR lower than 10 dB, thus for 
oherent integration timelower than 2 se
ond. 177



7 � Weak GNSS Signal NavigationThe results previously presented represent a theoreti
al bound of the a
qui-sition performan
e a

ording to the parameter in 7.1. In a more realisti
 s
e-nario where GNSS re
eiver exploits wider bandwidth and greater samplingfrequen
y, GNSS signal a
quisition at 5 dB-Hz 
an be a
hieved employingshorter 
oherent integration time and a smaller number of non-
oherent a
-
umulations. Use of proper higher sampling frequen
y, whi
h will minimizethe digital noise samples 
orrelation, will in
rease the number of samples 
o-herently integrated whi
h in turns means higher 
oherent SNR. The a
tualperforman
e of the a
quisition s
heme depends on several others fa
tor thatmight in
rease the required total pro
essing time.However, the bounds obtained demonstrates how the availability of assistan
edata is mandatory in order to a
hieve the a
quisition of the signals. The roleof the assistan
e data will be to allow for 
oherent integration times longerthan the bit duration, and redu
tion of the size of the sear
h spa
e thanks tothe availability of Doppler estimates. In 
ase of Galileo signals the availabilityof the assistan
e for the data wipe-o� 
an be avoided thanks to the presen
eof the pilot 
hannel. Nevertheless, assistan
e for the redu
tion of the sear
hspa
e to investigate is always needed.
7.6 Assisted GNSS: theoreti
al performan
e andrequirements de�nitionDue to the harsh environments addressed in the framework of the lunar GNSSproje
t, an A-GNSS system is required. Generally speaking, assistan
e data
ould be able to in
rease the a
quisition and tra
king sensitivity of the re
eiverthus allowing to pro
ess extremely low GNSS signals. It has been shown inSe
tion 7.5 that the a
quisition of low GPS L1 signal (down to 5 dB-Hz)
an be a
hieved exploiting long 
oherent integration time or a 
ombination of178



7 � Weak GNSS Signal Navigationshorter 
oherent integration time and a large number of non-
oherent a

u-mulations. Nevertheless, extension of 
oherent integration time beyond thedata duration would require assistan
e information (i.e. the delivery of binarymessage 
ontent) in order to perform a data wipe-o� operation. Su
h an assis-tan
e may be avoided when dealing with a
quisition of GNSS signal featuringpilot 
hannel. However, su
h a 
hoi
e, raises a further problem 
on
erning thepro
essing of a signal with 3dB loss, and proper te
hniques for the se
ondary
ode syn
hronization have to be implemented. Other signi�
ant assistan
eoptions foresee the delivery of ephemeris of the GNSS satellites, whi
h wouldin
rease the re
eiver sensitivity , avoiding ephemeris data demodulation, aswell as the delivery of referen
e time and lo
ation information that integratedin a orbital �lter that would allow estimation of Doppler frequen
y thus re-du
ing the size of the sear
h spa
e domain and the MAT. In the followingse
tions a methodology for the design of a HS a
quisition s
heme is presented.The analysis is 
arried out assuming the presen
e of an external or re
eiverembedded Doppler aiding 
apable of providing a

urate Doppler and Dopplerrate information to the re
eiver a
quisition blo
k.
7.6.1 Sear
h spa
e redu
tion: Doppler domainAs shown in Se
tion 7.4, the a
quisition metri
s de�ned at sear
h spa
e levelstrongly depends on the sear
h spa
e dimension. Use of advan
ed signalpro
essing te
hnique, su
h as a kalman �lter based orbital �lter 
apable ofintegrating assistan
e data as referen
e time and lo
ation of the re
eiver to-gether with satellite position and velo
ity, and providing Doppler frequen
yand Doppler rate within few Hz, will redu
e the a
quisition sear
h spa
e inthe Doppler domain thus improving false alarm probability at 
ell level, asexpe
ted from (7.24). A
quisition sear
h spa
e dimension is of 
ourse de-termined by the 
hosen 
ode delay step and Doppler step. Con
erning theparallel a
quisition s
heme under investigation, the 
ode delay step is mainly179



7 � Weak GNSS Signal Navigationdetermined by the number of points used in the FFT 
omputation. The em-ployed MATLABr version of N-Gene software re
eiver, performs FFT overa number of points equal to the number of samples within one 
ode perdiod
Tcode. Indeed, for a given sampling frequen
y fs

NFFT = Tcode · fs (7.34)Therefore the 
ode delay domain size will be equal to NFTT .Con
erning the Doppler frequen
y domain, the Doppler step is mainly deter-mined by the 
oherent integration time Tint through the following empiri
alrule [7℄
∆f =

2

3Tint
(7.35)whi
h allows to minimize the losses at the boundary of the bin. Thus, know-ing the maximum and minimum Doppler frequen
y (fD,max and fD,min), thesear
h spa
e dimension N 
an be determined by

N =

(

fD,max − fD,min

∆f
+ 1

)

·NFFT (7.36)De�ning TP as the portion of signal pro
essed in order to obtain the wholesear
h spa
e, for a fast a
quisition s
heme parallel in the time domain, itbe
omes
TP = K · Tint ·

(

fD,max − fD,min

∆f
+ 1

) (7.37)where K is the number of CAF non-
oherently a

umulated.7.6.2 Assisted GNSS de�nition requirements: method-ologyIn order to provide requirements on the assistan
e system whi
h in turns
oin
ides with the de�nition of the a

ura
y required by an internal/externalDoppler aiding sour
e, the following approa
h has been adopted:1. Choi
e of a false alarm probability at sear
h spa
e level in absen
e ofsignal P a
FA and evaluation of the related false alarm probability at 
ell180



7 � Weak GNSS Signal Navigationlevel Pfa through (7.24), 
onsidering di�erent aiding s
enarios. Ea
haiding s
enario is identi�ed a

ording to the errors 
omputed by aninternal Doppler aiding system or un
ertainty of the external Dopplerassistan
e data, as well as the drift of the on board 
lo
k in generatingthe frequen
y. De�ning ǫfD su
h a total un
ertainty, in 
ase of Doppleraiding, the number of bins in the Doppler domain redu
es to
Nbins,D =

ǫfD
∆f

+ 1 (7.38)whi
h will also impa
t on the pro
essing time TP .2. Assessment of the dete
tion probability at 
ell level Pd by means oftheoreti
al ROC 
urves.3. Assessment of dete
tion probability at sear
h spa
e level PD.4. Assessment of missed-dete
tion probability at sear
h spa
e level PMD.5. Assessment of false alarm probability at sear
h spa
e level in presen
eof signal P p
FA6. Assessment of pro
essing time TP needed for whole sear
h spa
e 
om-putation.It has to be mentioned that, even if in presen
e of high a

urate Doppler aid-ing, residual Doppler may be still present due to the �nite a

ura
y of the lo
alos
illator frequen
y, whi
h usually di�ers from the nominal value of an amountrelated to the adopted os
illator te
hnology. Typi
al �gures of (relative)frequen
y a

ura
y are 10−6 for Temperature Compensated Crystal Os
illa-tors (TCXOs) and 10−8 for Oven Controlled Crystal Os
illators (OCXOs). A�rst 
onsideration is that the OCXOs te
hnology is suggested in order to pre-serve the a

ura
y a
hievable with Doppler estimation algorithms and limitthe frequen
y sear
h range for HS a
quisition stages, whi
h 
an thus a�ordfor the required 
omplexity due to the extension of the integration time. Forthe s
ope of the analysis ǫfD is the total un
ertainty, in
luding the 
lo
k drifte�e
t. 181



7 � Weak GNSS Signal Navigation7.6.3 Case study:A
quisition on the lunar orbitThe theoreti
al investigation on the optimal a
quisition system parametersand the de�nition of the Doppler aiding requirements for feeble GNSS signalsdete
tion on the lunar orbit have been 
arried out 
onsidering the followingfrequen
y band:
• Galileo E1;
• GPS L1;
• Galileo E5a;For the GNSS signals a
quisition in the Galileo E1/E5a frequen
y bands, onlypilot 
hannels pro
essing has been 
onsidered assuming full se
ondary 
odesyn
hronization. Furthermore, 
on
erning the Galileo E1
 
hannel, re
eptionof the full Composite Binary O�set Carrier (CBOC) modulation has beenassumed. Analysis on the GPS L1 C/A 
ode a
quisition has been performedassuming perfe
t data wipe-o�. The results a
hieved by the theoreti
al designof the overall systems are then validated by means of software simulationsexploiting the N-Gene fully software re
eiver [77℄. For this purpose, the fullysoftware GNSS signal generator at Intermediate Frequen
y, N-Fuels [98℄ hasbeen adopted for the generation of the expe
ted GNSS environment on theLow Lunar Orbit (LLO). Su
h a signal generator has been modi�ed in orderto ex
lude the presen
e of se
ondary 
ode for those signals featuring the pilot
hannel (e.g. Galileo E1/E5a in this Se
tion).7.6.3.1 Galileo E1
 
hannel a
quisitionWhen a
quiring the pilot 
hannel only, the a
quisition s
heme has to dealwith 3dB of loss whi
h then will require higher 
oherent integration time.However, taking into a

ount the GNSS spa
e environment presented in [6℄,182



7 � Weak GNSS Signal Navigationa 5 dB-Hz of a
quisition threshold on the Galileo E1
 pilot 
hannel only al-lows for an a

eptable number of satellites in view.Galileo E1
 pilot 
hannel features a primary 
ode of a duration equal to 4 msand a se
ondary 
ode tiered to the primary 
ode 
omposed of 25 
hips for a�nal length of 100 ms. The analysis is based on the assumption that syn
hro-nization with se
ondary 
ode is already a
hieved, thus only the syn
hroniza-tion within one primary 
ode period duration is required. As a 
onsequen
e,the dimension of the sear
h spa
e along the 
ode delay domain will be
NFFT = Tcode · fs = 0.004 · fs (7.39)four times larger with respe
t the 
ode delay domain in 
ase of GPS L1 signala
quisition.Table 7.2 summarizes the s
enario parameters 
onsidered during the theo-reti
al investigation. Sin
e the full CBOC modulation is 
onsidered for theGalileo E1
 pilot 
hannel, the theoreti
al investigation on the Doppler aidingrequirements is 
arried out assuming a wider front-end bandwidth (e.g. 20.46MHz), and thus higher sampling frequen
y with respe
t those needed for there
eption of the BOC modulation only.Table 7.2: E1
 Galileo signal: s
enario parametersSignal and RX front-end parameters ValuesSignal E1


C/N0 5 dB-HzFront-end bandwidth 20.46 MHz
Tint 2

K 10

fs 50 MHzThe 
oherent integration time Tint and the number of non 
oherent a

umu-lations K reported in 7.2 leads to optimal dete
tion probability Pd at single
ell level even for extremely small false alarm probability Pfa, as it 
an beobserved in Figure 7.10 where the ROC 
urves are shown.183
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urvesat 
ell levelTargeting an overall false alarm probability P a

FA of 10−2, and exploiting 2s of
oherent integration time Tint 
ombined with 10 non 
oherent a

umulations,a Doppler aiding a

ura
y of 0.5 Hz is required, as reported in Figure 7.11
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enarioFigure 7.12, Figure 7.13 and Figure 7.14 provide respe
tively the dete
tionprobability PD, the missed dete
tion probability PMD and the false alarm184



7 � Weak GNSS Signal Navigationprobability in presen
e of signal P p
FA whi
h 
an be a
hieved at whole sear
hspa
e level.
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Figure 7.13: Galileo E1
 non-
oherent a
quisition: Theoreti
al ROC 
urve atsear
h spa
e level (PMD)A summary of the a
quisition system design for weak Galileo E1
 signaldete
tion is proposed in Tables 7.3 and 7.4. where pure 
oherent a
quisitionstrategy and non 
oherent a
quisition strategy are respe
tively 
onsidered.185
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Figure 7.14: Galileo E1
 non 
oherent a
quisition: Theoreti
al ROC 
urve atsear
h spa
e level (P p
FA)Table 7.3: Assisted GNSS: Theoreti
al results for pure 
oherent Galileo E1
signal a
quisition

C/N0 5 dB-Hz 10 dB-HzA
quisition parameters Tint = 13s Tint = 5s
P a
FA ≈ 10−2 10−2

Pfa 10−8 10−8

ǫfD 0.25 Hz 0.5 Hz
Pd 86.3% 96.5%

PD 83.2% 96.5%

PMD 16.5% 0.03

P p
FA 2 · 10−3 Hz 5 · 10−4

TP 143 s 45.6 sThe results in Tables 7.3 and 7.4 show how the a
quisition of the E1
 
hannelis a 
hallenging operation. Coherent integration time needs to be in
reaseddue to a wider IF �lter bandwidth whi
h in
reases the noise power at theinput of the a
quisition blo
k. Su
h an in
reased 
oherent integration time
auses also the in
reasing of the sear
h spa
e dimension a

ording to (7.35)and (7.36). However the use of non-
oherent a

umulations strategy should bepreferred with respe
t the pure 
oherent a
quisition s
heme, sin
e it allows186



7 � Weak GNSS Signal NavigationTable 7.4: Assisted GNSS: Theoreti
al results for non 
oherent Galileo E1
signal a
quisition
C/N0 5 dB-Hz 10 dB-HzA
quisition parameters Tint = 2s; K = 10 Tint = 0.7s; K = 9

P a
FA ≈ 10−2 10−2

Pfa 10−8 10−8

ǫfD 0.5 Hz 1.5 Hz
Pd 85.6% 87.7%

PD 85.4% 87.7%

PMD 13.6% 12.26%

P p
FA 2.2 · 10−10 Hz 6.8 · 10−10

TP 80 s 31.5 sfor the redu
tion of the 
oherent integration time leading to less stringentrequirements on the Doppler aiding. Substantial gain is also a
hieved in termsof pro
essing time Tp needed for the whole sear
h spa
e 
omputation when
omparing the pure 
oherent a
quisition performan
e with the a
quisitionperforman
e a
hieved exploiting non 
oherent a

umulations. In order toa
hieve the targeted false alarm probability at sear
h spa
e level of 10−2,pure 
oherent a
quisition s
hemes require extremely high a

urate Doppleraiding (within 0.25 and 0.5 Hz respe
tively at 5 and 10 dB-Hz as shownin Table 7.3). Exploiting a proper number of non-
oherent a

umulations,su
h a targeted de
ision probability 
an be a
hieved with a less stringentrequirement on the a

ura
y provided by the Doppler aiding.On the basis of the theoreti
al analysis presented in Se
tions 7.6, where theoverall design of the a
quisition system together with the de�nition of theDoppler aiding a

ura
y requirements have been investigated, a simulationtest 
ampaign for assessing a
quisition performan
e in 
ase of Galileo E1
pilot 
hannel re
eption in a LLO s
enario, de�ned in Table 7.5, has beenperformed.In su
h a s
enario the on-board GNSS re
eiver operates in an environment187



7 � Weak GNSS Signal NavigationTable 7.5: Lunar Low Orbit s
enario: Galileo E1b
 CBOCNumber of SVN 5PRN from 1 to 5Doppler Frequen
y fD [15; 20;−5;−10; 15] kHzCode delay τ [2; 0.5; 1.6; 0.8; 1] ms
C/N0 [8; 9; 11; 15; 28] dB-Hz
hara
terized by GNSS signals with Doppler between +20 kHz and −20 kHzand Doppler rates rea
hing 5 Hz/s. Con
erning the Galileo 
onstellation
overage, only 5 satellites have been assumed visible to the on-board GNSSantenna on the LLO. Con
erning the level power, values between 5 and

15 dB-Hz have been assumed for the C/N0. Furthermore, the 
onsidereds
enario foresee the presen
e of only one Galileo E1
 signal 
oming from themain lobe of a satellite for small portion of the time, thus leading to a C/N0of 25 dB-Hz, 20 dB over the weakest Galileo E1
 re
eived signal.In order to assess the presen
e of near far e�e
t impa
t on the Galileo E1
PRN1 a
quisition , Doppler frequen
y of the weakest and strongest GalileoE1
, respe
tively (PRN 1 and PRN 5) has been set to the same value of 15KHz.N-Fuels signal generator have been set in order to generate for ea
h PRNthe full Galileo E1b
 CBOC modulation a

ording to the values reported inTable 7.5.Figure 7.15 shows the a
quisition sear
h spa
e of the Galileo E1
 
hannel(PRN 1) a
hieved by the software re
eived exploiting 9 non 
oherent a
-
umulations with a 
oherent integration time of 2s. Corre
t a
quisition ofDoppler frequen
y and 
ode delay is a
hieved, as it 
an be observed from themain a
quisition peak 
rossing the threshold (bla
k �oor).The a
hieved 
orre
t a
quisition is also 
on�rmed looking at the CAF in the
ode delay and Doppler domain respe
tively in Figure 7.16(a) and Figure7.16(b), where the highest 
orrelation peak is dete
ting in 
orresponden
e of188
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Figure 7.15: Galileo E1
 non 
oherent a
quisition: Sear
h Spa
e
(a) (b)Figure 7.16: Galileo E1
 a
quisition at 5 dB-Hz: CAF in the 
ode delay7.16(a) and Doppler 7.16(b) domain

τ = 2 ms and fD = 15 kHz.Furthermore 
ross 
orrelations with the re
eived strong PRN5 are mitigateddue to the use of a smaller 
oherent integration time and a su�
ient numbersof non-
oherent a

umulations whi
h leads to an averaging of the noise �oor.7.6.3.2 GPS L1 C/A 
ode a
quisitionFollowing the same methodology presented in Se
tion 7.6.2, investigation andDoppler aiding requirements de�nition for weak GPS L1 C/A 
ode a
quisitionon the LLO has been performed and results are summarised in Table 7.6 andTable 7.7. 189



7 � Weak GNSS Signal NavigationTable 7.6: Assisted GNSS: Theoreti
al results for pure 
oherent GPS L1 C/Asignal a
quisition
C/N0 5 dB-Hz 10 dB-HzA
quisition parameters Tint = 7s Tint = 3s
P a
FA 10−2 10−2

Pfa 10−7 10−7

ǫfD 0.25 Hz 0.5 Hz
Pd 85.5% 95.6%

PD 85.3% 95.4%

PMD 14.4% 0.01

P p
FA ≈ 10−3 Hz 2.5 · 10−4

TP 43.75 s 18 sTable 7.7: Assisted GNSS: Theoreti
al results for non 
oherent GPS L1 C/Asignal a
quisition
C/N0 5 dB-Hz 10 dB-HzA
quisition parameters Tint = 1s; K = 12 Tint = 0.5s; K = 8

P a
FA 10−2 10−2

Pfa 10−7 10−7

ǫfD 2 Hz 3 Hz
Pd 87.5% 92.6%

PD 87.1% 91.5%

PMD 12.8% 3.4%

P p
FA 4.6 · 10−11 Hz 1.8 · 10−9

TP 84 s 24 sAs expe
ted, lower 
oherent integration time for GPS L1 C/A a
quisition at
5 and 10 dB-Hz are needed with respe
t the values reported in Table 7.3 and7.4, due to the smaller front-end bandwidth and 
onsequent redu
tion of thenoise power leaking through the 
orrelators. Both Tables 
on�rm that theuse of non-
oherent a

umulations allows for a redu
tion of the 
oherent inte-gration time and thus to a less stringent requirements on the Doppler aidinga

ura
y. 190



7 � Weak GNSS Signal NavigationNear-Far e�e
t on the weakest re
eived GPS L1 C/A signal (PRN1) a
quisi-tion has been investigated and the result is presented in Figure 7.17. N-Fuelssignals generator has been tuned in order to generate syntheti
 data at IF inthe GPS L1 representative of the multiple satellites s
enario de�ned in Table7.8. In this 
ase, for all the sele
ted PRNs, generation of the data navigationmessage has been ex
luded.Table 7.8: Lunar Low Orbit s
enario: GPS L1 C/ANumber of SVN 8PRN from 1 to 8Doppler Frequen
y fD [15; 20; 10; 5;−5;−10;−15; 15] kHzCode delay τ [0.5; 0.1; 0.2; 0.3; 0.4; 0.5; 0.6; 0.7] ms
C/N0 [5; 6; 6.5; 7; 7.5; 15; 22; 27] dB-HzFigure 7.17 shows the a
quisition sear
h spa
e when a
quiring the PRN1at 5 dB-Hz, exploiting 1 se
ond of 
oherent integration time and 12 non-
oherent a

umulations. From the sear
h spa
e it is possible to noti
e that, in
orresponden
e of the Doppler bin representing the true Doppler a�e
ting theweakest and the strongest re
eived PRNs, several peaks 
rosses the a
quisitionthreshold. These peaks, whi
h are the e�e
t of the 
ross 
orrelations betweenthe lo
ally generated PRN 1 and the re
eived PRN 5, threat the a
quisitionpro
ess. However, the 
onsidered GNSS s
enario is quite pessimisti
 sin
esame dynami
 has been 
onsidered for both the weakest and the strongestre
eived PRNs. It is most likely that signals 
hara
terized by a very largedi�eren
e of power are also 
hara
terized by di�erent dynami
s.7.6.3.3 Galileo E5a-Q and GPS L5-Q 
hannel a
quisitionTable 7.9 and Table 7.10 provides the optimal a
quisition parameters andDoppler aiding requirements for the dete
tion of the Galileo E5a-Q pilot
hannel in lunar orbit environment. 191
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Figure 7.17: GPS L1 C/A non 
oherent a
quisition: Sear
h Spa
eTable 7.9: Assisted GNSS: Theoreti
al results for pure 
oherent E5a-Q
hannel a
quisition
C/N0 5 dB-Hz 10 dB-HzA
quisition parameters Tint = 12s Tint = 4s
P a
FA ≈ 10−2 10−2

Pfa 10−8 10−8

ǫfD 0.5 Hz 3 Hz
Pd 87.5% 90.9%

PD 87% 90.8%

PMD 12.5% 0.09

P p
FA 10−3 Hz 7 · 10−10

TP 228 s 76 sAlthough the same front-end �lter bandwidth has been 
onsidered in thetheoreti
al analysis for the a
quisition system design in the Galileo E1/E5afrequen
y bands, less stringent requirements on the Doppler aiding a

ura
y
an be observed in Table 7.9 and 7.10. This is mainly due to the fa
t that,Galileo E1
 primary 
ode period is four times longer than the primary 
odein the Galileo E5a-Q pilot 
hannel (1 ms), thus leading to a bigger numberof bins in the 
ode delay domain of the sear
h spa
e. The in
rease of thenumber of bins in the sear
h spa
e leads to a worsening of the P a
FA a

ording192



7 � Weak GNSS Signal NavigationTable 7.10: Assisted GNSS: Theoreti
al results for non 
oherent Galileo E5a-Q 
hannel a
quisition
C/N0 5 dB-Hz 10 dB-HzA
quisition parameters Tint = 2s; K = 9 Tint = 0.8s; K = 7

P a
FA ≈ 10−2 10−2

Pfa 10−8 10−8

ǫfD 3 Hz 7 Hz
Pd 87.1% 90.9%

PD 87% 90.8%

PMD 12.9% 0.09%

P p
FA 7 · 10−10 Hz 7.7 · 10−10

TP 342 s 50.4 sto (7.24). Table 7.11: Lunar Low Orbit s
enario: Galileo E5a-QNumber of SVN 5PRN from 1 to 5Doppler Frequen
y fD [15; 20;−10; 5; 15] kHzCode delay τ [0.5; 0.1; 0.2; 0.3; 0.4] ms
C/N0 [5; 6; 8; 12; 25] dB-HzFinally, a
quisition of the Galileo E5a-Q pilot 
hannel in a multiple satellitess
enario has been performed. The GNSS lunar low orbit s
enario is de�nedin Table 7.11. The same pessimisti
 s
enario where the strongest and theweakest re
eived PRN are a�e
ted by the same Doppler frequen
y has been
onsidered, the a
quisition performan
e a
hieved by the employed softwarere
eiver are shown in Figure 7.18.The 
orre
t a
quisition of Doppler and 
ode delay 
hara
terizing the weakestPRN1 is a
hieved and no impa
t of the near-far e�e
t is dete
ted, as in the
ase of Galileo E1
 
hannel a
quisition.193
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Figure 7.18: Galileo E5a-Q 
hannel non 
oherent a
quisition: Sear
h Spa
e7.7 Con
lusionsWeakest GNSS signal a
quisition on the moon, 
an be a
hieved exploitinghigher 
oherent integration time and optimal non-
oherent a

umulations.However, extension of 
oherent integration time requires the integration withassisted GNSS te
hniques. In fa
t, in 
ase of signal featuring only data 
han-nel, as the GPS L1 C/A, delivery of the navigation data bit transition in-formation is needed. When 
onsidering GNSS signal featuring also the pilot
hannel, self assistan
e te
hniques allowing the re
eiver to a
hieve full syn-
hronization with se
ondary 
ode, are required. However, when dealing withpilot 
hannel 3 dB of loss need to be a

ounted for. Finally, due to highdynami
s 
hara
terizing the 
onsidered GNSS environment and due to the
onsidered long 
oherent integration time adopted for the a
quisition pro-
ess, an a

urate Doppler aiding to the re
eiver is also needed. The presentedsignal pro
essing analysis has been mainly fo
used on the de�nition of theDoppler aiding requirements for GNSS signals a
quisition at low signal tonoise ratio.In this 
ontext, it has been shown that use of non-
oherent a

umulations hasto be preferred with respe
t 
oherent a
quisition s
heme only sin
e require-ments on the Doppler aiding a

ura
y 
an be relaxed. This is mainly due to194



7 � Weak GNSS Signal Navigationthe fa
t that, use of non-
oherent a

umulations allows for a redu
tion of the
oherent integration time, whi
h in turn means an in
rease of the Dopplerstep in the Doppler domain. Sin
e the targeted false alarm probability atsear
h spa
e level P a
FA determines the number of 
ells of the whole sear
hspa
e, the in
rease of the Doppler step will lead to a wider Doppler range tos
an and thus to a less stringent requirements on the Doppler aiding. Thehigh Doppler aiding a

ura
y, required when a
quiring the Galileo E1
 
han-nel, is justi�ed by the presen
e of a longer primary 
ode (4 ms) whi
h thusresults in an in
reased 
ode delay dimension in the sear
h spa
e. Neverthe-less, it is worth to mention that, even in presen
e of an extremely a

urateDoppler aiding, residual Doppler error may be generated by re
eiver 
lo
kanomalies.The a
quisition simulations with fully software re
eiver have been performedin order to assess a
quisition performan
e in realisti
 LLO s
enarios, wherethe re
eiver has to deal with very weak signals. In this s
enario, the fo
uswas to assess the presen
e of near far e�e
t, whi
h may mask the 
orre
t a
-quisition peak in the sear
h spa
e, as in the 
ase of GPS L1 C/A a
quisition.Su
h a problem has not been dete
ted in the 
ase of Galileo E1
 and E5a-Q
hannel a
quisition. These results 
an be justi�ed by the fa
t that, GalileoE1
 and E5a-Q feature longer primary 
odes with respe
t the GPS L1 C/A
ode. The presen
e of long 
odes in
reases the un-
orrelation properties ofthe PRNs transmitted by the satellites. However, use of non-
oherent a
-
umulations strongly help in mitigating the near far e�e
t, sin
e the 
ross
orrelations peaks are averaged together with noise.
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