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BASIC PRINCIPLES OF THE BLOCKCHAIN THECHNOLOGY
AND ITS APPLICATION
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AHOTAIA

YV 0aniii 0onosioi posenanymo ocnoeui npunyunu pobomu mexnono2ii 610K4ellH, it npaKmuyHy YinHicms ma cnocoou
3aACMOCYBAHH Y HAYKOGIU, MeOUUHIl, COYianbrill ma QiHancosii cepax.
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Abstract:

This paper deals with the main principles of blockchain technology work, its practical value is explained and the ways
of application in economical, medical, social and financial areas are shown.
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Introduction

The aim of this paper is to describe the main principles of the new breakthrough technology known as
blockchain. Nowadays this topic is of vital importance because blockchain technology and its application is
considered to be one of the most perspective branches of the modern science. The purpose of this work is not
to reflect the original documentation, but rather to explain the basics of the blockchain kernel. The article will
be useful for everyone who is interested in the study of crypto sciences and wants to get the basic understanding
of the principals of their work.

The main concepts

The concept of the blockchain technology is quite new. Its development is credited to a person or a group
of people known under the pseudonym Satoshi Nakamoto. Blockchain allows digital information to be
distributed but not copied. This approach proved to be a breakthrough and has taken an important place in
practically all the activities of modern people. In fact, blockchain technology has created the backbone of a
new type of the Internet. Originally devised for the digital currency, Bitcoin, the tech community is now finding
other potential uses for it. No doubt, that is the technology of the future.

It is much easier to evaluate the importance of the blockchain if you know the principle of its work.
Blockchain is a distributed database existing on multiple computers at the same time. It is constantly growing
as new sets of recordings, or ‘blocks’, are added to it. Each block contains a timestamp and a link to the
previous block, so they actually form a chain. The database is not managed by any particular body; instead,
everyone in the network gets a copy of the whole database. Old blocks are preserved forever and new blocks
are added to the ledger irreversibly, making it impossible to do any manipulations with data or to fake
documents, transactions and other kinds of information.2l All this makes blockchain systems very reliable and
independent from the external factors.

In theory, if you are going to hack the system or make some manipulations with the data, that have already
been saved in one of the previous blocks, you must take more than 51% of all the clients of the system under
your control and then you would have to spend as much computing power as has been spent to make the block
you are trying to change and all the next blocks; so, you need a few supercomputers to calculate the hashcode.
This effect is caused by the very principle of the blockchain because changes in one block will lead to its
hashcode become changed. Thus, the next blocks” hashcode will become changed, too. So, we can come to the
conclusion that the blockchain system is the system that cannot be hacked. Consequently, it grants unicity,
connectivity and security of all the data stored in it. In addition, this system is open, so everyone can check all
the data he needs. 2
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Separate blocks’ structure

Another interesting aspect of the blockchain technology is the possibility to create new blocks. Every block
consists of a set of some transactions (any computer operations performed on some data) which form the body
of the block, the hashcode of the current block and the hashcode of the previous block which are located in the
title. The title also contains a timestamp in it. It ensures better security and uniqueness of each block. The
hashcode of the current block is calculated on the basis on the blocks’ body and the hashcode of the previous
block. That means the hashcode of the current block depends on the hashcode of all the previous blocks.

Calculating the hashcode, you can check if the all of the previous blocks remain unchanged. In addition,
cryptography is used to guarantee synchronization of the copies of the blockchain on each computer (or node)
in the network.

As for the creation of new blocks, only the people who have a unique digital cryptographic key can make
changes and fill the current block. Such people are generally known as miners in the sphere of digital crypto
currency. They create new blocks on their own computing devices and fill them with the transactions. Then
the hashcode is calculated. If the hashcode is less than the pre-set number, the block is considered to be
accepted. Otherwise, the block is considered to be rejected. If the block is accepted, the system checks if there
any clients who have created the block with the same hashcode. If there are no blocks with the same hashcode,
the block is entered into the database and is shared among all the clients (also called nodes). It usually takes
about 20 hours to check out all the new blocks. The block having been accepted, the miner who has written it,
receives the reward. Thus, the money earned after creating a new block is available to be spent almost a day
after the creation of the block. This security measure is used to prevent situations of accepting two blocks with
identical hashcodes.

The practical value

The practical value of the blockchain is hard to overestimate. It can improve most of modern branches of
science, economy and industry.

For example, you can think of the blockchain as of a digital medical record system: every record is a block
which has a label stating the date and the time when the record was done. The medical history is extremely
important for diagnosis and treatment purposes, so neither the doctor nor the patient should be able to modify
the records already made. Nevertheless, the doctor owns a private key that allows him to make new records,
and the patient owns a public key that allows him to access the records anytime. This method makes the data
both accessible and secure.

The blockchain technology is relatively young and it has only started to penetrate into different spheres of
human activities, but even now it is widely used in cryptocurrencies such as Bitcoin and Ethereum, in banking
management and in finance. It is used to keep records of the population in some developed countries.

Conclusion

To sum up, blockchain is one of the most progressive modern digital technologies that grants accessibility
and immutability of data, entered to the block. The basic principle used in the blockchain is dependence of the
current blocks on the past ones and distribution of the databases between all the users of this blockchain system.
Nowadays this technology has not been fully investigated yet. It is still under development and it tends to
improve, but it is already used in economics and for population recording. Its greatest value is that it eliminates
the chances to hack the system or change the data. Most of modern digital currencies are based on the
blockchain principle. Thus, blockchain combines a lot of advantages and can be used to improve all the spheres
of humans’ life.
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