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Abstract

LTE (Long Term Evolution) also known as 4G, is highly in demand for its incompa-
rable levels of experience like high data rates, low latency, good Quality of Services
(QoS) and roaming features. LTE uses Diameter protocol, which makes LTE an all
IP network, connecting multiple network providers, providing flexibility in adding
nodes and flexible mobility management while roaming. Which in turn makes LTE
network more vulnerable to malicious actors. Diameter protocol architecture includes
many nodes and the communication between the nodes is done through request and
answer messages. Diameter manages the control session. Control session includes
the signaling traffic which consists of messages to manage the user session. Roaming
signaling traffic arises due to subscribers movement out of the geographical range
of their home network to any other network. This signaling traffic moves over the

roaming interconnection called S9 roaming interface.

This thesis project aims to interfere and manipulate traffic from both user-to-
network and network-to-network interfaces in order to identify possible security
vulnerabilities in LTE roaming. A fake base-station is installed to establish a
connection to a subscriber through the air interface. The IMSI (International Mobile
Subscription Identity) is captured using this fake station. To explore the network-to-
network communication an emulator based LTE testbed is used. The author has
investigated how Diameter messages can be manipulated over the S9 interface to
perform a fraud or DoS attack using the IMSI number. The consequences of such
attacks are discussed and the countermeasures that can be considered by the MNOs

(Mobile Network Operators) and Standardization Committees.
Keywords LTE, Diameter, EPC, Diameter Roaming, PCC, IPX, S9, RAR, RAA
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1 Introduction

Figure 1 shows the statistics by International Telecommunication Union’s (ITU

- T)! standardization sector, estimating the number of mobile subscribers, which
has grown to more than the number of people on the planet [60]. It is debatable
if all subscribers consider how they are able to make calls or use data at any point
of time and at any location on the globe. When a subscriber moves out of the
coverage area of its subscribed network and enters to other network its state is
called roaming state. The User Equipment (UE) stays connected to a network
available at any point of time without the subscriber having any awareness of
background processing. The visited network knows the subscriber as a visitor and
communicates with the network where subscriber is subscribed. The subscribed
network is called the home network and all other networks are the visited networks.
The visited network communicates with the home network either directly or with
the help of a private network called IPX? (IP Packet eXchange). All the network
operators around the world exchange roaming traffic with each other through the
IPX network [43] to provide its subscribers uninterrupted, secure and high quality

of services (QoS) anywhere around the globe.

Long Term Evolution (LTE), is designed as per the 3GPP? specification for cellular

lyww.itu.int

2http://www.whatisipx.com/
3www.3gpp. org
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Global ICT developments, 2001-2018*
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Figure 1: ICT Statistics on Global Information and Communication Technologies
Development (Adapted from [60])

network, which uses the Diameter Protocol for signaling and charging control.
Before Diameter, SS7, its IP version, SIGTRAN and RADIUS were used. SS7 was
used for user voice and data session and online charging was done with the support
of another protocol and Radius was used for authorization and authentication.
The number of protocols used tells us that the telecommunication infrastructure
is very complex and difficult to manage. The researchers in [7, 19,20, 38,50], have
figured out many flaws in the legacy telecommunication infrastructure including
eavesdropping, fraud attacks on billing, subscriber privacy, location tracking and
DoS attacks. Therefore the telecom networks migrated to the Diameter protocol,

which is a single substitute to several legacy protocols.

In this thesis, we demonstrate a roaming vulnerability in the LTE networks for
a specific network configuration. In this chapter we introduce the research and
motivation to choose and work on the topic. Then, we document the goals and
question of this research. The procedure to obtain the results is covered under the

methodology, and, finally the structure of the thesis is introduced.
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1.1 Motivation

The rate of increase in global subscribers of LTE in comparison to other technolo-
gies is exponential and the growth is expected to carry on in the coming years.
The OVUM * analytically compared different mobile network technologies and the
increase in subscribers around the world yearly, as shown in Figure 2. From the
Figure 2 it is clear that LTE has the maximum number of subscribers compared to
the 2G and 3G network [40]. This exponential growth of subscriber traffic has made

LTE network management and protection challenging for the operators [13].

= CDMA == 2G(GSM) 3GIWCDMA) == 4G(LTE) == 50G

Subscription Rate

0 —-""-..’.r _..-—"f

2010 2012 2014 2016 2018 2020

Year

Figure 2: Global subscription evolution for different Cellular Technologies (Adapted
from[40])

Due to the high growth rate of LTE subscribers worldwide, mobile network service
providers aim to provide high data rate and best QoS to mobile consumers. The
users expect to experience the high quality data, voice and multimedia services
not only in their home mobile network, but also while roaming into the network

of a different operator. For this reason, operators need to implement international

4ovum.informa.com
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roaming services. To provide best services Diameter is a suitable choice [21]. It
provides flexibility in addition of applications over the Diameter Base Protocol. It
is interoperable with the legacy protocol RADIUS [37].

Industrial professionals and researchers reveal that the Diameter roaming traffic
and the amount of LTE subscribers will continue to increase [41], along with new
Internet of Things (IoT) subscribers, therefore better services and high security is in

demand. This growth is equally visible in the roaming signaling traffic.

To manage roaming traffic and services a third party interconnection network IPX
is involved to connect all the continents introduction the new roaming interface "S9"
which communicates the policy and charging related signaling traffic over the IPX
network. It is important to study how the signalling traffic between two operators
across different continents is communicated over Diameter protocol through third

party networks.

The possibilities can be seen in making a Man-in-the-Middle (MitM) intrusion sce-
nario by creating a fake Diameter node in the IPX network or in the core network.
Vulnerability tests for Diameter roaming interface S6a and S6d are done in mas-
ter thesis research [36]. In this master thesis the researcher has demonstrated the
attack on the S6a interface by pretending itself as a partner node and exchanging
messages with the home MNO. This research further explains the possibilities to

access the interconnection network.

Similar to S6a and S6d interfaces S9 interface also passes through interconnection
network. Subscription and billing related messages are communicated over the S9
interface. If an attacker manages to get access to these messages it is possible to

make fraud or DoS attacks.

Weather the roaming subscribers are paying for what they are subscribed for, makes

Diameter S9 interface and LTE roaming an attractive point of research.
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1.2 Goals and Research question

This research aims to study the 3GPP specifications for LTE network design and
discover the real time implementation vulnerabilities in LTE roaming. The work
includes the analysis of recently discovered vulnerabilities and attacks made on LTE
network interfaces and the methodology used. The background literature reviews

the LTE design, Diameter message details and roaming architecture of LTE.

Therefore, the primary goal of the thesis is to understand LTE, Diameter, IPX
and Policy and Charging Control (PCC) rules as per 3GPP specifications. Un-
derstanding the types of attacks on different LTE interfaces based on Diameter

protocol gives us an idea to discover new attacks.

The LTE roaming interface "S9" is the target interface of this research. The PCC
(Policy Control and Charging) rules are communicated during roaming over S9 inter-
face between Home-PCRF (Policy and Charging Rule Function) and Visited-PCRF.
Similarly the Gx interface is used to communicate PCC rules between PCRF and
PCEF (Policy and Charging Enforcement Function) within the home network.
Figure 3 highlights the S9 interface between the home and visited PLMNs(Public
Land Mobile Networks), while the Gx interface is within the home PLMN in the
LTE architecture. HPCRF and VPCRF communicate signaling messages through
S9 roaming interface with the help of IPX network.

" Visited-PLMN  ( Other
._Networl-(_ )

Home - PLMN ‘m’/ §

PLMN - Public Land Mobile Network
PCRF - Policy & Charging Rule Function
PGW - PDN Gateway

Evolved Packet Core

Figure 3: Gx and S9 interfaces in LTE architecture
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In brief IPX is necessary tool to exchange LTE, IP based traffic and other services
including, ISP via IP based network-to-network interface. To maintain the same
quality of service around the world the IPX network provides communication

between the two MNQO’s. It also solves the problem of interoperability.

The research question is pointed out here as "How secure is the LTE roam-
ing and how a fraudulent attempt can be made to manipulate Diameter
messages over S9 interface?". The fraud attempt is made by collecting the
International Mobile Subscriber Identity (IMSI) over user-to-network interface and
manipulating the PCC rules carried in Diameter message AVP’s. A test bench is
set up for (IMSI) catcher and to manipulate Diameter messages first the S9 and Gx
interface messages are compared and which are almost same and then with the help
of the LTE emulator the message manipulation task is accomplished. The manipu-
lated messages can be seen through the Wireshark captured Diameter packets. This
test gives an insight to frame a real time scenario for a MitM attack attempting

fraud and DoS (Denial of Services).

1.3 Related work

In the evolution of LTE and the signaling protocol advancement from SS7 to Diame-
ter, the challenges are consistently faced by the users, operators or service providers.
A survey on security of LTE networks [47] shows a number of threats that may

cause unexpected service and information intrusions. Diameter protocol and LTE

networks security are highlighted here in context of different researches.

Diameter poor configurations spotted inside LTE networks are mentioned to be
unique for each network [64] and are broadly classified in five kinds of attacks: User
data leaking (identity theft), Network traffic interference and manipulation, User

traffic interception, Fraud attempts, DoS.

To target a subscriber, we need to access the radio interface and collect the in-
formation using radio sniffing devices. This is similar to the research [55] which
demonstrates three different attacks on the LTE network, two of which are passive,
subscriber information and traffic interception. The third attack, however, is ac-
tive, which aims to mislead the subscriber by performing a website fingerprinting
attack. The passive attacks in [55] are carried out using a device called "IMSI

Catcher" or "Stingray". Similarly we have also built an IMSI catcher for subscriber
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information retrieval.

According to the researcher, in [55] the active attack is Domain Name System
(DNS) spoofing, and this attack is possible due to a data layer weakness. Despite
being encrypted, the packets are not integrity protected.

Various kinds of attacks have been made through different interfaces of LTE net-
works and Diameter protocol. Table 1 represents the LTE interfaces and the possi-

ble attacks made through these interfaces.

Interface | Objective Attack name

Sh Capturing IMSI by making user data retrieve | Man-in-the-Middle[13, 31]
S6a Authentication message manipulation DoS [32]

S6a Location tracking cancellation DoS [33]

S6a New location update DoS [33,62]

S6a Delete subscriber data in repository DoS[51]

S6a Cancelling user request DoS [33, 34]

Sh Location tracking Spoofing [13,33,52]

Table 1: Diameter interfaces and the known attacks

Current state of the research can be understood studying the newly published

results on Diameter roaming interconnection vulnerabilities.

The research [30] explains which 4G network configurations can be attacked and
by collecting subscribers information, how the access point configuration can be
changed in different core network nodes. Exploiting this, the attacker can create a
Man-in-the-Middle (MitM) attack on the data traffic of the subscriber.

The research [62] describes the DoS attack on DNS in the international roaming
LTE network. The Open Air Interface (OAI) software is used to perform a DoS
attack a on DNS server. Another research work on Self Organizing Network (SON)
LTE [57] attempts a DoS attack on the end user, by implanting malicious informa-
tion in the respective system. Paging the LTE messages of targeted subscriber is
discussed in research [13]. It discusses identity theft and location tracking of an

LTE subscriber using publicly available tools.
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1.4 Methodology

To answer the research question a qualitative approach is used. A quantitative
method was not chosen, mainly due to the fact that setting up an LTE roaming

architecture model was not feasible.

All the essential background knowledge, LTE emulator testbed, is covered from
Third Generation Partnership Project (3GPP) specifications [1] and GSMA?® doc-
umentation. We use the analytical approach to analyze and evaluate existing
research literature. Active attacks were made for IMSI collection making sure it

did not interfere with the normal users.

LTE interface vulnerabilities have been passively tested on the LTE emulator
for the proof of concept. Finally, the research concludes with the publication of

results and further insights on the topic.

1.5 Structure of the Thesis

The thesis consists of six chapters and rest of it is structured as follows.

In Chapter 2, the background and theory of the concept useful for this research
work is covered. The subsections of this chapter will highlight the 3GPP Spec-
ifications used in this research work, LTE Architecture, LTE Emulator design,
Diameter Architecture and its interfaces, working of LTE Roaming, IPX Architec-
ture and the PCC Architecture. It is worth understanding the basic architecture
and working, in order to understand the attacks, which are made at the roaming

interface.

Chapter 3 details about the possibilities of the attacks at the air interface and
network to network interface. Here, we have defined methods to make successful
attacks at these interfaces. This helps in knowing the available vulnerabilities and

loop holes in the network.

Chapter 4 defines the steps we have adopted to make a fraud and DoS attack. It
includes the air interface attack and roaming interface attack and how both of these

lead to a successful fraud attack.

Swww.gsma. com
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Chapter 5 explains the man in the middle attack, with an example, explaining the
attack scenario and its consequences.

This thesis is concluded with brief discussion on results and future work opportuni-
ties in Chapter 6.

Appendix A is the table mentioning all the nodes of the emulator used for LTE core

network and their functioning.
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2 Background

This chapter provides the basic technical background of the technologies and
methodologies used in this project. The objective is to create a resource which
is helpful to the readers to understand this research and take advantage of the

thesis.

In the next section, we describe details about the 4G network architecture, also
called Long Term Evolution (LTE) or Evolved Packet System (EPS). EPS is

a combination of Evolved Packet Core and the LTE radio access network called
E- UTRAN. In this thesis we will term it as LTE network. The LTE emulator
used to prove the concept is explained in continuation, as its design is similar to
the real LTE system. LTE uses the Diameter protocol, which is responsible for
Authentication, Authorization and Accounting.

LTE roaming is discussed, which is useful to understand the working of mobile
network, when the subscriber is in home network and when it is in the visited
(roaming) network. IPX, which is the targeted part of the research and key role
player in roaming scenarios is discusses next. The last section covers the Policy

Control and Charging (PCC) rules architecture.

2.1 LTE architecture

The mobile network architecture, including all network elements, their interfaces

and protocols used, are defined through standardization. The network used for
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communications has also evolved far from circuit switched, to upcoming Software
Defined Network (SDN). To come up to this definition, mobile communication

technologies have undergone through a number of generation advancements.

In research [53] the author describes how wireless transmission has reached the

all-IP based network communication.

The basic mobile communication architecture for LTE can be seen in Figure 4
which consists of four main blocks: User Equipment (UE) can be any electronic
device capable of accessing the network. It includes, laptops, Mobile, tablets, IoT
devices. Evolved Universal Mobile Telecommunication Systems(UMTS) Terrestrial
Radio Access Network (E-UTRAN) is known as Access Network. Evolved Packet
Core (EPC) is also referred as System Architecture Evolution (SAE) or core net-
work. External Network includes IP Multimedia Subsystem (IMS)/PDN (Packet
Data Network), the Internet.

These four blocks communicate with each other through specific interfaces, with

unique names, as shown in Figure 4.

."/ .I\-’_"-\
Re [ )
.......... EPC —\:,Server PDNs §
s1 sel \ W,
UE - User Equipment
.......... Signaling Traffic EPC - Evolved Packet Core
PDN -Packet Data Network
User data Traffic E-UTRAN - Evolved UTRAN

Figure 4: Basic EPS architecture with E-UTRAN access [Adapted from [45]]

Figure 4 also depicts the user and control plane communications between E-UTRAN
and EPC. The dash line shows the control signals, while the solid line represents
the user traffic. Therefore there are two planes in LTE architecture: Control Plane

and User Plane.

EPC block shown in Figure 4 represents the core network of LTE. It consists of
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multiple nodes, as shown in Figure 5. Figure 5 also shows the E-UTRAN and UE
(User Equipment), which are connected by the air interface. Here we discuss each
block in detail, also shown in Figure 5 which shows the E-UTRAN and EPC block
of the LTE architecture.

PCRF

]

Séa

| SGi
PGW ( Server PDNs |

PDN

eNB - evolved Node B

EPC - Evolved Packet Core

E-UTRAN - Evolved UTRAN

HSS - Home Subscriber Server

MME - Mobility Management Entity
PCREF - Policy and Charging Rule Function
PDN -Packet Data Network

E - UTRAN PGW - PDN Gateway

SGW - Serving Gateway

Figure 5: EPS architecture

User Equipment (UE)

Electronic devices which have the capability to connect to the LTE network, are
termed as UE. It can be a mobile handset, laptop, tablet or any IoT device. The
key component of an UE is a Universal Integrated Circuit Card (UICC). It is a
microprocessor based smart card and an evolution to SIM (Subscriber Identification
Module) card used in GSM networks [4]. The UICC holds the network specific in-
formation used to establish communication between the subscriber and the network.
The main keys a SIM card stores, include ICCID (Integrated Circuit Card Identifier,
a unique serial number), IMSI (International Mobile Subscription Identity) and the
Authentication key.

E-UTRAN
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Evolved Universal Terrestrial Radio Access Network (E-UTRAN), consists of
evolved Node B (eNB), establishes the air interface with the UEs by mutual authen-

tication.

UE communicates with just one base station (eNB) at a time. It controls up-link
and down-link frequencies and multiplexing techniques. Key features of an eNB
2] are :

Establishing, maintaining and releasing the radio transmissions to all the UEs
through the LTE air interface during the user session. Controlling and performing
the handover procedures. Transferring the signaling messages to authenticate UEs
and establishing the user session between a UE and EPC by supporting SCTP

(Stream Control Transmission Protocol) [61].

Evolved Packet Core (EPC)
A simplified EPC architecture is illustrated in Figure 5. Its not practical to in-

clude all nodes of the complex EPC architecture. The main purpose is to under-

stand the functioning of the nodes.

An EPC network is a packet switched all-IP network, where voice services are
handled using IP Multimedia Subsystem (IMS) network [43].

The EPC architecture in Figure 5 includes the nodes that are the main focus of

this research.

HSS (Home Subscriber Server): This is the main database of the EPC. It in-
cludes of HLR (Home Location Register) and AuC (Authentication Center). HLR
is responsible for storing and updating subscriber location and subscription infor-

mation. AuC is responsible for secure authentication key generation.

P-GW (Packet Data Network Gateway): This node is responsible for commu-
nicating with PDN(Packet Data Network). It also supports policy enforcement

functions.

S-GW (Serving Gateway): This is the mobility anchor of the EPC and is responsi-

ble for switching between different wireless mobile technologies. It also routes data
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traffic between P-GW and eNB.

MME (Mobility Management Entity): This entity controls and manages authenti-

cation, authorization and mobility of the UE in control plane.

PCREF (Policy Control and Charging Rules Function): This entity manages ser-

vice policies and QoS for each user. It communicates with the PCEF (Policy and
Charging Enforcement Function) in the P-GW and updates the PCC (Policy and
Charging Rules) rules.

The EPC performs functions fundamental to the delivery of mobile data services
and provides connectivity to the internet and the services environment of the carrier.
These attributes make the packet core influential to innovation of services and a

cornerstone to operator monetizing strategies.

Release 8 of 3GPP defines EPC and is newly developed technology to support
LTE; but along with new services is has the features to incorporate with 2G, 3G,
and non-3GPP access as well. Key functions of the mobile packet core, which are

common in all the generations, include:

Mobility Management The ability to track users as they move between cell sites
(across routing areas or tracking areas) and route traffic accordingly is the key
function of core network. In EPC this functionality, potentially, also applies to

non-cellular access, such as WiFi.

Session Management Establishing bearer setups and managing the information
flow of a particular service or application is the basic function of the packet core.

This "session layer" is critical to delivering differentiated service quality.

Security and Privacy Authentication, encryption, and user privacy are primary
functions of the core network. Insofar as the operator positions itself as a trusted
provider, these are commercially valuable service attributes, above and beyond

their primary functions.

Policy and Charging The mobile packet core has always had a role in charging
for usage and content. This is extended significantly in LTE, with sophisticated
policy management, inherent to the architecture, the policy is tightly linked to

session management.
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EPC elements interact with each other according to the policy architecture, which
makes decisions about how to allocate network resources. The policy architecture
manages information provided by the lower-layer packet core nodes and acts on it
according to operator preferences. It is fundamental to network management and

is an important tool to help operators evolve their service portfolios.

The introduction of LTE has moved the wireless communication market from its

traditional voice environment to a data environment.

LTE introduces new approaches to charging, policy control and policy enforcement
functions as well as new network elements. This creates a need for multiple fraud

protection and network security system integration points [22].

2.2 LTE emulator

LTE emulator is a (Linux based) SW reference implementation of a certain 3GPP/LTE
network elements and the terminal. It is functionally a 3GPP standard based Nokia
product, which is similar to any real time LTE network, capable of communicating
with respective network elements. The whole emulator family covers all parts, end-
to-end, i.e. from terminal to core network elements. LTE air interface (layer 1) is

out of the scope of the main emulator.

Emulators are typically used in all sorts of R&D demos, concepts and trial devel-
opments. They are also used in product testing phases, for example, they provide
tested, executable protocol software family and real-time emulators based on 3GPP

specifications.

LTE emulators have a long history. The story goes back to early 1990’s, when

GPRS (General Packet Radio Service) emulators were developed. Later they were
extended by EDGE (Enhanced Data rates for Global Evolution) and 3G support.
A new configuration parameter set was taken into use for the LTE emulator 2011
release. LTE emulator elements are tabulated in Appendix A and provide a better

understanding of it.

LTE Emulator setup



28

Figure 6 represents the emulator nodes used in this research.

HSS

S6

Application PC for
generating user MME
data to the system 51

511

I = UE [, E€NB seW =5 pew

Gx
PCRF —— —

Figure 6: Logical structure of LTE Emulator

A

Operation

The prerequisite for starting an emulator is that an emulator has to be installed

and configured.

The LTE emulator system is typically managed by issuing commands to LTE
emulator elements and entities which are under execution. If they are started in
foreground or window mode, then commands are entered into character based
xterm—windows. If they were started in background mode, the only option is to

use the user interface run-time environment.

In this project, we are using emulator in foreground and windows mode as shown in
Figure 7. All the emulator windows are opened on the host computer screen and we
can write the commands directly on the xterm-windows. Commands are basically
macros, i.e. a set of CVOPS (C- based Virtual Operating Systems) signals, and
possible parameter values to them. CVOPS is a protocol development framework.
The highlighted text in Figure 7 represents the IMSI number, mentioining the

communication between the nodes is done using IMSI number of the subscriber.



UECPROC [1] ./uecproc 1

IGURATION_COMPLETE

29,5,2018 10:58:01,708,859 UE-C-1
00111

29,5,2018 10:58:01,703,945 UE-C-1
ANSFER

29 5, 2018 10:58:01,711,139 UE-C-1

HAS PROCEDURE COMPLETED ATTACH IWSI=5887110020

RRC ENE-C-1 MESSAGE SENT RRC_UL_INFORMATION_TR

RRC ENE-C-1 MESSAGE RECEIVED RRC_UE_CAPABILITY
ENCUT]

23,5, 2018 10:58:01,711,257 UE-C-1

ORMATION

29.5.2018 10:58:01,998,284 UE-C-1

N_TRANSFER

Generate cvops

RRC EMBE-C-1 MESSAGE SEMT RRC_UE_CAPABILITY_INF

RRC

EME-C-1 MESSAGE RECEIVED RRC_DL_IMFORMATIO

symbol tables
Running macro 'CVOPS_init':

+ .. Startup macro for the system, Not used by the user,

+ st echo of f

29.5.2018 10:35:25,483,705 UE-U-1 - PROCESS STARTED

Waiting for inputs .,

29 5.2018 10:58:00, 738 467 UE-U-1 SAI PROCEDURE COMPLETED L1 CELL_SERRCH “EME-ID
= 1"

=585711002000111 R-TEID=4338 S-TEID=4343

29,5,2018 10:58+01,191,337 SGW-1 GTP_511 MME-1 MESSAGE SENT GTPYZ_PTLU_CREATE_SES
SI0N_RESPONSE

29,5,2018 10:58:01,5934,542 SGW-1 GTP_511 MME-1 MESSAGE RECEIVED GTPYZ_PDU_MODIFY
_BEARER_RENUEST

29,5,2018 10:58:01,934,616 SGW-1 GTP_511 PROCEDURE STARTED MODIFY_BEARER IMSI=58
711002000111 R-TEID=4343 S-TEID=4333

23,5,2018 10:58:01,934 655 SGW-1 GTP_S11 PROCEDURE COMPLETED MODIFY_BERRER IMSI=
588711002000111 R-TEI[=4338 5-TEID=4343

29,5,2018 10:58:01,934,703 SGW-1 GTP_S11 MME-1 MESSAGE SENT GTPYZ_PDU_MODIFY_BEA
EER_RESPDNSE

Running macro 'CWOPS_init':

+o Startup macro for the system, Mot used by the user,

+ zet echo off
29 5.2018 10:35:20.268.457 ERIM-1 - PROCESS STARTED

Running in SAI mode
Waiting for input:
ES 85,2018 101353 25 223,213 ERIN-1 SA1 EMB-U-1 MESSAGE RECEIVED ENE_REGISTER

S51=588711002000111
29.5,2018 10:58:01.183,801 PGW-1 DIAMWETER_Gx PCRF-1 MESSAGE SEMT DIAMETER_GX_CCR
IHS[=508711002000111

29.5,2018 10:58:01.185,836 PGW-1 DIAMWETER_Gx PCRF-1 MESSAGE RECEIVED DIAMETER_GH
_CCA IMS[=588711002000111

29.5,2018 10:58:01,183,5873 PGW-1 DIAMETER_Gx PROCEDURE COMPLETED CREDIT_COMTROL
IM51=688711002000111

29,5,2018 10:58:01,190,578 PGW-1 GTP_SS PROCEDURE COMPLETED CREATE_SESSION IMSI=
588711002000111

29,5,2018 10:58:01,190,672 PGU-1 GTP_S5 SGW-1 MESSAGE SENT GTPY2_POU_CREATE_SESS
[ON_RESPOMSE

i

29

29.5.2018 10:58:01,745,245 ENB-C-1 RRC UE-C-1 MESSAGE RECEIVED RRC_UE_CAPABILITY
_INFORMATION
29.5.2018 10:58:01.789,143 ENB-C-1 51-AP PROCEDURE COMPLETED IMITIAL_COMTEXT_SET

P

29.5,2018 10:58¢01,789,218 ENB-C-1 51-AP MME-1 MESSAGE SEMT IMITIAL_CONTERT_SETU
F_RESPONSE

29,5,2018 10:58+01,789,667 ENB-C-1 S1-AP MME-1 MESSAGE SENT LPLIMK_MAS_TRANSPORT
29,5,2018 10:58:01,995,984 ENB-C-1 51-AP HME-1 MESSAGE RECEIVED DOWNLINK_MAS_TRA

NSPORT
29.5.2018 10:58:01,996,717 ENB-C-1 RRC UE-C-1 MESSAGE SEMT RRC_DL_INFORMATION_TR
ANSFER

lllo

Running macro 'CVWOPS_init's

1 .. Startup macro for the system, Mot uzed by the user,
t set echo off

23,5,2018 10:35:24,204,525 ENB-1-1 - PROCESS STARTED
Waiting for inputs

29,5,2018 10: 35 25, 222 895 ENB-L-1 SAI ERIM-1 MESSAGE SENT ENB_REGISTER
29,5,2018 10:5800,736,578 ENB-U-1 SAT PROCEDURE COMPLETED L1_CELL_SEARCH "UE-ID
ZTqn

5

29,5,2018 10:58:01,5952,904 MME-1 GTP_511 PROCETURE STARTED MODIFY_BEARER IMSI=G2
711002000111 R-TEID=4343 S5-TEID-4333

29,5,2018 10:58:01,5993,006 MME-1 GTP_511 5Gh-1 MESSAGE SENT GTPY2_PTL_MODIFY_BEA
FRER_REQUEST

29,5,2018 10:58:01,534,173 MME-1 51-AP EMB-C-1 MESSAGE SENT DOWNLIMK_MAS_TRANSFO

RT

29,5,2018 10:58:01,995,343 MME-1 GTP_S11 SGW-1 MESSAGE RECEIWED GTPYZ_PDU_MODIFY
_BEARER_RESPONSE

29,5,2018 10:58:01,995, 447 MME-1 GTP_S11 PROCEDURE COMPLETED MODIFY_BEARER IMSI=
GRE7I1002000111 R-TEID=4338

IMSI=586711002000111

29,5,2018 10:58;00,305,968 H35-1 DIAWETER_S6a
SI=588711002000111

29.5,2018 10:58:01,172,155 H35-1 DIAMETER_56a
R IMSI=588711002000111

29.5.2018 10:52101,172,244 H35-1 DIAMETER_56a
IHSI=588711002000111

29,5,2018 10t58101,172, 483 H55-1 DIAMETER_S56a
M IHSI=688711002000111

29,5,2018 10:56101,172,533 H55-1 DIAMETER_S56a

HHE-1 MESSAGE SEMT DIAMETER_AIA IM
HHE-1 MESSAGE RECEIVED DIAMETER_UL
FROCEDURE STARTED UPDATE_LOCATION
PROCEDURE COMPLETED UPDATE_LOCATIO

WME-1 MESSAGE SEMT DIAMETER_ULA IH

612558711002000111
Il

29.5,2018 10:57:60,816,727 PCRF-1 DIAMETER PGU-1 MESSAGE RECEIVED DIAMETER_TWR
29,5,2018 10:57:50,817,003 PCRF-1 DIAMETER PGW-1 HMESSAGE SEMT DIAMETER_DWA
29.5,2018 10:57160,818,014 PCRF-1 DIAMETER PGUW-1 MESSAGE RECEIVED DIAMETER_TWA
29,5,2018 10;58:01,186,153 PCRF-1 DIAMETER Gx PGW-1 MESSAGE RECEIVED DIAMETER_GX
_LCR IMSI=588711002000111

29,6,2018 10;58;01,186,236 PCRF-1 DIAMETER_Gx PROCEDURE STARTED CREDIT_CONTROL I
MSI=586711002000111

29.5,2018 10:58:01,185,384 PCRF-1 DIAMETER_Gx PROCEDURE COMPLETED CREDIT_COMTROL
IMSI=588711002000111

29.5,2018 10:58:01,188, 414 PCRF-1 DIAMETER_Gx PGW-1 MESSAGE SENT DIAMETER_GX_CCA

DIMSI:588711002000111

Figure 7: LTE emulator windows

2.3 Diameter architecture

For 2G/3G, the SS7 (Signaling System 7)

and RADIUS (Remote Authentication

Dial In User Service) protocols were used for authentication, authorization, ac-

counting [59]. The need to design new protocols arose by the introduction of TP

networks, roaming and security [21]. The variation in user equipment utilized to

access the network became multidimensional; for example, 3G, LTE, Ethernet

and WiFi. As specified in the IETF [9] documentation the reasons of Diameter

introduction also include fail over, security

and audit ability.

Diameter is referred to as Authentication, Authorization and Accounting AAA Pro-
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tocol © and is defined as a base protocol by IETF in document 3588 [63] and 6733
[46]. Diameter applications are used in all mobile environments including Evolved
Packet System (EPS), IP Multimedia Subsystem (IMS), Policy and Charging
Control (PCC), Generic Authentication Architecture Generic Bootstrapping Archi-
tecture (GAA/GBA) and Machine-to-Machine (M2M).

Key features of the Diameter base protocol include: message delivery (between
the nodes) in the form of AVPs, switching to different protocols, error and fault
notification, expansion (addition of new nodes), managing both user sessions and

accounting.

This section covers the basic architecture of the Diameter protocol and highlights
the LTE network interfaces that are using Diameter. Later, Diameter message

structure, AVP and session establishment are discussed.

Diameter Base Protocol Architecture

Diameter Architecture is a combination of entities which include:

Diameter Peer: Every Diameter Node directly connected to other Diameter Node
is a Diameter Peer.

Diameter Client: Diameter clients control the access to the network. It includes
MME, PCEF and PCRF.

Diameter Server: Diameter server deals with the authorization and authenti-
cation of a subscriber and its accounting details. Diameter servers are HSS and
PCRF.

Diameter Agent: They provide services, such as relay, proxy, redirect and trans-
lation. The agents are defined according to the services.

Diameter Relay Agent: Diameter relay agents manages the routing of the mes-
sages, on the basis of destination information. No application level processing is
performed by a relay agent. Only routing information is modified. It does not
manage the session state, but manages the transaction state.

Diameter Proxy Agent: Proxy agent also routes the Diameter messages based
on the Diameter routing table. It can modify the messages, manages the trans-

action state and implement the policy enforcement function. It may also manage

Shttps://tools.ietf.org
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the session state. Understanding of services provided is necessary for policy en-
forcement, therefore, the proxy agent only advertises the Diameter Applications it
support. An example of Diameter Proxy Agent in LTE is Diameter Routing Agent.
Diameter Translation Agent: It translates between two protocols; for example,
one which translates S6 Diameter Interface into Cx MAP interface.

Diameter Redirect Agent: It only returns answers with important information
for direct communication with the destination. No session state or transition
state is managed. Redirect Agent performs no application level processing, it only
provides relaying services for all Diameter applications. One example is the SLF
(Subscriber Locator Function) in IMS.

Figure 8 represents the block diagram of LTE, in which Diameter interfaces are
highlighted in green color. The Diameter based interfaces between the Diameter

Nodes and their functions are summarized in Table 2.
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Interface Nodes Function

S6 MME - HSS Enables transfer ~ of subscriptionand
authenticationdata for authenticat-
ing/authorizing user access to the LTE
network.

S13 MME - EIR Used for IMEI (International Mobile
Equipment Identity) check which is stored
in Equipment Identity Register.

Gx PCEF - PCRF Is used to communicate PCC rules.

Gy PCEF - OCS Is the online charging interface.

Gz PCEF - OFCS Is the offline charging interface.

S9 HPCRF - VPCRF It is used when the PGW stsrts or termi-
nates the bearers of the visiting user.

Rx IMS - PCRF It enables IMS to request  dedicated
bearer to guarantee the quality of service
of the IMS sessions.

Cx IMS(call server) - HSS It is used to authenticateauthorize and

locate the user.

Sh IMS(application server) - HSS | This interface is used  to obtainservice
data required for service execution.

Rf IMS(entities) - OFCS Used for offline charging of IMS sessions
and services.

Ro IMS(entities) - OCS Used for online charging of IMS sessions

and services.

Diameter Message Structure

Table 2: Diameter interfaces, their position and functionality

Diameter Protocol is message based and includes two types of messages: request

and answer messages. The message structure is shown in Figure 9, and the fields

included in the message are explained in Table 3
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1 2 3 Bit

Version Message Length

Command Flags Command Code

Application ID

HOP-by-HOP Identifier

End-to-End ldentifier

AVPs
| l
1
‘ AVP Code
Diameter AVP Flags AVP Length
AVP
Structure Vendor ID
L DATA....

Figure 9: Diameter message and AVP structure

Fields

values

Version

The used version of the Diameter Protocol.

Message Length

Total length of the Message Header and AVP.

Command Flag

Eight bits [0-7] length representing  RPETr r r 1
respectively.

R - For set -> Request message else an answer message.
P- Message is either proxy, relay or redirected.

E - If set -> Error message.

T - if set -> potentially re-transmitted message and

r stand for reserved , to be used as per the requirement.

Command Code

This field is three octets. It is uniquely assigned for each
message request.  For RAR/RAA messages, Command
Code value is 258, for CCR/CCA it is 272.

Application ID

To identify the Diameterapplications. Itis fouroctets.
eg, application ID for S9 interface is 16777267.

Hop-by-Hop Identifier

It is unique 32 bit integer for per connection per defined
time. The requestandanswemessages have same

Hop-by-Hop identifier values.

End-to-End Identifier

Detects duplicate messages.

Table 3: Diameter Message Structure Fields [§]
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Diameter AVP Structure
Data exchange in the Diameter Protocol is in the form of AVP (Attribute Value

Pair). It is a basic part of the Diameter message. The AVP message format is

depicted in Figure 9 and the fields are discussed in Table 4.

Fields Functions
AVP Code | AVP Code and Vendor-ID are used together to identify

the unique attribute.

AVP Flags | To inform the receiver about handling each attribute.
AVP Length | Total number bits used in all fields of the message.

Vendor-ID | This field contains individual vendor identification number
assigned by the IANA”. Vendor can add their own specific
Vendor -ID to this ID.

Data It contains the information.

Table 4: Diameter AVP Structure Fields [§]

AVPs are the fundamental data representation in many applications.To explain
AVP structure we consider Figure 10. Figure 10 shows the Diameter packets
captured over Gx interface and the details of RAA (Re -Authentication Answer)
packet. The packet consist of multiple AVPs which are differentiated by their AVP
code: Session-Id, Origin-Host, Origin-Realm, Result-Code, Origin-State, IP-Can-
Type and Charging-Rule-Report.

In Figure 10 the Charging-Rule-Report AVP details:AVP code, AVP Flags, AVP
Length, AVP Vendor Id and Charging-Rule-Name.

The Charging-Rule-Name AVP details about the PCC rule, which we target to

manipulate in this research.
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e LIL.013. LE1.ULU.

14. 172.580. 127.0.0.1 0.6.1
16.. 202.580.. 127.0.0.1 0.0.1
16.. 202.591. 127.0.0.1 0.0.1
18. 232.621. 127.0.6.1 127.0.8.1 DIAMETER 148 cnd=Device-Watchdog Request(280) flags=R--- appl=Diameter Common Messages(@) h2h=398962d2 e2e=338962d2 |
18. 232.623. 127.0.8.1 0.6.1
20.. 262.650.. 127.0.8.1 0.0.1
20.. 262.651. 127.0.8.1 0.0.1

Version: 8x61

Length: 416

Flags: 0x48, Proxyable

Command Code: 258 Re-Auth
ApplicationId: 36PP Gx (16777238)
Hop-by-Hop Identifier: 0x41d59464
End-to-End Identifier: 0x41d59464
[Request In: 320]

[Response Time: 0.806097377 seconds]
b AVP: Session-Id(263) 1=48 f=-M- val=pgw.le.nsn.com;1536913521174147;16777238
b AVP: Origin-Host(264) 1=22 f=-M- val=pgw.le.nsn.com

» AVP: Origin-Realm(296) 1=18 f=-M- val=le.nsn.com

b AVP: Result-Code(268) 1=12 f=-M- val=DIAMETER_SUCCESS (26001)
]

J

J

-

AVP: Origin-State-1d(278) 1=12 f=-H- val=1

AVP: IP-CAN-Type(1927) 1=16 f=VM- ynd=TGPP val=3GPP-GPRS (8)

AVP: RAT-Type(1032) 1=16 f=V-- vnd=TGPP val=EUTRAN (1904)

v AVP: Charging-Rule-Report(1048) 1=124 F=\M- vnd=TGPP

AVP Code: 1818 Charging-Rule-Report

) AVP Flags: OxcO, Vendor-Specific: Set, Mandatory: Set
AVP Length: 124
AVP Vendor Td: 36PP (19415)

v Charging-Rule-Report: 000983edc0000811009826af7063632431000000095/
b AVP: Charging-Rule-Nane(1085) 1=17 F=VM- vnd=TGPP val=pcc-1
» “AVP: Charging-Rule-Nane(1005) 1=17 f=VH- vnd=TGPP val=pcc-2
» AVP: Charging-Rule-Base-Nane (1004) 1=27 f=VH- vnd=TGPP val=rulebasenane-11
b AVP: Charging-Rule-Base-Nane (1004) 1=27 f=VK- vnd=TGPP val=rulebasenane-12
b AVP: Bearer-Identifier(1020) 1=13 f=VM- vnd=TGPP val=07

v AVP: Charging-Rule-Report(1018) 1=124 F=\M- vnd=TGPP

AVP Code: 1818 Charging-Rule-Report

» AVP Flags: Oxcd, Vendor-Specific: Set, Mandatory: Set
AVP Length: 124
AVP Vendor Id: 36PP (19415)

v Charging-Rule-Report : 000983edcOBOAR11008928af7063632433000099000003ed . . .
b AVP: Charging Rule-Nane(1095) 1=17 f=VM- vnd=T6PP val=pee-3
» AVP:_Charging-Rule-Nane(1095) 1=17 f=VM- vnd=TGPP val=pcc-4
» ‘AVP: Charging-Rule-Base-Nane (1004) 1=27 f=VH- vnd=TGPP val=rulebasenane-21
b AVP: Charging-Rule-Base-Nane (1004) 1=27 f=VK- vnd=TGPP val=rulebasenane-22
b AVP: Bearer-Identifier(1020) 1=13 f=VM- vnd=TGPP val=07

Figure 10: Wireshark captured Diameter packet showing AVPs

Diameter Stack

Figure 11 demonstrates the Diameter stack flow. Diameter messages can be
streamed over both transport protocols, Stream Control Transmission Proto-
col(SCTP) and Transmission Control Protocol (TCP) [67]. Transport security
protocols are optional. Transport Layer Security can be applied between two
Diameter peers. The request initiating node represents the TLS Client and the
receiver is the TLS Server. The TLS client is requested for the authentication cer-
tificate by TLS server for mutual authentication. Independent security options are
also available with Diameter, such as IPSec. It is dependent on the user to have
secure peer to peer communication. The diameter existing applications which are
implemented using AVPs can be extended by adding new AVPs. Different 3GPP

interfaces have their own defined application AVPs.

ULARILTLI LUU UAUN LIIUSUTYILCTRAGLLIINUY HITOWGT [ ZUU] | 18Y3="""" QUPL-UIQNTLEI GUINIVI FICISEYSI| U] IIZI-#IU0T900 CLO—41Uda4uy

DIAMETER 164 SACK cmd=Device-Watchdog Answer(286) flags=---- appl=Diameter Common Messages(0) h2h=308962d1 e2e=398962d1 |
DIAMETER 136 cnd=Device-Watchdog Request(280) flags=R--- appl=Diameter Common Messages(0) h2h=41d50467 e2e=41d59467 |
DIAMETER 168 SACK cmd=Device-Watchdog Answer(280) flags=---- appl=Diameter Common Messages(@) h2h=41d50467 e2e=41d59467 |

DIAMETER 164 SACK cmd=Device-Watchdog Answer(260) flags=---- appl=Diameter Common Messages(8) h2h=398962d2 e2e=398962d2 |
DIAMETER 136 cnd=Device-Watchdog Request(280) flags=R--- appl=Diameter Common Messages(@) h2h=41d50468 e2e=41d59468 |
DIAMETER 168 SACK cmd=Device-Watchdog Answer(288) flags=---- appl-Diameter Common Messages() h2h-=41d59468 e2e=41d59468 |



37

-

I_E TF. 3GPP Distributed

Applications Applications Applications
Mobile IPv4, PP PP

Credit Control, Cx, Sh, Rx, Gx,| | OCS, OFCS,

) S6a and more PCRF, HSS
anhlle IPvE ']

s '

Diameter Base Protocol

TLS (Optional)

SCTP (or TCP)

IP/IPsec (Optional)

. o

Figure 11: Diameter protocol stack (Adapted from [67])

2.4 LTE roaming

Roaming is the state of the subscriber or UE, when it is out of the geographical

coverage area of its home subscribed network operator. When a subscriber is out of
the network range, the mobile phone tries to communicate using an available net-
work (visiting networks) and gets connect access from the network which has legal

agreements with the home network operator. These agreements among different
MNOs (Mobile Network Operators)are handled by GSMA ® (GSM Association)

GSMA addresses and supports the mobile operators across the world. The main
support areas of GSMA include international roaming, interconnect agreements and
solutions.

The LTE roaming includes the availability of services to a user, by the visited net-

work. Mode of connection services, both in user plane and control plane depend

on the type of roaming scenarios.

2.4.1 Roaming scenarios

The methods by which the roaming services are accessed, define the roaming sce-
narios. The services can be provided in many ways to a mobile user, depending on

the type of services available at the home network operator and the visited network

8https://www.gsma.com
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operator. For this research we consider both home network operator and visited
network operator support and implement LTE services. By this we can come up
with two roaming scenarios as mentioned in GSMA IR.88 [6].

Home routing roaming In this scenario the UE is connected to the network by
PDN gateway (PGW) but the services are used from the Home network. Local

breakout roaming In this scenario the services are used from the visited network
and the status of the services is updated with the home PCRF (HPCRF).

A detailed explanation of the roaming scenarios is shown in Figure 12.

SGi ( Services
Rx .° E—
Signaling Traffic - -=-===-- e
Gx .* HPCRFY
User data Traffic X.- ;
- ]
- ]
HSS PGW '
0 \ .
[ ' [
1 ' [
Sﬁa: S8| :59
Home Network " . "
——————————— DEA |= = = = o 4= == o= | DEA }p = = = o= o= o oo -
Visited Network '
: : :
L] L} '
' X VPCRF
mme | S- - sew Pew —SL services )

SJ‘.N\'E'.,,_/ -
eNB S1-U

eNB - evolved Node B

DEA - Diameter Edge Agent

HSS - Home Subscriber Server

MME - Mobility Management Entity

HPCRF - Home Policy and Charging Rule Function
PDN -Packet Data Network

PGW - PDN Gateway

SGW - Serving Gateway

VPCREF - Visited Policy and Charging Rule Function

Figure 12: Roaming architecture

2.4.2 Roaming interface protocol stack

Figure 13 shows the roaming interface S9 between the Home PCRF and the Vis-

ited PCRF. The interface is used in Local Breakout Roaming scenario to commu-
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nicate policy and Charging Control (PCC) rules.

Diameter Diameter
SCTP/TCP SCTP/TCP
IP IP
L2 L2
L1 L1
HPCRF 59 VPCRF

Figure 13: S9 interface protocol stack (Adapted from [10])

2.4.3 Roaming charging

The roaming charging depends on the type of roaming scenario used.

In the case of home routed roaming the charging is done by the home network of

the roaming subscriber.

While in the case of the local breakout roaming, since all the controls are in the
visited network, charging is also done by the visited network for the roaming sub-
scriber, and is communicated to the home network over the S9 interface through

the third party network service provider IPX [24].

2.4.4 Roaming security and issues

The biggest challenge with LTE roaming, is the agreements among the operators
needed to support IP signalling. This requires to overcome interoperability chal-
lenges, as not all operators support all existing operational technologies. Quality
of services varies from network to network which remains an issue to the roam-

ing subscribers. Since third party network is introduced for routing, security has

become a key issue with LTE roaming [26].



40

2.5 IPX architecture

IPX (IP eXchange) is an interconnection network defined by GSMA °. Tt was
introduced to provide global roaming facilities to the MNO’s subscribers. IPX ser-
vices include Voice over IP (VoIP), IP Multimedia Subsystem (IMS) interworking,
LTE roaming [39].

To provide roaming services to its subscribers MNOs need to spend on infrastruc-
ture and have to manage many agreements between different MNOs across the
world. IPX is the solution to these problems and provide same network services

overseas as a subscriber uses in it home network.

IPX manages multilateral interconnection agreements among the operators and the
operator has to manage only one agreement contract. Also the infrastructure cost

to have interconnection with other MNOs is reduced.

Interoperability is another issue with roaming. Interoperability is defined as a
degradation from LTE network to 2G or 3G while roaming. Its not always nec-
essary that LTE network is deployed in the visiting network. There are different
cellular network technologies and a visitor subscriber has to switch to some other
technology. IPX is a solution to this and supports local breakout and home routed

roaming, providing large coverage area while maintaining QoS.

There are also some issues with IPX network providers. To provide full coverage
and maximum connectivity the IPX service provider across the world have to be

interconnected and this is called peering among the IPX providers.

World wide peering of IPX network providers helps in flexibly routing of signaling
traffic between different MNOs across the world.

Here comes the loophole in handling the signaling traffic of a roaming subscriber.
The MNO has an agreement with one IPX network provider and it is the IPX
network provider who routes the signaling traffic. Therefore the introduction of
the third party service provider may make roaming insecure. Figure 14 shows
the connection between two MNOs by S9 interface through IPX network and the
Diameter agents (DRA, DEA).

9%www.gsma. com
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Home Network Visited Network
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S6a Diameter S6a Diameter S6al el
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DEA - Diameter Edge Agent MME - Mobility Management Entity
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IPX - Internet Packet Exchange PGW - PDN Gateway
HSS - Home Subscriber Server SGW - Serving Gateway

Figure 14: IPX connecting home and visited network providers around the world

2.6 PCC architecture

The 3GPP Policy Control and Charging rule specifications [5] define the function-
ality of PCC rules.

A subscriber purchases subscription plan, to access the network services. As per
the subscription plan the MNO provides services to the subscribers. At the start-
ing of a new or modified EPS (Evolved Packet System) or IP-CAN session the PCC
rules are decided for that session. This decision is made as per the subscription
plan and are applied to the EPS session by PCEF (Policy and Charging Enforce-
ment Function). This subscription plan is communicated over the Gx interface
in case of Home Routed Roaming and is communicated over S9 interface in case
of Local Breakout Roaming. PCC rules define everything about the subscription
including data plan type, data rate, prepaid or postpaid, QoS.

PGW (PDN Gateway) establishes the Service Data Flow (SDF) and implements
the PCC rules for the specific user. PCC rules also define the establishment of
new session, its termination and modification.

When a session is established, the PCEF sends Credit Control Request (CCR)
message to the PCRF requesting the applicable rules for that session. PCRF

answers with the Credit Control Answer. This procedure is called pull procedure.
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The other procedure is push procedure in which the PCRF pushes the PCC rules
through the Re-Authentication Request (RAR) message. PCEF authenticates
with the Re-Authentication Answer (RAA) message.
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3 Mobile network security breach-

ing

The most common mobile security breaches include [18]: Lost or stolen mobile

device, Mobile app vulnerabilities, Web services attack and MitM attacks

Mobile networks have been breached through several interfaces [13, 31-34, 51,

52]. In the latest research [35] 36 new flaws have been spotted in LTE network
design and implementation scenario along with different carriers and device vendors.
The vulnerability attacks include DoS, phishing, eavesdropping and manipulating
data traffic. To get into the system, an attacker needs at least one legitimate
authentication message request. Different methods are used depending on the

generations of mobile technologies [66].

In case of the LTE and Diameter Protocol, we have opted for a man in the middle
attack, by capturing the policy decision messages over the S9 interface. To have a
targeted attack and least probability to get access denial message, attacker need to

have an IMSI number which then opens doors for many possible attack methods.

In this section, we discuss the methods to breach the mobile network through the

air interface (to collect the IMSI) and network-to-network interface (MitM attack).
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3.1 Fake base station

A fake base stations is virtual base trans-receiver station utilized in mobile com-
munications. The most common one is the GSM base station, which works for 2G
mobile technology. Since there is no dual authentication requirement, it is easier
to target GSM subscribers[27]. The fake base station is mostly used for intercept-
ing mobile call traffic and performing MitM attacks. Despite having mutual au-
thentication, LTE fake base stations are also designed and used [14]. Researchers

are coming up with new methods for protecting 5G from fake base stations [44].

3.2 IMSI Catcher

The IMSI (International Mobile Subscriber Identity) is used for the identification of
any subscriber and is stored in the SIM (Subscriber Identity module) card [3].

An IMSI catcher is a setup designed to operaate as a base trans-receiver station in
order to trick the mobile phones to connect to a fast and strongest signal strength
available network. Designing of cell phones focus on connecting to all compatible
towers. This feature is used by the IMSI catcher to represent itself to cell phones as
a tower from the mobile network services provider. This vulnerability allows the

attacker to view all the data to and from the mobile device [42].

Experimental Setup

To build the fake base station, we used two tools: OpenBTS!? software and Uni-
versal Software Radio Peripheral (USRP!'!) as Software Defined Radio (SDR)

Open BTS replaces the GSM tower by software implementation [12]. Figure 15
shows the basic blocks of Open BTS.

10
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Figure 15: Open BTS blocks

Network air interface is implemented by software defined radio (SDR) which is

an electronic device commonly called USRP, and is designed to work on various

frequency bands.

The core management functions are executed by the Open BTS software, which
directs the calls to the Asterisk instead of MSC (Mobile Switching Center) as in
GSM.

Astrisk'? is an open source VoIP service, used to handle all voice traffic to and
from the OpenBTS cell tower. It communicates and handle SIP (Session Initiation
Protocol) requests.

Figure 16 shows the block view of the OpenBTS Software structure.
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Figure 16: Software Architecture of Open BTS (Adapted from [11])
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A brief explanation of the building blocks of this fake base station are as follows.

SIPAuthServe signifies (SIP Authentication Server) and is used for all types of
authentications in OpenBTS. It processes the SIP Register request every time a
mobile handset agrees to connect to the OpenBTS network. Once the connection
is established. The IP address of the OpenBTS is updated by the SIPAuthServe
at the subscriber registry database, which enables other subscribers to communi-

cate.

SMQueue (SIP Message Queue) processes the SIP message requests. The SIP
message requests are made by OpenBTS to let the handset send SMS, which can

also be stored and forwarded at any scheduled time in the SMQueue register.

Subscriber Registry It is similar to the HLR responsible to save and authenti-
cates the subscriber identity. It helps Asterisk to communicate using text messages

and voice calls among different subscribers.

3.3 Uses of IMSI

International Mobile Subscriber Identity (IMSI) is necessary to communicate, to ac-
cess services from the subscribed network to the UE. A Mobile Network Operator
(MNO) identifies UE with its subscribers IMSI number and provides services accord-
ing to the subscription [3]. The IMSI retrieved have many applications within or

outside the MNQO’s network.

Uses of IMSI Catcher

A fake base station has both positive and negative uses.

Advantages include the use of IMSI catcher by law enforcement personnel (Secret
Services, national Guards, Police) to point out and locate the major or minor
criminals [29]. It can be used for Searching and locating someone at emergency
sites. Establishing emergency cellular network in case of disaster [28]. It can be

used to detect the Presence of targeted person or someone suspicious.
Contrary to this IMSI catcher uses have some drawbacks including, spy on law
enforcement personnel or businesses activities, intercepting calls, invading privacy of

anyone in range, data usage, messages and denial of services in case of emergency.
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3.4 Possible IMSI catching methods and countermeasures

Other ways to get the IMSI:

WiFi Access point (WiFi Pinapple) - A wireless router can be used to spy and track

people just by small modifications in the software.[54]
IPX access and SMS delivery trick [65]

Device virus can also be one of the option to hack a device. By providing system

update message one can implant malicious software and control the device.

There are countermeasures to catch the IMSI catchers[16]. An efficient way to
catch the IMSI catcher are apps. These software apps communicate to the UE
baseband chip to detect strange handovers and other network anomalies which
point to a potential fake base station activity. Few example apps are AIMSICD,
Snoopsnitch, Darshak [15] and Pwnie Express [17,49].

3.5 Network-to-network breaching methods

The Network to network interconnection consist of a connection between the home
network and networks in rest of the world . These networks may not always be
directly connected which is next to impossible. Vulnerability in network to network
interconnection exist when the user in the VPLMN (Visited Public Land Mobile
Networks) is in roaming scenario. An example attack on roaming interconnection
is made through S6a interface (an interface between HSS and MME) [48]. Such
attacks are used to identify the subscriber profile over S6a interface from MME us-
ing IDR (Insert Subscriber Data Request) or IDA (Insert Subscriber Data Answer)

messages. Here the attacker represent itself as HSS.

In this thesis project we are discussing S9 interface vulnerabilities where we aim to
modify the billing parameters, called the PCC (Policy and Charging Rules) rules
during the communication between VPCRF (Visited Policy and Charging Rule
Function) and HPCRF (Home Policy and Charging Rule Function). An intercon-
nection security procedure is discussed by GSMA FS.19 [25], defining filtering in
the signaling messages on DEA (Diameter Edge Agent) or DRA (Diameter Routing
Agent), demonstrated in Figure 17. This filtering Architecture in Diameter is un-

able to distinguish between the fake and real messages . We use this drawback of
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Diameter to successfully manipulates the RAR (Re Authentication Request) and

RAA (Re Authentication Answer) messages over S9 interface.

etwork to Network Interconnection
Using IPX and Diameter Routing
Agent (DRA)

Figure 17: Roaming Interconnection defined by GSMA
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4 Steps Leading to Fraud or DoS
Attack

It is always challenging to prove the real time complex network results on an ex-
perimental platform. This section demonstrates the steps followed to successfully
implement the denial of services and fraud attack on LTE subscriber, through
roaming interconnection S9. The test setup may vary for different environments
and may differ from the real implementation. A standard implementation process
is used to perform all the tests. The steps includes: IMSI catching, Fake PCRF
pretending to be HPCRF or VPCRF, Capturing PCC rules from RAA messages
Manipulating the PCC rules.

4.1 IMSI Catchers

The IMSI capture designed for this project is using Ettu’s USRP. The whole setup
is similar to the one explained in section 3.2. The image shows the laboratory

setup for an IMSI catcher and image has the captured IMSI’s.



50

Figure 18: Designed IMSI Catcher setup
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Figure 19: Snapshot of the captured IMSIs

4.2 Fake PCRF (HPCRF or VPCRF)

After the IMSI is collected, a fake PCRF can be used to communicate to the
MNO’s PCRF pretending it to be a visited PCRF. It can communicate and trig-
ger the Credit Control Request (CCR) to the HPCRF. HPCRF in response sends
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the Credit Control Answer (CCA).

The PCRF used to pretend as a Home PCRF or Visited PCRF, is from the LTE
emulator. In LTE emulator the PCRF is assigned a node IP address, since we
have tested them on the same machine, the PCRF and PGW, work on the same
kernel. The VPCRF can trigger the message to the HPCRF if the IP address of
the host node is known, which our case is same on both ends. The communication
between the HPCRF and VPCRF is as shown in the Figure 20.

HPCRF VPCRF

CCR

CCA

RAR

Figure 20: Communication between the two PCRF nodes

The messages shown in Figure 20 are CCA, CCR, RAR and RRA. The Credit
Control Request (CCR) is send by the VPCRF to HPCRF in order to request PCC
and QoS rule. Credit Control Answer (CCA) is send by the HPCRF to VPCRF in
reply of the CCR message. This procedure initiates the event. Re-Authentication
Request (RAR) is sent by the HPCRF to the VPCRF providing QoS and PCC
rules for that event. Re-Authentication Answer (RAA) is send by the VPCRF to
the HPCRF in reply of the RAR message.

4.3 Capturing Diameter messages

The Diameter message packets can be captured through wireshark. Wireshark is a
helpful open source packet analyzer tool. The network traffic can be captured and
analyzed.

DIAMETER uses TCP or SCTP as its transport protocol and the default port

number is 3868. By setting the port number and diameter filter on the wireshark
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The captured packet is used to check the Policy Control and Charging Rules for the

specific IMSI number.

The Diameter Gx interface packets were captured twice. Once before changing

the PCC rules, as shown in Figure 21 and second, after changing the PCC rules,

shown in Figure 22.
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Figure 21: PCC rules before any change in the captured packet
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Figure 22: PCC rules after the change has been made in the name field AVP

4.4 Manipulating the PCC Rules

The Denial of Service (DoS) or fraud attempt can be interpreted as a man in the
middle attack. The attacker posing as a HPCRF and VPCRF is the man in the

middle and can also be a part of the IPX or outside its network. Snapshot repre-
sents the concept how the PCRF emulator can be used to talk to the HPCRF or
VPCRF over Diameter Edge Agent.

HPCRF

IPX - Internet Packet Exchange
HPCRF - Home Policy and Charging Rule Function
VPCREF - Visitor Policy and Charging Rule Function

Figure 23: Attacker posing to be the Home PCRF and Visited PCRF
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5 Attack scenarios

We consider an example to frame the attack scenarios and understand the concept
of fraud or denial of service for a roaming LTE subscriber. We consider LTE sub-
scriber from USA with home subscription of ABC operator. The IMSI captured
is 310150123456789. The IMSI is described in the Figure 24. The operator ABC
may have multiple plans for its customers. A subscription plan is as mentioned in

Figure 25 which our example subscriber is registered to.

IMSI: 310150123456789

MCC 310 USA
MNC 150 ABC
MSIN 123456789

Discription of IMSI number

Figure 24: IMSI details
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@ ABC's Unlimited Premium Subscription Plan

o 30+ channels live and on demand TV

* Mobile hotspot 15GB

* High Defination Video

» Alows plan data, talks and text usage with roaming
charges and no roaming charges in and to
Mexico\Canada

o Pay the daily fee only for the days you use abroad.

Figure 25: USA operator ABC’s Subscription plan

The subscriber happens to visit Finland and is supposed to have network available
to access. The operators in Finland will provide services to this visitor but which

operator?

The operator XYZ from Finland that already has roaming agreement signed with
ABC, USA is supposed to provide network services to the visitor. Through the
IMSI communication between the UE and the network it can be identified who

is responsible to provide the services. The UE can have the roaming services

as per its subscription plan, which are requested by XYZ (VPCRF) to the ABC
(HPCRF). The communication is done on S9 interface through the CCR, CCA,
RAR and RAA messages. The message communication is depicted in the Figure
26.



Home - PCRF

CCR
CCA
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——

Visited - PCRF

Credit Control Request
Credit Control Answer -
e Money?
« What Kind of Subscription?

Re- Authentication Request
Re- Authentication Answer -
= All kind of control and
information
s PCC messages (your plan)

Figure 26: Message flow over S9 between operator ABC(USA) and XYZ(Finland)

The change in the subscription plan can be made during this communication be-
tween the HPCRF and VPCRF. The Figure 27 shows the steps included to make

a successful fraud attempt.

Step 1: Get the subscription plan of a "good”

subscription.

HPCRF

S9

Step 2: Update a "cheap” subscription with a
good plan or do a DoS attack

= e

RAR

VPCRF

VPCRF 59 HPCRF

RAA

RAR

RAA

Figure 27: Attack steps
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In our experiment on LTE emulator we captured the Diameter packets through
the Wire-shark and checked the AVP field containing PCC rules. With the help
of PCRF, which can act as a home or visited PCRF a trigger request is made to
transmit the PCC rules over RAA messages.

It is manageable to manipulate them and the manipulation is visible on the recap-

tured packets.

Consequences of the attacks

We have demonstrated a successful procedure to change the Attribute Value Pairs
(AVPs) field in the Re Authentication Answer (RAA) messages. These changes
results in MitM and DoS attacks which may affect not only subscriber but also
MNOs.

The attacker may be benefited to have better services if he is using the attack for
his own benefit by changing the cheap subscription to a good subscription.

The attacker can also play by exchanging the subscriptions this may cause shift-
ing in the costs and letting the phone bills in others name. Re-selling is also an

opportunity with the attacker to get money out of the attack.

The subscriber may receive a bill for the services he has not used. It is also possible
the subscriber is not able to receive services for what he is paying. In both the

cases company subscriptions are at risk.

The MNOs may end up in disputes. The consequences are loss of corporate cus-
tomers. MNOs may be in debt for the costs they cannot charge the subscribers.

The carrier cost to the service providers have to be cleared.
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6 Conclusion

The question of this research was to identify the vulnerabilities in LTE roaming.
In this research we are able to figure out possible attacks on LTE roaming interface,
highlighting the gap between the standards and the real implementation. Roam-
ing in LTE is leading towards complex interconnected MNOs. The security and
management of the growing roaming traffic need to be framed systematically. Suc-
cessful IMSI catcher is implemented to capture IMSI. LTE emulator is used to
check the Diameter traffic. The MitM attack is made possible using fake PCRF.
The manipulated RAA messages can lead to fraud or DoS attack.

6.1 Countermeasures

The real networks may different from the tested network, resulting in failure of at-
tack scenario. But since the opposite case is also possible the author has come up
with considerable countermeasures. For every roaming signaling message exchange
filters can be introduced with the sending node confirmation as a partner node.
Along with this before authenticating the UE the location of the UE and the travel
time for the change in location can be compared to avoid illegal authentication. It
is also possible that the attacker sends the attach request pretending itself to be
HPCRF, this can be avoided by checking messages coming from the own domain
address. It is also possible to separate the traffic based on visited subscribers and

own roaming subscribers. Another option is to use realm based communication
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instead of IMSI.

Using the machine learning tools and algorithms the author suggests a solution of
scaling the authentication requests. A bad request can be scaled as negative rank
and a true request can be scaled as positive rank. The rank grow stronger or weaker
as per the number of true or false attempts. If the false request attempts exceeds
certain limit the IMSI is blocked or in red alert zone. Similarly if the true attempts
exceeds certain limit the IMSI is in green or safe zone. Green zone user will have
more priorities to access the network.Targeting towards intelligent mobile roaming

network.

Stronger roaming agreements by GSMA are introduced under Near Real Time
Roaming Data Exchange (NRTRDE) [23]. Again it is up to the MNOs how

strongly they follow and implement the specifications.

6.2 Limitations

The most challenging part of this thesis is implementing the attack on a real net-
work. Not all deployment possibilities are considered in this thesis which may result
in different test cases. The flaws in Diameter protocol figured out in this study may

be holed up by other layer protocols.

6.3 Presented work

This thesis work is also presented at security conference (DEF CON 26 )'3under
title "4G - Who is paying your cellular phone bill? " where Silke Holtmanns pre-
sented the vulnerabilities in LTE roaming interface which leads to fraud attack and
DoS attack. The experimental tests were video recorded by Isha Singh and were
included in the presentation [56]. Also the work is published with title "Roaming
Interface Signaling Security for LTE Networks" in Springer LNCS volume 11359
from year 2018 and presented at 11th International Conference, SECITC 2018 [58].

6.4 Discussion and Future work reflections

The research question for this thesis came up with the discussion on roaming issues

with the network operators and subscribers implementing LTE. The research

3https://media.defcon.org/DEF


https://media.defcon.org/DEF
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aimed to highlight flaws in Diameter protocol and LTE roaming interfaces. Since
LTE roaming is in its early stages across the world and practical setup for the
proof of concept is out of the scope of the research therefore no real time test were
performed. The tests done in the thesis are done keeping the ethical limits in

mind and have not interrupted any user and services.

It is clear from the results that Diameter roaming interfaces are exposed to attacks
and threats, therefore the correct configuration of Diameter Signaling control and
intelligent routing with firewall is the need of the hour. It is always useful to im-

plement and test in the real time network scenarios, which can be the first thing to
advance in this research. Secondly similar vulnerabilities can be looked in the up-
coming 5G and IoT network technologies. A suggested solution for IMSI catcher in

5G network technology by implementing a pseudonym between the user equipment
and the gNB (5G Base Station) [44].
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A LTE Emulator Elements

Element

Description

UE

ENB

HSS

EIR

MME

SGW

PGW

PCRF

SGSN

MSC

This element corresponds to the User Equipment (terminal) of the
LTE network defined by 3GPP specifications.

This element corresponds to the LTE base station (eNodeB) of the
LTE network defined by 3GPP specifications.

This element corresponds to the Home Subscriber Server of the
LTE network defined by 3GPP specifications. Optionally HSS

emulator may also contain EIR-functionality.

This element corresponds to the Equipment Identity Register of
the LTE networkdefined by 3GPP specifications. Optionally
EIR-functionality may be included in HSS emulator and then

separate EIR emulator is not needed.

This element corresponds to the Mobility Management Entity of
the LTE network defined by 3GPP specifications.

This element corresponds to the Serving Gateway of the LTE
network defined by 3GPP specifications.

This element corresponds to the PDN GW of the LTE network de-
fined by 3GPP specifications.

This element  corresponds to the Policy and Charging Rules
Function of the LTE network defined by 3GPP specifications.

This element corresponds to the Serving GPRS Support Node of
the 3G network defined by 3GPP specifications. Although this
element is not a part of LTE architecture this is supported as a

standalone tester.

This element corresponds to the Mobile Switching Center of the
3G network defined by 3GPP specifications. As such this element

is not supported but needed due to indirect parameter references.




VLR

AAA

S2GW

GMLC

ESMLC

CBC

MBMSGW

IMS
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This element corresponds to the Visitor Location Register of
the 3G network defined by 3GPP specifications. Although this
element is not a part of LTE architecture this is supported as a

standalone tester.

This etenresponds to the Authentication, Authorization
and Accounting server of the LTE network defined by 3GPP

specifications.

This element corresponds to the S2a and S2b interface Mobility Ac-
cess Gateway defined by 3GPP specifications.  Element contains
S2 Trusted functionality.

This element corresponds to the Gateway Mobile Location Center

of the core network defined by 3GPP specifications.

This element corresponds to the Evolved Serving Mobile Location

Center of the core network defined by 3GPP specifications.

This element corresponds to the Cell Broadcast Center of the core
network defined by 3GPP specifications.

This element  corresponds to the Multimedia Broadcast  Mul-
ticast Service Gateway of the core network defined by 3GPP

specifications.

This element corresponds to the Internet Protocol (IP) Multimedia

Subsystem defined by 3GPP specifications.

Table Al: Explanation for the supported emulator elements
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